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CAPITAL: CHALLENGES IN DEVELOPING PUBLIC SERVANTS’
COMPETENCIES

Anomauis

[IpoanamnizoBaHo, sk u¢poBa TpaHcHopMaIliss CHEPTETUKHA 3MIHIOE BUMOTH
710 KaJIpOBOTO MOTEHITIany MyOaiyHOro yrpasiiHHs B Ykpaini. [lepexin mo Smart
Grid, mmpokoro 3acrocyBaHHs I0T-gatumkiB, SCADA Ta iHCTpyMEHTIB
AQHAMITUKU JAHWUX TIEPETBOPIOE YIPABIIHIA 3 “KOHTpoJiepa 3BITIB” Ha (haxiBIif,
AKUW Mae€ TpaIfoBaTh 3 TMOTOKAMH JaHWX, PU3MKAMHU Ta MDKOpPTraHI3amiitHOIO
KOOPJIMHAIIIEI0 B PEXKUMI, OTU3BKOMY JI0 peanbHOro 4yacy. [ mobanbHuii KOHTEKCT
MIJACWIIOE TIPOOJIeMY: y CBITI 3pOCTa€ 3aWHATICTh y “‘3€NIeHINA” €HEepreTHIl, aie
BOJHOYAC (POPMYETHCS PO3PUB MK IMOTPEOOIO0 B HOBUX KOMITCTCHI[ISIX 1 HASBHOO
MPOTIO3UITIE€r0 TIparli. B yKpaiHChKHX yMOBaX BHKJIMK 3arOCTPIOETHCSI BOEHHHMH

pYyUHYBaHHSIMHU €HEPreTMYHOi IHPPACTPYKTypu Ta MOTPeOOI0 IMIBUAKOIO
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BIIHOBJICHHS ¥ MojepH3amii cektopy. JlomaTtkoBi BuMoru cdopmyBana
cunxponizaniss OEC Vkpainm 3 ENTSO-E y 06epesni 2022 poky, 110
aKTyasli3yBaja KOMIETEHTHOCTI  MDKHApPOJHOI  KOOpAMHAIlli, YIpaBIiHHSA
TPAaHCKOPJAOHHUMHU TIEPETOKAMHM Ta IMIIJIEMEHTAIlli €BPONEUChKUX TEXHIYHUX
pOLEYP.

Emnipuuny ocHOBY poOOTH CTaHOBUTH aHall3 HAIL[IOHAJIBHUX JTAHUX LI0JI0
npogeciitnoro HaByaHHs: 3BIT HAJIC npo iHauBigyalibHI MOTpeOM y HaBuYaHHI
oxoruioe 150 921 nepkaBHOro ciyk00BLSI M IEMOHCTpYe MacmTad 3amuTy Ha
PO3BUTOK KOMIIETEHTHOCTEW, OJHAK 03 JO0CTaTHhOI ranay3eBoi “NpuB’sA3KUA” 10
cnenu@iki €eHEepreTUKu Ta KpUTHUHOI 1H(pacTpykTypu. [lokazaHo, 1o HaBiTh 3a
HasBHOCTI pO3BHMHEHOI iHGpacTpykTypu Oe3nepepBHoro HauaHHs ([lopran
YIpaBIiHHS 3HAHHSAMM, THUCAYl TPOrpaMm) CHeliali3oBaHl TpaekTopii s
YIPaBIiHHS €HEPrOCUCTEMOI0 HAa OCHOBI JAaHMX 1 KiOEPCTIMKOCTI 3aJMIIAIOTHCS
(pparMeHTapHUMH.

OOGrpyHTOBaHO IHTErpaIlil0 TPHOX OJOKIB KOMIIETEHTHOCTEH JJIsI TyOIIUHUX
CITY>KOOBIIIB €HEPTOCEKTOPY:

- EHepreTHYHa eKcrepTus3a (JIorika poOOTH €HeprocucTeM, OalaHCyBaHHS,
iaTerparis BJIE);

- nmudposi HaBuuku (data governance, aHajiTHKa, KibepOe3reka, pobora 3
OTepaIifHUMHU TAaHUMH ),

- Leadership 4.0 (mepexeBa koopauHarisi, change management,
cTpateriune 6adyeHHs MUGPOBOi TpaHChHOpMaIIii).

Knwouosi cnosa: mybniuHe ympaBliHHA, €HepreTHdHa cdepa, 1mdpposa
TpaHchopMallisi, KaapOBHi IOTEHINad, KOMIIETEHINI IepKaBHUX CIy>KOOBIIIB,

npodeciitne HaBuanus, Industry 4.0, Smart Grid, BigHOB/IIOBaHA €HEPTETHKA.
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Abstract

The study analyzes how digital transformation of the energy sector is
reshaping human capital requirements for public administration in Ukraine. The
transition to Smart Grid, widespread adoption of 10T sensors, SCADA, and data
analytics tools is transforming managers from “report controllers” into specialists
who must work with data streams, risks, and inter-organizational coordination in
near real-time mode. The global context intensifies the problem: employment in
“green” energy is growing worldwide, yet simultaneously a gap is forming
between the demand for new competencies and available labor supply. In the
Ukrainian context, the challenge is exacerbated by war-related destruction of
energy infrastructure and the need for rapid sector recovery and modernization.
Additional requirements emerged from the synchronization of Ukraine’s power
system with ENTSO-E in March 2022, which actualized competencies in
international coordination, cross-border flow management, and implementation of
European technical procedures.

The empirical foundation of the study is based on analysis of national
professional training data: the NADS report on individual training needs covers
150,921 civil servants and demonstrates the scale of demand for competency
development, however without sufficient sector-specific “anchoring” to energy
and critical infrastructure specifics. The study shows that even with well-
developed continuous learning infrastructure (Knowledge Management Portal,
thousands of programs), specialized pathways for data-driven energy system
management and cyber-resilience remain fragmented.

- The integration of three competency blocks for energy sector public
servants is substantiated:

- energy expertise (energy system operation logic, balancing, RES in-

tegration);
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- digital skills (data governance, analytics, cybersecurity, operational
data management);

- Leadership 4.0 (network coordination, change management, strategic
vision for digital transformation).

Keywords: public governance, energy sector, digital transformation, human
capital, civil servants’ competencies, professional training, Industry 4.0, Smart

Grid, renewable energy.

Ilocmanoska npooremu. 1ludposa Tpanchopmalliss EHEPreTHIHOTO CEKTOPY
CTBOPIOE KPUTHUYHHI PO3PUB MK TEXHOJIOTTYHUMHU MOXIIUBOCTAMH (Smart Grid,
Al-ananituka, SCADA) Ta KOMIETEHIIISIMU MYOJIIYHUX CITY>KOOBIIIB. 32 OIIHKAMU
IRENA (2024), no 2030 poxy rio0aibHUIl EHEpreTUYHH CEeKTOp MaTuMe
nedinuT 7 MIH KBaTi(iKOBaHMUX IMPAI[IBHUKIB, 1110 CTBOPIOE CUCTEMHUIN PU3UK JJIs
€HEPreTUYHOIO MEePEXOTY.

B Vkpaini npo6iiema HaOyBae KpUTHYHOTO XapaKTEPy Yepe3 TPU BUKITUKH.

- [To-nepiue, BoenHu# cran: 3HUIIEHO 50% TeHepyOUnX MOTYKHOCTEMH,
110 BUMarae nepedy/10BM CUCTEMH YIPABIIHHSA Ha 3acajiax Mu(POBUX TEXHOJIOT 1.

- [lo-npyre, cunxponizaimis 3 ENTSO-E (6epesens 2022) crBopuia
HOBI BHMOTH JI0 KOMIICTCHIIIH y MDKHApPOJHINM KOOpAMHAIT Ta IMIUIEMEHTaIlii
€BPOIEHUCHKUX CTAaHIAPTIB .

- [To-TpeTe, eBpoiHTErpaIlis Ta TPETiH €HEPTETUYHUMN MTAKET BUMAraroTh
ajanTarii yrnpaBiliHChKUX MTPAKTHUK.

Hocnimkennss HAJIC (2024) oxonmno 150 921 mepxaBHOTO CITy>KOOBIIS 1
BUSBIUJIO KPUTHYHY cuTyarlito: 3 1700 xypciB nmiie 3 CTOCYIOTBhCS €HEPreTHKH,
CreIiari3oBaHi MOIYJI1 3 YIPABIIHHS TaHUMH Ta KiOepOe3neKu BiJCyTHI.

Mema oocniosxcennss — BUSBICHHS KPUTUYHUX MPOTAJIUH Y KOMIIETEHIIAX

Jep>KaBHUX CIIYXKOOBIIB €HEpreTuyHoro cektopy (Ha ocHoBi ganux HAJIC Tta
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[Hudporpam) Ta OOIpyHTYBaHHS MIDKBIAOMYOI MOJEIl MIATOTOBKH KajpiB s
uuppoBoi TpaHchopmalii B yMOBaX BOEHHOT'O BIIHOBJIEHHS Ta €BPOIHTErpaLlii.

Ananis ocmamnnix oocniddxcensv i nyonixayin. JlocnimpkeHHs 1udpoBizamii
SHEPreTUKH OXOILUTIOIOTH TPU HANpPSMU: TEXHIYHI OCHOBH, CTaHIAPTH JAaHUX Ta
MIJTOTOBKY KaJIpiB.

TexHiuHI OCHOBH LU(POBOr0O YHpPaBIiHHS E€HEProOCUCTEMaMHU PO3KPUTO Y
npaisix McCalley (cucreMHa onepariist Ta HaaiHicTh) [1], marepianax KTH mono
mucnieryepcbkux SCADA-cucrem [2] Ta mpoTokosax nepeaaBaHHs nanux PMU
[3]. Lli mkepena oOOTPpyHTOBYIOTH, M0 HHUQPOBI3AIS 3MIHIOE BHUMOTH O
YIPAaBIIHIIIB: PIlIEHHS 3aJI€KaTh B/l AKOCT1 IaHUX Ta IIBUJKOCTI iX 0OpPOOKH.

Crangaptu enepretuunux aaHux BuzHadae ENTSO-E uepe3 Transparency
Platform, sxa BcTaHOBIIOE€ €1MHI MpaBwia MyOJiKalii AaHUX TMPO TEHEpaIlilo,
HaBaHTaXXEHHs Ta nepetoku [4, 5, 11, 12]. Lle ¢popmye ocHOBY i MOPIBHAIBHOT
aHAJIITUKYU Ta BU3HAYAE€ KOMIICTEHIIIT yIIPaBIiHIIB y poOOTI 3 JaHUMHU.

KomnerentHicHuil miaxin npeacraBienuii pamkoro DigComp 2.1 [13] Ta
yKpaiHChbKUM 1HCTpyMeHTOM Digigram misi orfiHIoBaHHS HU(POBOT IPaMOTHOCTI
nepxciyxooBiiB [6, 7]. IEA [8], IRENA [9] ta KPMG [10] miaTBepKyOTh
nepexia A0 ynpaBiiHHS Ha OCHOBI JIaHMX Ta MOTPeOy y BIAMOBITHUX HaBUYKaX.
KiGepbesmneky sik KpuTHUUHUN enemMeHT po3rsiaaioTh ENISA [14] Ta nupextuBa
NIS2 [15]. IRENA dikcye rnobanbHuii nedinmut KaapiB y BIIHOBIIOBaHIN
enepreTuili [16].

Bognouac O6pakye mociiKeHb, 10 MOEAHYIOTh €MIIPUYHE BUMIPIOBAHHS
KOMITIETEHIII MyOniyHuX ciyx00BIiB (uepe3 Digigram) i3 Bumoramu 1mudpoBoi
eneprocuctemu (manmi ENTSO-E) Ta «kibGepcriiikocti (ENISA/NIS2) 3
ypaxyBaHHSIM BOEHHOTO KOHTEKCTY Ta €BpOIHTErparii Y KpaiHu.

Buknao ocnosnoco mamepiany. ludpoBa Tpanchopmallis eHEPreTUKH
3MIHIOE CaMy MPUPOAY YMPABIIHCHKOI MISIILHOCTI Y CEKTOpi. SIKIIo TpaauiliiHa

MOJIEIb JEPKaBHOTO YIPABIIHHS EHEPreTUKOI CchIHpanacs Ha MEepPIoUYHy
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3BITHICTh, Yy3arajbHEHI1 CTAaTUCTUYHI (POpMH Ta i€papXiuHy KOOpAMHAIIIO, TO
nepexiq a0 koHuenuid Smart Grid 1 mmpoke BrpoBamkeHHs SCADA/EMS-
piieHb GOPMYIOTh PEKUM OE3MEPEPBHOrO YMPABIIHHSA, /1€ KPUTUYHI MMapaMeTpu
€HEePrOCUCTEMH OHOBIIIOIOTHCS 3 CEKYHIHOIO TUCKPETHICTIO. [l mucneTuepehKux
SCADA-pilieHb TUMOBUMH € LUKIW ONUTYBaHHS TeneMmeTpii 2-4 CeKyHIH, IO
AKICHO BIJIpI3HSIE CyYaCHUI KOHTYp YNpPaBIiHHA BiJ “‘KBapTaJbHO-3BITHOI  JIOT1KU
[1, 2].

JlonaTkoBO, AJI 3a/1a4 ONEPAaTHBHOTO KEPYBAHHS Ta OI[IHIOBAHHS PEKHUMIB
yce UIMpIIe 3acTOCOBYIOThCS cHUHXpodazopHi BuMiptoBanHs (PMU), y skux
94acTOTa Tiepe/jaBaHHs JJaHUX MOJKE HaJallTOBYBAaTUCS B Jiana3oHi 1-60 kaapis 3a
cekyHay [3]. Y pesynbraTi ynpaBiiHChKE pillleHHA Jedaji dYacTile Mae
Oa3yBaTHCSi HE Ha ‘“‘miJcyMKax Mepiony”’, a Ha IHTepHpeTalii MOTOKIB JaHUX,
IPOrHO3yBaHHI Ta OLIHIOBaHHI PU3UKIB Y PEaIbHOMY 4aci.

BonHoyac HaBiTH BIOKPUTI €BPONEHCHKI 1HGPACTPYKTYpPH MPO30POCTi
(ENTSO-E Transparency Platform) omepyroors myOaiKaliiHUMH YaCOBUMU
paMKaMu, 110 MOXYTh MOYMHATUCS Bix 15 xBwimH [4], a TEXHIYHI ONMUCH JaHUX
npsaMo (IKCYIOTh TOKBAPTAIBHO-TOAMHHY po3auibHICTh sk — PT15M [5]. lle
CTBOPIOE ISl MyOIIYHOTO YMPABIIHHS JOJATKOBUM BHKJIUK: IMMOETHATH “pPUHKOBO-
PEryJIsATOpHY aHAJTUKY, IO JOCTYIMHA B MyOJNIYHMX HaOoOpax, i3 BHYTPIIIHIM
oTepariftHuM KOHTYPOM JIUCIIeTUepHr3allii, SKUH Mpaltoe Ha piBHI CEKYHI.

3a 1UX YMOB POJb ITYOJIYHOTO CIY>KOOBISI B CHEPreTHIll 3MIHIOETHCS
KapauHanbHO. Panimie #oro QyHKINA mojsrana y TMepeBipili JOKYMEHTIB 1
KOHTpoJIi mporenyp. Tenep BiH Mae aHai3yBaTH BEJHKI OOCSATH €HEPIETHYHHX
JTaHUX, TPUHAMATH YIPaBIIHCHKI PIMICEHHS Ha X OCHOBI, PO3yMITH IU(GPOBY
1HGPACTPYKTYPY Ta BPAaXOBYBATH KiOCPPUHUKH.

OdiniiiHe BU3HAHHSA I1i€T MOTPeOW MIATBEPIHKYE CTBOPEHHS 1THCTPYMEHTY

omiHoBaHHa Digigram nHa tuatdopmi is.Ocsita. el tect moOymgoBaHO 3a
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MDKHapogHuM ctangaptoM DigComp 2.1 [6] 1 BkiItO4ae OKpeMHil MOAYJb IS
Jep KaBHUX CIYKOO0BIIIB [7].

Ha ocHOBI aHanizy MDKHApOJHUX MIAXO0IB A0 U(poBi3allii eHepreTuku Ta
HacniakiB st ynpasiiHas (IEA, IRENA), a takox ramxy3eBux orjisiiB nudpoBoi
tpanchopmanii (KPMG), tpanchopmalliro KOMOETEHIIIMHUX BUMOT JI0 MMyOJITUHUX

CITY>KOOBIIIB €HEPIeTUYHOTO CEKTOPY JOIIIBHO CUCTEeMAaTU3yBaTH 3a KIIOUOBUMU

chepamu (Tadm. 1) [8-10].

Tabmuns 1

Tpancdopmalliss KOMIETSHIIIHHUX BUMOT JI0 MyOIIYHUX CITYKOOBIIIB

€HEepreTHYHoro cektopy B ymonax Industry 4.0

Cdepa Tpanumiitna mogens | IloctinmycrpiansHa (udpoBa)Moaeb
KOMITCTCHITI

Komynikaris Po6ora 3 [Mudposi kaHamu KoopaAuHaIlli, poOOTa B
arepOBUMH PO3MOAUICHUX KOMaHAaX,
JIOKyMEHTaMH, aBTOMATH30BaHUN OOMIH TaHUMHU
TesedOHHI 3BITH

PoGoTa 3 Amnai3 kBaptanpuux | Real-time ananituka, Big Data, Al-based

TaHUMU 3BIiTiB, cTaTUCTHYHKX | forecasting, nmpeIMKTUBHE MOCTIOBAHHS
dbopm HaBaHTaXECHb

KibepbOesneka | ba3zoBi 3HaHHS Pozyminnsg 3axucty SCADA-cuctem,
iHbOopMaIiitHOT MIPOMHUCIIOBUX MPOTOKOJIB, KiOep3arpo3
Oe3nexu JUISl KPUTUYHOT IHPPACTPYKTYpH

VYnopasminceki | lepapxiune [{udpose niepcTBO: rOPU30HTATBLHA

HAaBUYKHU yIpaBIiHHS, (MepeskeBa) KOOpAMHAILIS, YIIPaBIIHHS
BEpTUKaJIbHA opraHizamifHIMH 3MiHaMu, (popMyBaHHS
KOOPIMHAITIS cTpareriyHoro 6adeHHs TpaHncopmairii.

Mixuaponua | bazoBe po3yMiHHS Koopaunartis B pamkax ENTSO-E,

IHTeTpaIis €HEPTrOPUHKIB IMIUIEMEHTAITISl €BPOTIEUCHKUX JUPEKTHB,

TPAHCKOPIOHHA CITiBIIpaIlsl

Iorcepeno: ckradeno asmopom na ocrosi [8;10]

Sk

BHUAHO 3

Tabaum 1,

B1JI0YBa€ETHCA

dbyHIaMeHTanbHa  3MiHA

KoMITeTeHITiiHOTO mpodimto. [TyOmiuauii ciay)00Be1b eHEepreTHIHoi cepu mae

MOEHYBATH NIOHAWMEHILIE TPU TPy HABUYOK:

CHUCTEMHE PO3YMIHHSI €HEPreTUYHUX MPOLIECIB 1 POOOTH EHEPrOCUCTEMU;
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uM(ppoBl KOMIIETEHLII (aHl, aHalITHKA, 0a30B€ PO3YMIHHS apXITEKTYpHU
uudpoBux maat@opM Ta iIHTEpOIepadeIbHOCTI JaHUX);

CTpaTeriuHe yMpaBJiHChKE MUCIICHHS Ta 3[aTHICTh BIPOBAIKYBaTH 3MIHU,
BKJIFOYHO 3 YIPABIIHHAM PU3UKAMU i K1OEPCTIMKICTIO.

Hudporsizailisi eHEPreTuKy CTBOPIOE HE JIMIIE HOB1 IHCTPYMEHTH, a i HOBY
JIOTIKY yrpaBiiHHs — “data-driven governance”, Jie AKICTh YIPaBIIHCHKUX PIIICHb
BU3HAYAETHCS SAKICTIO JTaHUX, ONMEepaldeNbHICTIO MU(PPOBUX CEPBICIB Ta 37aTHICTIO
opraHizaiii mpairoBaTi B yMOBaX BUCOKOI HEBU3HAYEHOCTI. 3 MO3UIIi1 MyOJ19HOTO
yIOpaBIiHHA 1€ 03Haudae 3MileHHsT (OKYCY 3 KOHTPOO (GOpMaTbHUX MPOLEIYP
710 YIPaBJIIHHS JAHIIOTOM “aHl — aHaJITUKa — pillieHHs — €(eKT”, BKIIOYHO 3
KOHTPOJIEM PETYJIATOPHUX, TEXHIYHHUX 1 KIOEPHETUYHUX PUBHKIB.

Komnonentn  uudpoBoi  Tpancopmamii  myONIUHOrO  yIpaBIiHHS
C€HEPreTHKOIO:

- KepyBaHHs JaHUMU SK 1HGpacTpykTyporo. s myOmiuHuX JaHuX y
meskax ENTSO-E  wopmyerbess wacoBuii kpok g0 PT15M  (15-xBuiuHHa
PO3IUIBHICTH), IO (HAKTUYHO 3aKPIIIIOE MIHIMAJIbHY OJUHUILIO HHGPOBOTO
aHaJi3y JUIsl pUHKOBHX 1 peryaaTopHux 3amad [11, 12].

- KomnerenTHicTh cydacHOro myOJigHOTO CIOy>KOOBIS TTOBHHHA
BKJIFOYATH TPAKTHYHI HABHUYKHW POOOTH 3 YAaCOBUMH psjaMu (TIepeBipKa SKOCTI,
MPOIYIICH] JaHi, BUKWIU) Ta PO3YMIHHS TOTO, SK pPI3HI YacoOBI TOPU3OHTHU
BIJTUBAIOTh HA TOYHICTH yMPABIIHCHKUX BHCHOBKIB.

- aHayiTiKa 1 mporHo3yBaHHs. Smart Grid, posymui matumkm ta Al-
IHCTPYMEHTH CYTT€BO MIABUIIYIOTh €(PEKTUBHICTH Mepexk, iHterpamito BJIE Tta
HaJIHHICTh CHCTEMH, aji¢ BUCYBAIOTh ITJIBUIIICHI BUMOTH JI0 KaApiB, SKI IMOBHHHI
MOEHYBAaTH PO3yMiHHSA eHeprocucteM i3 data-inctpymentapiem [13, 14]. s
myOJIigYHOTO CEeKTOopa HEoOXigHO (GOopMyBaTH KOMIIETEHIII Y TPbhOX TUIONIMHAX:

MIOCTAHOBKA YMOPABIIHCHKUX 3a/lady [JIs aHANITUKW; KPUTUYHA IHTEpIIpeTalis
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pe3yabTaTiB 3 ypaxXyBaHHSIM SKOCTI JAaHUX Ta HEBU3HAYEHOCTI, TPAHCIISIISA
aHAIITHYHUX BUCHOBKIB y HOPMAaTHBHI Ta OpraHi3alliiiHi pilieHHS.

- nu(poBi KOMMETEHIIIT sIK 6a30Ba ynpaBiiHChKAa I'PaMOTHICTh. Pamka
DigComp 2.1 ¢opmanizye nuppoBi KOMIETEHTHOCTI uepe3 I 'ATb JOMEHIB:
iHpopMalliiiHa TpaMOTHICTb, KOMYHIKAI[is, CTBOPEHHS KOHTEHTYy, Oe3Meka,
po3B’si3aHHs mpobiem [15]. B YkpaiHi AocTynHUI IHCTPYMEHT CaMOOIIHIOBAHHS
Digigram na mnatgopmi Jlis.OcBita, 1m0 [103BOJSIE€ TEPENUTH BiA 3arajJbHUX
TBEPKEHB MPO “HecTady HAaBUYOK O BUMIPIOBAHHUX MPOQiiB KOMIETCHTHOCTEH
TePKCITyKO00BITIB [16].

- Ki0epCTIfKICTh KpUTHUYHOI 1H(pacTpykTypu. EHepreTrika HalleKUTb
0 CEKTOPIB KPUTHYHOI BAXJIMBOCTI, Je IUdpoBizalisa MACWIIE K
e(eKTUBHICTh, TaK 1 Bpa3nuBocTi. “KibeprpaMoTHICT” y MyOJIIYHOMY YIpaBJIiHHI
Mae Bkmo4atd po3yMiHHA crnenudika  SCADA/MpoMuUCIOBUX MPOTOKOIIIB,
IHIUACHT-MEHEDKMEHTY Ta poJiell peryisitopa i omeparopiB. €BporneichKi
BuMord NIS2 akieHTyIOTh Ha YHOPaBIIHCBKUX 1 OpraHizamifiHuX 3axojax,
BKJIFOUHO 3 MOJIITUKAMU PU3UK-MEHEIP)KMEHTY Ta MiATOTOBKOIO MEPCOHAITY.

- 3MiHa opraHizaiiiiHoi moxaen ynpasiinHsg. [ludposa eHepreruka —
[IE CHCTeMa B3aEMO3AJICKHUX CTEHKXONJEpIB (OMepaTopu, PEryisiTop, PUHOK,
BUPOOHWKH, CIIOKMBaui, MDKHapoJaH1 1aThopmMu), TOMY e(PEeKTUBHICTH
BU3HAYAETHCA 3JATHICTIO IHCTUTYIII TpaIfoBaTh y MeEpexkeBiil norimi. Y
KOMIIETEHIIIMHOMY mpod il TMOCUITIOEThC  OMOK  “‘riudpoBoro  migepcTna’:
MEpEKEBE Y3TO/DKEHHS, VYIOPaBIIHHA 3MIHAMH Ta CTpaTeriyHe OadeHHS
TpaHcopMarrii.

JluzaitH  mocipKeHHs Tependadae  KOMOIHOBaHMH TIAXig HA OCHOBI
BIIKPUTHUX JTaHUX:

- brnok eneprocucremu: wacoBi psgu ENTSO-E 3 inaukaropamu

MIHJIMBOCT1 HABaHTA)KCHHS, IHTEHCUBHOCTI1 Ta TPAaHCKOPIOHHOT B3aEMOJI,;
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- brnox kommnerenTtHocTel: crpykTtypa DigComp 2.1 + pesynbratu
Digigram;

- bnok pusukiB: matepianu ENISA ta Bumoru NIS2;

- bnok punky npaui: nani IRENA, IEA npo nediuut kBamipikoBaHUX
KaJIpiB

3icTaBiieHHs 00’ €KTHBHOI LU(POBOI CKIAJHOCTI YHOPABIIHHS 3 pealbHUM
npodiieM KOMIETEHTHOCTEeW Ja€ MIJACTaBU JJisi BUCHOBKIB MPO MPIOPUTETHI
MOAYJIl HaBUaHHS (JaHl/aHaliTHKa, KibepOesrneka, iHTeponepabenbHicTh, change
management) Ta KPI nudpoBoi Tpanchopmariii eHeprocekTopy.

Bucnosxu. 1ludpoBa TpanchopMmallisi EHEPreTUKA 3MIHIOE  POOOTY
JEPKCIYKOOBI[IB. 3aMICTh TMEPEBIPKA KBAapPTAIbHUX 3BITIB Tpeba MOCTIHHO
NpalloBaTy 3 JTaHWMU, IIBHIKO iX aHai3yBaTH Ta MpUAMaTH pilieHHA. BiitHa Ta
CUHXpOHI3allis 3 eBporneichkoro eneprocucreMoro ENTSO-E ctBopunu notpeby B
HOBOMY THIIl ClelialicTa, SKUW TMOEAHYE TPU TPYNU HABUYOK: PO3YMIHHS
eHepreTuky, mudpoBi KoMIeTeHii (podora 3 naHuMu, KibepOe3neka) Ta BMIHHS
KepyBaTH 3MIHAMH B OpraHi3aiii.

AHaji3 JaHUX TI0Ka3aB IapajJioKc: cucTtemMa NpodeciiHOro HaBYaHHS
IepkciIyk00BIIiB B YKpaini Benuka (1700 kypciB mas 150 Tucsu oci0), ane s
eHepreTuku € nuie 3 Kypcu. CriemianizoBaHux Iporpam 3 yIpaBiIiHHS JaHUMU Ta
kibepOe3nekn eHepreTuYHoi 1HPPACTPYKTypu Hemae B3arami. TecTyBaHHS
MQPOBUX KOMIIETEHITIH MIATBEPANIIO: HaWcnaabmi micisg — pobdoTa 3 JaHUMH Ta
KibepOesmeka, a came 11e MOTPIOHO JJIsl YIPaBIiHHSA PO3YMHUMHU MEPEKaAMH.

3anporoHOBaHO CTBOPUTH MDKBIAOMYY HaBYAJIbHY IMpPOrpaMy 3a Y4YacTio
Minenepro, perymsropa HKPEKII, Ykpenepro ta yaiBepcutetis. [Iporpama mae
BKJIIOYaTH: HABYaHHS Ha peaJbHUX CEHEePreTUYHHX Keiicax, KibepOe3neky
npomucioBux cucteM SCADA, ympaBniHHS OpraHi3alliiHIMH — 3MiHAMH,
ceptudikamiro 3 eHepromeHemxmMenty ISO 50001. dinancyBamns — 2-3%

OI0/DKETY €HEPrOKOMITaH1M 3T1AHO MDKHAPOAHUX PEKOMEHIAITIH.
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IIpakTyHEe 3HAYE€HHA: CTBOPEHHS OCHOBM JuId Jlep:kaBHOI IporpaMu
pPO3BUTKY KaapiB eHeprocekropy Ha 2025-2030 poxu. lle macte 3Mmory
e(eKTUBHIIIE BIIIHOBIIOBATH €HEProiH(pacTPyKTypy HICHS BiMHM, 3aXuIIaTH ii
BiJ kibep3arpo3 Ta MpUCKOPUTH €BpoiHTerpailito. [loganbini qoCHiKEHHS MalOTh
pPO3pOOUTH KOHKPETHI BUMOTH /IO PI3HMX IOCaJl, BU3HAUYUTH MIHIMAaJIbHI PIBHI
U(POBUX KOMIIETEHLIN ISl peryssTOpiB 1 ONepaTopiB CUCTEMH Ta MEPEBIPUTH

e(eKTUBHICTh IPOrpaM HABYAHHS HA MPAKTHIIL.

Cnucok nocunansv Ha Oofcepeﬂa

1. McCalley J. D. Module B2: Introduction to System Operation, Opti-
mization, and Control [Enexrponnmii pecypc]. lowa State University. URL:
https://home.engineering.iastate.edu/~jdm/ee553/Intro.pdf  (mata  3BepHeHHs:
19.01.2026).

2. Lecture 9 — SCADA System [Enekrponnuii pecypc]. KTH Royal In-
stitute of Technology. URL.:
https://www.kth.se/social/upload/535629dcf2765437a2fd88f3/Lecture%209%20-
%20SCADA%20System.pdf (mara 3Bepuenns: 19.01.2026).

3.  SATEC. PM180 IEEE C37.118.2 Synchrophasor Data Transfer Pro-
tocol. Reference Guide [Enexrponnmuii pecypc]. 2024. URL: https://www.satec-
global.com/wp-content/uploads/2023/12/PM180-1EEE-C37-118-2.pdf (maTa
3pepHeHHS: 19.01.2026).

4, ENTSO-E. Central Transparency Platform: Info Sheet [Enexrponnuii
pecypce]. 2015. URL.:
https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/
ENTSO-E%20Transparency%20Info%20Sheet.pdf (nata 3Beprenns: 19.01.2026).

5. ENTSO-E. ENTSO-E Generation and Load Transparency: Process
Implementation Guide. Version 3 Release 0 [Enekrponnwuii pecypc]. Brussels:
ENTSO-E AISBL, 2013. URL:

247


https://home.engineering.iastate.edu/~jdm/ee553/Intro.pdf
https://www.kth.se/social/upload/535629dcf2765437a2fd88f3/Lecture%209%20-%20SCADA%20System.pdf
https://www.kth.se/social/upload/535629dcf2765437a2fd88f3/Lecture%209%20-%20SCADA%20System.pdf
https://www.satec-global.com/wp-content/uploads/2023/12/PM180-IEEE-C37-118-2.pdf
https://www.satec-global.com/wp-content/uploads/2023/12/PM180-IEEE-C37-118-2.pdf
https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/ENTSO-E%20Transparency%20Info%20Sheet.pdf
https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/ENTSO-E%20Transparency%20Info%20Sheet.pdf

STREDOEVROPSKY VESTNiK PRO VEDU VYZKUM. 2026. Vol. 2. Ne 1.

https://www.entsoe.eu/fileadmin/user_upload/ library/resources/Transparency/Mo
P_Ref 05 - gl-market-document_V3R0-2013-09-20.pdf  (mata  3BepHEHH::
19.01.2026).

6. Hist.Ocpita. Digigram (omuc TectiB; Bimmosianicte DigComp 2.1)
[Enextponnnii  pecypc]. URL: https://osvita.diia.gov.ua/en/digigram (nara
3BepHeHHs: 19.01.2026).

7. Hiss.Ocpita. Digigram test: Civil servants [Enextponnuii pecypc].
URL: https://osvita.diia.gov.ua/digigram-test/civil-servants (mata 3BepHEHH::
19.01.2026).

8. International Energy  Agency. Digitalisation and Energy
[Enextponnuii pecypc]. Paris: IEA, 2017. URL.:
https://iea.blob.core.windows.net/assets/b1e6600c-4e40-4d9c-809d-
1d1724c763d5/DigitalizationandEnergy3.pdf (mata 3sepuenns: 19.01.2026).

9. International Renewable Energy Agency. Digitalisation and Al for
power system transformation: Perspectives for the G7 [Enextponnuii pecypc].
Abu Dhabi: IRENA, 2025. URL.: https://www.irena.org/-
/media/Files/IRENA/Agency/Publication/2025/Oct/IRENA_INN_Digitalisation_
Al_for_power-systems 2025.pdf (narta 3Bepuenns: 19.01.2026).

10. KPMG. KPMG global tech report: Energy insights. Drive the next
wave of digital transformation with data and decisiveness [Enekrponnuii pecypc].
2024. URL: https://assets.kpmg.com/content/dam/kpmgsites/au/pdf/2025/kpmg-
global-tech-report-2024-energy-insights.pdf (nara 3Bepuenns: 19.01.2026).

11. ENTSO-E. Transmission Transparency Process: Process Implementa-
tion Guide. Version 3 Release 0 [Enexrponnuii pecypc]. 2014. URL:
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/Mo
P%20Ref08%20-%20EMFIP-4-transmission-market-document-VV3R0-2014-01-
24.pdf (mara 3Bepuenns: 19.01.2026).

248


https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/MoP_Ref_05_-_gl-market-document_V3R0-2013-09-20.pdf
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/MoP_Ref_05_-_gl-market-document_V3R0-2013-09-20.pdf
https://osvita.diia.gov.ua/en/digigram
https://osvita.diia.gov.ua/digigram-test/civil-servants
https://iea.blob.core.windows.net/assets/b1e6600c-4e40-4d9c-809d-1d1724c763d5/DigitalizationandEnergy3.pdf
https://iea.blob.core.windows.net/assets/b1e6600c-4e40-4d9c-809d-1d1724c763d5/DigitalizationandEnergy3.pdf
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2025/Oct/IRENA_INN_Digitalisation_AI_for_power-systems_2025.pdf
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2025/Oct/IRENA_INN_Digitalisation_AI_for_power-systems_2025.pdf
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2025/Oct/IRENA_INN_Digitalisation_AI_for_power-systems_2025.pdf
https://assets.kpmg.com/content/dam/kpmgsites/au/pdf/2025/kpmg-global-tech-report-2024-energy-insights.pdf
https://assets.kpmg.com/content/dam/kpmgsites/au/pdf/2025/kpmg-global-tech-report-2024-energy-insights.pdf
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/MoP%20Ref08%20-%20EMFIP-4-transmission-market-document-V3R0-2014-01-24.pdf
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/MoP%20Ref08%20-%20EMFIP-4-transmission-market-document-V3R0-2014-01-24.pdf
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/MoP%20Ref08%20-%20EMFIP-4-transmission-market-document-V3R0-2014-01-24.pdf

STREDOEVROPSKY VESTNiK PRO VEDU VYZKUM. 2026. Vol. 2. Ne 1.

12. ENTSO-E. Central Transparency Platform: Frequently Asked Ques-
tions [EnexTponHmii pecypc]. URL:
https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/
Transparency_platform_FAQ.pdf (nara 3Bepuenns: 19.01.2026).

13.  Carretero Gomez S., Vuorikari R., Punie Y. DigComp 2.1: The Digi-
tal Competence Framework for Citizens with eight proficiency levels and exam-
ples of use [Enexrponnuii pecypc]. Luxembourg: Publications Office of the Euro-
pean Union, 2017. URL.:
https://publications.jrc.ec.europa.eu/repository/bitstream/JRC106281/web-
digcomp2.1pdf_%280nline%29.pdf (nata 3Bepuenns: 19.01.2026).

14.  ENISA. Energy (Cybersecurity of Critical Sectors) [Enexrponnuii
pecypc].  URL:  https://www.enisa.europa.eu/topics/cybersecurity-of-critical-
sectors/energy (mara 3BepHenHs: 19.01.2026).

15. European Commission. NIS2 Directive: securing network and infor-
mation systems [Enexrponnmii pecypc]. URL: https://digital-
strategy.ec.europa.eu/en/policies/nis2-directive (mata 3sepuenns: 19.01.2026).

16. International Renewable Energy Agency. Renewable energy and jobs:
Annual review 2024 [Enexrtponnuii pecypc]. Abu Dhabi: IRENA, 2024. URL.:
https://www.irena.org/-
/media/Files/IRENA/Agency/Publication/2024/Oct/IRENA_Renewable_energy a
nd_jobs_2024.pdf (nata 3Beprenns: 19.01.2026).

References

1. McCalley, J. D. (n.d.). Module B2: Introduction to System Operation,
Optimization, and Control. lowa State University. Retrieved January 19, 2026,
from https://home.engineering.iastate.edu/~jdm/ee553/Intro.pdf

2. KTH Royal Institute of Technology. (n.d.). Lecture 9 — SCADA Sys-
tem. Retrieved January 19, 2026, from

249


https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/Transparency_platform_FAQ.pdf
https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/Transparency_platform_FAQ.pdf
https://publications.jrc.ec.europa.eu/repository/bitstream/JRC106281/web-digcomp2.1pdf_%28online%29.pdf
https://publications.jrc.ec.europa.eu/repository/bitstream/JRC106281/web-digcomp2.1pdf_%28online%29.pdf
https://www.enisa.europa.eu/topics/cybersecurity-of-critical-sectors/energy
https://www.enisa.europa.eu/topics/cybersecurity-of-critical-sectors/energy
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2024/Oct/IRENA_Renewable_energy_and_jobs_2024.pdf
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2024/Oct/IRENA_Renewable_energy_and_jobs_2024.pdf
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2024/Oct/IRENA_Renewable_energy_and_jobs_2024.pdf
https://home.engineering.iastate.edu/~jdm/ee553/Intro.pdf

STREDOEVROPSKY VESTNiK PRO VEDU VYZKUM. 2026. Vol. 2. Ne 1.

https://www.kth.se/social/upload/535629dcf2765437a2fd88f3/Lecture%209%20-
%20SCADA%20System.pdf

3. SATEC. (2024). PM180 IEEE C37.118.2 Synchrophasor Data Trans-
fer Protocol: Reference Guide. Retrieved January 19, 2026, from
https://www.satec-global.com/wp-content/uploads/2023/12/PM180-1EEE-C37-
118-2.pdf

4, ENTSO-E. (2015). Central Transparency Platform: Info Sheet. Re-
trieved January 19, 2026, from
https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/
ENTSO-E%20Transparency%201Info%20Sheet.pdf

5. ENTSO-E. (2013). ENTSO-E Generation and Load Transparency:
Process Implementation Guide. Version 3 Release 0. Brussels: ENTSO-E AISBL.
Retrieved January 19, 2026, from
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/Mo
P_Ref 05 - gl-market-document_V3R0-2013-09-20.pdf

6. Diia.Osvita. (n.d.). Digigram (test descriptions; compliance with
DigComp 2.1). Retrieved January 19, 2026, from
https://osvita.diia.gov.ua/en/digigram

7. Diia.Osvita. (n.d.). Digigram test: Civil servants. Retrieved January
19, 2026, from https://osvita.diia.gov.ua/digigram-test/civil-servants

8. International Energy Agency. (2017). Digitalisation and Energy. Par-
IS: IEA. Retrieved January 19, 2026, from
https://iea.blob.core.windows.net/assets/b1e6600c-4e40-4d9c-809d-
1d1724c763d5/DigitalizationandEnergy3.pdf

Q. International Renewable Energy Agency. (2025). Digitalisation and
Al for power system transformation: Perspectives for the G7. Abu Dhabi: IRENA.

Retrieved January 19, 2026, from https://www.irena.org/-

250


https://www.kth.se/social/upload/535629dcf2765437a2fd88f3/Lecture%209%20-%20SCADA%20System.pdf
https://www.kth.se/social/upload/535629dcf2765437a2fd88f3/Lecture%209%20-%20SCADA%20System.pdf
https://www.satec-global.com/wp-content/uploads/2023/12/PM180-IEEE-C37-118-2.pdf
https://www.satec-global.com/wp-content/uploads/2023/12/PM180-IEEE-C37-118-2.pdf
https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/ENTSO-E%20Transparency%20Info%20Sheet.pdf
https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/ENTSO-E%20Transparency%20Info%20Sheet.pdf
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/MoP_Ref_05_-_gl-market-document_V3R0-2013-09-20.pdf
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/MoP_Ref_05_-_gl-market-document_V3R0-2013-09-20.pdf
https://osvita.diia.gov.ua/en/digigram
https://osvita.diia.gov.ua/digigram-test/civil-servants
https://iea.blob.core.windows.net/assets/b1e6600c-4e40-4d9c-809d-1d1724c763d5/DigitalizationandEnergy3.pdf
https://iea.blob.core.windows.net/assets/b1e6600c-4e40-4d9c-809d-1d1724c763d5/DigitalizationandEnergy3.pdf
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2025/Oct/IRENA_INN_Digitalisation_AI_for_power-systems_2025.pdf

STREDOEVROPSKY VESTNiK PRO VEDU VYZKUM. 2026. Vol. 2. Ne 1.

/media/Files/IRENA/Agency/Publication/2025/0Oct/IRENA_INN_Digitalisation_
Al _for_power-systems 2025.pdf

10. KPMG. (2024). KPMG global tech report: Energy insights. Drive the
next wave of digital transformation with data and decisiveness. Retrieved January
19, 2026, from
https://assets.kpmg.com/content/dam/kpmgsites/au/pdf/2025/kpmg-global-tech-
report-2024-energy-insights.pdf

11. ENTSO-E. (2014). Transmission Transparency Process: Process Im-
plementation Guide. Version 3 Release 0. Retrieved January 19, 2026, from
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/Mo
P%20Ref08%20-%20EMFIP-4-transmission-market-document-V3R0-2014-01-
24.pdf

12.  ENTSO-E. (n.d.). Central Transparency Platform: Frequently Asked
Questions. Retrieved January 19, 2026, from
https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/
Transparency_platform_FAQ.pdf

13. Carretero Gomez, S., Vuorikari, R., & Punie, Y. (2017). DigComp
2.1: The Digital Competence Framework for Citizens with eight proficiency levels
and examples of use. Luxembourg: Publications Office of the European Union.
Retrieved January 19, 2026, from
https://publications.jrc.ec.europa.eu/repository/bitstream/JRC106281/web-
digcomp2.1pdf_%28online%29.pdf

14.  ENISA. (n.d.). Energy (Cybersecurity of Critical Sectors). Retrieved
January 19, 2026, from https://www.enisa.europa.eu/topics/cybersecurity-of-
critical-sectors/energy

15.  European Commission. (n.d.). NIS2 Directive: Securing network and
information systems. Retrieved January 19, 2026, from https://digital-

strategy.ec.europa.eu/en/policies/nis2-directive

251


https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2025/Oct/IRENA_INN_Digitalisation_AI_for_power-systems_2025.pdf
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2025/Oct/IRENA_INN_Digitalisation_AI_for_power-systems_2025.pdf
https://assets.kpmg.com/content/dam/kpmgsites/au/pdf/2025/kpmg-global-tech-report-2024-energy-insights.pdf
https://assets.kpmg.com/content/dam/kpmgsites/au/pdf/2025/kpmg-global-tech-report-2024-energy-insights.pdf
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/MoP%20Ref08%20-%20EMFIP-4-transmission-market-document-V3R0-2014-01-24.pdf
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/MoP%20Ref08%20-%20EMFIP-4-transmission-market-document-V3R0-2014-01-24.pdf
https://www.entsoe.eu/fileadmin/user_upload/_library/resources/Transparency/MoP%20Ref08%20-%20EMFIP-4-transmission-market-document-V3R0-2014-01-24.pdf
https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/Transparency_platform_FAQ.pdf
https://www.entsoe.eu/Documents/MC%20documents/Transparency%20Platform/Transparency_platform_FAQ.pdf
https://publications.jrc.ec.europa.eu/repository/bitstream/JRC106281/web-digcomp2.1pdf_%28online%29.pdf
https://publications.jrc.ec.europa.eu/repository/bitstream/JRC106281/web-digcomp2.1pdf_%28online%29.pdf
https://www.enisa.europa.eu/topics/cybersecurity-of-critical-sectors/energy
https://www.enisa.europa.eu/topics/cybersecurity-of-critical-sectors/energy
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive

STREDOEVROPSKY VESTNiK PRO VEDU VYZKUM. 2026. Vol. 2. Ne 1.

16. International Renewable Energy Agency. (2024). Renewable energy
and jobs: Annual review 2024. Abu Dhabi: IRENA. Retrieved January 19, 2026,
from https://www.irena.org/-

/media/Files/IRENA/Agency/Publication/2024/Oct/IRENA_Renewable _energy a
nd_jobs_2024.pdf

252


https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2024/Oct/IRENA_Renewable_energy_and_jobs_2024.pdf
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2024/Oct/IRENA_Renewable_energy_and_jobs_2024.pdf
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2024/Oct/IRENA_Renewable_energy_and_jobs_2024.pdf

