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CYUYACHHMHU CTAH I IEPCHEKTUBH BIIBOPY O3HAK Y 3AJTAUAX
BATATOKJIACOBOI KJACU®IKAIIIT KIBEPATAK 3
BUKOPUCTAHHSIM MAILIMHHOI'O HABYAHHSI: CHCTEMHMUI
AHAJII3 METO/JIB I TEXHOJIOT' T

CURRENT STATUS AND PROSPECTS OF FEATURE SELECTION IN
MULTI-CLASS CYBERATTACK CLASSIFICATION PROBLEMS USING
MACHINE LEARNING: A SYSTEMATIC ANALYSIS OF METHODS
AND TECHNOLOGIES

Anomauis

JIoCHiPKEHHST TIPUCBAYEHO KOMIUIEKCHOMY aHaji3y CydYacHHUX METO/IB
BimOopy o3Hak (feature selection) y 3amauax OaraTokiacoBoi Kiacu@ikarii
kibepatak. ¥ poOOTi cHCTEeMaTH30BaHO WIICTh OCHOBHUX KaTETOpiii METOHiB:
filter-based, wrapper-based, embedded, meraeBpuctuuni, XAl-keposani ta RL-
kepoBaHi migxonu. [IpoBeaeno anani3z 31 maykoBoi myo6mikarii 2022—2026 poxis,
10 ICMOHCTPYE €BOJIOIIIO BiJl KIACHYHUX CTATHCTUYHUX METOMIB JIO T1IOpHIHUX
Al-driven migxomiB. OcobnuBy yBary MNpUIIIEHO BHKIWKAM 0ararokiiacoBOi
nmocTaHoBKH: severe class imbalance, class-specific feature relevance ta cross-

feature effects. {ocmimxeno 12 benchmark-naraceris Bix legacy (NSL-KDD) no
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HaiicyuacHimux (GeNIS-2025, CICIoMT2024). IlpaktuuHi pexkoMeHIalil
BKJIIOYAlOTh ToTOBHMM technology stack Ta weromonorito Bamigamii aJist
production-grade cuctemM. Y KOHTEKCTI 3arpo3 HACTYIIHOTO TIOKOJIHHS (Ha
npuknaai  Anthropic Mythos Preview) o0rpyHTOBaHO KpUTHUYHICTH edge-
deployable, interpretable Tta adversarially-robust feature selection mis
MaciTaboBaHOI KI0EpP3aXUCTYy.

Kniwouosi cnosa: Bubip o3HaK, OararokiacoBa kiacudikalis, kKideparakw,

machine learning, NIDS, metaeBpuctuka, XAl, SHAP.

Abstract

This research presents a comprehensive analysis of contemporary feature
selection methods in multiclass cyberattack classification tasks. The study
systematizes six primary categories: filter-based, wrapper-based, embedded,
metaheuristic, XAl-driven, and RL-driven approaches. Analysis of 31 scientific
publications from 2022-2026 demonstrates evolution from classical statistical
methods to hybrid Al-driven approaches. Special attention is given to multiclass
challenges: severe class imbalance, class-specific feature relevance, and cross-
feature effects. We examine 12 benchmark datasets from legacy (NSL-KDD) to
state-of-the-art (GeNIS-2025, CICIoMT2024). Practical recommendations
include a ready-to-use technology stack and wvalidation methodology for
production-grade systems. In the context of next-generation threats (exemplified
by Anthropic Mythos Preview), we justify the criticality of edge-deployable,
interpretable, and adversarially-robust feature selection for scalable
cybersecurity.

Keywords: feature selection, multiclass classification, cyberattacks,

machine learning, NIDS, metaheuristics, XAI, SHAP.

Ilocmanoexa npobnemu. EKCIOHEHIIalbHE 3pOCTaHHS Kidep3arpos y
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CydacHOMY UH(PPOBOMY CEpPEIOBUIIl BHUCYBAE KPUTHYHI BUMOTH JO CHCTEM
BusiBIieHHS BTOprHeHb (Network Intrusion Detection Systems (mani — NIDS)).
Oco0OnuBy CKJIaAHICTh MpeAcTaBiisge OaraTokiacoBa Kiacudikailis arak, e
cUCTeMa TOBMHHA HE JIMIIE JCTEKTYBaTH aHOMAJbHY aKTHBHICTh, @ ¥ TOYHO
imentudikyBatu tun araku: DDoS, PortScan, Brute-force, Botnet, Infiltration,
Web-attacks Toro.

Hentpanbuum BUKIMKOM Yy moOynoBi epexktuBHux NIDS e BinOip o3Hak
(feature selection) — mpouec i1aeHTUdIKALIT HAWOUIBII 1HPOPMATUBHUX
XapaKTePUCTUK MepexkeBoro Tpadiky 3 BEIMKOPO3MIPHOTO MPOCTOPY O3HAK.
CyuacHi flow-based ngaraceru mictats Bix 41 (UNSW-NB15) no 78 (CICIDS-
2017) o3Hak, uo ctBOproe mpobinemu curse of dimensionality, ocoOiauBO
kputuyHi 115 edge-deployment cuenapiiB loT/IoT.

Ananiz ocmanuix docaiodcens i nyonikayiv. Panni poboru y cdepi NIDS
30cepemkyBaiancs Ha kiacuyHux filter-meromax. Rehman et al. (2025) [1]
npoaeMoHCcTpyBanu edekTuBHIcTh Fisher Score, Mutual Information Ta
Information Gain g IoMT-mepex, nocarayBmu Fl-score mo 97% Ha
CICIoMT2024. Silva et al. (2025) [2] po3mwupunu Le Mmiaxil, KOMOIHYIOUH
n’sath filter-metonis (Information Gain, Chi-Squared Test, Recursive Feature
Elimination, Mean Absolute Deviation, Dispersion Ratio) mis GeNIS-garacery.

Pepomromitauii Hanpsimok 2024-2026 pokiB — iHTerparis Explainable Al y
feature selection. Chen et al. (2024) [4] 3anpononyBanu SHAP-based miaxim mis
[oT NIDS, ne Shapley values BUKOPUCTOBYIOTBHCSI SIK KpUTEpil BiAOOPY O3HAK
3aMICTh CTAaTUCTUYHHUX MeTpuK. Wang et al. (2025) [5] po3pobuin apXiTeKTypy 3
SHAP-guided pruning + knowledge distillation, sika 3meHITye Mojens Ha TpHU
nopsiaku npu 30epexxenHi macro-F1 > 0.986.

Fathi et al. (2025) [7] npencrasunu nepmmii RL-driven feature selector, e
areHT makcumizye reward = A(AUC) — penalty(subset size). Ha RT-10T2022 1
Android Malware datasets anroputm pocsrays AUC 0.91-0.93 3a 20
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TPEHYBaJIbHUX €MOX, JEMOHCTPYIOUH MOTEHI[1aJl aBTOHOMHOI onTuMizaiii feature
subsets.

Mema cmammi. TlpeacTaBUTH CUCTEMAaTUYHUN aHall3 Cy4yacHOrO CTaHy
MmeroniB feature selection y OararoknacoBiil knacudikamii kibeparak, 6a30BaHHil
Ha aHami3l HaykoBuUX myoOumikamid 2022-2026 pokiB Ta NPaKTUYHOMY JOCBiAl
BrpoBakeHHs production-grade NIDS y enterprise-cepegoBuiiii.

Buknao ocnoenoco mamepiany 0ocniosxceHnHs.

1. AHani3 MOTOYHOTO CTaHY.

1.1 TakcoHOMISI METO/IIB:

Kareropis

OCHOBHI1 METOIH

XapakTepUCTUKHU

Filter-based

Fisher Score, MI, 1G, Chi-
Squared

model-agnostic,
IrHopyroTh feature interactions

IIBuaki,

Metaheuristic

GWO, PSO, WOA, HHO,

95-99% accuracy mnpu 5-15

GTO, riopunu O3HaKax

XAl-driven SHAP,

Gradients

LIME, Integrated | InTepnperoBaHi,

patterns

class-specific

1.2 Benchmark-garaceru.

Amnani3 nokasye eBourolito Bif legacy-nmaracetis (KDD99, NSL-KDD) no
cyuacaux loT/IloT-opientoBanux #Habopis. CICIDS-2017 1 UNSW-NBI15
sanumarThest; gold standard; mist mopiBHSUIBHOTO aHalily, MPOTE HOBI J1aTaceTH
B1100pakaroTh peaiCTUYHIII CIIeHapii:

— CICIoMT2024 — 18 TumiB arak Ha [oMT-tipuctpoi, 19 kiaciB BKIIOYHO
3 benign traffic;

— GeNIS (2025) — monynpHi cueHapii 1ius SME-opranizartii;

— ToN-IoT, BoT-IoT — edge-deployment focus;

—IEC 60870-5-104 — mpomucnosi npotokomu OT/ICS.

1.3 Buknuku 6aratokyiacoBoi kiacudikarrii.
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Severe class imbalance. ¥ CICIDS-2017 Heartbleed ctanoButs <0.01%
JaTaceTy, o0 poOUTh KJIacHu4H1 MeTpuku (accuracy) HeiHdopmaTuBHUMH. Panda
et al. (2025) [8] memoHcTpyrOTh, moO agantuBHa feature selection 3 TF-IDF
weighting nokparrye macro-F1 pigkicaux knacis 3 0.84 no 0.94.

Cross-feature effects. Tpamumiiini SHAP/LIME npunyckatots feature
independence, mo HeaxekBatHO i multi-stage attacks. Lv et al. (2025) [9]
aapecyoTh Mo mnpoonemy uepe3 Decision Tree-enhanced Deep Attention
Networks, k1 Moaeo0Th feature interactions eKCILTIIIMTHO.

2. Metononoriunuii ppeiMBOpK.

2.1 Production-ready pipeline.

bazyrouncr Ha anamizi 31 myOmikamii Ta TOpakTAYHOMY  JIOCBiji,
HPOIOHYEThCs HacTymHui technology stack mms production-grade NIDS:

— Flow extraction: CICFlowMeter, Zeek/Bro aus real-time o6po0kwu;

— Preprocessing: scikit-learn StandardScaler, imbalanced-learn SMOTE;

— Feature Selection: riopuax Mutual Information + XGBoost importance +
SHAP global ranking;

— Classifiers: XGBoost (primary), LightGBM (backup), BiGRU+Attention
(experimental);

— MLOps: MLflow ans model versioning, Apache Spark ms scale-out.

2.2 Bamigamiiiaa MeTO10I0T 1.

Kputnuno BaknuBo BuxmrounTu data leakage. Silva et al. (2025) [2]
MIIKPECIIIOI0Th HEOOXITHICTh BUAIeHHs features, 110 103BOJISIIOTH IHPEPUTH KiTac
3a TOTMOJIOTIE€I0 TECTOBOTO cepeoBHIla 3amicTh behavioral patterns.

PexomennoBani Metpuku: macro-F1 (ocHoBHa), per-class precision/recall,
inference latency (ms), model size (MB). Balanced accuracy xoBae morany
performance Ha MIHOpPHHX KJIacax i1 He HiIXOMuTh I baggage-critical security
applications.

3. MaitOyTH1 BUKJIMKH Ta IEPCIEKTUBHU.
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3.1 3arpo3u HaCTYITHOTO NOKOJIIHHSL.

3BiT Anthropic (7 xBiTHs 2026 poky) mnpo Claude Mythos Preview
neMoHCTpye quantum leap y automated vulnerability discovery. Mogenn
aBTOHOMHO BUsBIIsL€ zero-day B OS/6pay3zepax/ VMM, Bkitovarouu 27-piuHuii Oar
y OpenBSD SACK 1 numie noBHouinHi RCE-excmoiitu ans FreeBSD NFS [10].
VY 89% BuMankiB eKCIepTHA BaIiAaIlis MiATBEpIAIIA Severity assessment MOAETI.

Ile xkapauHanbHO 3MiHIOE operational context mns NIDS: oOcsr iHIIUAEHTIB
3pocTe Ha TopsiAoK, patch window 3BY3UThCS 10 TOJMH, JOMIHAHTHUM CTaHE KJac
N-day exploitation. Feature selection pipeline mae onTumizyBaTUCS HE TUIbKHU 3a
accuracy, a # 3a edge-deployment latency, MITRE ATT&CK mappability,
adversarial robustness.

3.2 TexHOJIOr14HI NPIOPUTETH.

Edge-deployable architectures. Wang et al. (2025) [5] meMOHCTPYIOTH
SHAP-guided pruning + knowledge distillation nns otpumanus student-mojenei,
MeHIuX 3a teacher Ha Tpu mopsiaku mpu macro-F1 > 0.986 Ta inference latency
18-22 mc.

MITRE ATT&CK integration. Zhang et al. (2025) [11] po3pobOunu
RADAR-X framework, mo mapped koxny detection na ATT&CK tactic, SHAP-
evidence summary Ta SOAR playbook trigger. Lle essential nns automated SOC
workflows y high-volume incident environments.

Bucnosexu. JlocmigkeHHS BHUSBWIO IIICTh €BOJIOMIMHHMX eTamiB y feature
selection s 6ararokiracoBoi kimacudikarii kibeparax: Bixg filter-meromis qo Al-
driven migxomiB. KiitouoBi BUCHOBKWU:

1. Topunnai minxomu (filter + metaheuristic + XAI) AeMOHCTPYIOTH
Harikpamuii ROI y production environments.

2. XAl-driven selection ctae mandatory mus interpretable security

operations.
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3. Edge-deployment BuMoru kapauHaibHO 3MIHIOIOTH architecture trade-
offs.

4. Maitoytni LLM-renepoBani 3arpo3u norpeOyioTh adversarially-robust
feature selection.

Pexomennyetrbcsi focus Ha practice-oriented gocnimkeHn: temporal
robustness, concept drift adaptation, MITRE ATT&CK compliance, real-world
adversarial testing. AxkageMiuHa CHIIbHOTA Mae mepexoauTu Bia benchmark-

driven g0 deployment-driven evaluation protocols.
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