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The rapid digital transformation of the financial sector, the expansion of fi-

nancial technologies, globalization of financial markets, and increasing cyber 

threats are fundamentally changing approaches to anti-money laundering and 

counter-terrorist financing (AML/CFT). At the same time, criminal schemes in-

volving virtual assets, digital payment instruments, artificial intelligence, and 

cross-border financial transactions are becoming increasingly sophisticated. Under 

such conditions, financial monitoring is evolving from a formal compliance mech-

anism into an integrated risk management system that enhances financial security 

and strengthens the resilience of the banking sector. 

These issues have become particularly relevant for Ukraine in the context of 

martial law, post-war economic recovery, and the country's European integration. 

The transparency of financial flows, prevention of sanctions evasion, and effective 

identification of suspicious transactions are essential prerequisites for sustainable 

economic development and international cooperation. 

The purpose of this study is to identify the current directions of digital trans-

formation in financial monitoring within the banking sector, to analyse innovative 

AML/CFT technologies, and to determine the prospects for applying artificial in-

telligence to improve the effectiveness of the risk-based approach. 
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The legal framework of financial monitoring in Ukraine is based on the Law 

of Ukraine No. 361-IX "On Prevention and Counteraction to Legalisation (Laun-

dering) of the Proceeds of Crime, Terrorist Financing and Financing of the Prolif-

eration of Weapons of Mass Destruction" and the Resolution of the National Bank 

of Ukraine No. 65, which implement the FATF Recommendations and European 

Union requirements regarding customer due diligence, internal control systems, 

and the application of the Risk-Based Approach (RBA) [1–5]. 

The contemporary AML/CFT system is built upon the RBA, according to 

which financial institutions evaluate not isolated transactions but the overall risk 

profile of each customer. Risk assessment considers customer characteristics, 

ownership structure, business activities, geographical exposure, transaction pat-

terns, delivery channels, and other relevant indicators. Such an approach enables 

banks to allocate compliance resources efficiently and concentrate enhanced moni-

toring on high-risk customers and transactions. 

An essential component of financial monitoring is Customer Due Diligence 

(CDD), which implements the internationally recognized Know Your Customer 

(KYC) principle. Customer due diligence includes customer identification and ver-

ification, beneficial ownership identification, assessment of the purpose of busi-

ness relationships, continuous transaction monitoring, and periodic updating of 

customer information. Enhanced Due Diligence (EDD) is applied to politically 

exposed persons (PEPs), customers associated with sanctioned entities, high-risk 

jurisdictions, and transactions involving virtual assets. 

A significant transformation of financial monitoring has occurred due to the 

widespread implementation of digital technologies. Modern banking institutions 

increasingly replace manual document verification with automated AML plat-

forms integrating government databases, sanction screening systems, cloud tech-

nologies, and advanced analytics. 

One of the most promising areas of digital transformation is the automation 

of KYC and AML procedures. Contemporary banking systems automatically 
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screen customers against sanctions lists maintained by OFAC, the European Un-

ion, the United Nations, and the National Security and Defence Council of 

Ukraine. Simultaneously, integration with state electronic registries significantly 

accelerates customer onboarding while reducing operational risks and human er-

rors. 

Artificial intelligence has become one of the key drivers of financial monitor-

ing modernization. Currently, three major directions of AI implementation can be 

distinguished [6-8]. 

Firstly, analytical artificial intelligence employs machine learning algorithms 

to analyse millions of financial transactions in real time. These systems identify 

abnormal customer behaviour, hidden transaction patterns, unusual financial 

flows, and previously undetected relationships between counterparties, thereby 

considerably improving suspicious activity detection. 

Secondly, Generative Artificial Intelligence (GenAI) is gradually becoming 

an effective instrument for supporting compliance officers. Large Language Mod-

els (LLMs) facilitate automated preparation of Suspicious Activity Reports 

(SARs), analysis of unstructured information, document summarization, prepara-

tion of analytical conclusions, and optimization of customer onboarding proce-

dures. Consequently, compliance departments significantly reduce document pro-

cessing time while improving the consistency and quality of analytical reporting. 

Thirdly, Agentic Artificial Intelligence represents a new stage in the evolu-

tion of financial monitoring technologies. Such intelligent systems can autono-

mously collect information from multiple sources, perform preliminary customer 

risk assessments, monitor behavioural patterns, and generate recommendations re-

garding further compliance actions. Nevertheless, final decisions remain under the 

responsibility of compliance officers, fully corresponding to the internationally 

recognized Human-in-the-Loop principle, which ensures transparency, accounta-

bility, and ethical AI governance. 
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Another important technological innovation involves biometric identification 

and Liveness Detection technologies used during remote customer onboarding. 

These technologies verify whether a real person rather than a deepfake or synthetic 

identity interacts with the banking system, thereby substantially reducing fraud 

risks. 

International banking practice demonstrates the effectiveness of digital finan-

cial monitoring technologies. HSBC applies machine learning algorithms to im-

prove transaction monitoring and reduce false-positive alerts. JPMorgan Chase ac-

tively employs artificial intelligence for legal document analysis, contract verifica-

tion, and financial risk assessment. Citibank integrates biometric authentication, 

OCR technologies, and automated document recognition into customer identifica-

tion procedures, substantially accelerating onboarding processes while maintaining 

high compliance standards. 

However, digital transformation does not eliminate regulatory responsibility. 

On the contrary, supervisory expectations continue to increase. Recent supervisory 

practice of the National Bank of Ukraine demonstrates a gradual transition from 

formal compliance inspections toward assessing the actual effectiveness of banks' 

AML/CFT systems. Regulatory sanctions are increasingly imposed for inadequate 

customer due diligence, insufficient implementation of the risk-based approach, 

ineffective monitoring of politically exposed persons, delayed updating of custom-

er information, and deficiencies in identifying suspicious financial transactions. 

Therefore, modern financial monitoring is transforming from a traditional 

regulatory function into an intelligent digital risk management ecosystem. The in-

tegration of artificial intelligence, machine learning, Big Data analytics, biometric 

technologies, automated sanction screening, and behavioural analytics substantial-

ly enhances the effectiveness of detecting suspicious activities while reducing op-

erational risks within banking institutions. 

In conclusion, further development of financial monitoring should be based 

on combining innovative digital technologies with international FATF standards, 
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continuous regulatory modernization, transparency of AI algorithms, and preserva-

tion of human oversight in compliance decision-making. Such an integrated ap-

proach will contribute to strengthening financial stability, improving the effective-

ness of AML/CFT systems, and enhancing the resilience of both the Ukrainian and 

global banking sectors. 
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