CHAPTER 6
DIGITAL TWINS OF IOT SYSTEMS AS THE BASIS FOR INTELLIGENT
MONITORING AND OPTIMIZATION
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Modern loT systems form the basis for the transition from traditional
technical monitoring to dynamic digital modeling of physical objects, processes,
and environments. The Internet of Things is viewed as a network infrastructure in
which physical objects, sensors, controllers, actuators, software services, and
communication protocols are integrated into a unified environment for data
collection, transmission, and processing [1]. Unlike traditional information
systems, which primarily work with pre-processed or discretely entered data, the
loT environment generates continuous streams of observations about the real-time
state of an object: temperature, humidity, pressure, energy consumption, load,
movement, vibrations, resource usage intensity, equipment status, or
environmental parameters.

In the scientific literature, the loT is interpreted as the technological
foundation for connecting the physical and digital worlds. Atzori, lera, and
Morabito emphasize that the key idea behind the 10T is the ability of objects to be
identified, connected, and engaged in information exchange via a network
infrastructure [1]. Gubbi and co-authors supplement this logic with a cloud-centric
vision of the IoT, in which sensor networks, internet technologies, cloud
platforms, and analytical services form the foundation for scalable intelligent
applications [2]. In the context of digital twins, this means that the 10T is not
merely a collection of devices but serves as the primary data source for
constructing an up-to-date digital representation of a physical object.

However, the mere presence of sensors and data streams does not in itself
create a digital twin. Raw loT data is primarily descriptive in nature: it shows what
is happening to an object at a specific point in time, but does not explain the
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causes of changes, predict future states, or suggest optimal management actions.
To transform such data into knowledge, additional levels of processing are
required: normalization, cleansing, aggregation, contextualization, time-series
preservation, integration with historical data, building behavioral models, and
analytical interpretation.

Context is an important intermediate concept between IoT data and digital
modeling. Perera and co-authors argue that to derive value from sensor data, it is
necessary not only to collect it but also to understand the conditions under which it
was obtained: location, time, object status, user profile, environmental
characteristics, and relationships between events [3]. For example, the same
temperature or energy consumption value can be interpreted differently depending
on the time of day, the system’s operating mode, external conditions, or the
expected load. Therefore, digital modeling in an 10T environment requires not
only numerical measurements but also a contextual layer that explains the
meaning of these measurements.

In this regard, 1oT analytics becomes a prerequisite for building digital twins.
Siow, Tiropanis, and Hall propose viewing loT analytics as the process of
transforming large data streams from physical objects into useful knowledge and
practical insights [4]. Such analytics can have different levels: descriptive,
diagnostic, predictive, and prescriptive. The descriptive level answers the question
“What happened?”, the diagnostic level—“Why did it happen?”, the predictive
level—“What might happen next?”, and the prescriptive level—“What is the best
course of action?”. It is precisely the transition from the descriptive to the
predictive and prescriptive levels that is fundamental to digital twins.

loT systems also create the conditions for continuously updating the digital
model. While a traditional model is often built once and used as a relatively static
representation of an object, a model linked to IoT infrastructure can be
continuously refined based on new measurements. This makes it possible to reflect

not only the normative or design state of an object, but also its actual behavior
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under real operating conditions. For example, a digital model of a building,
equipment, power grid, or production process can change depending on actual
load, seasonal conditions, component wear, user behavior, or external influences.

From the perspective of digital modeling architecture, the 10T performs at
least four functions. First, it provides observability of a physical object through
sensor data. Second, it creates a time-series framework for analysis, since most
loT data takes the form of time series. Third, it supports the integration of
heterogeneous sources: sensors, controllers, SCADA systems, ERP/MES systems,
weather services, geodata, or external information platforms. Fourth, it enables
feedback to the physical object via actuators, control systems, or recommendation
modules.

Thus, 10T systems are not merely a source of data for digital modeling but a
foundational infrastructure that bridges the gap between physical reality and its
digital representation. However, this alone is insufficient to create a fully-fledged
digital twin. It is essential that sensor data be integrated into a modeling,
analytical, and simulation loop that allows us not only to see the current state of an
object but also to understand its behavior, predict future changes, and support
optimization decisions.

The digital twin is one of the key concepts in modern intelligent engineering,
cyber-physical systems, and Industry 4.0. In the broadest sense, a digital twin is a
dynamic digital representation of a physical object, process, or system that is
synchronized with the real-world object via data streams and is used for
monitoring, analysis, simulation, forecasting, and decision support. The idea of a
digital twin was conceptualized as a way to integrate a physical system with its
virtual counterpart to reduce unpredictable and undesirable behavior in complex
systems [5].

The key difference between a digital twin and a conventional digital model
lies in the presence of a constant or periodic connection to the physical object. A

conventional model can describe an object in a specific state, reproduce its
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geometry, structure, or functional relationships, but it is not necessarily updated in
accordance with current changes in the real-world environment. A digital twin, on
the other hand, involves two-way or at least regular information exchange between
the physical and digital spaces: data from the real-world object updates the digital
model, and the results of analysis or simulation can influence management
decisions regarding the physical object [8].

In research on digital twins, it is important to distinguish between the
concepts of “digital model,” “digital shadow,” and “digital twin.” Kritzinger and
co-authors proposed a classification according to which a “digital model” is a
digital representation without automated data exchange with the physical object; a
“digital shadow” involves the automatic transfer of data from the physical object
to the digital model; a “digital twin,” in the full sense of the term, involves
automated two-way communication between the physical and digital objects [6].
This distinction is fundamental, since not every 3D model, dashboard, or
simulation diagram can be considered a digital twin.

Scientific reviews emphasize that a digital twin is not merely a visualization
or copy of an object, but an integrated system of data, models, and services. Tao,
Zhang, Liu, and Nee view the digital twin as one of the key technologies for
implementing smart manufacturing and Industry 4.0, as it enables the seamless
integration of cyberspace and physical space [7]. Fuller and co-authors also
emphasize that a digital twin can best be described as the integration of data
between a physical and a virtual machine or system, which enables the modeling,
analysis, and optimization of an object’s behavior [8]. Thus, the essence of a
digital twin lies not in the mere fact of digital representation, but in the dynamic
interaction between data, models, and the real-world object.

For 10T systems, the digital twin is of particular importance, since it is the
loT that provides the data for its updating. Minerva, Lee, and Crespi examine the
digital twin specifically in the context of the 10T and highlight its technical
characteristics, application scenarios, and architectural models [9]. In this
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framework, the physical object, sensor infrastructure, communication layer, digital
model, analytical services, and decision-making interface form a unified loop.
Without the 10T, the digital twin risks remaining a static model; without modeling
and analytics, 10T data remains merely a stream of measurements.

The digital twin also differs from a traditional simulation model in that it
operates based on the current state of the physical object. A simulation model can
test various scenarios based on specified parameters, but these parameters do not
necessarily reflect current reality. A digital twin uses real-time or near-real-time
data, so the simulation is not performed in the abstract but in relation to the
object’s specific state. This allows for “what-if” scenario modeling: what will
happen if the load, temperature, control mode, route, resource, or external
conditions change.

Another important feature of a digital twin is its support for forecasting.
While a conventional model primarily describes structure or patterns, a digital
twin must be capable of assessing the system’s future behavior: the probability of
failure, expected resource consumption, changes in equipment status, the risk of
exceeding thresholds, or the consequences of management intervention. In their
systematic review, Semeraro and co-authors emphasize that a digital twin is
formed as a synchronized virtual representation of reality that supports the
interpretation of an object’s state and decision-making [10]. This allows the digital
twin to be viewed not only as a model but also as a tool for situational awareness.

A digital twin also differs from a conventional monitoring dashboard. A
dashboard can display current parameter values, graphs, error messages, or a
history of changes, but it does not necessarily include a cause-and-effect model, a
simulation loop, or an optimization module. A digital twin has a more profound
function: it combines data, models, rules, machine learning algorithms,
simulations, and decision-support mechanisms. Therefore, it is appropriate to view

it as an intelligent layer atop the 10T infrastructure.
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In practical terms, a digital twin can perform several functions: reflect the
current state of an object; detect anomalies; predict failures; test scenarios without
physical intervention; optimize operating modes; support maintenance; reduce
resource consumption; and enhance system safety and resilience. This is what
distinguishes it from a conventional model: a digital twin not only describes the
system but also functions as an active tool for managing its lifecycle.

Thus, the digital twin of an 10T system can be defined as a dynamic, data-
driven, and context-synchronized digital representation of a physical object or
process that integrates sensor data, model representations, analytics, simulation,
and decision support. Its scientific and practical value lies in the fact that it
facilitates the transition from passive monitoring to proactive management: the
system not only records the object’s current state but also predicts its future
behavior, evaluates alternative scenarios, and supports optimization in a changing
environment.

Intelligent monitoring is one of the key functions of an IoT system’s digital
twin. While a traditional monitoring system primarily records current parameter
values and alerts when predefined thresholds are exceeded, the digital twin creates
a broader analytical framework. It not only reflects the state of a physical object
but also compares it to expected behavior, historical patterns, predictive models,
technical limitations, and acceptable operating modes. This is precisely why the
digital twin enables a shift from passive observation to active risk detection.

In the context of IoT monitoring, an anomaly can be defined as a deviation in
the behavior of an object, process, or environment from its expected, normal, or
acceptable state. Such a deviation may manifest itself as a sharp rise in
temperature, a non-standard energy consumption profile, abnormal equipment
vibration, an atypical load on the network, a data transmission failure, a disruption
in sensor operation, or inconsistencies between multiple measurement sources.
Recent reviews of deep anomaly detection emphasize that detecting anomalies is a
complex task due to the variety of deviation types, the imbalance between normal
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and anomalous states, the lack of high-quality labeling, and changes in system
behavior over time [11].

For digital twins, an anomaly has not only statistical but also functional
significance. A deviation in a single parameter may be acceptable in one operating
mode but critical in another. For example, an increase in energy consumption may
be normal during peak load but dangerous during nighttime operation or when
user activity is low. This is why anomalies in a digital twin must be interpreted in
context: time, operating mode, external conditions, the facility’s technical
characteristics, historical data, and the relationships between variables.

Methodologically, anomaly detection in a digital twin can be implemented
through several approaches. The first is threshold monitoring, where the system
compares current parameters against regulatory or technical limits. The second is
statistical analysis, which identifies atypical values relative to historical
distributions. The third is machine learning, which models the system’s normal
behavior and detects deviations from it. The fourth is predictive anomaly
detection, where the system compares actual measurements with expected values
obtained using a predictive model. The fifth is a hybrid approach, where physical
models, operational rules, and ML models work together.

The link between anomaly detection and predictive maintenance is
particularly important. Systematic reviews of predictive maintenance show that
machine learning methods are actively used to predict failures, estimate remaining
service life, detect equipment degradation, and optimize maintenance schedules
[12]. In a digital twin, these capabilities are expanded: the model not only detects
an anomaly but also links it to the specific state of the object’s digital
representation, its history of changes, and possible future development scenarios.
Therefore, the digital twin becomes not just a tool for emergency alerts but a
platform for early warning.

In this context, it is important to distinguish between three levels of system
response. The first level is the detection of a deviation—that is, identifying that a
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parameter or group of parameters is behaving abnormally. The second level is the
assessment of severity, where the system determines whether the deviation is
minor, moderate, high-risk, or critical. The third level is decision support: the
system suggests possible actions, such as checking a sensor, changing the
operating mode, reducing the load, performing maintenance, or running additional
diagnostics. It is this third level that distinguishes intelligent monitoring from
ordinary data collection.

Data drift is also a critical issue for 10T systems. A system may change due to
wear and tear, seasonality, shifts in user behavior, environmental changes, or the
emergence of new operating modes. If the digital twin model is not updated, it
begins to compare the current system with an already outdated representation of
the norm. Therefore, intelligent monitoring must include not only anomaly
detection but also verification of the model’s relevance: drift checking, retraining,
threshold adjustment, and validation of new scenarios.

A separate area of focus is the digital twin for maintenance. Errandonea,
Beltran, and Arrizabalaga show that the digital twin is used in maintenance
scenarios to improve reliability, optimize inspections, support asset maintenance,
and reduce downtime [13]. For 10T systems, this means that sensor streams, state
histories, degradation models, and anomaly algorithms can be integrated into a
single cycle: observation—diagnosis—prediction—decision—model update.

Thus, intelligent monitoring in a digital twin offers three key advantages.
First, it considers not just a single parameter, but the state of the system as a
holistic entity. Second, it enables to detect not only existing failures but also early
signs of future problems. Third, it forms the basis for explainable decision support,
since each alert can be linked to specific data, models, rules, or simulation
scenarios.

One of the most important differences between a digital twin and a
conventional monitoring system is its ability to work with future or alternative

states of the object. While monitoring answers the question “What is happening
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right now?”, forecasting and “what-if” simulations answer the questions “What
might happen next?” and “What will change if we alter the conditions?”. It is
precisely this capability that makes the digital twin a tool for proactive
management.

Forecasting in a digital twin is based on a combination of historical data,
current 10T measurements, physical or simulation models, ML algorithms, and
contextual information. This approach allows for the estimation of future
parameter values, failure probability, expected load, resource consumption,
changes in environmental conditions, or the effect of management interventions.
Rasheed, San, and Kvamsdal emphasize that, from a modeling perspective, a
digital twin is an adaptive representation of a complex physical system that
combines data, modeling, computational methods, and analytics to support
decision-making [14].

A “what-if” simulation involves testing an alternative scenario without
directly interfering with the physical object. For example, a digital twin can be
used to simulate how a building’s energy consumption would change under a
different ventilation mode, how the power grid would respond to an increase in
load, how equipment performance would change after maintenance, or what the
consequences of reconfiguring a control algorithm would be. The value of this
approach lies in the fact that risky or costly decisions can be tested in a virtual
environment before they are actually implemented.

In manufacturing and technical systems, the digital twin is often used
precisely as a simulation and optimization environment.
Dehghanimohammadabadi, Belsare, and Thiesing proposed a simulation-
optimization framework for the digital twin of a manufacturing system, where
alternative scenarios can be evaluated through simulation and optimization [15].
This approach is particularly well-suited for 10T systems, as real-time data allows
the simulation to be adapted to the system’s actual state, rather than relying solely

on abstract average parameters.
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It is important that “what-if”” simulations not be isolated from real-world data.
If the simulation model is not synchronized with the physical object, it may
produce results that are formally correct but practically irrelevant. A digital twin
overcomes this limitation through continuous updating: the model’s state is
adjusted based on sensor data, and scenarios are evaluated relative to the object’s
current state. For example, the same load scenario may be safe for new equipment
but risky for equipment that has degraded significantly.

Scenario modeling also provides a basis for comparing management
alternatives. The system can not only predict a single outcome but also compare
several possible actions based on various criteria: minimizing energy
consumption, reducing costs, improving reliability, reducing downtime, lowering
emissions, enhancing user comfort, or increasing throughput. In the work by
Zhang et al., a digital twin was used for the design and multi-objective
optimization of a production line, demonstrating the suitability of digital twins for
scenarios where multiple objectives must be balanced simultaneously [16].

Thus, forecasting and “what-if” simulations transform the digital twin into an
experimental environment where the consequences of decisions can be safely
evaluated. This is particularly important for complex 10T systems, where direct
experimentation with a physical object can be expensive, dangerous, or
organizationally challenging. Under such conditions, the digital twin helps reduce
uncertainty, assess risks, and select a more informed course of action.

The digital twin of an 10T system is not limited to monitoring and forecasting
functions. Its further development is linked to optimization and control support—
that is, the transition from an analytical description of the state to the selection of
the best courses of action. In this context, the digital twin becomes an intermediate
intelligent layer between the physical system, data, models, and management
decisions.

Optimization in a digital twin can have various objectives: minimizing

energy consumption, reducing operating costs, improving reliability, reducing
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downtime, stabilizing temperature conditions, load balancing, optimizing routing,
reducing emissions, or maintaining service quality. Unlike traditional
optimization, which is often performed on a static model, a digital twin allows for
the current state of the facility to be taken into account and for decisions to be
updated based on new data.

For complex loT systems, the multi-objective nature of optimization is
crucial. For example, in a smart building, it is necessary to simultaneously reduce
energy consumption, maintain user comfort, avoid equipment overload, and ensure
safe operation. In an industrial system, it is necessary to balance productivity,
quality, costs, technical condition, and the risk of failure. In urban infrastructure,
the focus is on throughput, environmental performance, safety, and service
accessibility. A digital twin makes it possible to formalize such trade-offs and
evaluate solutions based not on a single criterion, but on multiple criteria.

Reinforcement learning is of particular importance. Unlike classical
optimization algorithms, reinforcement learning allows an agent to learn a strategy
for action through interaction with the environment and by maximizing long-term
rewards. Mnih and his co-authors demonstrated that deep reinforcement learning
can train agents to adopt control policies without manually designing all features,
directly based on high-dimensional input data [17]. For digital twins, this idea is
important because the agent can learn in a virtual environment without putting the
physical system at risk.

In 10T systems, reinforcement learning can be used for energy consumption
management, routing, computing resource planning, equipment mode adaptation,
or load optimization. In their paper, Dai, Zhang, Maharjan, and Zhang propose an
approach to stochastic computation offloading in digital twin networks, where
deep reinforcement learning is used to optimize the distribution of computational
tasks and resources under conditions of uncertainty [18]. This demonstrates that a
digital twin can serve not only as a model of a physical asset but also as a virtual

environment for training and testing control policies.
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At the same time, automated optimization requires constraints. Not every
mathematically optimal solution is acceptable from the standpoint of safety,
reliability, legal considerations, ethics, or user comfort. Therefore, in a digital
twin, it is advisable to combine optimization algorithms with safe operating rules,
acceptable parameter limits, human oversight, and explanation mechanisms. In
critical systems, the digital twin should not autonomously replace the operator but
rather support the operator’s decisions by providing alternatives, forecasts, risks,
and the expected consequences of actions.

Thus, the optimization function of a digital twin lies not only in finding the
optimal value of the objective function but also in shaping a controllable decision
space. The system must show which alternatives exist, which criteria they
improve, what risks they create, and which constraints they violate or do not
violate. This approach transforms the digital twin into a tool for supporting
adaptive, informed, and safe management of 10T systems.

The practical significance of digital twins is determined by their ability to
integrate data, models, simulations, and management decisions into a single loop.
In systematic reviews, digital twins are considered a technology with a wide range
of applications: industry, smart cities, transportation, energy, buildings, healthcare,
logistics, environmental monitoring, and cyber-physical systems [19]. This
indicates that a digital twin is not a niche industry-specific model, but rather a
universal paradigm for managing complex dynamic systems.

In industry, digital twins are used to control production processes, perform
predictive maintenance, optimize production lines, simulate technological
scenarios, and improve the reliability of equipment. Their advantage lies in the
fact that production decisions can be tested in a virtual environment, reducing the
risk of errors, downtime, and costs. When combined with 10T and ML, a digital
twin lays the foundation for transitioning from scheduled or reactive maintenance

to predictive and adaptive maintenance.

105



In smart buildings, digital twins can support the management of energy
consumption, climate control systems, security, user comfort, and the technical
condition of equipment. They enable the analysis of interactions between a
building’s internal parameters, external weather conditions, occupancy schedules,
and the operating modes of building systems. In such scenarios, a digital twin can
be used to optimize HVAC systems, predict equipment overloads, identify
inefficient operating modes, and reduce energy consumption.

In urban infrastructure, digital twins form the foundation for smart city
management. Dembski and co-authors, using the example of Herrenberg,
demonstrate that an urban digital twin can integrate a 3D model of the urban
environment, mobility, wind flow simulation, spatial data, and citizen participation
[20]. This demonstrates that a city’s digital twin is not merely a technical model,
but a platform for planning, communication, scenario analysis, and decision
support in urban management.

In the energy sector, digital twins can be used to forecast loads, balance
generation and consumption, optimize the operation of microgrids, integrate
renewable energy sources, and enhance infrastructure resilience. In water supply
and environmental monitoring, they can support the analysis of water quality,
leaks, network condition, resource consumption, and the impact of external
conditions. In logistics, digital twins enable the modeling of routes, transport
flows, warehouses, delays, and load scenarios.

At the same time, the practical implementation of digital twins presents a
number of challenges. These include data interoperability, the quality of sensor
streams, cybersecurity, privacy protection, the complexity of model development,
computational costs, the lack of unified standards, organizational readiness, and
the need for an interdisciplinary team. Botin-Sanabria and co-authors emphasize
that digital twins have broad application potential, but their effectiveness depends
on the ability to integrate data, models, visualization technologies, analytics, and

management processes [19].
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Thus, the practical value of digital twins lies in the fact that they create a
unified intelligent platform for monitoring, forecasting, simulating, and optimizing
complex systems. For 10T environments, this represents a qualitative leap: sensor
data ceases to be merely a stream of measurements and becomes the foundation of
a dynamic model capable of supporting management. This is precisely why digital
twins should be viewed as a key tool for proactive, adaptive, and evidence-based

management of technical and socio-technical systems.
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