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CHAPTER 14  

ANALYSIS OF EXISTING SOLUTIONS FOR DETECTING 

COORDINATED ACTIVITY ON SOCIAL MEDIA 

 

Semeshkin Andriy, teacher, West Ukrainian National University, Ternopil 

 

Detecting coordinated activity on social media is an interdisciplinary task at 

the intersection of computer science, social informatics, information operations 

analysis, cybersecurity, and digital forensics. Unlike classical tasks of sentiment or 

toxicity analysis, where the unit of analysis is often a single post, in the case of 

coordination, the object of study is group behavior: synchrony of actions, content 

repetition, shared information patterns, temporal spikes, and network connections 

between accounts. In the presented publications, this problem is specified for 

Telegram comments without an explicit reply structure, where a two-stage 

approach is proposed: Stage A—explanatory rule-based triage; Stage B—a 

confirmatory model for classifying/reordering candidates. Experiments were 

conducted on a corpus of 247,662 comments, 3,390 threads, 8 channels, and 

2,041,964 dyad pairs; in triage mode, Precision@50 = 0.78 and Precision@100 = 

0.81 were achieved. 

The first research area involves modeling conflict and mobilization behavior 

in online communities. In a study by S. Kumar et al. based on Reddit data, it was 

shown that inter-community conflicts can be initiated by a small fraction of active 

communities but have a cascading effect on the discussion environment [1]. 

Methodologically, the key shift here is the transition from analyzing individual 

posts to analyzing collective dynamics: who interacts, when, in what context, and 

with what intensity. For security monitoring tasks, this logic is fundamental, since 

information operations manifest not only in the content of a post but also in the 

nature of how activity unfolds over time. (dl.acm.org) 

The second important area is Coordinated Link Sharing Behavior. F. 

Giglietto et al. proposed viewing coordination as the repeated sharing of identical 

https://dl.acm.org/doi/10.1145/3178876.3186141?utm_source=chatgpt.com
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links by different actors within a short time interval [2]. This approach was tested 

using data from the 2018–2019 Italian elections and made it possible to identify 

networks of potentially manipulative content dissemination. Its advantage lies in 

its high interpretability: if several pages or accounts share the same resource 

almost simultaneously, such a pattern can be formalized as a coordination signal. 

At the same time, a limitation is its reliance on the “link + time window” scenario, 

whereas in Telegram comments, coordination can manifest not only through URLs 

but also through stock phrases, repeated narratives, the synchronized appearance 

of similar texts, and short time lags. ( Universität Wien ) 

A practical extension of the CLSB logic is presented in CooRnet—an R 

package for detecting coordinated link sharing behavior [3]. CooRnet automates 

the construction of a network of actors who coordinately share identical URLs, 

and is therefore useful for analyzing Facebook/Instagram data or other platforms 

with an explicit sharing mechanism. This solution cannot be directly applied to 

Telegram comments, as discussions often lack reposts, reactions, or explicit reply 

relationships. However, its methodological value lies in the concept of “time 

window + action repetition,” which can be adapted to “comment → comment” 

dyads and text similarity. (coornet.org) 

A more general view of coordination is proposed in the Coordination 

Network Toolkit. T. Graham, S. Hames, and E. Alpert view coordination as a 

multi-behavioral network where various types of actions can be taken into 

account: co-tweets, co-links, co-replies, co-hashtags, co-mentions, and so on [4]. 

Importantly, the coordination network is not limited to a single signal but can be 

constructed as a weighted graph of interactions. For security scenarios, this means 

the ability to distinguish between natural collaborative activity and an organized 

attack, particularly asymmetric models such as “multiple accounts attacking a 

single target.” A limitation of this approach for Telegram comments is the need for 

explicit or reconstructed interactions, whereas in flat comment logs, the `reply_to` 

field may be missing. (Springer Nature Link) 

https://ucrisportal.univie.ac.at/en/publications/it-takes-a-village-to-manipulate-the-media-coordinated-link-shari/?utm_source=chatgpt.com
https://coornet.org/?utm_source=chatgpt.com
https://link.springer.com/article/10.1007/s42001-024-00260-z?utm_source=chatgpt.com
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A separate body of research directly concerns Telegram. L. Blas et al., in a 

large-scale study of multilingual coordinated activity on Telegram, demonstrated 

that strict criteria for synchrony and text duplication can reveal networks of 

information operations within the Telegram environment [5]. This is important 

because Telegram has a unique infrastructure: channels, comments, anonymous 

administration, limited moderation transparency, and a high rate of political 

content dissemination. Strict rules such as “nearly simultaneous identical text” 

provide highly accurate signals but may have lower completeness, as coordinated 

actors can alter wording, use paraphrases, or spread their activity over time. 

(Nature) 

A study by T. Willaert et al. examines Telegram as a medium for 

disinformation networks and narrative clusters [6]. The authors combine 

quantitative network methods with qualitative discourse analysis, demonstrating 

that Telegram channels can form stable information ecosystems around 

antagonistic narratives. For the task of detecting coordination, this means that one 

should analyze not only technical duplicates or time lags but also the broader 

narrative context. At the same time, for operational monitoring, a full discourse 

analysis is too slow, so a two-step approach is advisable: first, automated triage, 

followed by expert or model-based verification. (First Monday) 

An important theoretical foundation for analyzing temporal coordination is 

laid out in J. Kleinberg’s work on bursty and hierarchical structures in streams [7]. 

It proposes formalizing the emergence of a topic or campaign as a change in the 

intensity of events within a stream. For social media, this translates into sliding-

window metrics: the number of posts over 60 or 300 seconds, the number of 

unique authors, short time lags between posts, and local spikes in activity. It is 

precisely these features that form the basis for the behavioral component of the 

triage model, since coordination often manifests as unnaturally dense activity 

within a short time interval. (Springer Nature Link) 

https://www.nature.com/articles/s44260-025-00056-w?utm_source=chatgpt.com
https://firstmonday.org/ojs/index.php/fm/article/view/12533?utm_source=chatgpt.com
https://link.springer.com/article/10.1023/A%3A1024940629314?utm_source=chatgpt.com
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The text-based component of coordination detection relies on classical 

approaches to near-duplicate detection. A. Broder proposed the methodological 

foundations for identifying and filtering near-duplicate documents in large 

collections [8]. For social media, this logic is adapted using character n-grams, 

word n-grams, TF–IDF, and cosine similarity. Character n-grams are sensitive to 

template-based copying, even if there are minor changes in the text, whereas word 

n-grams better reflect lexical and semantic proximity. In Telegram comments, 

combining these two levels is appropriate, since coordinated messages can be 

either exact copies or varied paraphrases of a single template. ( Springer Nature 

Link ) 

Since reliable manual coordination labeling is costly, weak supervision is 

widely used in modern research. A. Ratner et al. proposed an approach in the 

Snorkel system in which expert heuristics are formalized as labeling functions and 

used to generate training labels without full manual annotation [9]. This is 

particularly relevant for information operations tasks: experts can formulate rules 

such as “different authors + short time lag + high text similarity + local burst,” but 

cannot manually annotate millions of message pairs. Weak supervision allows 

such rules to be converted into silver labels suitable for training a confirmatory 

model. (Springer Nature Link) 

The industrial scalability of weak supervision has been demonstrated in 

Snorkel DryBell [10]. In this case, organizational knowledge, dictionaries, 

patterns, and rules are converted into weak supervision signals to build models 

without massive manual labeling. For social media monitoring, this means that 

analysts’ domain knowledge can be operationalized in the form of Stage A rules. 

At the same time, there is a risk of self-confirming bias: if the Stage B model is 

trained on the same features that directly formed the silver label, the metrics may 

be artificially inflated. This is precisely why the principle of no-leak feature design 

is methodologically essential. (dl.acm.org) 

https://link.springer.com/chapter/10.1007/3-540-45123-4_1?utm_source=chatgpt.com
https://link.springer.com/chapter/10.1007/3-540-45123-4_1?utm_source=chatgpt.com
https://link.springer.com/article/10.1007/s00778-019-00552-1?utm_source=chatgpt.com
https://dl.acm.org/doi/10.1145/3299869.3314036?utm_source=chatgpt.com
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Positive–Unlabeled learning is a distinct theoretical area. In coordination 

tasks, the dataset is often not fully labeled, but consists only of suspected positive 

examples and a large number of unknown cases. G. Su, W. Chen, and M. Xu 

examine PU learning under conditions of data imbalance [11]. This is similar to 

the Telegram-triage problem: the system must distinguish an early signal from a 

confirmed one, without treating all “unlabeled” cases as true negatives. This is 

important for a monographic generalization because it demonstrates that, in 

information security problems, the supervised paradigm with fully known classes 

is often unrealistic. 

The choice of evaluation metrics is of significant importance. T. Saito and M. 

Rehmsmeier showed that the precision-recall plot is more informative than the 

ROC plot when classes are heavily imbalanced [12]. This is fundamental for 

detecting coordination: positive cases are usually rare, so ROC-AUC can create an 

overly optimistic impression. PR-AUC, Precision@K, and Recall@K better reflect 

the practical quality of the system, since the analyst does not check all millions of 

pairs but rather the top of the ranked list. (PLOS) 

The relationship between the ROC and PR spaces was examined in detail by 

J. Davis and M. Goadrich [13]. They showed that for skewed datasets, PR curves 

provide a more suitable interpretation of classifier quality. For security triage, this 

means that model evaluation should focus not only on the overall ability to 

distinguish between classes but also on practical accuracy at the top of the rank. If 

an operator can only review the Top-50 or Top-100 cases, Precision@50 and 

Precision@100 become the operationally significant metrics. (dl.acm.org) 

In the Ukrainian context, N. Balovsyak’s study on anonymous and official 

Telegram channels in Ukraine during the hybrid war [14] is particularly relevant. 

It highlights that Telegram is an important platform for the rapid consumption of 

information, but at the same time is characterized by a high proportion of 

anonymous or poorly regulated sources. This reinforces the need for automated 

https://journals.plos.org/plosone/article?id=10.1371%2Fjournal.pone.0118432&utm_source=chatgpt.com
https://dl.acm.org/doi/10.1145/1143844.1143874?utm_source=chatgpt.com
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monitoring systems capable of detecting not only toxicity or disinformation claims 

but also patterns of group coordination. 

Our own related research has also laid the groundwork for this area. In 

particular, a real-time method for detecting information threats in the Ukrainian 

context provides a broader framework for applying NLP and ML to monitor the 

information space [15]. The OLTW-TEC approach employs online training with 

sliding windows for ensembles of text classifiers, which is methodologically 

consistent with the need to analyze message streams over time [16]. The rule-

based method for aligning media content with Ukrainian legislation demonstrates 

the value of rule-based approaches in tasks where machine processing must be 

combined with interpretable domain-specific criteria [17] (Table 1). 

Table 1. 

Comparative analysis of existing solutions for detecting coordinated activity 

Solution / 

Approach 

Main idea Strengths Limitations Relevance to 

Telegram triage 

1 2 3 4 5 

Community 

conflict 

modeling [1] 

Analysis of inter-

community con-

flicts and mobili-

zations 

Demonstrates the 

role of early warning 

and collective dy-

namics 

Focused on 

Reddit and exist-

ing inter-

community con-

nections 

Provides a theo-

retical frame-

work for analyz-

ing group behav-

ior 

CLSB [2] Coordination as 

the repeated shar-

ing of identical 

URLs on within a 

short time win-

dow 

High interpretability, 

ease of operationali-

zation 

Tied to 

URLs/sharing 

scenarios 

It can be adapted 

as the “repeata-

bility + time 

window” princi-

ple 
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continuation of table 1 
1 2 3 4 5 

CooRnet [3] Implementation of 

CLSB 

A ready-to-use 

R tool for co-

ordination 

networks 

Not designed for 

flat Telegram 

comments with-

out a sharing 

graph 

A methodological 

framework for 

rule-based net-

work detection 

Coordination 

Network 

Toolkit [4] 

Multi-behavior co-

ordination networks 

Supports mul-

tiple behavior 

types, graph 

logic 

Requires explic-

it or reconstruct-

ed interactions 

Useful as a model 

for multi-signal 

analysis 

Telegram multi-

lingual coordi-

nation [5] 

Detection of IO 

through synchrony 

and redundancy in 

Telegram 

Directly rele-

vant to Tele-

gram, big data 

Strict criteria 

may result in 

lower complete-

ness 

Confirms the val-

ue of time-text 

signals 

Telegram disin-

formation net-

works [6] 

A combination of 

network analysis 

and discourse anal-

ysis of Telegram 

channels 

Takes into ac-

count narra-

tives and in-

formation eco-

systems 

Difficult to ap-

ply in a rapid 

triage setting 

Emphasizes the 

need for robust-

ness across topics 

and channels 

Burst detection 

[7] 

Detection of spikes 

in event intensity in 

streams 

A formal 

framework for 

temporal sig-

nals 

Does not deter-

mine coordina-

tion itself with-

out additional 

features 

A foundation for 

sliding-window 

burst features 

Near-duplicate 

detection [8] 

Detection of near-

duplicate texts 

Works well for 

template-based 

content 

Less sensitive to 

semantic para-

phrases 

Basis for charac-

ter/word n-gram 

similarity 

Snorkel / weak 

supervision [9] 

Generation of la-

bels via labeling 

functions 

Reduces the 

need for manu-

al annotation 

Depends on the 

quality of the 

rules 

A basis for silver 

labels in the ab-

sence of gold la-

bels 
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continuation of table 1 
1 2 3 4 5 

Snorkel 

DryBell [10] 

Scalable weak 

supervision in an 

industrial setting 

Demonstrates 

the practicality 

of rule-based 

signals 

Requires moni-

toring of leak-

age and the 

quality of the 

rules 

Justifies Stage A as a 

source of weak labels 

Positive–

Unlabeled 

Learning [11] 

Learning from 

positive and un-

labeled examples 

Suitable for rare 

events 

Quality as-

sessment is 

more difficult 

Theoretically similar 

to suspicious/unknown 

dyads 

PR-based 

evaluation 

[12], [13] 

PR-AUC and 

Precision@K for 

imbalanced tasks 

Better at reflect-

ing the quality 

of positive pre-

dictions 

Requires a 

properly 

formed candi-

date pool 

Key metrics for secu-

rity triage 

 -monitoring 

of the Ukrain-

ian Telegram 

community 

[14] 

Analysis of Tel-

egram’s role in 

the Ukrainian in-

formation envi-

ronment 

Shows the local 

relevance of the 

task 

Does not pro-

vide a ready-

made ML ar-

chitecture 

Justifies the practical 

need for monitoring 

OLTW-TEC / 

real-time 

threat detec-

tion [15], [16] 

Streaming classi-

fication of text-

based threats 

Focus on tem-

poral changes 

and online 

mode 

Does not focus 

specifically on 

coordination 

Methodological 

framework for stream-

based monitoring 

Developed by the author. 

 

A comparison of existing approaches shows that there is no single universal 

solution to the problem of detecting coordinated activity. Graph-based methods 

work well where there are explicit interactions between users, but they are less 

well-suited to flat comment logs without `reply_to`. CLSB methods are effective 

for detecting the sharing of identical links, but they do not account for 

coordination via similar text patterns without URLs. Burst detection-based 

approaches capture spikes in activity but do not, on their own, prove coordination. 

Near-duplicate detection identifies repetition but requires combination with 
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temporal and behavioral signals. Weak supervision allows for operation without 

complete manual annotation but requires control over feature leakage and correct 

evaluation on imbalanced data. 

That is why a two-stage methodology is appropriate for Telegram comments. 

The first stage should be explainable and rule-based: it quickly generates a risk 

score based on time lags, burst features, the number of unique authors, and text 

similarity. The second level should validate or re-rank the candidate pool, taking 

into account the no-leak design and class imbalance. This approach allows the 

system to operate without requiring complete gold-labeled data, while at the same 

time avoiding reliance solely on heuristics. 

Theoretically, it is important that in this architecture, the unit of analysis is 

neither a single comment nor the entire social graph, but rather a dyad 

interaction—a “comment → comment” proxy within a thread. This is a 

compromise unit of analysis that makes it possible to work with Telegram data 

even without an explicit structure of replies. A dyad pair allows us to calculate the 

time lag between messages, text similarity, author differences, behavioral context, 

and local activity density. In this way, a flat stream of comments is transformed 

into a structured field of potential interactions. 

The importance of explainability deserves special emphasis. In security and 

analytical scenarios, it is not enough to simply say that “the model considers the 

case suspicious.” It is necessary to explain why it is suspicious: a short time lag, 

different authors, a high level of text similarity, a local burst, an excessive number 

of unique participants, or the repetition of a template phrase. That is why the Stage 

A rule engine must not only calculate the risk_score but also store triggered rules 

as an audit trail. 

Thus, an analysis of existing solutions allows us to formulate a key 

theoretical conclusion: detecting coordinated activity in Telegram discussions 

requires not an isolated ML model, but an explainable triage architecture that 

combines temporal-behavioral signals, text similarity, weak supervision, no-leak 
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reinforcement learning, and Top-K evaluation. This approach is best suited for 

information security scenarios, where it is important to quickly narrow down a 

large stream of messages to a limited set of suspicious episodes suitable for expert 

review. 
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