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Abstract

Acrtificial Intelligence is reshaping software quality assurance in two ways:
it strengthens QA practice through automation and analytics, and it creates new
QA challenges when the product under test is itself Al-driven. This monograph
outlines how QA engineers can use Al effectively while also validating Al
systems for accuracy, robustness, fairness, and production readiness.

1. Introduction

For decades, software quality assurance relied on a deterministic model:
requirements were defined, tests were executed, and results were compared with
expected outcomes.

Artificial Intelligence changes that model in two directions.

First, Al helps QA teams generate tests, analyze changes, detect anomalies,
and shorten feedback cycles.

Second, Al-powered products themselves must be tested. Their behavior is
often probabilistic, data-dependent, and harder to validate with traditional pass/fail
methods.

This monograph addresses both perspectives and gives QA engineers
practical terminology, methods, and quality criteria for working confidently in Al-

enabled environments.
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2. Understanding Artificial Intelligence - What QA Engineers Need to
Know

2.1 A Working Definition

Acrtificial Intelligence, in the context relevant to QA engineering, refers to
software systems that exhibit behaviors typically associated with human
intelligence: recognizing patterns, making predictions, classifying inputs,
generating content, and adapting based on experience. The most practically
significant category today is Machine Learning (ML) - a subset of Al in which
systems learn from data rather than being explicitly programmed with rules.
Within ML, Deep Learning refers to approaches that use layered neural networks
to learn complex representations from large datasets.

QA engineers need to understand:

o How these systems learn and what can go wrong during that process

o How their outputs are generated and why those outputs may be incon-
sistent

o How 'quality' is defined and measured in the absence of deterministic
behavior

o What infrastructure supports Al systems and where failure points ex-
ist

2.2 How Al Systems Differ from Traditional Software

Table 1. Differences between traditional software and Al-powered
software

Characteristic Traditional Software | AI-Powered Software
1 2 3
Logic source Written by developers Learned from data
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Continuation of table 1

1 2 3
: May vary based on
. Same input — same
Determinism model state, random-
output
ness
: Crashes, exceptions, Subtle accuracy degra-
Failure mode . P . : y &
wrong logic dation, bias, drift
Ground truth may be

Expected value is

Test oracle ambiguous or probabil-

known ..
1st1c
Update mechanism Code changes Retraining on new data

Decisi b

Explainability Code is readable ceISions May be
opaque (black box)
Accuracy, precision, re-

Quality metric Pass/fail call, fairness, robust-

ness

2.3 The Components of an Al System

An Al system is never just a model. A complete Al system consists of
multiple interconnected components, each of which is a potential failure point:
Data Sources — Data Pipeline — Feature Engineering — Model Training —
Model Evaluation — Model Serving — Inference APl — User Interface —
Monitoring — Feedback Loop. QA engineers must be prepared to test across all of
these components.

3. Al as a Tool for QA Engineers

3.1 The Promise of Al-Augmented Testing

Al already strengthens testing workflows by generating tests, prioritizing
execution, classifying defects, and detecting anomalies at scale. Its main value is
not replacing QA engineers, but allowing them to focus more on risk analysis,

system design, and exploratory testing.
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3.2 Al-Powered Test Generation

Automated test generation is one of the most practical Al uses in QA. The
main approaches are search-based generation and LLM-assisted generation.

Search-Based Software Testing (SBST): algorithms search for inputs that
maximize coverage or expose failures. Examples include EvoSuite for Java and
Pynguin for Python.

LLMs for Test Generation: models such as GPT-4, Claude, and Gemini can
create tests from requirements, user stories, or source code and are now embedded
in tools such as GitHub Copilot and Diffblue Cover.

Al-generated tests still require human review because syntactically correct
tests may validate the wrong behavior.

3.3 Intelligent Test Prioritization and Selection

In large software projects, running the complete test suite on every commit
is often impractical. Al approaches this through:

Change Impact Analysis: ML models trained on historical code change
and test failure data predict which tests are most likely to fail given a specific set
of code changes.

Risk-Based Prioritization: Al analyzes code complexity, historical defect
density, and recent change frequency to rank test execution order.

Flaky Test Detection: Al identifies tests that fail intermittently without
code changes, distinguishing genuine failures from infrastructure noise.

3.4 Al for Defect Prediction

Defect prediction models analyze historical data - code metrics, commit
history, review comments, past bug reports - to estimate the probability that a
given code module contains defects. QA engineers use these predictions to focus
manual review and testing effort where it matters most. Studies have shown that
even relatively simple ML models (logistic regression, random forests) trained on

code metrics can identify defect-prone modules with meaningful accuracy.
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3.5 Al in Log Analysis and Anomaly Detection

Modern systems produce more log data than teams can inspect manually, so
Al is valuable for anomaly detection, log grouping, and early diagnosis.

Anomaly Detection: unsupervised models learn normal patterns and flag
unusual behavior before users report issues.

Log Clustering and Classification: NLP methods group similar events and
convert noisy logs into structured summaries.

Root Cause Analysis: observability platforms correlate logs, traces, and
metrics to suggest likely sources of failure.

3.6 Al in Visual and Ul Testing

Al-powered visual testing tools such as Applitools Eyes and Percy help
distinguish meaningful Ul regressions from insignificant rendering noise, which
reduces false positives in visual checks and supports broader Ul coverage.

4. QA for Al Systems - Testing the Non-Deterministic

4.1 The Fundamental Challenge

When QA engineers test Al systems, they face non-deterministic behavior,
uncertain expected outputs, retraining effects, gradual performance degradation,
and failures rooted in data rather than code. Classical test techniques alone are not
enough.

4.2 Defining Quality for Al Systems

Functional Quality Metrics:

Table 2. Functional quality metrics for Al systems

Metric Description
1 2
Percentage of predictions that are
Accuracy
correct
.. Of all positive predictions, what
Precision

fraction are correct?
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Continuation of table 2

1 2
Of all actual positives, what fraction
Recall : . .
did the model identify?
Harmonic mean of precision and re-
F1 Score .
call - preferred for class imbalance
AUC-ROC A.rea.un.der.ROC .Cl.ll‘Ve - measures
discriminative ability
Latenc How fast does the model respond?
Y (P50, P95, P99)
Fairness Does the model pe.rform equally
across demographic subgroups?
g Can individual predictions be justi-
Explainabilit
ApTAImabTIy fied and explained?

4.3 Test Strategies for Al Systems

Property-Based Testing: Rather than asserting exact output values, QA
engineers assert properties that outputs must satisfy.

Metamorphic Testing: QA engineers define relationships between pairs of
inputs and verify that outputs respect those relationships. Example: adding income
should not decrease loan approval probability.

Behavioral Testing: Structured test suites checking minimum functionality,
invariance, and directional expectation tests.

Back-to-Back Testing: Compare a new model version against the current
production model on the same inputs. Flag significant differences for human
review.

Equivalence Partitioning for Al: Partition the input space into regions
where similar behavior is expected and test representative samples from each

partition.

59



4.4 Data Quality as a QA Responsibility
QA engineers must extend their quality assurance practices to cover:

Table 3. Data quality dimensions and example validations

Dimension Description Example Validation
No required fields are
Completeness . .q Assert null rate < 1%
missing
: Cross-validate against
Accuracy Values reflect reality 8
source systems
: Same entity represented | Deduplicate, normalize
Consistency ,
uniformly formats
T : Assert max data age <
Timeliness Data 1s current 8
threshold
L Values within expected
Validity P Assert age [1 [0, 120]
ranges
: : Assert primary ke
Uniqueness No duplicate records . P yEY
uniqueness

Data Leakage Detection: QA engineers audit feature engineering pipelines
for information that would not be available at inference time - a subtle but critical
failure mode.

4.5 Regression Testing for Al Models

Golden Datasets: Curated, fixed datasets with known expected behavior
evaluated after any model change. Degradation beyond a threshold blocks
deployment.

Baseline Comparisons: Every new model must outperform the current
production model or a defined minimum baseline before promotion.

Behavioral Consistency Checks: Verify that performance did not degrade

on important subgroups even when aggregate metrics improve.
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5. Fairness, Ethics, and Responsible Al Testing
5.1 Why Fairness is a QA Concern

In high-impact domains such as hiring, lending, healthcare, and criminal

justice, unfair Al behavior can cause real harm. For that reason, bias and fairness

validation are both ethical and regulatory QA responsibilities.

5.2 Fairness Metrics

Table 4. Fairness metrics and recommended use cases

Metric Definition When to Use
. : Wh 1 ta-
) ) Positive rate is equal ) on equd repre.sen .
Demographic Parity tion of outcomes is re-
across groups .
quired
.. : When missing true pos-
, True positive rate 1s .. . .
Equal Opportunity itives is the critical
equal across groups
harm
When both fal 1-
| Both TPR and FPR e DAt TsE POt
Equalized Odds tives and negatives mat-
equal across groups
ter
Predicted probabilities
Calibration r'eﬂect actual probabili- | When pr(.)babilit'y'
ties equally across scores drive decisions
groups
Similar individuals re- : g
.. . H.m ar. m. vieua S " | When fairness at indi-
Individual Fairness ceive similar predic- . . :
flons vidual level is required

5.3 Robustness and Adversarial Testing

Out-of-Distribution Inputs: What happens when the model receives data

that does not resemble its training data? Does it fail gracefully with low

confidence, or produce a confidently wrong answer?
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Adversarial Inputs: In NLP systems and LLMs, prompt injection attempts
to manipulate model behavior through crafted inputs. QA engineers test the
system's resistance to known injection patterns.

Edge Case Catalogs: QA engineers maintain catalogs of known difficult
cases and verify that the model handles them acceptably.

5.4 Explainability Testing

For regulated industries or high-stakes decisions, Al systems must be
explainable. QA engineers validate local explanations (SHAP, LIME) for
consistency and meaningfulness, global feature importance rankings for stability,
and counterfactual explanations (‘What would need to change for a different
decision?') for accuracy and actionability.

6. Al Model Deployment and Production Quality

6.1 The Deployment Quality Gate

Before an Al model reaches production users, it must pass a structured
quality gate enforced by QA engineers:

1. Functional evaluation: Accuracy, F1, AUC-ROC meet or exceed de-
fined thresholds

2. Fairness evaluation: Bias metrics within acceptable bounds across all
subgroups

3. Performance evaluation: Inference latency meets SLA (e.g., P95 <
200ms)

4, Robustness evaluation: Model handles edge cases and adversarial in-
puts gracefully

5. Integration testing: Model API contract validated, downstream con-
sumers unaffected

6. Smoke test: Model loads correctly, runs inference without errors on
sample inputs

7. Documentation: Model card is complete and accurate
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6.2 Deployment Strategies and QA Involvement

Canary Deployment: a small share of real traffic is sent to the new model
while QA monitors metrics and rollback criteria.

A/B Testing: model versions serve different segments and are compared
using predefined success criteria and statistical controls.

Shadow Deployment: the new model receives live requests without
affecting users, allowing safe response comparison.

Blue/Green Deployment: two environments run different versions so QA
can validate switch-over and rollback readiness.

6.3 Post-Deployment Monitoring as Continuous QA

Data Drift Monitoring: Statistical tests (Kolmogorov-Smirnov, PSI,
Jensen-Shannon divergence) continuously compare incoming production features
against the training distribution.

Prediction Distribution Monitoring: Track the distribution of model
outputs for unexpected shifts that may indicate model or data pipeline degradation.

Delayed Ground Truth Evaluation: Collect delayed ground truth (e.qg., did
the recommended product get purchased?) and compute real-world accuracy over
time.

Performance Degradation Alerts: Automated alerts fire when monitored
metrics drop below defined thresholds. QA engineers define these thresholds and
own the escalation process.

7. The QA Engineer in the Al Team - Role and Collaboration

7.1 New Competencies Required

Table 5. New competency areas for QA engineers in Al teams

Competency Area What to Learn
1 2
e Hypothesis testing, confidence inter-
Statistics P e S .
vals, distributions, significance
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Continuation of table 5

1 2

Python pytést, pandas, numpy, §Cikit-learn
basics for data exploration

Data fluency SQL, basic data pipeline concepts,

schema validation tools

, Classification/regression metrics,
ML evaluation L . .
cross-validation, train/test splits

. Fairness metrics, bias detection, reg-
Al ethics
ulatory frameworks

Observabilit Metrics, tracing, logging, alerting in
Y production systems

For LLM-based systems: how

Prompt engineerin
pteng g prompts affect outputs

Source: compiled by the author based on the analyzed literature.

7.2 Collaboration Patterns

Embedded QA in ML Teams: QA should participate early in experiment
design and quality planning.

Shared Definition of Done: teams need measurable acceptance criteria
instead of vague goals such as 'the model should be accurate.’

Model Review as Code Review: model changes should require evidence-
based QA sign-off.

QA Ownership of Evaluation Harnesses: independent datasets and
evaluation scripts reduce conflicts of interest.

7.3 Documentation Responsibilities

Test Plans for Al Features: document criteria, datasets, and methods.

Model Evaluation Reports: summarize accuracy, fairness, robustness, and

latency by version.
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Known Limitations Documentation: record expected failure modes for
product and support teams.

Regression Test Catalogs: maintain reusable golden datasets and behavioral
checks for each release.

8. Future Directions - Al, QA, and What Comes Next

8.1 Large Language Models and the QA Challenge

Large Language Models (LLMs) create a difficult QA target because
outputs are open-ended, may hallucinate, and vary with prompt wording.

Effective LLM evaluation combines automated metrics, human review,
LLM-as-judge methods, and red-team testing for harmful or unreliable outputs.

8.2 Autonomous Al Agents

Al systems are increasingly used as autonomous agents that browse, execute
code, send messages, or call APIs. QA for such systems requires sandboxing,
strict authorization boundaries, action-space controls, and continuous human
oversight.

9. Conclusion

Artificial Intelligence gives QA engineers powerful new capabilities, but it
also introduces new quality risks when software depends on data-driven and non-
deterministic behavior.

The most effective QA engineers will combine Al-assisted productivity
with structured evaluation of accuracy, fairness, robustness, and monitoring.

In the Al era, that mission remains the same, but the systems are more
opaque and the consequences of failure are often greater. That makes rigorous QA

more important, not less.
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