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The article is devoted to an analysis of the ethical challenges arising from the 

rapid proliferation of Internet of Things technologies. Drawing on the report of the 

World Commission on the Ethics of Scientific Knowledge and Technology of 

UNESCO (COMEST, 2021), the study examines transformations at the individual, 

social, and policy levels. It addresses issues of privacy, informed consent, personal 

autonomy, gender stereotypes, domestic violence involving the use of IoT, 

environmental impacts, as well as the risks of pervasive surveillance and the 

opportunities of citizen sensing. The article proposes ways of improving 

regulation through the concept of ethics by design and the implementation of 

international standards. 
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The issue of the ethical conceptualisation of the Internet of Things has 

become particularly acute today due to the fact that technologies are ceasing to be 

merely tools in the hands of humans and are transforming into an environment of 

human existence. This fundamental change in the ontological status of technical 

objects necessitates a reconsideration of many established concepts, including 

privacy, autonomy, informed consent, and even the very structure of human rights. 

The World Commission on the Ethics of Scientific Knowledge and Technology of 

UNESCO, in its 2021 report, proposed one of the most systematic approaches to 

the analysis of these issues, identifying three levels of the ethical implications of 
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IoT, namely the individual, social, and policy levels [1, pp. 15–16]. The 

methodology of the present study is based on a combination of normative analysis 

of international documents, a comparative legal method in examining different 

approaches to regulation, and the analysis of specific cases that have revealed 

ethical dilemmas in the implementation of IoT technologies. Such an approach 

makes it possible not only to identify existing problems but also to propose 

conceptual foundations for their resolution. 

The technological architecture of the Internet of Things constitutes a three-

tier structure, each element of which generates specific ethical tensions. The 

sensing layer is responsible for data collection, where it is important to distinguish 

between purpose-built sensors installed with the user's knowledge and 

opportunistic sensors that utilise existing infrastructure to collect information not 

originally intended [1, pp. 19]. The network layer enables data transmission and 

gives rise to vulnerabilities associated with the possibility of interception and 

unauthorised access. The data processing layer, where artificial intelligence 

algorithms are deployed, generates the most complex ethical dilemmas related to 

autonomous decision-making and the opacity of algorithmic logic [2, pp. 2347–

2376]. The combination of all three layers means that IoT devices acquire the 

ability not only to record but also to interpret human behaviour, as well as to 

influence it without the individual's explicit awareness of this impact. 

Particular attention should be given to the classification of data sources 

proposed in the COMEST report. Researchers identify three categories of sensors, 

namely social sensors, physical sensors in the private domain, and physical 

sensors in the public domain [1, pp. 25]. Social sensors, which include data from 

social media, are predominantly controlled by private transnational corporations. 

Physical sensors in the private domain, such as smart home devices and wearable 

gadgets, collect information on intimate aspects of life. Physical sensors in the 

public domain, including street cameras and infrastructure sensors, fall within the 

remit of state responsibility but are often operated by private contractors. The key 
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issue is that a significant proportion of sensors operate in an opportunistic mode; 

that is, they collect data for purposes not originally declared upon installation [1, 

pp. 26]. This precludes the possibility of obtaining fully informed consent, as users 

remain unaware of which specific data are being collected about them and for 

what purposes. 

 At the individual level, the ethical challenges of the IoT are associated with a 

transformation of the relationship between humans and the world. When 

surrounding objects begin to perceive and respond to human behaviour, a 

fundamental shift occurs in the subject-object structure. In the Western 

metaphysical tradition, the active subject of cognition stands in opposition to the 

passive object. The IoT inverts this schema: objects themselves become subjects 

of cognition, generating knowledge about the individual that may be inaccessible 

to that individual themselves [1, pp. 27]. A risk arises whereby an active object 

generates a passive subject who is rendered measurable and guided 'behind their 

back' [1, pp. 26]. Of particular concern is the phenomenon of nudging, where a 

system subtly steers human behaviour towards certain decisions, whether 

regarding consumer choices or political preferences [3, pp. 230]. Even if such 

actions are performed with good intentions, they call into question the possibility 

of autonomous choice. 

The problem of privacy in the context of the IoT acquires new dimensions 

that cannot be reduced to classical issues of personal data protection. First, the IoT 

tracks not only online behaviour but also an individual's physical presence in 

space; for instance, street cameras can be used for facial recognition [4]. Second, 

the aggregation of data from heterogeneous sources enables the creation of highly 

accurate personal profiles  [1, pp. 34–35]. Third, machine learning algorithms are 

capable of inferring information about health status, personality traits, and political 

sympathies from diverse data sets [5, с. 28–30]. The framework of informed 

consent, borrowed from biomedical ethics, proves inadequate in situations where 

the purposes of data collection may be unknown [6, pp. 1512–1513]. 
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The difficulty of applying traditional legal mechanisms is evidenced by the 

experience of the European Union, where the General Data Protection Regulation 

(GDPR) has been one of the first attempts at the comprehensive regulation of the 

digital environment [7]. However, this regulation is oriented towards the 

protection of personal data as a static category and fails to account for the dynamic 

nature of IoT systems [1, p. 36]. The concept of personal data becomes blurred, as 

the aggregation of anonymised data can be used for the precise identification of an 

individual [8, pp. 5-6]. As noted in the COMEST report, the IoT creates situations 

that require recourse to more fundamental categories, such as human dignity and 

personal autonomy [1, p. 37]. 

At the social level, the ethical challenges of the IoT manifest in the 

intensification of discrimination, the deepening of digital inequality, and the 

reinforcement of gender stereotypes. Algorithmic systems are prone to 

reproducing existing societal biases. The example of sensors in liquid soap 

dispensers, which respond less effectively to dark skin, illustrates how technical 

systems can discriminate against certain groups due to a lack of diversity in 

training data [9]. The problem of gender bias is more systemic: voice assistants 

with female voices, such as Siri and Alexa, are often programmed for 

submissiveness and compliance, reinforcing the stereotype of women as assistants 

in subordinate roles [10, pp. 45-48]. Journalist Sigal Samuel describes an 

experiment in which she insulted Siri, and the assistant responded submissively, 

failing to demonstrate any resistance [11]. 

Of particular concern is the use of IoT devices in the context of domestic 

abuse. Smart locks and cameras can be employed to monitor a partner, restrict 

their movement, or confine them within their own home [1, p. 42]. Researchers at 

University College London (UCL) analyse these risks, emphasising the need to 

account for potential criminal misuse at the design stage [12]. This raises an 

ethical dilemma regarding the manufacturer's responsibility for products that may 

facilitate criminal acts. A similar issue affects the elderly, who risk social 
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exclusion due to insufficient digital literacy [13]. As public services increasingly 

transition to digital formats, those lacking the necessary skills are relegated to the 

status of second-class citizens [1, p. 43]. 

The environmental dimension of the IoT represents another significant 

challenge. Precision agriculture technologies enable the optimisation of irrigation 

and fertiliser application, while smart grids reduce electricity losses [1, pp. 44-45]. 

Conversely, the IoT itself exacerbates the problem of electronic waste. Devices 

have complex chemical compositions, containing rare-earth metals with limited 

reserves, and are notoriously difficult to recycle [14, pp. 10861-10862]. The 

COMEST report on land use ethics emphasises the necessity of transitioning to a 

circular economy [15, pp. 32-34]. However, a significant proportion of electronic 

waste is disposed of in developing countries, often in violation of environmental 

standards [16]. 

At the political level, the IoT emerges as a dual-use instrument. The 

traditional metaphor of the panopticon describes the IoT as a technology of 

pervasive surveillance [17]. However, as noted in the COMEST report, this 

metaphor is not entirely adequate, since IoT systems do not constitute a single 

centralised mechanism [1, p. 48]. Instead, they form a complex network in which 

various actors often have conflicting interests [18, pp. 214-215]. Nonetheless, the 

risks of mass surveillance remain high. James Clapper, the former Director of 

National Intelligence in the United States, stated that intelligence services could 

utilise the IoT for identification and tracking [19]. Furthermore, the vulnerability 

of critical infrastructure to cyberattacks poses significant threats to national 

security. 

At the same time, the IoT opens up opportunities for civic participation. The 

phenomenon of citizen sensing enables residents to independently measure air 

quality and noise levels. The "Citizen Sensing Toolkit" project empowers citizens 

to participate in public debates in an informed and evidence-based manner [20]. 

Similarly, the "Citizen Sense" project by Jennifer Gabrys examines how such 
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practices generate new forms of environmental awareness [21]. Realising this 

potential requires open standards and access to data [1, p. 52]. 

The regulation of the IoT represents a complex interdisciplinary challenge at 

the intersection of law, ethics, and technology. Traditional law-making often 

proves too slow to keep pace [1, p. 55]. The concept of 'ethics by design' shifts the 

focus towards designing systems with due regard for ethical requirements [22, pp. 

906-907]. Technological solutions, such as data anonymisation by default, may 

prove more effective than legal sanctions [23]. Indeed, Article 25 of the GDPR 

mandates that manufacturers implement the principles of 'data protection by 

design' [7, p. 48]. However, this regulation has limited jurisdiction and fails to 

fully address device security and cross-border data transfers [1, p. 56]. 

Consequently, different countries are developing their own regulatory models that 

reflect specific national interests [24]. 

In this context, UNESCO plays a key role. The Recommendation on the 

Ethics of Artificial Intelligence, adopted by Member States in 2021, established 

principles aimed at preserving human control and ensuring the transparency of 

algorithmic decision-making [25]. The COMEST report further develops these 

principles in relation to the IoT, proposing the implementation of ethical design 

reviews, the development of professional standards, and the promotion of 

inclusivity [1, pp. 57-59]. 

Thus, the Internet of Things represents not merely another technological 

innovation but a qualitatively new human environment that necessitates a 

reimagining of fundamental ethical and legal categories. Traditional concepts of 

privacy, informed consent, and human autonomy-shaped in an era when 

technologies were tools rather than environments-require a substantial revision. At 

the individual level, the key challenges include the crisis of informed consent, 

threats to privacy arising from the opportunistic use of data, and the risks of 

behavioural manipulation. At the social level, the primary issues are the 

intensification of discrimination, the reinforcement of gender stereotypes, the use 
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of the IoT for domestic abuse, and environmental consequences. At the political 

level, the IoT emerges as a dual-use instrument capable of both enhancing 

surveillance and expanding opportunities for civic engagement through citizen 

sensing. A promising regulatory direction is the concept of 'ethics by design', 

which involves embedding ethical principles directly into technological 

architecture. International organisations, particularly UNESCO, play a vital role in 

shaping global standards for the responsible development of technology. The 

challenge lies in striking a balance between harnessing the potential of the IoT to 

improve quality of life and protecting fundamental human rights. Addressing this 

task requires not only legal and technological innovation but also a broad societal 

dialogue involving developers, regulators, businesses, and civil society. 
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