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The digital transformation of public administration represents one of the key
priorities for the modernisation of state authority in Ukraine, necessitating the
establishment of a comprehensive system of administrative and legal mechanisms
for the implementation of digital governance. The relevance of this study is
underscored by European integration processes, the need to ensure the effective
functioning of the state under martial law and during post-war recovery, and the
imperative to safeguard human rights and freedoms within the digital
environment. The aim of this study is to define the theoretical and applied aspects
of the administrative and legal mechanisms of digital governance; to elucidate
their nature, structure, and functional characteristics; and to propose avenues for
their enhancement in light of the contemporary challenges of digital
transformation.

Digital governance in the contemporary context of Ukraine's development
constitutes a complex and multidimensional phenomenon, encompassing a set of
legal, organisational, institutional, and technological components that underpin the
functioning of public administration. In its applied dimension, it is manifested
through the level of development of electronic administrative services, the degree

of integration of information and communication technologies into the activities of
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state authorities and local government, as well as the effectiveness of digital
interaction between the state, citizens, and businesses [1, p. 2]. The concept of
digital governance is founded upon three evolutionary forces - technology,
management concepts, and the government itself - which necessitate a
comprehensive approach to its legal regulation [2, p. 5]. Of particular importance
Is the principle of 'digital by default’, which establishes the priority of the
electronic form in the implementation of all activities of public authorities,
including the provision of public services, interagency cooperation, and interaction
with natural and legal persons [3, p. 7].

According to the Public Administration Reform Strategy of Ukraine for
2022-2025, the objective of the reform is to develop a capable, service-oriented,
and digital state in Ukraine that ensures the protection of citizens' rights while
drawing upon European standards and practices [4, p. 2]. The Strategy identifies
three key target areas for reform: (1) high-quality services and user-friendly
procedures: creating conditions for natural and legal persons to obtain high-quality
and accessible administrative services through convenient and clear procedures;
(2) professional public service and human resource management: continuing the
transition towards a professional and politically neutral public service; and (3)
effective governance: creating conditions for evidence-based policymaking that
incorporates stakeholder contributions, and ensuring its effective implementation
[4, pp. 7-20].

The key body within the system of central executive authorities responsible
for the formulation and implementation of state policy in the fields of
digitalisation, digital development, the digital economy, digital innovation, e-
governance, and e-democracy is the Ministry of Digital Transformation of Ukraine
(the MDT), established in 2019 [5, p. 3]. The Ministry's remit encompasses the
development of broadband Internet access, telecommunications networks, and the

IT industry. An analysis of the tasks and powers of the MDT provides grounds to
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assert that its primary functions are administrative and nationwide in nature,
forming the core of its activities and defining its institutional role [5, p. 6].The
system of entities involved in the functioning of digital governance in Ukraine is
extensive and includes the Verkhovna Rada of Ukraine (Committee on Digital
Transformation); the Cabinet of Ministers of Ukraine (Department of Information
Technology and Security); the State Service of Special Communications and
Information Protection of Ukraine; the State Agency for E-Governance of
Ukraine; local government bodies (departments of digital transformation); and the
Cyberpolice Department of the National Police of Ukraine [2, pp. 10-11].

A significant achievement in the digitalisation of Ukraine has been the
creation of the Diia mobile application: a universal platform providing access to
over 25 public services and 14 digital documents. As of 2024, Diia is used by 18.7
million Ukrainians, accounting for more than half of the country's adult population
[6, p. 8]. Ukraine became the first country in the world to grant digital passports
the same legal force as their physical counterparts, a provision enshrined in the
relevant amendments to the Law of Ukraine 'On the Unified State Demographic
Register' [7].Under martial law, the priorities of digitalisation have undergone
significant shifts. Several initiatives were launched, including the eDocument
service for the duration of martial law; a comprehensive service for internally
displaced persons (with 1.4 million individuals receiving assistance via Diia); the
eEnemy chatbot for open-source intelligence; a service for reporting damaged
property; the eOselya affordable mortgage programme; and online marriage
registration [6, pp. 9-10].The city of Kyiv is a leader in implementing the Smart
City concept in Ukraine. The Kyiv Smart City initiative, launched in 2015,
subsequently evolved into the Kyiv Digital mobile application, introduced in
2021. Within two years of operation, the application reached its first million users,
and in 2023, Kyiv became a member of the G20 Global Smart Cities Alliance [8,

pp. 5-11].
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Particular attention must be paid to the administrative and legal regulation of
providing digital public services in an automated mode. Ukraine has introduced
several digital public services where the administrative procedure is fully
automated, meaning it does not require the involvement of an administrative body
official in processing a case. Pursuant to the Law of Ukraine 'On the Specific
Features of the Provision of Public (Electronic Public) Services', the automated
mode of providing an electronic public service is defined as its delivery via
software-based information and telecommunications systems without additional
real-time processing by the service provider [9, p. 6]. However, current legislation
lacks a clear legal framework regarding the allocation of liability for the substance
of automated decisions. According to the Procedure for the Provision of Electronic
Public Services in an Automated Mode, approved by Cabinet of Ministers of
Ukraine Resolution No. 868 of 5 August 2022, registration actions in the Unified
State Register executed automatically are deemed the actions of the technical
administrator and are subject to appeal before a court or the Ministry of Justice of
Ukraine [10, p. 10]. Such regulation is inadequate from the standpoint of the
principle of ensuring effective remedies for individuals in administrative
proceedings [11, p. 10].

In contrast to the Ukrainian experience, European Union Member States have
established clear and coherent rules for administrative procedures, grounded in
statutory requirements. A notable example is Estonia, where a 2020 draft bill
amending the Administrative Procedure Act was prepared to establish the general
legal principles for automated administrative procedures. The bill stipulates that
automation must serve the interests of both the individual and society; that the
legal provision forming the basis for a decision grants no discretionary powers, or
that such discretion is strictly delineated; that the decision-making procedure is
predictable and comprehensible to the individual; and that the rights and interests

of third parties and stakeholders are not infringed [11, p. 12].The German
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approach to the digitalisation of public administration is rooted in Article 91c of
the Basic Law, which mandates cooperation between the Federation and the
Lénder in the planning, establishment, and operation of information technology
systems. This provision was further expanded by the E-Government Act, which
encompasses access to electronic information, online payments, the electronic
submission of documents, open data, and the replacement of the traditional written
form with the public electronic service De-Mail [11, p. 13].In Poland, almost all
public services have been made accessible electronically via the Electronic
Platform for Public Administration Services, a development that has significantly
enhanced transparency and accountability within the public sector [11, p. 14].

Based on the findings of the study, several avenues for improving the
administrative and legal mechanisms of digital governance in Ukraine are
proposed: the systematisation of the regulatory framework through the adoption of
a codified act to comprehensively govern the sphere of digital governance; the
introduction of unified standards for digital administrative procedures; the
establishment of safeguards for individual rights during automated decision-
making, particularly by clearly defining the legal grounds for adverse decisions
and guaranteeing the right to appropriate remedies; the enhancement of
cybersecurity and personal data protection; the development of digital
infrastructure alongside the promotion of digital inclusion; and the harmonisation
of personal data processing rules with European standards (the GDPR) [1, p. 8; 11,
p. 15].

Thus, the administrative and legal foundations of digital governance in
Ukraine constitute a set of interrelated components: a regulatory framework that
provides official legal legitimacy and serves as a social regulator for the relevant
relations; a system of entities (state authorities and local government bodies) that
implement this concept in their operations; and administrative procedures that

safeguard citizens' rights within the digital environment. The further development
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of digital governance in Ukraine should be anchored in European standards of
good administration, a human-centric approach, and the protection of human rights

as the key priorities of the digital transformation of public administration.
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