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підприємництво у зеленій, блакитній і циркулярній економіці, а також стратегічне 

управління розвитком організацій і територій в умовах цифровізації та соціальних 

інновацій. 

Фінансово-політичний напрям представлено дослідженням цифрових та 

інноваційних практик фінансового моніторингу в банківському секторі й аналізом 

трансформації дипломатичного протоколу України в умовах російсько-української війни. 

Психологічні розділи розкривають ефект Рінгельмана та проблему колективної 

безвідповідальності, а також професійну саморегуляцію психолога соціальної сфери як 

систему збереження власного ментального здоров’я. Медико-біологічне дослідження 

присвячене впливу тривалості артеріальної гіпертензії на центральну гемодинаміку та 

інтегративні показники. 

Інформаційно-технологічний блок містить графові та нечіткі методи оцінювання 

коректності шлюзів у BPMN-моделях, застосування малих мовних моделей для 

пояснюваних рекомендацій, а також агентний підхід до автономної оптимізації 

статичного тестування безпеки застосунків у Secure SDLC. 

Монографія буде корисною для науковців, викладачів, правників, економістів, 

менеджерів, психологів, медиків, фахівців із туризму, банківської справи, інформаційних 

технологій і кібербезпеки, аспірантів і студентів, а також усіх, хто цікавиться 

актуальними напрямами розвитку сучасної науки та практики. 
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ВСТУП 

 

Сімнадцятий випуск колективної монографії «Міждисциплінарні 

дослідження в галузі науки, інновацій та суспільного розвитку» об’єднує 

результати актуальних досліджень, у яких сучасні суспільні, економічні, 

екологічні, медичні та технологічні виклики розглядаються через взаємодію 

різних наукових підходів. Представлені розділи поєднують теоретичне 

осмислення проблем із прикладними рішеннями, орієнтованими на сталий 

розвиток, післявоєнне відновлення, інституційну стійкість, охорону здоров’я 

та безпечну цифрову трансформацію. 

Важливий тематичний блок присвячено природній і культурній 

спадщині, її використанню як чинника сталого туризму та відновлення 

територій Запорізької області. Поряд із цим досліджено правові засади 

сталого розвитку, екологічної безпеки й кліматичної стійкості в умовах 

глобальних трансформацій, а також розкрито підприємницький потенціал 

зеленої, блакитної та циркулярної економіки. 

Економіко-управлінський напрям представлено аналізом стратегічного 

управління сталим розвитком організацій і територій в умовах цифровізації 

та соціальних інновацій. Окремо висвітлено цифрові та інноваційні практики 

фінансового моніторингу в банківському секторі, застосування ризик-

орієнтованого підходу, штучного інтелекту, автоматизованих процедур 

ідентифікації та контролю фінансових операцій. 

Політико-правова проблематика розкривається через дослідження 

трансформації дипломатичного протоколу України в умовах російсько-

української війни. Автором систематизовано організаційні, безпекові, 

церемоніальні та комунікаційні зміни, що забезпечують безперервність 

офіційних міжнародних контактів і водночас зберігають статусну 

визначеність дипломатичної взаємодії. 

Психологічний блок охоплює два взаємодоповнювальні аспекти. У 

першому проаналізовано співвідношення колективної сили та колективної 
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безвідповідальності крізь призму ефекту Рінгельмана, соціальних лінощів і 

розподілу персонального внеску в групову діяльність. У другому професійну 

саморегуляцію психолога соціальної сфери обґрунтовано як багаторівневу 

систему збереження ментального здоров’я, що поєднує особистісні, 

професійно-комунікативні та організаційні ресурси. 

Медико-біологічний напрям представлено дослідженням впливу 

тривалості артеріальної гіпертензії на центральну гемодинаміку та 

інтегративні показники функціонального стану серцево-судинної системи. 

Отримані результати поглиблюють розуміння динаміки адаптаційного 

напруження й функціональних резервів організму за різної тривалості 

захворювання. 

Інформаційно-технологічні розділи зосереджено на підвищенні якості 

та безпеки цифрових систем. Запропоновано графові метрики й малі мовні 

моделі для виявлення та виправлення некоректних шлюзів у BPMN-моделях, 

нечітке оцінювання ризику помилкового тлумачення маршрутів бізнес-

процесів, а також агентний підхід до автономної оптимізації статичного 

тестування безпеки застосунків у захищеному життєвому циклі розроблення 

програмного забезпечення. 

Матеріали випуску становитимуть інтерес для науковців, викладачів, 

фахівців у сфері права, економіки, менеджменту, туризму, психології, 

медицини, банківської справи, інформаційних технологій і кібербезпеки, а 

також для аспірантів, студентів та практиків, зацікавлених у 

міждисциплінарному аналізі сучасних процесів розвитку.  
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CHAPTER 1 

THEORETICAL AND METHODOLOGICAL FOUNDATIONS FOR THE 

USE OF NATURAL AND CULTURAL HERITAGE AS A DRIVER OF 

SUSTAINABLE TOURISM DEVELOPMENT AND POST-WAR 

TERRITORIAL RECOVERY: THE CASE OF THE ZAPORIZHZHIA 

REGION OF UKRAINE 

 

Arsenenko Iryna Anatoliivna,  

candidate of geographical sciences,  

associate professor, associate professor  

of the department of geography and tourism,  

Bogdan Khmelnitsky Melitopol state  

pedagogical university, Zaporizhzhia.  

Donets Iryna Anatoliivna,  

candidate of geographical sciences,  

associate professor, associate professor  

of the department of geography and tourism,  

Bogdan Khmelnitsky Melitopol state  

pedagogical university, Zaporizhzhia.  

Arabadzhy Olena Semenivna, 

candidate of geographical sciences,  

associate professor, associate professor  

of the department of geography and tourism,  

Bogdan Khmelnitsky Melitopol state  

pedagogical university, Zaporizhzhia. 

 

Under contemporary societal development, natural and cultural heritage 

(NCH) is regarded as one of the key resources for strengthening the tourism 

potential of territories. Its significance extends far beyond its recreational function, 

encompassing a broad range of socio-economic, environmental, and cultural 
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processes. This issue is particularly relevant for regions characterized by a 

complex historical and geographical structure and rich natural diversity, such as 

the Zaporizhzhia region of Ukraine [4, 5]. 

A comprehensive understanding of the concept of heritage provides the 

essential theoretical foundation for investigating its role in tourism development, 

particularly in the context of contemporary transformational processes and 

wartime challenges. Such an approach makes it possible to consider heritage not 

only as an object of preservation but also as a strategic resource for sustainable 

territorial development, social cohesion, and post-crisis recovery. 

Within contemporary scholarly discourse, heritage is interpreted as a 

universal social phenomenon encompassing both tangible and intangible values 

that are interconnected through their historical significance and cultural memory. 

Current approaches emphasize not only the conservation of heritage assets but also 

their contribution to local communities through the intergenerational transmission 

of knowledge, traditions, and identity, as well as their role in stimulating tourism 

development and regional economic growth. These perspectives are consistently 

highlighted in recent review studies on heritage and tourism, which emphasize the 

integrative role of natural and cultural heritage in promoting the sustainable 

development of territories [13].  

According to the UNESCO approach, heritage is regarded not only as an 

object of conservation but also as a strategic resource for sustainable development, 

possessing Outstanding Universal Value. The 1972 Convention Concerning the 

Protection of the World Cultural and Natural Heritage distinguishes cultural, 

natural, and mixed heritage as separate categories, which have become the 

internationally recognized framework for heritage management and its integration 

into tourism development [6-8].  

From a practical perspective, it is appropriate to distinguish between natural 

and cultural heritage, as they differ in their origin and mechanisms of formation 

while remaining closely interconnected and collectively shaping the territorial 
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identity of a region. Natural heritage encompasses unique natural complexes, 

landscapes, ecosystems, and individual natural features possessing ecological, 

scientific, aesthetic, or recreational value. It is formed through long-term natural 

processes and includes geological formations, landforms, climatic characteristics, 

flora, and fauna. Its defining features are limited renewability and a high degree of 

vulnerability to anthropogenic pressures, which necessitate effective conservation 

and sustainable management. The significance of natural heritage for the state is 

multidimensional. It contributes to environmental stability and biodiversity 

conservation, provides an essential resource for recreation and tourism 

development, and reinforces the spatial distinctiveness and attractiveness of 

territories. In the case of Ukraine, natural heritage is of particular importance due 

to the country's remarkable landscape diversity, ranging from the Carpathian 

Mountains to the steppe ecosystems of the southern regions. This diversity 

constitutes a valuable foundation for sustainable tourism development, regional 

competitiveness, and the preservation of ecosystem services. 

In the Zaporizhzhia region, prominent examples of natural heritage include 

Khortytsia Island, protected steppe landscapes, and the Dnipro River Valley, all of 

which are of exceptional importance for biodiversity conservation and tourism 

development. Under the conditions of martial law, however, the region's natural 

heritage has been exposed to severe threats. Military operations, technological 

accidents, and environmental contamination have substantially increased the risk 

of ecosystem degradation, making the conservation of natural heritage an integral 

component of national security and post-war recovery. 

Unlike natural heritage, cultural heritage is the result of human activity and 

reflects the historical, social, and spiritual development of society. It comprises 

both tangible and intangible components. Tangible cultural heritage includes 

architectural monuments, historic buildings, archaeological sites, and cultural 

landscapes, whereas intangible cultural heritage encompasses traditions, customs, 
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language, folklore, craftsmanship, and other forms of cultural expression 

transmitted across generations. 

Cultural heritage plays a fundamental role in strengthening national identity, 

fostering intergenerational continuity, and preserving cultural diversity. It also 

contributes significantly to the advancement of education, scientific research, and 

tourism, while serving as an important instrument for enhancing a country's 

international image and cultural diplomacy. In the context of contemporary 

geopolitical challenges, the protection of cultural heritage has become not only a 

cultural priority but also a strategic objective for ensuring societal resilience and 

safeguarding historical memory [1, 2, 3].  

In Ukraine, cultural heritage is of exceptional value due to the country's 

multilayered historical development and the diversity of cultural influences that 

have shaped its identity over the centuries. In the Zaporizhzhia region, this is 

reflected in the coexistence of the cossack cultural legacy, archaeological sites 

associated with nomadic civilizations, and the industrial heritage of the twentieth 

century. The introduction of martial law has significantly intensified threats to 

cultural heritage, including the destruction of monuments, museums, archives, and 

other cultural institutions, resulting in the irreversible loss of both tangible and 

intangible elements of national memory. Consequently, the protection of cultural 

heritage has become an increasingly important strategic priority for the state.  

At the same time, cultural heritage has emerged as a powerful symbol of 

resilience, national unity, and historical continuity. It provides new opportunities 

for the development of domestic tourism, particularly memorial and patriotic 

tourism, while fostering public awareness, strengthening national identity, and 

supporting the post-war recovery of communities and territories [12].  

According to leading scholars in tourism studies, heritage tourism 

encompasses the practice of visiting places associated with historical, cultural, and 

natural values, with the purpose of exploring and interpreting their significance in 

relation to both the past and the present [11].  
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In our view, the contemporary understanding of heritage is based on its 

comprehensive interpretation as an integrated system of interrelated natural and 

cultural components. Within the tourism system, heritage serves not only as a 

resource base but also as a key factor of territorial differentiation, tourism product 

development, and regional positioning. This perspective is particularly relevant to 

the Zaporizhzhia region, where the combination of the steppe zone's natural 

resources, the Dnipro ecological corridor, and a multilayered historical and 

cultural heritage creates a distinctive foundation for tourism development. 

To advance the scientific understanding of the role of heritage in tourism, it is 

essential to identify the principal theoretical approaches to its utilization. 

Contemporary theoretical studies emphasize the interdisciplinary nature of 

heritage research, recognizing heritage resources not merely as tourism assets but 

also as integral elements of social memory, cultural identity, and symbolic capital. 

Within this framework, heritage is increasingly understood as a dynamic resource 

whose value extends beyond conservation, contributing to sustainable regional 

development, destination competitiveness, and the resilience of local communities 

[1, 2, 9].  

The resource-based approach conceptualizes heritage as a set of tourism 

resources characterized by their attractiveness, accessibility, and degree of 

development, thereby providing a basis for assessing the tourism potential of a 

territory and identifying prospects for its future development. To achieve a more 

comprehensive understanding of the interaction between natural and cultural 

components, the landscape approach is also employed. This approach interprets a 

territory as an integrated geosystem in which tourism represents a form of 

integrated landscape use that takes into account ecological, historical, and 

functional characteristics. In the case of the Zaporizhzhia region, particular 

attention should be given to the tourism potential of the Dnipro Ecological 

Corridor, which constitutes a strategic foundation for the development of nature-

based tourism. 
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Our research indicates that the further advancement of the theoretical 

framework is closely associated with the concept of sustainable tourism 

development, which seeks to achieve a balance between economic efficiency, 

social interests, and environmental conservation. Within this context, particular 

importance should be attached to the concept of tourism carrying capacity, which 

defines the maximum level of tourism use that a territory can sustain without 

compromising its ecological integrity or diminishing the quality of visitor 

experience. This approach provides an essential basis for ensuring the long-term 

sustainability of tourism destinations while safeguarding the natural and cultural 

heritage upon which their competitiveness depends. 

Particular importance should also be attached to the interpretive approach, 

which is aimed at revealing the meaning and significance of heritage assets to 

visitors. This approach promotes a deeper understanding of natural and cultural 

values while enhancing the overall quality of the tourism experience. Unlike the 

traditional approach, which is primarily limited to the presentation of heritage 

sites, interpretation seeks to explain and contextualize them through their 

historical, cultural, social, and environmental dimensions. 

The essence of the interpretive approach lies in establishing a meaningful 

connection between heritage assets and visitors by presenting information in an 

accessible, engaging, and intellectually stimulating manner. Such an approach not 

only facilitates the communication of factual knowledge but also fosters 

appreciation and a sense of responsibility towards heritage, thereby contributing to 

its long-term conservation and sustainable use. 

It should be emphasized that heritage interpretation is implemented through a 

wide range of instruments and practices, including museum exhibitions, thematic 

guided tours, interactive exhibitions, cultural and educational programmes, 

tourism routes, and interpretation centres. In recent years, digital technologies 

have become increasingly important in this field, particularly multimedia guides, 

augmented reality applications, mobile applications, and virtual tours, all of which 



 

14 

considerably expand opportunities for experiencing and understanding heritage. 

These innovative tools improve visitor engagement, support inclusive access to 

heritage resources, and strengthen the educational and communicative functions of 

tourism. 

The interpretive approach is particularly valuable for heritage assets that 

possess limited visual appeal or have been partially lost or damaged. In such cases, 

interpretation serves as a means of "recovering" their significance through the 

reconstruction of historical events, the visualization of lost elements, and the 

incorporation of narrative-based interpretive practices. By providing historical and 

cultural context, interpretation enables visitors to understand the symbolic and 

societal value of heritage beyond its physical appearance. 

For the Zaporizhzhia region, the interpretive approach offers considerable 

potential, as it facilitates a more comprehensive presentation of the territory's 

multilayered historical and cultural heritage, spanning from the civilizations of 

ancient nomadic peoples to the cossack era and the industrial development of the 

twentieth century. Particular attention should be paid to the interpretation of the 

cossack heritage, which represents a fundamental component of Ukraine's national 

identity, as well as to the steppe landscapes whose ecological significance often 

requires professional interpretation to be fully appreciated by visitors. 

Under the conditions of martial law, the interpretive approach has acquired 

additional functions, becoming an important instrument for understanding 

contemporary events, preserving historical memory, and documenting the 

consequences of war. New forms of heritage interpretation are emerging, 

including the memorialization of affected territories, the development of thematic 

heritage routes, and the incorporation of contemporary historical narratives into 

tourism discourse. These practices contribute not only to public education but also 

to the preservation of collective memory and the strengthening of societal 

resilience. 
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Therefore, the theoretical foundations of heritage interpretation emphasize its 

communicative role as a dynamic process of interaction between heritage and its 

audiences. Rather than merely transmitting information, interpretation encourages 

critical reflection, emotional engagement, and a deeper appreciation of the 

historical, cultural, and environmental significance of heritage, thereby enriching 

the educational value and transformative potential of the tourism experience [10].  

In our view, the interpretive approach not only enhances the attractiveness of 

heritage assets but also fosters a responsible attitude towards their conservation, 

promotes the development of educational and scientific tourism, and reinforces the 

role of heritage as a driver of the cultural and social development of territories. 

In summary, tourism serves as an important instrument for promoting natural 

and cultural heritage by generating economic benefits, increasing public 

awareness, and supporting the preservation of cultural traditions. At the same time, 

tourism activities may create significant challenges, including excessive visitor 

pressure, environmental degradation, and the loss of authenticity. Consequently, 

achieving an appropriate balance between tourism development and heritage 

conservation remains one of the fundamental principles of sustainable tourism 

management. 

Under the conditions of martial law, these challenges have become even 

more complex. Damage to infrastructure, restricted access to heritage sites, and 

environmental threats have substantially affected the use of heritage resources for 

tourism purposes. At the same time, heritage has acquired a renewed strategic 

significance as a resource for post-war recovery, the strengthening of national 

identity, the restoration of social cohesion, and the reintegration of Ukraine into 

the global cultural and tourism landscape. In this context, the preservation, 

interpretation, and sustainable use of natural and cultural heritage should be 

regarded as integral components of long-term regional development strategies and 

essential prerequisites for enhancing the resilience and international 

competitiveness of tourism destinations. 
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Therefore, NCH constitutes a fundamental basis for tourism development, 

while its effective utilization requires a comprehensive approach that integrates 

sound scientific evidence, the principles of sustainable development, and 

adaptation to contemporary challenges, particularly those arising from the ongoing 

war. In the case of the Zaporizhzhia region, this creates favourable conditions for 

the development of a new tourism model focused on the conservation, restoration, 

and sustainable use of natural and cultural resources, while enhancing the region's 

competitiveness at both the national and international levels. 

The findings of the present theoretical analysis demonstrate that natural and 

cultural heritage represents complementary components of a unified tourism 

potential that determine the spatial distinctiveness of a territory, its historical and 

cultural identity, and its capacity to develop a competitive tourism product. Under 

contemporary conditions, the effective utilization of heritage should be based on 

the integration of resource-based, landscape, interpretive, and sustainable 

development approaches. Such an integrated framework ensures an appropriate 

balance between economic efficiency, environmental protection, the safeguarding 

of cultural values, and the sustainable development of local communities. 

To systematize the findings of the theoretical analysis, Table 1 summarizes 

the principal characteristics of natural and cultural heritage, their functional 

significance, the major theoretical approaches to their application in tourism, the 

contemporary challenges affecting their conservation and use, and the prospects 

for their contribution to tourism development in the Zaporizhzhia region and 

adjacent territories. 

The analysis of theoretical approaches to understanding NCH enabled us to 

develop an original methodological framework for this study, grounded in 

systemic, geographical, tourism, and interdisciplinary approaches (Table 2).  

  



 

17 

Table 1. Theoretical foundations for the use of natural and cultural heritage as a 

driver of tourism development (Developed by the author) 
Theoretical 

аspect 
 

 

Natural heritage  Cultural heritage Implications for tourism 

development in the Zaporizhzhia 

region and adjacent territories 

Conceptual 

definition 
a collection of natural complexes, 

landscapes, ecosystems, geological 

formations, flora, and fauna 

possessing ecological, scientific, 

aesthetic, and recreational value 

a collection of tangible and 

intangible assets created by 

humans that reflect the 

historical, spiritual, and social 

development of society 

forms the resource base for tourism 

development while strengthening the 

territorial identity and distinctiveness 

of the region 

Main 

components 
protected areas, national and 

regional nature parks, rivers, 

islands, steppe ecosystems, natural 
and geological monuments, and 

biodiversity 

architectural monuments, 

archaeological sites, 

museums, historical 
complexes, traditions, 

customs, traditional crafts, 

and folklore 

contribute to the development of a 

diversified tourism product and 

support the growth of specialized 
forms of tourism 

Functions 
 

ecological, recreational, 

conservation, scientific, and 

educational 

historical and cultural, 

educational, cognitive, 

memorial, and communicative 

support the integrated development of 

nature-based, cultural, educational, 

ecological, and patriotic tourism 
Role in shaping 

tourism 

potential 

provides the foundation for the 

development of ecotourism, 

nature-based tourism, recreational 

tourism, and adventure tourism 

supports the development of 

cultural, historical, 

ethnographic, and memorial 

tourism routes 

enhances the competitiveness of 

tourism destinations while 

diversifying the regional tourism offer 

Major 

theoretical 

approaches 

resource-based approach, 

landscape approach, ecosystem 

approach, and the sustainable 

development concept 

resource-based approach, 

cultural approach, interpretive 

approach, and the concept of 

heritage as social capital 

provide a comprehensive framework 

for assessing the tourism potential of 

territories and identifying strategic 

directions for their sustainable 
development and utilization 

Heritage 

interpretation 
interpretation of the ecological, 

geological, and landscape values 

of natural heritage assets 

interpretation of the historical, 

cultural, and spiritual 

significance of heritage sites, 

monuments, and traditions 

enhances the quality of the visitor 

experience, increases visitors' 

awareness and appreciation of 

heritage values, and contributes to the 

long-term conservation of natural and 

cultural heritagе 
Application of 

digital 

technologies 

virtual tours, mobile applications, 

interactive maps, and augmented 

reality (ar) solutions for the 

interpretation of natural heritage 

assets 

digital museums, multimedia 

exhibitions, qr code-enabled 

heritage trails, and ar/vr-based 

reconstructions of historical 

monuments and heritage sites 

enhances the promotion and 

accessibility of tourism resources 

while improving visitor engagement 

and the overall tourism experience 

Major threats ecosystem degradation, 

anthropogenic pressures, 
environmental pollution, military 

operations, and technological 

accidents 

destruction of heritage 

monuments, museums, and 
archives; loss of intangible 

cultural heritage; and the 

consequences of armed 

conflict 

highlight the need for the 

implementation of modern heritage 
protection, monitoring, conservation, 

and post-war recovery mechanisms to 

ensure the sustainable development of 

tourism 
Prospects for 

utilization in the 

context of post-

war recovery 

restoration of protected areas, 

development of nature-based 

tourism, recreation, and green 

tourism routes 

restoration of historical and 

cultural heritage sites, and the 

development of memorial, 

patriotic, and cultural tourism 

contributes to the socio-economic 

recovery of affected territories, 

strengthens the region's image, and 

promotes the sustainable development 

of domestic tourism 
Examples from 

the 

Zaporizhzhia 

region 

khortytsia island, the dnipro river 

valley, protected steppe areas, and 

the coastal landscapes of the sea of 

Azov 
 

 

 

cossack heritage, 

archaeological sites, industrial 

heritage, museums, and the 

traditions of the Zaporizhzhia 

region 

together, they create a unique 

combination of natural and cultural 

resources that provides the foundation 

for the development of a competitive 

and sustainable tourism destination 
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The framework is based on the premise that natural and cultural heritage 

constitutes a complex territorially organized system shaped by the interaction of 

natural, historical, socio-economic,and cultural processes. Within this perspective, 

NCH is regarded as one of the key drivers of tourism development, regional 

competitiveness, and sustainable territorial development. 

The proposed methodological framework follows the principle of progressing 

from the general to the specific, thereby enabling natural and cultural heritage to 

be examined across interconnected spatial scales, namely the global, national, and 

regional levels. Such an approach provides a comprehensive understanding of the 

phenomenon under investigation while facilitating the adaptation of international 

experience and best practices to the context of tourism development in Ukraine 

and, more specifically, in the Zaporizhzhia region. 

The first stage of the research is devoted to establishing the theoretical 

foundations of natural and cultural heritage. It identifies their place within the 

structure of tourism resources, examines their functions and contemporary 

concepts of utilization, and systematizes the principal theoretical and 

methodological approaches to their assessment and tourism development. This 

stage provides the conceptual and methodological foundation for the entire study. 

The second stage involves the analysis of international experience in the 

conservation, management, and tourism utilization of UNESCO World Heritage 

properties, which represent one of the most effective models of heritage 

governance. Examining the criteria for World Heritage inscription, as well as the 

principles of conservation, interpretation, and tourism use, provides a 

methodological basis for assessing the potential of Ukraine's natural and cultural 

heritage and identifying best practices applicable to the national context. 

The third stage focuses on a comprehensive assessment of the natural 

heritage, tangible cultural heritage, and intangible cultural heritage of the 

Zaporizhzhia region and its adjacent territories as interconnected components of 

the region's tourism potential.  
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Table 2. Proposed methodological framework for the study of natural and  cultural 

heritage as a driver of tourism development in the Zaporizhzhia region and 

adjacent territories (Developed by the author) 
Research stage Methodological 

framework 

Object of study Research focus Expected scientific outcomes 

І. Theoretical 

and conceptual 

stage 

systemic, resource-

based, geographical, 

cultural, and tourism 

approaches 

natural and 

cultural heritage 

as a component 

of tourism 

resources 

analysis of the conceptual and 

categorical framework, the 

functions of natural and 

cultural heritage, contemporary 

concepts of heritage utilization 

in tourism, the principles of 

sustainable development, and 

heritage interpretation 

establishment of the 

theoretical and methodological 

foundations for the study of 

natural and cultural heritage as 

a driver of tourism 

development 

II. Global 

(international) 

stage 

comparative 
geographical, 

historical, and 

institutional 

approaches 

UNESCO World 
Heritage 

properties 

analysis of the international 
criteria for heritage evaluation, 

as well as international 

experience in heritage 

conservation, management, and 

tourism utilization 

identification of international 
best practices that can be 

adapted to support tourism 

development in Ukraine and 

the Zaporizhzhia region 

III. National 

and regional 

stage 

territorial, 

integrated, 

landscape, and 

historical-

geographical 

approaches 

natural heritage 

of the 

Zaporizhzhia 

region and 

adjacent 

territories 

assessment of natural tourism 

resources, their territorial 

organization, tourism potential, 

and current patterns of 

utilization 

evaluation of the role of 

natural heritage in shaping the 

region's tourism specialization 

IV. Historical 

and cultural 

stage 

historical-

geographical, 
cultural, and 

heritage 

conservation 

approaches 

tangible cultural 

heritage 

analysis of historical and 

cultural tourism resources, 
including archaeological, 

architectural, cossack, and 

industrial heritage, as well as 

their utilization in tourism 

determination of the role of 

tangible cultural heritage in 
the development of cultural 

tourism 

V. 

Sociocultural 

stage 

ethnogeographical, 

cultural-

anthropological, and 

sociocultural 

approaches 

intangible 

cultural heritage 

analysis of traditions, customs, 

traditional crafts, gastronomy, 

festivals, and other elements of 

intangible cultural heritage 

substantiation of the role of 

intangible cultural heritage in 

shaping the regional tourism 

product and strengthening 

territorial identity 

VI. 

Infrastructure 

stage 

transport-

geographical, 

logistics, and spatial 

approaches 

regional 

transport system 

assessment of the transport 

accessibility of tourism 

resources, the current state of 

transport infrastructure, and its 
influence on tourism flows 

evaluation of the level of 

transport provision for the 

tourism sector and 

identification of priority 
directions for improving 

transport accessibility and 

infrastructure 

VII. Strategic 

stage 

sustainable 

development, 

strategic planning, 

and regional 

development 

frameworks 

the tourism 

sector of the 

Zaporizhzhia 

region in the 

context of post-

war recovery 

analysis of the challenges 

associated with heritage 

utilization, assessment of 

tourism development 

prospects, and identification of 

strategic directions for post-

war tourism recovery 

development of scientifically 

grounded recommendations 

for the effective utilization of 

natural and cultural heritage as 

a key driver of sustainable 

tourism development 

VIII. 

Integrative 

stage 

comprehensive 

interdisciplinary 

approach 

Natural and 

cultural heritage 

as an integrated 

tourism system 

synthesis of the research 

findings and analysis of the 

interrelationships among 

natural heritage, cultural 
heritage, transport accessibility, 

and tourism development 

development of an original 

conceptual framework for the 

utilization of natural and 

cultural heritage as the 
foundation for building a 

competitive and sustainable 

tourism destination in the 

Zaporizhzhia region and its 

adjacent territories 
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This approach makes it possible to evaluate the territorial differentiation of 

heritage resources, identify their tourism specialization, determine the principal 

spatial patterns of their distribution, and define promising directions for their 

sustainable utilization and tourism development. The fourth stage is devoted to the 

analysis of transport accessibility as one of the key determinants of the effective 

utilization of natural and cultural heritage in tourism. Consideration of the 

transport-geographical location, the current state of transport infrastructure, and 

the spatial accessibility of heritage and tourism sites provides a comprehensive 

assessment of the actual opportunities for tourism development. This stage also 

makes it possible to identify transport constraints and infrastructural priorities that 

should be addressed to improve the accessibility and competitiveness of tourism 

destinations in the region. 

The final stage of the study is devoted to substantiating the key challenges, 

future prospects, and strategic directions for the utilization of natural and cultural 

heritage within the context of the post-war recovery of the tourism sector in the 

Zaporizhzhia region. Particular attention is paid to heritage conservation, the 

development of domestic tourism, the digitalization of tourism services, the 

integration of international best practices, and the implementation of sustainable 

development principles in tourism destination management. 

Thus, the proposed methodological framework is based on the integration of 

five complementary components: (1) the theoretical foundations of the study; (2) 

the analysis of international experience; (3) the comprehensive assessment of the 

region's natural, tangible cultural, and intangible cultural heritage; (4) the 

evaluation of transport accessibility; and (5) the identification of strategic 

directions for the post-war development of tourism. The integration of these 

components provides a holistic understanding of the role of natural and cultural 

heritage as a key driver of tourism development in the Zaporizhzhia region and its 

adjacent territories, while establishing a scientifically grounded basis for the 
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formulation of practical recommendations aimed at the effective utilization of 

heritage resources in regional development. 

The proposed methodological framework reflects the interrelationship 

between international approaches to heritage conservation and utilization, the 

national characteristics of tourism development, and the regional specificities of 

the Zaporizhzhia region. It ensures the conceptual coherence and methodological 

consistency of the research while enabling a comprehensive assessment of natural 

and cultural heritage as one of the principal drivers of sustainable tourism 

development. The framework also provides a transferable methodological basis 

that may be adapted for similar studies of heritage-based tourism development in 

other regions undergoing socio-economic transformation and post-conflict 

recovery. 

The proposed methodological framework is founded on the principles of 

systems thinking, comprehensiveness, spatial organization, interdisciplinarity, and 

sustainable development. Its distinctive feature is the sequential progression from 

the theoretical conceptualization of natural and cultural heritage to the analysis of 

international experience, followed by a comprehensive assessment of the heritage 

resources of the Zaporizhzhia region and its adjacent territories, culminating in the 

substantiation of practical directions for their utilization in tourism development. 

This methodological approach ensures a holistic examination of the 

interrelationships among natural, historical and cultural, sociocultural, and 

infrastructural determinants of tourism development. It provides a robust scientific 

basis for formulating evidence-based recommendations aimed at the post-war 

recovery of the regional tourism sector, while promoting the sustainable utilization 

of natural and cultural heritage as a strategic resource for regional development. 

The theoretical analysis conducted in this study demonstrates that natural and 

cultural heritage constitute interconnected components of a territory's tourism 

potential, shaping its spatial distinctiveness, historical and cultural identity, and 

competitive advantages for tourism development. Contemporary scholarly 
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perspectives recognize heritage not merely as an object of conservation but as a 

multifunctional resource for sustainable development that integrates 

environmental, sociocultural, economic, educational, and recreational functions. 

The review of the scientific literature indicates that natural heritage 

contributes to ecological resilience and supports the development of nature-based 

tourism, whereas cultural heritage serves as a repository of historical memory and 

national identity, providing the foundation for cultural, historical, ethnographic, 

memorial, and patriotic forms of tourism. 

The findings further suggest that the effective utilization of heritage in 

tourism depends on the integration of resource-based, landscape, and interpretative 

approaches within the broader framework of sustainable development. Particular 

importance is attributed to heritage interpretation and the application of digital 

technologies, which enhance the visibility of tourism resources, improve the 

quality of the visitor experience, and foster responsible attitudes toward heritage 

conservation. It has been demonstrated that, under the conditions of martial law, 

natural and cultural heritage is exposed to significant threats while simultaneously 

acquiring strategic importance as a resource for the post-war recovery of 

territories, the preservation of national memory, and the revitalization of domestic 

tourism.  

In the case of the Zaporizhzhia region and its adjacent territories, the unique 

combination of the natural heritage of the steppe zone, the Dnipro Ecological 

Corridor, Khortytsia Island, and the region's multilayered cultural heritage - 

including Cossack, archaeological, and industrial heritage − constitutes a 

distinctive asset for tourism development. Their integrated utilization creates 

favorable conditions for the development of a competitive tourism product and 

contributes to the sustainable development of the region. 

The present study establishes the theoretical and methodological foundation 

for further research into the current state of the natural and cultural heritage of the 

Zaporizhzhia region and its adjacent territories, the assessment of its tourism 
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potential, and the identification of перспективs for its utilization as a driver of 

tourism development. Furthermore, the proposed conceptual and methodological 

framework for the comprehensive study of natural and cultural heritage provides 

an integrated approach to examining the interrelationships among natural, 

historical and cultural, sociocultural, and infrastructural determinants of tourism 

development. This framework offers a scientifically grounded basis for developing 

evidence-based recommendations to support the post-war recovery and sustainable 

development of the regional tourism sector. 
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CHAPTER 2 

LEGAL FRAMEWORK FOR SUSTAINABLE DEVELOPMENT, 

ENVIRONMENTAL SECURITY AND CLIMATE RESILIENCE AMID 

GLOBAL TRANSFORMATIONS 
 

Bortnik Nataliia Volodymyrivna, 

Lecturer of the Department of fundamental and special disciplines, 

Novovolynsk Educational and Scientific Institute of Economics and 

Management, 

West Ukrainian National University, Novovolynsk, Ukraine 

 

Contemporary global development is occurring under conditions of 

intensifying interdependence between environmental, economic, social and 

institutional systems. Climate change, biodiversity loss, pollution, ecosystem 

degradation, water scarcity and the unsustainable use of natural resources 

increasingly influence public health, food and energy security, infrastructure, 

migration, investment, employment, financial stability and the continuity of 

business operations. Environmental risks are therefore no longer limited to a 

specialised field of environmental policy. They have become structural factors 

determining the stability of states, communities, markets and organisations. 

The latest scientific assessments indicate that anthropogenic climate change 

has already caused widespread adverse impacts and related losses and damages to 

natural and human systems. The scale of future consequences will depend not only 

on the intensity of climatic hazards but also on social vulnerability, patterns of 

territorial development, the quality of institutions, access to finance and the 

effectiveness of mitigation and adaptation measures. The concept of climate-

resilient development consequently links greenhouse gas emission reduction, 

adaptation, ecosystem protection and sustainable development within a single 

framework [1]. The legal significance of this approach lies in the need to 
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coordinate previously separate regulatory areas and to integrate climate 

considerations into economic, social, infrastructure and territorial policies. 

Contemporary environmental law must therefore evolve from a 

predominantly sectoral model towards integrated environmental and climate 

governance. The earth system law approach offers an important theoretical basis 

for this transformation. It proceeds from the assumption that law should 

correspond more closely to the functional interdependence of planetary ecological 

systems and should be capable of responding to complex, cumulative and 

potentially irreversible environmental changes [9]. This perspective does not 

eliminate national sovereignty or specialised regulation, but requires stronger 

coordination between legal regimes, institutions and territorial levels. 

Sustainable development constitutes the principal normative orientation of 

such an integrated framework. In legal terms, it requires economic and social 

development to remain compatible with the preservation of ecological conditions 

necessary for present and future generations. Sustainable development does not 

imply that environmental interests must always be mechanically balanced against 

short-term economic benefits. Certain ecological thresholds, irreversible losses 

and serious threats to life or health may justify strict limitations on economic 

activity. 

The legal content of sustainable development comprises substantive and 

procedural elements. Its substantive dimension includes the prevention of 

pollution, protection and restoration of ecosystems, efficient use of resources, 

climate mitigation and adaptation, and the preservation of environmental 

conditions necessary for human well-being. Its procedural dimension includes 

access to environmental information, participation in decision-making, science-

based assessment, transparency, reasoned administrative decisions, independent 

review and access to effective remedies. 

Environmental security characterises a condition in which environmental 

processes and human activities do not generate unacceptable threats to individuals, 
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communities, ecosystems, economic systems or public institutions. Its scope 

covers not only conventional pollution control but also the prevention of 

environmental emergencies, protection of critical resources, resilience of 

infrastructure, continuity of essential services, disaster preparedness and 

restoration of damaged ecosystems. 

Environmental security is closely connected with national, economic, energy, 

food, water and health security. For example, prolonged drought may 

simultaneously reduce agricultural production, increase electricity costs, create 

competition for water resources, affect employment and intensify migration. 

Extreme weather events may damage energy networks, transport systems, 

healthcare facilities and supply chains. Environmental security law must 

consequently address both direct ecological harm and cascading economic and 

social consequences. 

The effectiveness of environmental law depends not only on the formal 

existence of legislative acts but also on institutional quality and implementation. 

The United Nations Environment Programme identifies persistent challenges 

relating to weak enforcement, insufficient institutional capacity, limited access to 

justice, deficiencies in monitoring, restricted civic space and unequal 

implementation of environmental obligations. Environmental rule of law requires 

environmental decisions to be made and implemented through clear, public and 

enforceable legal standards [2]. 

Environmental rule of law combines formal legality with environmental 

effectiveness. It requires legislation to be accessible and predictable, but it also 

requires public authorities and private actors to comply with environmental 

obligations in practice. A formally valid permit cannot ensure sustainable 

development where impact assessments are superficial, monitoring data are 

unreliable, inspections are ineffective or sanctions are lower than the economic 

benefits of non-compliance. 
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At the international level, contemporary environmental governance 

increasingly emphasises the interdependence of climate action, biodiversity 

protection, sustainable finance, social justice and human rights. The Kunming-

Montreal Global Biodiversity Framework adopted in 2022 established four long-

term goals and twenty-three action-oriented targets for 2030. It calls for integrated 

and biodiversity-inclusive spatial planning, ecosystem restoration, sustainable use, 

reduction of harmful incentives, mobilisation of finance and participation of 

indigenous peoples and local communities [4]. 

The biodiversity framework demonstrates a movement towards whole-of-

government and whole-of-society governance. Biodiversity protection cannot be 

assigned exclusively to environmental agencies because the principal drivers of 

ecosystem degradation are associated with agriculture, infrastructure, energy, 

mining, tourism, trade, consumption and financial decisions. Legal mechanisms 

should therefore require biodiversity impacts to be considered in sectoral planning, 

investment, procurement and corporate decision-making. 

The human-rights dimension of environmental regulation has also become 

more prominent. In 2022, the United Nations General Assembly recognised the 

human right to a clean, healthy and sustainable environment [3]. This recognition 

reinforces the understanding that environmental quality is a prerequisite for the 

effective enjoyment of the rights to life, health, food, water, housing, culture, 

property and private and family life. 

Digital technologies can considerably expand access to environmental 

information. Remote sensing, environmental sensors, geographic information 

systems, electronic permit registers and online consultation platforms can improve 

monitoring and public oversight. Nevertheless, digital environmental governance 

also creates risks relating to data accuracy, privacy, cybersecurity, unequal 

technological access and excessive dependence on automated systems. 

Legal frameworks should therefore require environmental data to be reliable, 

current, understandable and accessible. Automated monitoring should be subject 
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to human oversight, and individuals should have the possibility to challenge 

decisions based on inaccurate or incomplete data. Digitalisation should support 

rather than replace institutional accountability and meaningful public participation. 

Climate governance also requires a balance between legal stability and 

regulatory adaptability. Law traditionally values predictability, consistency and 

legal certainty. Climate policy must operate in conditions of changing scientific 

evidence, technological development, evolving risks and long planning horizons. 

A completely rigid legal system may be unable to respond to new circumstances, 

whereas excessive administrative flexibility may undermine rights, transparency 

and accountability. 

The solution lies in distinguishing stable legal principles from adaptable 

implementation instruments. Environmental rights, equality, public participation, 

accountability and access to justice should remain protected. Technical standards, 

risk maps, adaptation priorities, emission pathways and sectoral measures may be 

periodically reviewed according to transparent procedures and scientific evidence. 

Recent research emphasises that climate scenarios and development 

pathways should incorporate legal and governance variables rather than treating 

them as external assumptions. The effectiveness of institutions, regulatory 

flexibility, implementation capacity, justice considerations and the consistency of 

legal objectives materially influence whether climate strategies can be 

implemented [10]. 

Climate adaptation should be converted from a discretionary policy aspiration 

into a structured legal obligation. The 2025 UNEP Adaptation Gap Report shows 

that most countries have adopted at least one adaptation policy, strategy or plan, 

but implementation and financing remain seriously insufficient. The estimated 

adaptation finance needs of developing countries for 2035 amount to USD 310–

365 billion annually, while international public adaptation finance flows reached 

only USD 26 billion in 2023 [5]. 
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The scale of this gap indicates that adaptation law cannot be limited to 

planning requirements. It must address financing, institutional competence, 

technology, capacity-building, monitoring and the distribution of costs. Adaptation 

obligations without budgetary support or access to technical expertise are unlikely 

to produce practical resilience. 

National, regional, local and sectoral adaptation plans should be based on 

climate-risk and vulnerability assessments. These assessments should examine 

physical hazards, population exposure, social vulnerability, ecosystem conditions, 

infrastructure dependence and institutional capacity. They should also consider 

cascading and  

Spatial planning and construction regulation are among the most important 

instruments of climate resilience. Decisions concerning the location and design of 

buildings, infrastructure and economic activities create long-term exposure to 

hazards. Development in flood-prone, erosion-prone, drought-prone or fire-prone 

areas may generate future human and financial losses that are transferred to 

society. 

Critical infrastructure operators should be required to assess physical climate 

risks, maintain continuity plans and conduct periodic resilience testing. Legal 

responsibilities should be clearly distributed among infrastructure owners, public 

authorities, emergency services and service providers. The absence of clear 

responsibilities may delay preventive investments and complicate accountability 

after a disaster. 

The economic rationale for preventive regulation is reinforced by the 

UNDRR Global Assessment Report 2025. When indirect, cascading and 

ecosystem impacts are included, global disaster costs exceed USD 2.3 trillion 

annually, substantially surpassing conventionally reported direct losses [6]. This 

demonstrates that inadequate investment in prevention generates long-term fiscal, 

financial and social costs. 
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Disaster risk reduction should therefore be integrated into public budgeting, 

infrastructure investment, financial regulation and development planning. Public 

authorities should assess how projects change exposure and vulnerability over 

their entire life cycle. Investment decisions that create future disaster risk should 

not be considered economically efficient merely because their immediate 

construction costs are low. 

Nature-based solutions can complement engineered infrastructure. The 

protection and restoration of wetlands, forests, soils, river systems, coastal 

ecosystems and urban green spaces may reduce floods, erosion, drought, heat and 

biodiversity loss. Their legal implementation may involve protected-area 

regulation, spatial planning, restoration duties, conservation agreements and 

sustainable financing. 

Nature-based solutions should, however, be subject to environmental and 

social safeguards. They should not be used to legitimise continued degradation 

elsewhere, create unreliable environmental offsets or displace local communities. 

Projects should demonstrate ecological integrity, additionality, long-term 

management and respect for land and participation rights. 

Early-warning systems constitute another essential component of resilience. 

Legal frameworks should establish responsibilities for data collection, risk 

assessment, public communication, evacuation and the protection of vulnerable 

groups. Warnings should be timely, understandable, geographically relevant and 

accessible through several communication channels. 

The effectiveness of warnings depends on public trust and institutional 

coordination. Authorities should regularly test communication procedures, ensure 

accessibility for persons with disabilities and provide information in appropriate 

languages. Liability rules should distinguish between unavoidable forecasting 

uncertainty and negligent failure to maintain systems, disclose known risks or 

follow established procedures. 



 

31 

Post-disaster recovery should be governed by the principle that reconstruction 

must reduce rather than reproduce vulnerability. Public financing and procurement 

for recovery should require improved construction standards, safer territorial 

development, ecosystem restoration, transparency and social inclusion. The 

restoration of previous conditions may be legally and economically inappropriate 

where those conditions contributed to the scale of damage. 

The integrated structure of the legal framework may be summarised as 

follows (tabl.1).  

The dimensions presented in Table 1 form an integrated regulatory cycle. 

International standards and environmental rights define the normative direction of 

regulation. Strategic planning translates objectives into programmes and measures. 

Risk governance supports prevention and adaptation. Business obligations 

distribute responsibility across economic activities and value chains. Enforcement 

ensures compliance and restoration. 

Table 1 

Key dimensions of the legal framework for sustainable development and 

climate resilience 

Dimension Main legal mechanisms Key objective 

International 

governance 

Commitments, monitoring 

and reporting 

Implementation of global 

obligations 

Environmental rights Legal guarantees, 

information and justice 

Protection of public interests 

Strategic regulation Climate laws, plans and 

assessments 

Policy integration 

Risk governance Standards, monitoring and 

adaptation 

Prevention of systemic risks 

Business responsibility Due diligence, disclosure and 

liability 

Prevention of corporate impacts 

Enforcement Inspections, sanctions and 

restoration 

Compliance and remediation 

Source: developed by the author on the basis of [2; 5; 6; 8; 11]. 

 

The principle of prevention occupies a central position within this cycle. It 

requires environmental harm to be avoided before it occurs. Prevention is 

implemented through licensing, technical standards, environmental assessment, 
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monitoring, inspections, spatial planning and emergency preparedness. It is 

generally more effective and less costly than compensation after ecosystems, 

health or infrastructure have been damaged. 

Preventive regulation should address cumulative and long-term impacts. 

Individual projects may appear acceptable when assessed separately but create 

significant harm when combined with existing activities, climate change and 

ecosystem degradation. Environmental assessment should therefore consider 

cumulative pressures, alternative development scenarios and the long-term 

capacity of ecosystems. 

The precautionary principle applies where an activity may create serious or 

irreversible environmental harm but the available scientific evidence remains 

incomplete. Scientific uncertainty should not automatically justify regulatory 

inaction. Authorities should identify potential risks, examine alternatives, 

introduce proportionate safeguards, establish monitoring and revise decisions 

when new evidence becomes available. 

Precaution is especially relevant to emerging technologies, hazardous 

chemicals, marine biotechnology, geoengineering and activities affecting sensitive 

ecosystems. It does not require the prohibition of every innovative activity. It 

requires the intensity of legal safeguards to correspond to the probability, scale 

and irreversibility of potential harm. 

The polluter-pays principle requires actors responsible for pollution or 

environmental damage to bear the costs of prevention, containment, remediation 

and, where appropriate, compensation. Its purpose is not only punitive. It prevents 

environmental costs from being transferred to taxpayers, affected communities or 

future generations and encourages businesses to incorporate environmental costs 

into decision-making. 

Effective implementation requires reliable methods for identifying 

responsible parties and assessing damage. Environmental harm may be 

cumulative, geographically dispersed or delayed. Legal systems should therefore 
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provide rules on causation, access to evidence, joint responsibility, financial 

guarantees and liability for damage arising through corporate groups or contractual 

relationships. 

The principle of environmental integration requires sustainability, climate 

and biodiversity considerations to be incorporated into all relevant policy areas. 

Major environmental impacts often result from decisions concerning energy, 

agriculture, industry, construction, taxation, transport, tourism and trade rather 

than from environmental policy alone. 

Integration may be supported through strategic environmental assessment, 

climate evaluation of proposed legislation, environmental criteria in public 

procurement, green budgeting and interministerial coordination. It also requires 

the elimination or reform of public incentives that encourage environmentally 

harmful activity. 

Intergenerational equity requires present decision-makers to consider the 

interests of future generations. Climate change, biodiversity loss, soil degradation 

and the depletion of natural resources create consequences extending far beyond 

current political and investment cycles. The principle supports long-term targets, 

conservation obligations and restrictions on irreversible harm. 

Intragenerational equity concerns the distribution of environmental benefits, 

risks and transition costs among present populations. Environmental harm often 

disproportionately affects low-income communities, children, older persons, 

persons with disabilities, indigenous peoples and people dependent on natural 

resources. These groups may have fewer resources to avoid, insure against or 

recover from environmental damage. 

Environmental justice therefore requires non-discrimination, participation, 

access to remedies and targeted protection of vulnerable groups. Climate measures 

should not impose disproportionate costs on households or communities with 

limited adaptive capacity. The transition towards a low-carbon economy should be 
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supported by social dialogue, retraining, employment protection and regional 

diversification. 

The ecosystem approach requires law to take account of ecological functions 

and interactions. Water, soils, forests, biodiversity, climate and marine 

environments cannot be effectively protected through isolated regulatory 

instruments. Integrated territorial and ecosystem planning is necessary to address 

cumulative impacts and avoid transferring environmental pressures from one 

sector or region to another. 

The principle of accountability requires public and private actors to explain 

environmentally significant decisions, disclose relevant information and accept 

independent review. Accountability connects environmental rights, planning, 

corporate responsibility and enforcement. Without it, environmental objectives 

may remain aspirational and implementation failures may not produce legal 

consequences. 

Businesses occupy a dual position within environmental governance. Their 

production, investment, procurement, logistics, products and waste influence 

emissions, biodiversity, pollution and resource use. At the same time, enterprises 

are exposed to physical climate risks, resource scarcity, regulatory change, market 

transition and reputational risks. 

Traditional environmental regulation focuses predominantly on permits, 

facilities and direct emissions. These instruments remain necessary but do not 

fully address impacts occurring through complex global value chains. A company 

may comply with local standards at its own facilities while being linked to 

deforestation, pollution or rights violations through suppliers and contractors. 

Environmental and human-rights due diligence responds to this regulatory 

gap. It requires enterprises to identify actual and potential adverse impacts, 

integrate findings into management, prevent or mitigate harm, monitor results, 

disclose relevant information and participate in remediation. Due diligence is a 

continuous risk-management process rather than a single formal assessment. 
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The OECD Guidelines for Multinational Enterprises on Responsible Business 

Conduct, updated in 2023, cover environmental protection, climate change, 

biodiversity, human rights, disclosure, technology and supply-chain impacts. They 

call on companies to conduct risk-based due diligence concerning adverse impacts 

associated with their operations, products, services and business relationships [8]. 

Corporate environmental responsibility should be proportionate to the size, 

sector, influence and risk profile of an enterprise. Small businesses should not face 

the same administrative complexity as multinational corporations. Proportionality 

should, however, relate to the form and scale of procedures rather than eliminate 

the underlying responsibility to prevent environmental harm. 

Environmental risks should be integrated into corporate governance and 

strategy. They should influence investment, procurement, product development, 

risk management, audit and management remuneration. Environmental 

responsibility should not be isolated within a specialised sustainability department 

where major financial and operational decisions remain unaffected. 

Corporate disclosure may improve transparency, but disclosure alone does 

not ensure responsible conduct. Reports may use selective indicators, omit value-

chain impacts or contain unsupported environmental claims. Legal frameworks 

should therefore establish requirements concerning comparability, reliability, 

materiality and independent verification. 

Greenwashing may mislead consumers, investors and public authorities and 

distort competition between responsible and irresponsible enterprises. 

Environmental statements concerning carbon neutrality, sustainability or 

biodiversity benefits should be supported by clear methodologies, measurable 

evidence and transparent assumptions. 

Mandatory due-diligence regulation and climate litigation increasingly 

interact as mechanisms of corporate accountability. Recent scholarship indicates 

that litigation may clarify the content of corporate climate duties, while statutory 
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due-diligence obligations can provide more explicit standards for evaluating 

corporate conduct [12]. 

Environmental liability should ensure that enterprises responsible for damage 

finance containment, remediation and ecosystem restoration. Activities involving 

significant environmental risks may justify mandatory insurance, financial 

guarantees or restoration funds. These mechanisms reduce the risk that 

environmental costs will be transferred to the public if an operator becomes 

insolvent. 

Public procurement and financial regulation can create incentives for 

sustainable business behaviour. Public authorities are major purchasers and 

investors. Procurement criteria may support low-emission technologies, durable 

and repairable products, resource efficiency, circular business models and resilient 

infrastructure. 

Environmental criteria should be based on life-cycle impacts rather than only 

purchase price. The lowest initial price may conceal higher long-term costs 

relating to energy use, waste, maintenance, disaster exposure and environmental 

damage. Sustainable procurement should remain transparent, proportionate and 

open to effective competition. 

Climate litigation has become an increasingly significant component of 

environmental accountability. According to the UNEP Global Climate Litigation 

Report, 3099 climate-related cases had been filed by 30 June 2025 across national, 

international and regional jurisdictions [7]. Litigation addresses state mitigation 

and adaptation obligations, human rights, corporate emissions, disclosure, 

greenwashing, carbon offsets and the responsibilities of financial institutions. 

Courts should not replace legislatures, scientific institutions or public 

administrations. Their principal role is to ensure that decision-makers comply with 

legal obligations, consider relevant evidence, respect rights, provide reasons and 

act within the limits of discretion. Judicial review is particularly important where 
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authorities repeatedly postpone action or fail to implement legally established 

objectives. 

Effective access to justice depends on reasonable standing rules, affordable 

procedures, timely consideration and appropriate remedies. Courts and 

administrative bodies should be able to suspend harmful activities, annul unlawful 

permits, require further assessment, order disclosure, compel public authorities to 

act and require remediation. 

Environmental enforcement should combine preventive, corrective and 

punitive instruments. Preventive measures include inspections, audits, monitoring 

and compliance guidance. Corrective measures include improvement notices, 

suspension of activities and restoration orders. Punitive measures include 

administrative fines, civil liability and criminal responsibility for serious offences. 

Sanctions should be proportionate, predictable and capable of removing the 

economic benefit of non-compliance. If penalties are lower than the costs of legal 

compliance, environmental violations may be treated as ordinary business 

expenses. At the same time, enforcement should distinguish between intentional 

concealment, repeated violations, negligence and minor technical non-compliance. 

Environmental inspection authorities require independence, expertise, 

laboratory capacity, digital tools and access to relevant documentation. 

Fragmentation between institutions may create duplication, gaps and disputes over 

competence. Integrated inspection planning and information exchange can 

improve effectiveness, but institutional responsibility should remain clearly 

attributable. 

Environmental damage assessment should take account of restoration costs, 

ecosystem services, public-health effects, interim losses and irreversibility. 

Monetary compensation alone may be insufficient. Where ecological recovery is 

possible, restoration should be prioritised and subject to long-term monitoring. 

Criminal law may be appropriate for intentional or organised conduct causing 

serious environmental harm, deliberate concealment of risks or repeated 

violations. Effective prosecution requires specialised expertise among 
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investigators, prosecutors and judges. Criminalisation without evidence-gathering 

capacity and institutional coordination is unlikely to have a meaningful deterrent 

effect. 

The development of an integrated legal framework requires several strategic 

priorities. First, sustainable development, environmental security and climate 

resilience should be established as cross-cutting duties of all public authorities. 

Environmental responsibility should not be confined to specialised agencies. 

Second, long-term objectives should be accompanied by intermediate targets, 

implementation plans, designated institutions, indicators and financing. Public 

authorities should report regularly on progress and explain deviations from 

established pathways. 

Third, climate adaptation, biodiversity protection and disaster risk reduction 

should be integrated into spatial planning, infrastructure policy and public 

investment. Projects should be assessed in relation to future climatic conditions 

and cumulative environmental impacts. 

Fourth, environmental democracy should be strengthened through proactive 

disclosure of data, early participation and accessible review procedures. 

Participation should begin before the principal alternatives have been excluded 

and should include groups disproportionately exposed to environmental risks. 

Fifth, environmental and human-rights due diligence should be integrated 

into corporate governance on a risk-based and proportionate basis. Obligations 

should be connected to management responsibility, reliable disclosure and 

remediation. 

Sixth, regulation should remain adaptive without becoming arbitrary. 

Periodic review of technical standards and plans should be based on scientific 

evidence, transparent procedures and public accountability. 

Seventh, environmental financing should be treated as part of legal 

implementation rather than as an external economic issue. Unfunded duties and 

plans cannot produce meaningful resilience. Public budgets should identify 
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environmental and climate expenditure, evaluate harmful subsidies and provide 

stable resources for monitoring, enforcement and adaptation. 

Eighth, digital environmental governance should be based on accuracy, 

transparency, accessibility, privacy, cybersecurity and human oversight. 

Technology can improve monitoring and early warning, but it cannot replace 

institutional responsibility or procedural rights. 

Ninth, international cooperation should focus on implementation capacity, 

technology transfer, data exchange, adaptation finance and access to expertise. 

Common environmental objectives cannot be achieved where significant 

differences in institutional and financial capacity remain unaddressed. 

Sustainable development, environmental security and climate resilience 

consequently form an integrated field of legal regulation. Their effective 

implementation depends on the ability of law to connect environmental rights, 

strategic planning, science, public finance, territorial development, business 

responsibility and enforcement. 

Law performs not only restrictive and compensatory functions. It also has a 

strategic and transformative role. It defines development priorities, coordinates 

institutions, directs investment, supports innovation and distributes environmental 

responsibilities and transition costs. 

Environmental rule of law is the central condition for this transformative 

function. It requires clear standards, competent institutions, reliable information, 

meaningful participation, independent review and effective remedies. Adaptive 

regulation is necessary, but it must operate within stable principles of legality, 

equality, accountability and human rights. 

An integrated legal framework for sustainable development, environmental 

security and climate resilience is therefore a prerequisite for long-term economic 

continuity, social stability and the protection of present and future generations. Its 

effectiveness will depend on whether environmental objectives become an 
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operational element of public and private decision-making rather than remaining a 

separate and secondary area of regulation. 
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Contemporary entrepreneurship is developing under the influence of 

fundamental environmental, technological and institutional transformations. 

Climate change, biodiversity loss, ecosystem degradation, pollution, the depletion 

of natural resources and increasing volumes of waste are changing market 

conditions, consumer expectations, regulatory requirements and investment 

priorities. These processes create substantial risks for traditional business models 

but also generate opportunities for the development of enterprises capable of 

combining commercial viability with environmental and social value creation. 

The conventional linear model of economic activity is based predominantly 

on the extraction of resources, production, consumption and disposal. Its 

continued expansion increases pressure on ecosystems, raises exposure to 

resource-price volatility and creates growing financial and environmental 

liabilities. According to the Global Resources Outlook 2024, global resource 

extraction may increase by approximately 60 per cent between 2020 and 2060 

without significant changes in production and consumption systems [1]. This 

projection demonstrates that improvements in production efficiency alone will be 

insufficient unless they are accompanied by new forms of entrepreneurship, 

consumption and value creation that reduce absolute material demand and 

maintain products and resources in productive use for longer periods. 
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Waste generation also demonstrates the limitations of the prevailing 

economic model. Global municipal solid waste is projected to increase from 

approximately 2.1 billion tonnes in 2023 to 3.8 billion tonnes by 2050. When the 

environmental, health and climate consequences of inadequate waste management 

are considered, the economic costs are considerably higher than the direct 

expenditure on collection and disposal. At the same time, modelling undertaken by 

the United Nations Environment Programme indicates that a transition towards 

waste prevention and circular economic systems could generate a net annual 

economic benefit of approximately USD 108.5 billion by 2050 [2]. These 

estimates show that environmental challenges should not be interpreted only as 

regulatory constraints. They also represent areas in which entrepreneurial 

innovation can reduce costs, create new markets and generate long-term public 

value. 

The need for innovative entrepreneurship is especially visible in the plastics 

economy. Existing systems of production, consumption and waste management 

remain far from circular. Under a continuation of current policies, global plastic 

use and plastic waste are expected to increase substantially by 2060, while only a 

limited share of discarded plastics will be recycled [3]. The problem cannot be 

resolved exclusively through end-of-pipe recycling. It requires entrepreneurial 

solutions relating to product design, alternative materials, refill and reuse systems, 

reverse logistics, repair, collection, sorting and new forms of consumption. 

Green, blue and circular entrepreneurship have emerged as interconnected 

approaches to transforming environmental problems into opportunities for 

innovation and sustainable economic development. Although these concepts 

overlap, each emphasises a specific dimension of entrepreneurial activity. Green 

entrepreneurship focuses broadly on products, technologies, services and 

organizational practices that prevent or reduce environmental harm. Blue 

entrepreneurship is associated with the sustainable use, protection and 

regeneration of marine and aquatic resources. Circular entrepreneurship is centred 
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on business models that maintain the value of products, components and materials, 

eliminate waste and regenerate natural systems. 

These categories should not be viewed as mutually exclusive. A company 

developing recyclable equipment for offshore renewable energy may 

simultaneously operate within the green, blue and circular economies. A seaweed 

enterprise may contribute to the blue economy by using marine biological 

resources, to the green economy by supplying low-carbon materials and to the 

circular economy by converting residual biomass into additional products. Their 

integration provides a broader framework for understanding how entrepreneurship 

can contribute to sustainable transformation. 

Innovative entrepreneurship in these economic systems may be defined as the 

process of recognising, developing and exploiting opportunities for creating 

economic value through solutions that reduce environmental pressures, protect or 

regenerate ecosystems and generate positive social outcomes. It differs from 

conventional entrepreneurship not merely because it operates in environmental 

sectors. Its distinguishing feature is the incorporation of sustainability into the 

value proposition, value-creation architecture and value-capture mechanism of the 

enterprise. 

The concept of green entrepreneurial orientation provides a useful 

explanation of the strategic behaviour required for this process. It combines 

innovativeness, proactiveness and willingness to accept uncertainty with a 

commitment to environmental value creation. Enterprises with a green 

entrepreneurial orientation do not merely respond to environmental regulation 

after it has been adopted. They anticipate changes in technologies, stakeholder 

expectations and resource conditions and seek to develop solutions before markets 

become mature [9]. 

The global transition towards green technologies creates new opportunities 

but also the risk of deepening technological inequality. The UNCTAD Technology 

and Innovation Report 2023 analyses seventeen green and frontier technologies, 
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including renewable energy, electric vehicles, green hydrogen, biogas, artificial 

intelligence and the Internet of Things [4]. These technologies can support low-

carbon development, but their benefits are likely to be concentrated in countries 

and enterprises possessing research capacity, skilled labour, finance, infrastructure 

and access to intellectual property. 

Entrepreneurship policy should therefore address the capacity to create, adapt 

and commercialise green technologies rather than merely encourage their 

importation. Local enterprises need opportunities to participate in research 

partnerships, supply chains, installation, maintenance, data services and the 

adaptation of technologies to local conditions. A country or region that adopts 

imported green technology without developing entrepreneurial capabilities may 

reduce some environmental impacts but capture only a limited share of the 

economic value. 

Small and medium-sized enterprises have a particularly important position in 

this transformation because they constitute the majority of businesses, provide 

substantial employment and often respond flexibly to specialised market needs. 

However, SMEs face constraints relating to finance, skills, digital capabilities, 

regulatory knowledge and access to innovation networks. The OECD SME and 

Entrepreneurship Outlook 2023 emphasises that SMEs must participate in the 

green and digital transitions but frequently experience difficulties in accessing 

talent, technology and business networks [5]. 

Policy instruments should be designed according to the characteristics of 

SMEs rather than based exclusively on the capabilities of large corporations. 

Complex environmental reporting requirements or certification systems may 

create disproportionate administrative costs. At the same time, exempting smaller 

enterprises entirely may limit environmental progress and exclude them from 

sustainable supply chains. 

Circular entrepreneurship is particularly significant for start-ups because new 

enterprises are not constrained by established linear assets, contracts and 
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organizational routines. They can design circularity into products and revenue 

models from the beginning. At the same time, they face difficulties in building 

reverse logistics, securing secondary materials, educating customers and achieving 

sufficient scale. 

A systematic review of circular start-ups shows that business model 

development is an iterative process involving experimentation, partnership 

building, market validation and continual adaptation [11]. Circular start-ups 

frequently need to coordinate several actors before the business model can operate. 

For example, an enterprise offering reusable packaging depends on producers, 

retailers, logistics providers, washing facilities and consumers returning the 

packaging. 

This interdependence creates a circularity paradox. The entrepreneurial 

solution may become viable only when the surrounding ecosystem reaches 

sufficient scale, but other actors may be unwilling to participate until the solution 

has demonstrated commercial viability. Public demonstration programmes, 

common standards and anchor customers can help overcome this coordination 

problem. 

The informal economy should also be considered. In many countries, waste 

collection, repair and reuse depend significantly on informal workers and 

microenterprises. Formal circular systems that exclude these actors may destroy 

livelihoods and lose valuable knowledge. A just transition should provide 

occupational protection, recognition, training and opportunities for integration into 

formal value chains. 

The blue economy expands the field of sustainable entrepreneurship to 

economic activities based on or related to oceans, seas, coasts and inland aquatic 

systems. It includes established sectors such as fisheries, aquaculture, maritime 

transport, ports and coastal tourism, as well as emerging fields such as offshore 

renewable energy, blue biotechnology, ocean observation, ecosystem restoration 

and specialised marine technologies. 
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The blue economy has substantial economic value, but it depends directly on 

the health of aquatic ecosystems. UNCTAD estimates that the global ocean 

economy is worth between USD 3 trillion and USD 6 trillion and provides 

opportunities for trade, employment, food security and technological innovation 

[6]. The degradation of marine ecosystems therefore represents both an ecological 

crisis and a threat to long-term economic value. 

Blue entrepreneurship differs from conventional maritime business where 

environmental sustainability is incorporated into the core opportunity and 

operational model. Increased extraction or coastal development cannot be 

considered sustainable blue entrepreneurship merely because it occurs in an 

aquatic environment. The activity should maintain or improve ecosystem 

functions, use resources within regenerative limits and provide equitable benefits. 

The European Union provides an illustrative example of the economic 

diversity of the blue economy. According to the EU Blue Economy Report 2025, 

established blue economy sectors directly employed approximately 4.82 million 

people and generated EUR 250.7 billion in gross value added in 2022. Coastal 

tourism remained the largest sector in terms of employment, while maritime 

transport, renewable energy and emerging activities such as blue biotechnology 

created additional opportunities [7]. 

These figures demonstrate that blue entrepreneurship should not be limited to 

fisheries or shipping. Opportunities exist in environmental monitoring, marine 

robotics, renewable energy, sustainable tourism, water management, 

bioremediation, ecosystem restoration, low-emission vessels and digital maritime 

services. 

Blue biotechnology illustrates the convergence of green, blue and circular 

entrepreneurship. Marine biomass residues can become inputs for additional 

products, reducing waste and improving commercial viability. Bioremediation 

technologies can use biological processes to address pollution. Bio-based materials 
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may replace fossil-based products, provided that their production remains within 

ecological limits. 

Sustainable coastal and marine tourism represents another important 

entrepreneurial area. Tourism can generate employment, support cultural heritage 

and provide incentives for environmental conservation. At the same time, 

uncontrolled tourism may increase waste, water consumption, emissions, habitat 

disturbance and seasonal economic dependence. 

Sustainable tourism entrepreneurship should be based on carrying capacity, 

environmental management, local participation and the retention of economic 

value within the destination. It can include small-scale accommodation, 

environmental education, scientific tourism, low-impact recreation, local 

gastronomy and cultural experiences. 

Digital platforms can improve visibility and market access for small tourism 

enterprises but may also concentrate value and increase pressure on sensitive 

destinations. Entrepreneurs and territorial authorities should coordinate visitor 

flows, infrastructure and environmental monitoring rather than maximise visitor 

numbers without regard to capacity. 

The commercialisation of ecosystem services should be approached carefully. 

Not all ecological values can be accurately monetised, and market mechanisms 

should not become substitutes for mandatory environmental protection. 

Entrepreneurs can support restoration, but public authorities remain responsible 

for environmental standards and long-term stewardship. 

Innovation is essential across the blue economy because many maritime 

sectors involve difficult operating environments, high capital requirements and 

significant ecological risks. A systematic literature review by Elston, Pinto and 

Nogueira identifies technological innovation, digitalisation, cooperation and 

policy support as major drivers of sustainable blue economic activities [12]. The 

authors also emphasise barriers associated with financing, regulation, skills and 

fragmented governance. 
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Investment in the blue economy has increased, although financing remains 

uneven across sectors and business stages. The BlueInvest Investor Report 2024 

indicates that disclosed investment in the European blue economy exceeded EUR 

13 billion during 2018–2023, approximately three times the level recorded during 

the preceding comparable period. Blue renewable energy, blue technology and 

ocean observation, and aquaculture were among the most active sectors [8]. 

Entrepreneurs should use specific, measurable and understandable 

environmental communication. Broad claims such as “eco-friendly”, “ocean 

positive” or “fully circular” should be avoided unless supported by credible 

evidence. Claims should indicate the product, impact category, geographic scope, 

period and comparison used. 

The convergence of green, blue and circular economic principles creates a 

diversified field of entrepreneurial opportunities. These opportunities differ in 

their technological basis, resource requirements, necessary managerial capabilities 

and environmental conditions. Their comparative characteristics are presented in 

Table 1. 

Table 1 demonstrates that environmentally oriented entrepreneurship cannot 

be reduced to the adoption of individual green technologies. Each entrepreneurial 

field requires a specific combination of scientific knowledge, managerial 

capabilities, infrastructure, partnerships and sustainability safeguards. Green 

enterprises primarily focus on reducing emissions and resource consumption, 

circular ventures preserve the value of products and materials, while blue 

enterprises must reconcile commercial use of aquatic resources with ecosystem 

carrying capacity. Digital and regenerative solutions can connect these fields, but 

their contribution depends on measurable environmental outcomes and responsible 

scaling. 

Digitalisation can strengthen all three forms of entrepreneurship. 

Entrepreneurs can use data analytics to identify energy and material losses, 

monitor environmental performance and optimise logistics. Digital marketplaces 
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can connect suppliers and users of secondary materials. Remote sensing and ocean 

observation can support blue enterprises. Digital platforms can coordinate product 

sharing, repair and reverse logistics. 

Table 1 

Entrepreneurial opportunities and sustainability conditions in the green, blue 

and circular economy 

Entrepreneuria

l field 

Promising business 

opportunities 

Key capabilities 

required 

Principal sustainability 

condition 

Green 

economy 

Renewable energy 

services, eco-design, 

low-carbon 

construction, 

environmental 

monitoring 

Clean-technology 

expertise, 

environmental 

assessment, green 

marketing 

Demonstrable reduction 

of emissions and 

resource consumption 

Circular 

economy 

Repair, 

remanufacturing, reuse 

systems, product-as-a-

service, secondary-

material platforms 

Reverse logistics, 

modular design, 

material traceability, 

partnership 

management 

Preservation of product 

and material value at 

the highest feasible 

level 

Blue economy 

Sustainable 

aquaculture, marine 

biotechnology, ocean 

observation, coastal 

tourism 

Marine expertise, 

biotechnology, spatial 

data analysis, 

ecosystem-risk 

management 

Economic use of 

aquatic resources within 

ecological carrying 

capacity 

Cross-sectoral 

digital 

solutions 

Digital product 

passports, smart 

monitoring, traceability 

platforms, predictive 

maintenance 

Data analytics, 

interoperability, 

cybersecurity, artificial 

intelligence 

Digital benefits must 

exceed the 

environmental and 

social costs of 

technology 

Regenerative 

entrepreneursh

ip 

Ecosystem restoration, 

nature-based solutions, 

bioremediation, 

regenerative production 

Impact measurement, 

stakeholder 

engagement, ecological 

knowledge 

Measurable restoration 

of ecosystem functions 

and local community 

benefits 

Sustainable 

scaling 

Clusters, industrial 

symbiosis, research 

partnerships, blended-

finance projects 

Ecosystem 

coordination, 

investment readiness, 

regulatory competence 

Expansion without 

increasing absolute 

environmental 

pressures 

Source: developed by the author on the basis of [4-12]. 

 

Artificial intelligence may improve product design, demand forecasting, 

waste sorting, predictive maintenance and environmental risk assessment. Its 

contribution should be evaluated against energy use, data requirements and 
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possible bias. Digital efficiency is not equivalent to environmental sustainability if 

it encourages excessive consumption or requires resource-intensive infrastructure. 

Blockchain technologies may support traceability in complex value chains, 

including fisheries, recycled materials and renewable-energy certificates. 

However, blockchain should be applied only where decentralised verification 

provides a clear advantage over conventional databases. Otherwise, it may add 

cost and energy use without improving outcomes. 

The distribution of benefits is particularly important in the blue economy. 

Coastal and resource-dependent communities may bear environmental restrictions 

or development pressures while receiving a limited share of economic returns. 

Participatory planning and benefit-sharing mechanisms can improve legitimacy 

and social sustainability. 

The strategic management of a green, blue or circular enterprise should begin 

with a clearly defined sustainability problem. The entrepreneur should identify the 

environmental mechanism causing the problem, the stakeholders affected and the 

limitations of existing solutions. 

The value proposition should specify the customer benefit and the 

environmental improvement. Customers may purchase lower costs, convenience, 

regulatory compliance, risk reduction, performance or reputation rather than 

environmental benefit alone. Successful enterprises translate sustainability into a 

credible customer value proposition. 

The business model should identify the resources, partners and infrastructure 

needed. Environmental innovations frequently depend on actors outside the direct 

control of the enterprise. Partnership risk should therefore be assessed alongside 

technological and market risk. 

Revenue mechanisms should be compatible with the sustainability objective. 

A business that earns more when customers consume more may have incentives 

inconsistent with resource reduction. Service, leasing or outcome-based models 

can sometimes align revenue with durability and efficiency. 
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Cost structures should include environmental compliance, certification, 

reverse logistics and impact measurement. Underestimating these costs may create 

financial difficulty or pressure the enterprise to weaken sustainability 

commitments. 

The enterprise should also define its impact logic. It should explain how the 

product or service changes behaviour, technology or resource flows and under 

which conditions the intended environmental result occurs. This creates the 

foundation for measurement and communication. 

Risk management should include regulatory, technological, ecological, 

supply-chain, social and reputational risks. Marine and biotechnology ventures 

may face environmental risks with potentially irreversible consequences. Circular 

ventures may depend on uncertain secondary-material supply. Green technologies 

may depend on critical minerals or changing subsidies. 

Scenario analysis can test the business model under changes in resource 

prices, regulation, customer demand and infrastructure. Entrepreneurs should 

identify which assumptions are essential and which can be modified. 

Organizational culture should support learning and accountability. 

Sustainability-oriented enterprises may face pressure to compromise 

environmental objectives when financial conditions become difficult. Clear 

governance and stakeholder engagement can help preserve strategic integrity. 

Boards and investors should understand the sustainability model rather than 

focusing exclusively on growth. Misaligned investors may pressure the enterprise 

to enter markets or adopt practices inconsistent with its purpose. Founder selection 

of capital is therefore a strategic decision. 

Mission protection mechanisms can include governance rights, impact 

covenants, benefit-corporation structures or cooperative ownership. Their 

suitability depends on national law and the enterprise’s financing needs. 

Transparent reporting strengthens trust but should not become an excessive 

burden. Early-stage enterprises can begin with a small number of material 
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indicators and improve data quality as they grow. Claims should be revised when 

evidence changes. 

Independent evaluation may be necessary for high-impact claims or public 

funding. Universities, certification bodies and specialised auditors can provide 

expertise. Evaluation should support learning rather than merely confirm success. 

Policy for innovative entrepreneurship should combine environmental 

ambition with entrepreneurial feasibility. Subsidies for environmentally harmful 

activities can undermine green markets and make sustainable alternatives 

uncompetitive. Reform should be phased and accompanied by measures protecting 

vulnerable groups. 

Economic instruments such as pollution charges, deposit-return systems, 

extended producer responsibility and differentiated taxation can create demand for 

circular solutions. Their design should reward prevention and high-value retention 

rather than only waste treatment. 

Extended producer responsibility can encourage eco-design and finance 

collection. If fees do not vary according to durability, repairability or recyclability, 

the incentive for innovation may remain weak. Modulated fees can reward better 

products. 

Deposit-return systems create financial incentives for consumers to return 

packaging or products. Standardisation and convenient collection are essential. 

Entrepreneurs can provide digital, logistical and cleaning solutions within these 

systems. 

Repair policy can support access to spare parts, information and diagnostic 

tools. Quality and safety should remain protected. Independent repair enterprises 

need fair access without undermining legitimate intellectual property. 

Blue economy policy should integrate maritime spatial planning, ecosystem 

protection, research, skills and finance. Conflicts among fisheries, energy, tourism, 

conservation and transport should be addressed before investments are made. 

Predictable spatial planning reduces risk for entrepreneurs and communities. 
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Innovation funding should include environmental safeguards and impact 

criteria. Public finance should not reward novelty without considering whether the 

technology contributes to sustainable outcomes. Failed projects should generate 

publicly accessible learning where commercial confidentiality permits. 

International cooperation is important because green and blue technologies, 

value chains and environmental impacts cross borders. Developing economies 

need access to finance, skills and technology to avoid becoming merely suppliers 

of raw materials or recipients of waste. 

Trade policy can support markets for sustainable goods and services but may 

also create barriers through complex standards. Technical assistance and mutual 

recognition can help SMEs participate. Environmental standards should protect 

legitimate objectives without becoming disguised protectionism. 

The circular economy requires cooperation on material standards, waste 

shipment and product information. International inconsistencies may make 

secondary materials legally classified as waste in one jurisdiction and as resources 

in another. Harmonisation can support responsible trade while preventing illegal 

dumping. Blue entrepreneurship requires cooperation on shared marine 

ecosystems, fisheries, shipping and pollution. Weak regulation in one jurisdiction 

can affect ecosystems and enterprises elsewhere. International standards and 

enforcement are therefore essential for fair competition. 

The ultimate contribution of innovative entrepreneurship should be evaluated 

according to whether it changes systems rather than only creates isolated products. 

A new biodegradable package has limited value if it maintains unnecessary single-

use consumption and lacks appropriate treatment infrastructure. A digital ocean 

platform has limited sustainability value if data do not influence management or 

enforcement. Systemic entrepreneurship identifies leverage points where an 

innovation can change incentives, infrastructure, behaviour or institutional 

practices. This may require cooperation with regulators, established companies 
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and communities. The entrepreneur becomes not only a market participant but also 

an ecosystem builder. 

Green, blue and circular entrepreneurs can accelerate the transition by 

demonstrating viable alternatives. They can reduce uncertainty, develop skills and 

create evidence for policy. Successful ventures may influence industry standards 

and encourage established companies to change. Their potential should 

nevertheless be interpreted realistically. Entrepreneurship cannot substitute for 

environmental limits, public investment or social policy. Markets may undervalue 

ecosystem services and long-term prevention. Some necessary activities will 

require public or collective provision. 

The most effective approach is therefore complementary. Public policy 

establishes objectives, standards and infrastructure. Science provides knowledge 

and assessment. Communities contribute local experience and legitimacy. Finance 

supports experimentation and scale. Entrepreneurs integrate these resources into 

products, services and business models. 

The green, blue and circular economies represent not three separate fields but 

interconnected dimensions of a sustainable economic transformation. Green 

entrepreneurship provides the broad orientation towards reducing environmental 

harm and creating ecological value. Circular entrepreneurship redesigns material 

and product systems. Blue entrepreneurship applies sustainability and innovation 

to aquatic and maritime resources. Their convergence creates opportunities in 

marine renewable energy, low-impact tourism, circular aquaculture, seaweed 

biorefineries, reusable maritime equipment, water technologies, environmental 

data and ecosystem restoration. It also requires integrated assessment to avoid 

transferring problems between land and sea, materials and energy, or present and 

future generations. The entrepreneurial challenge is to create business models that 

are commercially viable without depending on environmental degradation or the 

continuous acceleration of material consumption. This requires innovation in 

products, services, revenue mechanisms, partnerships, ownership and finance. 
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The institutional challenge is to create conditions in which sustainable 

solutions can compete and scale. Clear regulation, environmental pricing, research 

infrastructure, skills, procurement, standards and long-term finance are essential. 

The social challenge is to ensure that the transition distributes opportunities and 

benefits fairly. Workers, communities and small enterprises should participate in 

shaping new economic systems. Environmental entrepreneurship should 

strengthen rather than weaken social inclusion. 

The environmental challenge is to ensure that claims correspond to real 

reductions in resource use, emissions, pollution and ecosystem degradation. 

Impact should be assessed across life cycles and at system level. 

Innovative entrepreneurship can become a major driver of sustainable 

development when environmental purpose is integrated into strategic decision-

making and supported by appropriate ecosystems. Its success should not be 

measured only by the number of start-ups, investment rounds or technological 

patents. It should be assessed by the extent to which entrepreneurial solutions 

reduce environmental pressures, regenerate natural systems, create decent 

livelihoods and strengthen economic resilience. 

The future development of green, blue and circular entrepreneurship will 

depend on the ability of enterprises and institutions to move beyond fragmented 

initiatives. The transformation requires coordinated markets, infrastructure, 

regulation, knowledge and finance. Entrepreneurs are essential participants in this 

process because they convert emerging needs and scientific possibilities into 

practical solutions. At the same time, entrepreneurial freedom should be 

accompanied by responsibility. Environmental innovation should remain subject 

to scientific assessment, transparency and public oversight. Economic growth 

within green or blue sectors is not automatically sustainable if it exceeds 

ecological limits or creates new inequalities. A coherent entrepreneurial strategy 

should therefore combine opportunity recognition with precaution, 

experimentation with accountability, commercial scaling with impact 
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measurement and technological innovation with social participation. Such an 

approach enables entrepreneurship to contribute not only to the creation of new 

markets but also to the transformation of the economic systems that determine 

how natural resources are used, valued and restored. 
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Contemporary organizations and territories operate in an environment 

characterised by technological acceleration, ecological constraints, demographic 

change, geopolitical instability, growing social inequality and increasing demands 

for institutional accountability. These processes are not isolated. They interact and 

generate complex strategic challenges that cannot be addressed through traditional 

management approaches focused primarily on short-term financial performance, 

sectoral planning or the administrative distribution of resources. Sustainable 

development increasingly requires the coordination of economic efficiency, 

environmental responsibility, social inclusion, technological adaptability and 

institutional resilience. 

Digitalization and social innovation have become important determinants of 

this transformation. Digital technologies expand the capacity of organizations and 

public authorities to collect and analyse data, automate operations, coordinate 

distributed actors, model development scenarios and provide services through new 

channels. Social innovation creates new products, services, organizational models 

and forms of cooperation designed to address social needs and generate collective 

value. Their strategic integration can strengthen the sustainable development of 

enterprises, public institutions, communities, cities and regions. 
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However, neither digitalization nor innovation automatically produces 

sustainable outcomes. Digital technologies may improve resource efficiency and 

transparency, but they may also increase energy consumption, electronic waste, 

cybersecurity risks, labour-market polarisation and unequal access to services. 

Social innovations may successfully address local problems but remain 

fragmented, underfunded or dependent on individual leaders. The central 

managerial issue is therefore not simply whether organizations and territories 

adopt digital technologies or support innovative initiatives. It concerns whether 

these instruments are integrated into a coherent long-term strategy, supported by 

appropriate governance structures, human capabilities, financing mechanisms and 

systems of accountability. 

Strategic management of sustainable development may be understood as a 

continuous process of defining long-term priorities, identifying risks and 

opportunities, mobilising resources, coordinating stakeholders, implementing 

transformative initiatives and evaluating their economic, environmental and social 

results. Its object is not limited to an individual organization. Sustainable 

development increasingly depends on interactions among enterprises, public 

authorities, universities, social economy organizations, financial institutions, 

infrastructure providers and local communities. Consequently, strategic 

management should operate simultaneously at organizational, sectoral and 

territorial levels. 

At the organizational level, strategic sustainability management determines 

how environmental and social considerations are incorporated into corporate 

purpose, business models, investment decisions, operations, supply chains, 

human-resource policies and stakeholder relations. At the territorial level, it 

coordinates infrastructure, innovation, entrepreneurship, public services, 

environmental resources and community capacities within a specific spatial 

context. The integration of these levels is essential because organizations depend 

on territorial resources, institutions, labour markets and infrastructure, while 
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territorial development depends on the strategies and investment behaviour of 

organizations operating within it. 

Sustainable development requires a broader interpretation of strategic 

performance. Financial viability remains essential because an organization or 

territorial programme that cannot maintain access to resources cannot achieve 

long-term goals. Nevertheless, financial indicators alone do not demonstrate 

whether economic value is created through environmentally responsible, socially 

inclusive and institutionally legitimate practices. Strategic performance should 

therefore include resource productivity, emissions, innovation capacity, 

employment quality, digital inclusion, accessibility of services, resilience, 

stakeholder trust and the long-term condition of territorial assets. 

Digital transformation is one of the major forces reshaping this strategic 

environment. It should be distinguished from the limited digitisation of documents 

or the automation of individual procedures. Digital transformation involves the 

systemic reconfiguration of organizational processes, structures, competencies, 

relationships and value-creation models through digital technologies. Research 

based on more than five hundred academic studies demonstrates that digital 

transformation influences the organizational core, relationships with external 

stakeholders and the broader ecosystems in which organizations operate [3]. It is 

therefore primarily a strategic and organizational phenomenon rather than a purely 

technological project. 

The World Bank’s analysis of global digital development shows that 

digitalization has accelerated, but its benefits remain unevenly distributed. The 

information technology services sector has grown significantly faster than the 

wider economy and has generated employment at a considerably higher rate, while 

production and value added remain concentrated in a limited group of leading 

economies. Digital adoption also differs substantially between large and small 

enterprises and between regions with different levels of income and infrastructure 

[1]. 



 

60 

These disparities have major implications for strategic management. 

Organizations with access to finance, data, qualified personnel and digital 

infrastructure may use technology to increase productivity, innovate and enter 

international markets. Smaller enterprises, peripheral communities and 

institutionally weaker territories may remain excluded from these opportunities. 

Digitalization can therefore either reduce or reinforce existing territorial and 

organizational inequalities depending on how it is governed. 

The strategic value of digitalization lies in its capacity to improve 

information quality, coordination, scalability and adaptability. Digital monitoring 

systems may provide real-time information on energy use, emissions, equipment 

condition, transport flows and demand for public services. Artificial intelligence 

can support forecasting, optimisation and the identification of complex patterns. 

Cloud computing can reduce the cost of accessing advanced information systems. 

Digital platforms can connect producers, consumers, investors, communities and 

service providers. Digital twins can model infrastructure, industrial processes or 

urban systems before physical interventions are implemented. 

These technologies can strengthen sustainable development by improving the 

visibility of material and energy flows, reducing losses, enabling preventive 

maintenance, supporting circular use of resources and facilitating evidence-based 

decision-making. Nevertheless, the actual result depends on strategic intent. 

Technology introduced exclusively to increase the volume and speed of 

consumption may intensify environmental pressure. Technology designed around 

sustainability objectives may contribute to dematerialisation, service-based 

business models, resource sharing and lower environmental impacts. 

The relationship between digital transformation and sustainability is therefore 

bidirectional. Digitalization can become an instrument for achieving sustainability, 

while sustainability requirements should influence the architecture, governance 

and use of digital systems. The concept of digital sustainability reflects this 

interdependence. It includes both the application of digital technologies to support 
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sustainable development and the management of the environmental and social 

consequences produced by digitalization itself [2]. 

A systematic review of the relevant literature indicates that digital 

technologies can facilitate sustainability through operational efficiency, 

innovation, stakeholder engagement, transparency and new business models. At 

the same time, positive effects are not guaranteed and may be offset by increasing 

demand for computing infrastructure, energy, critical materials and data storage 

[2]. 

Strategic managers should therefore avoid treating digitalization as an 

inherently sustainable solution. Every digital initiative should be assessed in 

relation to its entire life cycle, including the production of hardware, energy use, 

data-centre requirements, maintenance, cybersecurity, accessibility and end-of-life 

management. The strategic question is not whether a process becomes digital, but 

whether its digital transformation creates a net improvement in economic, 

environmental and social value. 

This distinction can be illustrated through digital reporting systems. An 

organization may introduce an electronic sustainability dashboard and improve the 

speed of data presentation without changing environmentally harmful operations. 

In this case, digitalization strengthens information processing but does not 

necessarily improve sustainability. A more advanced approach uses digital data to 

redesign production, procurement, logistics and investment decisions. The 

dashboard then becomes part of a strategic management system rather than a 

symbolic reporting tool. 

Strategic alignment is therefore a fundamental condition of sustainable digital 

transformation. Digital and sustainability strategies should not exist as separate 

documents administered by different departments. They should be connected 

through shared priorities, governance mechanisms, budgets, performance 

indicators and responsibility structures. Digital investments should be assessed for 
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their contribution to environmental and social objectives, while sustainability 

programmes should identify the digital capabilities required for implementation. 

At the organizational level, such alignment begins with corporate purpose 

and strategic positioning. Organizations should determine which sustainability 

problems they are capable of addressing and how digital capabilities can support 

this contribution. The answer may involve reducing the environmental footprint of 

existing operations, developing products that help customers improve 

sustainability, increasing access to essential services or creating platforms that 

coordinate circular resource flows. 

Empirical research confirms that digital transformation can strengthen 

enterprise sustainability through technological, market and management 

innovation. Analysis of listed enterprises indicates that digital transformation may 

enhance sustainable development by improving innovation capability, enabling 

more efficient resource allocation and supporting organizational adaptation [4]. 

These effects, however, depend on management quality, investment capacity and 

the ability to translate technological adoption into structural organizational change. 

A useful strategic distinction can be made between digital optimization and 

digital transformation. Digital optimization improves existing processes without 

fundamentally changing the organization’s value logic. Examples include 

automated energy monitoring, electronic document management or predictive 

maintenance. Digital transformation changes the way value is proposed, created, 

delivered and captured. It may replace product ownership with access-based 

services, connect previously separate actors through a platform or enable 

customers to participate in production and resource management. 

Both approaches can contribute to sustainability, but their potential differs. 

Optimization may generate immediate efficiency gains, whereas transformation 

may reduce structural dependence on resource-intensive models. Strategic 

management should therefore combine short-term operational improvements with 

longer-term business model innovation. 
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The business model is a central mechanism linking digitalization and 

sustainability. It defines the value offered to customers and stakeholders, the 

resources and activities through which that value is created, and the mechanisms 

through which the organization maintains economic viability. Sustainable business 

models incorporate environmental and social value into these elements rather than 

treating sustainability as a separate philanthropic activity. 

Digital sustainable business models use digital technologies to create or 

support economic, ecological and social value. Research identifies several 

archetypes, including digital solutions that improve environmental performance, 

product-service systems that replace ownership with access, sustainability 

intelligence systems that generate actionable information and digital platforms that 

coordinate multiple actors around sustainable exchange [5]. 

The development of such models requires dynamic capabilities. 

Organizations must be able to identify technological and sustainability trends, 

interpret their strategic significance, mobilise resources and continually 

reconfigure structures and processes. The speed of technological change means 

that competencies and systems can become obsolete before the end of 

conventional strategic-planning periods. Sustainable development, however, 

requires long-term commitment and investment. Strategic management must 

therefore combine long-term direction with flexible implementation. 

Scenario planning is useful in this context. Organizations can develop 

alternative scenarios concerning technological regulation, resource prices, climate 

risks, consumer expectations, labour-market change and territorial development. 

The purpose is not to predict one future precisely but to test whether strategic 

choices remain viable under different conditions. Digital modelling can improve 

this process by integrating large datasets and simulating relationships between 

operational, environmental and market variables. 

Portfolio management is also necessary. Organizations should avoid 

investing all resources in a single large digital solution whose social or 
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environmental benefits remain uncertain. A balanced portfolio may include low-

risk efficiency projects, experimental business-model initiatives, employee 

capability programmes and partnerships with external innovators. Pilot projects 

allow organizations to test assumptions, but successful experiments should be 

connected to mechanisms for scaling and institutionalisation. 

Governance determines whether digital and sustainability strategies influence 

real decisions. Boards and senior management should define strategic objectives, 

risk tolerance and accountability. Responsibility should not be delegated entirely 

to information technology or sustainability departments. Both functions should 

participate in investment, procurement, product development, human-resource 

management and risk governance. 

The increasing importance of sustainability in corporate governance is 

reflected in the expansion of sustainability disclosure and board oversight. The 

OECD reports that the share of listed companies by market capitalisation 

disclosing sustainability-related information increased between 2022 and 2024, 

while board-level oversight of climate-related issues also expanded [12]. 

Disclosure, however, is not equivalent to strategic integration. An 

organization may publish extensive sustainability information without changing 

investment priorities or incentives. Effective governance requires measurable 

objectives, assignment of responsibility, integration into capital budgeting and 

regular evaluation of performance. Executive remuneration may include 

sustainability indicators, but these indicators should be material, verifiable and 

sufficiently long-term to prevent symbolic compliance. 

Data governance is another essential component. Sustainable development 

decisions increasingly depend on data generated by sensors, platforms, suppliers, 

employees, customers and public institutions. Poor-quality or fragmented data 

may produce incorrect strategic conclusions. Organizations need standards 

concerning data collection, ownership, validation, interoperability, privacy, 

security and retention. 
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Environmental and social data present specific difficulties. Emissions, 

biodiversity effects, working conditions and community impacts often occur 

outside the direct boundaries of an organization. Digital supply-chain systems may 

improve traceability, but smaller suppliers may lack the resources to participate. 

Strategic managers should ensure that reporting requirements do not merely 

transfer administrative costs to weaker partners. 

Artificial intelligence introduces additional governance challenges. It may 

improve demand forecasting, logistics, energy optimisation and risk analysis. 

However, algorithms may reproduce historical bias, exclude individuals whose 

circumstances are poorly represented in available data or produce decisions that 

cannot be adequately explained. The sustainability of artificial intelligence should 

therefore be evaluated in relation to energy use, data quality, fairness, transparency 

and accountability. 

Human capital is a decisive factor in sustainable digital transformation. 

Technologies create value only when employees, managers and partners possess 

the competencies and motivation to use them. Digital skills should be combined 

with systems thinking, sustainability literacy, ethical judgement, communication 

and collaborative problem-solving. Organizations that focus only on technical 

training may fail to develop the broader capacity required for strategic 

transformation. 

The labour effects of digitalization should also be actively managed. 

Automation may reduce physically demanding or repetitive work, but it can also 

displace employees, intensify monitoring and increase work insecurity. 

Sustainable management requires early assessment of occupational change, 

reskilling, employee participation and fair distribution of productivity gains. 

Social sustainability concerns employment quality, equality, health, safety, 

human rights, participation, inclusion and community well-being. Research 

indicates that the social effects of digital technology have received less systematic 

attention than economic and environmental outcomes [7]. 
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This imbalance can produce strategies that appear efficient but create hidden 

social costs. For example, a digital public service may reduce administrative 

expenditure while excluding people without internet access or digital skills. An 

automated scheduling system may improve capacity utilisation while reducing 

employee autonomy and income stability. A platform may create flexible 

economic opportunities while transferring business risks to individual workers. 

Strategic sustainability assessment should therefore examine who gains 

access, who loses control, whose work changes and whose interests are 

represented in technology design. Digital inclusion should not be treated merely as 

the availability of an internet connection. It also includes affordability, 

accessibility, skills, trust, language, data protection and the existence of non-

digital alternatives where necessary. 

Social innovation complements digital transformation by focusing on unmet 

needs, social relationships and collective capacity. It may involve a new service, 

process, organizational form or partnership that addresses a social problem more 

effectively while creating new patterns of cooperation. Its novelty is contextual: an 

approach may be established in one place but innovative in another where 

institutional conditions and needs differ. 

The strategic significance of social innovation arises from the limitations of 

conventional public and market mechanisms. Complex problems such as long-

term unemployment, demographic ageing, territorial exclusion, affordable 

housing, access to healthcare and environmental adaptation involve multiple 

causes and stakeholders. They cannot be resolved through isolated administrative 

programmes or individual commercial products. 

Social innovation frequently emerges through cooperation among public 

authorities, social enterprises, community groups, conventional businesses, 

universities and citizens. This cooperation allows different forms of knowledge 

and resources to be combined. Local communities contribute practical 

understanding of needs, public institutions provide legitimacy and infrastructure, 
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enterprises provide management capabilities, and universities may support 

research and evaluation. 

Social innovation should not be equated with any socially beneficial 

initiative. A project may provide valuable assistance without changing the 

relationships, practices or institutional mechanisms that produced a problem. 

Social innovation typically involves a new solution and a transformation in how 

actors cooperate, make decisions or access resources. 

Its effectiveness should be evaluated through social impact rather than 

activity volume alone. The number of events, platform users or grants distributed 

provides information on implementation but not necessarily on whether the 

underlying social problem has been reduced. Strategic management requires a 

theory of change explaining how activities are expected to produce outcomes and 

how those outcomes can be measured. 

Strategic territorial management should therefore identify synergies and 

trade-offs. Digital infrastructure may allow remote communities to access 

education, healthcare and markets, reducing territorial disadvantages. At the same 

time, the closure of physical services based on assumed digital access may 

increase exclusion. Renewable-energy development may attract investment and 

reduce emissions, but local communities should participate in decisions and 

receive a fair share of benefits. 

Digital public infrastructure can support territorial development by providing 

interoperable systems for digital identification, payments and data exchange. The 

World Bank defines such infrastructure as foundational, reusable digital building 

blocks serving the public benefit and emphasises interoperability, inclusion, user-

centred design, privacy and strong governance [8]. 

The strategic importance of digital public infrastructure lies in its capacity to 

reduce duplication and enable multiple services. A secure identification system 

may support social protection, healthcare, taxation and entrepreneurship. Payment 

infrastructure may improve access to financial services and enable rapid support 
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during crises. Data-exchange systems may facilitate coordinated planning and 

reduce administrative burdens. 

Territorial social innovation also requires intermediaries. Individual 

community initiatives often lack access to finance, administrative knowledge, 

political networks or evaluation capacity. Intermediary organizations can connect 

local initiatives with public authorities, universities, investors and larger 

enterprises. Research on territorial social innovation shows that intermediaries 

help create shared narratives, coordinate heterogeneous actors and support the 

transition from isolated projects to broader territorial processes [11]. 

The OECD’s Start–Scale–Sustain framework provides a useful structure. The 

start stage involves experimentation, local engagement and testing of solutions. 

The scale stage focuses on replication, capacity-building, finance and adaptation to 

new contexts. The sustain stage concerns institutionalisation, long-term resources, 

legal support and integration into public policy or service delivery [10]. 

Scaling should not be interpreted as mechanical expansion. Social 

innovations are often dependent on local relationships, trust and institutional 

conditions. Replication should preserve core principles while allowing adaptation. 

A model successful in one territory may require different partners, financing and 

implementation procedures elsewhere. 

The strategic relationship among sustainability, digitalization and social 

innovation can be summarised in Table 1. 

The dimensions presented in Table 1 should not be managed independently. 

Strategic alignment determines why transformation is undertaken. Data-driven 

governance provides information for decisions. Sustainable business models 

translate strategic objectives into value-creation mechanisms. Social innovation 

ensures that unmet needs and collective capacities are included. Territorial 

coordination connects organizational initiatives with spatial development, while 

accountability supports legitimacy and learning. 
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Table 1 

Dimensions of strategic sustainable development management 

Strategic dimension Main instruments Expected result 

Strategic alignment Integrated digital and sustainability 

strategies 

Coherent long-term priorities 

Data-driven governance Analytics, digital platforms and 

monitoring 

Evidence-based decisions 

Sustainable business 

models 

Product-service systems and digital 

platforms 

Economic, social and 

environmental value 

Social innovation Co-creation, experimentation and 

partnerships 

Solutions to unmet social needs 

Territorial coordination Place-based planning and 

innovation ecosystems 

Inclusive regional development 

Accountability Indicators, reporting and impact 

evaluation 

Transparency and continuous 

improvement 

Source: developed by the author on the basis of [2; 6; 8; 9; 10; 11]. 

 

A strategic management cycle for sustainable development should begin with 

diagnosis. Organizations and territories should assess their economic, 

environmental, social, digital and institutional conditions. This assessment should 

identify not only internal resources but also dependencies on infrastructure, 

suppliers, public institutions, communities and ecosystems. 

Digital maturity and sustainability maturity should be evaluated jointly. High 

digital maturity does not imply sustainability if digital capabilities are used mainly 

to accelerate resource-intensive growth. High sustainability ambition may remain 

ineffective if the organization lacks data, coordination and innovation capacity. 

Joint assessment reveals where digital investment can support sustainability and 

where technology itself requires stronger governance. 

Stakeholder analysis is an important element of diagnosis. Stakeholders differ 

in power, vulnerability, knowledge and interest. Strategic managers should 

identify groups affected by transformation, including those who may not 

participate in formal consultations.  

The next stage is the formulation of a strategic vision. A vision should define 

the desired future condition rather than merely list projects. For an organization, it 

may involve transitioning from the sale of resource-intensive products to service-
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based circular solutions. For a territory, it may involve creating an inclusive low-

carbon innovation ecosystem supported by digital public services and local 

entrepreneurship. 

Strategic objectives should be specific enough to guide resource allocation 

but flexible enough to allow innovation. Objectives may concern emissions, 

resource productivity, employment quality, digital access, service availability, 

innovation participation, community resilience and business diversification. Each 

objective should be supported by indicators, responsible actors and time horizons. 

Digital technologies can also intensify consumption through personalised 

advertising, rapid product cycles and frictionless purchasing. The sustainability 

impact of digitalization must be evaluated across the entire business model and 

user behaviour rather than only internal operations. Social risks include exclusion, 

algorithmic discrimination, surveillance and the erosion of employee autonomy. 

Impact assessments should be conducted before high-risk systems are introduced.  

The integration of digitalization and social innovation creates a potential 

pathway towards sustainable development, but it also increases managerial 

complexity. Digital technologies operate at speed and scale, while social 

innovation depends on context, relationships and participation. Strategic 

management must connect these different logics. Technology can scale solutions 

rapidly, but scaling without contextual understanding may produce exclusion or 

resistance. Social innovation provides contextual knowledge and legitimacy, but 

may struggle to achieve sufficient reach.  

This integration should be guided by several principles. Digitalization should 

serve clearly defined sustainability and social objectives. Innovation should be 

evaluated by its contribution to public and stakeholder value. Data should be 

governed as a strategic resource with rights and responsibilities. Participation 

should influence substantive decisions. Transformation costs and benefits should 

be distributed fairly. 
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At the organizational level, the principal priority is to integrate digital and 

sustainability strategies into the business model, governance and investment 

system. At the territorial level, the priority is to create place-based innovation 

ecosystems connecting infrastructure, entrepreneurship, public services, 

communities and knowledge institutions. Both levels require measurable 

objectives, dynamic capabilities, stakeholder participation and adaptive learning. 

Strategies should be stable in their long-term direction but flexible in instruments. 

Digital systems should provide evidence, while human judgement and democratic 

accountability should determine choices. 

The strategic management of sustainable development should ultimately be 

evaluated by whether it improves the capacity of organizations and territories to 

create long-term value without undermining ecological systems or social cohesion. 

Technological sophistication is not sufficient. Sustainable transformation requires 

responsible governance, institutional capability and collective purpose. 

Digitalization can improve productivity, transparency, coordination and access. 

Social innovation can mobilise communities, redesign services and create new 

forms of cooperation. Their combined potential is substantial, but only when they 

are embedded in coherent strategy and supported by appropriate organizational 

and territorial institutions. 

The central managerial task is therefore the construction of a system in which 

digital capabilities, sustainable business models, social innovation, territorial 

resources and stakeholder interests reinforce one another. Such a system enables 

organizations and territories not merely to respond to change but to shape 

development trajectories that are economically viable, environmentally 

responsible, socially inclusive and institutionally resilient. 
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The rapid digital transformation of the financial sector, the expansion of fi-

nancial technologies, globalization of financial markets, and increasing cyber 

threats are fundamentally changing approaches to anti-money laundering and 

counter-terrorist financing (AML/CFT). At the same time, criminal schemes in-

volving virtual assets, digital payment instruments, artificial intelligence, and 

cross-border financial transactions are becoming increasingly sophisticated. Under 

such conditions, financial monitoring is evolving from a formal compliance mech-

anism into an integrated risk management system that enhances financial security 

and strengthens the resilience of the banking sector. 

These issues have become particularly relevant for Ukraine in the context of 

martial law, post-war economic recovery, and the country's European integration. 

The transparency of financial flows, prevention of sanctions evasion, and effective 

identification of suspicious transactions are essential prerequisites for sustainable 

economic development and international cooperation. 

The purpose of this study is to identify the current directions of digital trans-

formation in financial monitoring within the banking sector, to analyse innovative 

AML/CFT technologies, and to determine the prospects for applying artificial in-

telligence to improve the effectiveness of the risk-based approach. 
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The legal framework of financial monitoring in Ukraine is based on the Law 

of Ukraine No. 361-IX "On Prevention and Counteraction to Legalisation (Laun-

dering) of the Proceeds of Crime, Terrorist Financing and Financing of the Prolif-

eration of Weapons of Mass Destruction" and the Resolution of the National Bank 

of Ukraine No. 65, which implement the FATF Recommendations and European 

Union requirements regarding customer due diligence, internal control systems, 

and the application of the Risk-Based Approach (RBA) [1–5]. 

The contemporary AML/CFT system is built upon the RBA, according to 

which financial institutions evaluate not isolated transactions but the overall risk 

profile of each customer. Risk assessment considers customer characteristics, 

ownership structure, business activities, geographical exposure, transaction pat-

terns, delivery channels, and other relevant indicators. Such an approach enables 

banks to allocate compliance resources efficiently and concentrate enhanced moni-

toring on high-risk customers and transactions. 

An essential component of financial monitoring is Customer Due Diligence 

(CDD), which implements the internationally recognized Know Your Customer 

(KYC) principle. Customer due diligence includes customer identification and ver-

ification, beneficial ownership identification, assessment of the purpose of busi-

ness relationships, continuous transaction monitoring, and periodic updating of 

customer information. Enhanced Due Diligence (EDD) is applied to politically 

exposed persons (PEPs), customers associated with sanctioned entities, high-risk 

jurisdictions, and transactions involving virtual assets. 

A significant transformation of financial monitoring has occurred due to the 

widespread implementation of digital technologies. Modern banking institutions 

increasingly replace manual document verification with automated AML plat-

forms integrating government databases, sanction screening systems, cloud tech-

nologies, and advanced analytics. 

One of the most promising areas of digital transformation is the automation 

of KYC and AML procedures. Contemporary banking systems automatically 
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screen customers against sanctions lists maintained by OFAC, the European Un-

ion, the United Nations, and the National Security and Defence Council of 

Ukraine. Simultaneously, integration with state electronic registries significantly 

accelerates customer onboarding while reducing operational risks and human er-

rors. 

Artificial intelligence has become one of the key drivers of financial monitor-

ing modernization. Currently, three major directions of AI implementation can be 

distinguished [6-8]. 

Firstly, analytical artificial intelligence employs machine learning algorithms 

to analyse millions of financial transactions in real time. These systems identify 

abnormal customer behaviour, hidden transaction patterns, unusual financial 

flows, and previously undetected relationships between counterparties, thereby 

considerably improving suspicious activity detection. 

Secondly, Generative Artificial Intelligence (GenAI) is gradually becoming 

an effective instrument for supporting compliance officers. Large Language Mod-

els (LLMs) facilitate automated preparation of Suspicious Activity Reports 

(SARs), analysis of unstructured information, document summarization, prepara-

tion of analytical conclusions, and optimization of customer onboarding proce-

dures. Consequently, compliance departments significantly reduce document pro-

cessing time while improving the consistency and quality of analytical reporting. 

Thirdly, Agentic Artificial Intelligence represents a new stage in the evolu-

tion of financial monitoring technologies. Such intelligent systems can autono-

mously collect information from multiple sources, perform preliminary customer 

risk assessments, monitor behavioural patterns, and generate recommendations re-

garding further compliance actions. Nevertheless, final decisions remain under the 

responsibility of compliance officers, fully corresponding to the internationally 

recognized Human-in-the-Loop principle, which ensures transparency, accounta-

bility, and ethical AI governance. 
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Another important technological innovation involves biometric identification 

and Liveness Detection technologies used during remote customer onboarding. 

These technologies verify whether a real person rather than a deepfake or synthetic 

identity interacts with the banking system, thereby substantially reducing fraud 

risks. 

International banking practice demonstrates the effectiveness of digital finan-

cial monitoring technologies. HSBC applies machine learning algorithms to im-

prove transaction monitoring and reduce false-positive alerts. JPMorgan Chase ac-

tively employs artificial intelligence for legal document analysis, contract verifica-

tion, and financial risk assessment. Citibank integrates biometric authentication, 

OCR technologies, and automated document recognition into customer identifica-

tion procedures, substantially accelerating onboarding processes while maintaining 

high compliance standards. 

However, digital transformation does not eliminate regulatory responsibility. 

On the contrary, supervisory expectations continue to increase. Recent supervisory 

practice of the National Bank of Ukraine demonstrates a gradual transition from 

formal compliance inspections toward assessing the actual effectiveness of banks' 

AML/CFT systems. Regulatory sanctions are increasingly imposed for inadequate 

customer due diligence, insufficient implementation of the risk-based approach, 

ineffective monitoring of politically exposed persons, delayed updating of custom-

er information, and deficiencies in identifying suspicious financial transactions. 

Therefore, modern financial monitoring is transforming from a traditional 

regulatory function into an intelligent digital risk management ecosystem. The in-

tegration of artificial intelligence, machine learning, Big Data analytics, biometric 

technologies, automated sanction screening, and behavioural analytics substantial-

ly enhances the effectiveness of detecting suspicious activities while reducing op-

erational risks within banking institutions. 

In conclusion, further development of financial monitoring should be based 

on combining innovative digital technologies with international FATF standards, 
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continuous regulatory modernization, transparency of AI algorithms, and preserva-

tion of human oversight in compliance decision-making. Such an integrated ap-

proach will contribute to strengthening financial stability, improving the effective-

ness of AML/CFT systems, and enhancing the resilience of both the Ukrainian and 

global banking sectors. 
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РОЗДІЛ 6 

ТРАНСФОРМАЦІЯ ДИПЛОМАТИЧНОГО ПРОТОКОЛУ УКРАЇНИ В 

УМОВАХ РОСІЙСЬКО-УКРАЇНСЬКОЇ ВІЙНИ 

 

Кокарча Юлія Анатоліївна, 

кандидат політичних наук, доцент,  

доцент кафедри психології  

Вінницький торговельно-економічний інститут  

Державного торговельно-економічного університету,  

м. Вінниця.  

 

Дипломатичний протокол посідає важливе місце в системі міжнародних 

відносин, оскільки забезпечує впорядкованість офіційної взаємодії між 

державами, міжнародними організаціями та їхніми представниками. 

Сформовані протокольні норми й процедури визначають загальні засади 

підготовки та проведення дипломатичних заходів, сприяють належному 

представленню статусу їх учасників і створюють передбачувані умови для 

офіційного спілкування. Водночас дипломатичний протокол не є сукупністю 

незмінних церемоніальних формальностей. Його практичне застосування 

розвивається відповідно до змін міжнародного середовища, характеру 

дипломатичної комунікації та конкретних обставин здійснення офіційних 

контактів [1]. 

Повномасштабна російсько-українська війна сформувала нові умови 

здійснення дипломатичної діяльності України. Безпекові загрози, зміни 

транспортного й комунікаційного середовища, підвищені вимоги до 

оперативності, координації та конфіденційності вплинули на практику 

підготовки й проведення міжнародних заходів. За таких обставин здатність 

протокольної системи адаптуватися до обмежень воєнного часу стала 

необхідною умовою забезпечення безперервності офіційних міжнародних 

контактів. 
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Трансформація дипломатичного протоколу України має комплексний 

характер і відображає зміни у способах організації та супроводу 

дипломатичної взаємодії. Вона відбувається за умови збереження основного 

призначення протоколу – забезпечення належного офіційного 

представництва, упорядкованості міждержавної комунікації та поваги до 

статусу учасників дипломатичних відносин. У цьому контексті важливого 

значення набуває дослідження співвідношення між усталеними 

протокольними засадами та новими формами їх практичної реалізації. 

Актуальність дослідження зумовлена необхідністю наукового 

осмислення впливу воєнних умов на українську протокольну практику. У 

сучасних наукових працях розглядаються міжнародно-правові засади 

дипломатичного протоколу [1], його інструментальна роль у системі 

міжнародних відносин [2], нові форми дипломатичної комунікації [3], 

цифровізація міжнародної взаємодії [4] та зміни стратегічних комунікацій 

України в період російсько-української війни [5]. Водночас комплексний 

аналіз трансформації саме дипломатичного протоколу України в умовах 

війни залишається фрагментарним. Це зумовлює потребу в систематизації 

організаційних, безпекових, церемоніальних і комунікаційних змін 

протокольної практики та визначенні характеру їх взаємозв’язку. 

Метою розділу є визначення основних напрямів трансформації 

дипломатичного протоколу України в умовах російсько-української війни. 

Дослідження зосереджене на організаційних, безпекових, церемоніальних і 

комунікаційних змінах протокольної практики та спрямоване на з’ясування 

особливостей її адаптації до сучасних умов дипломатичної взаємодії. 

Методологічну основу дослідження становлять системний, 

функціональний, порівняльно-правовий і структурно-логічний підходи. 

Системний підхід дає змогу розглядати дипломатичний протокол як 

сукупність взаємопов’язаних нормативних, організаційних, церемоніальних і 

комунікаційних елементів; функціональний – визначити їх призначення у 
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забезпеченні офіційного представництва; порівняльно-правовий – зіставити 

міжнародні та національні засади регулювання; структурно-логічний – 

систематизувати напрями адаптації протокольної практики до воєнних умов. 

Дослідження має теоретико-аналітичний характер і спрямоване на 

узагальнення трансформаційних процесів без оцінювання 

зовнішньополітичних рішень окремих суб’єктів. 

Дипломатичний протокол є системою норм, принципів і процедур, що 

впорядковують офіційні відносини між державами та їхніми 

представниками. Він визначає статус учасників, послідовність офіційних дій, 

формат заходу та способи представлення сторін. Водночас протокол виконує 

інструментальну функцію, оскільки через організацію процедур, 

старшинство й символічне оформлення створює передбачувані умови для 

міждержавної комунікації [2]. До його основних принципів належать 

міжнародна ввічливість, взаємність і протокольне старшинство, що 

забезпечують повагу до статусу учасників та узгодженість дипломатичної 

взаємодії [1]. 

Нормативна основа дипломатичного протоколу має міжнародний і 

національний рівні. Віденська конвенція про дипломатичні зносини 1961 

року визначає функції дипломатичних місій, класи їхніх глав, засади 

акредитації та порядок установлення старшинства [6, ст. 3]. Вона формує 

загальну правову рамку дипломатичних відносин, але не регламентує повної 

послідовності офіційних візитів, переговорів, прийомів і церемоній. Такі 

процедури конкретизуються державами відповідно до національного 

законодавства, дипломатичних традицій і принципу взаємності [7]. 

В Україні організаційні засади офіційних візитів, зустрічей, переговорів 

і церемоній визначає Положення про Державний Протокол та Церемоніал 

України, затверджене Указом Президента України від 22 серпня 2002 року 

№ 746/2002 [8]. Інституційні основи діяльності органів дипломатичної 

служби закріплені Законом України «Про дипломатичну службу» [9]. 
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Зазначені нормативні акти забезпечують статусну визначеність та 

узгодженість офіційних процедур, однак їх практичне застосування залежить 

від рівня заходу, складу учасників і конкретних умов його проведення. 

Дипломатичний протокол виконує регулятивну, організаційну, 

представницьку та комунікаційну функції. Він установлює порядок 

офіційних дій, координує формат і послідовність заходу, забезпечує 

відповідність його оформлення статусу учасників та створює належні умови 

для дипломатичного спілкування. Реалізація цих функцій передбачає 

міжінституційну координацію й узгодженість офіційної комунікації, що є 

важливими складниками державного представництва [10]. Протокольні 

правила водночас слугують практичним механізмом реалізації формальної 

рівності держав і рівної поваги до їхніх представників [11]. 

Поряд зі сталістю нормативних засад протокол характеризується 

здатністю пристосовувати організаційну форму заходу до конкретного 

середовища. Н. Георгіаді та Я. Шабан виокремлюють адаптивний тип 

дипломатичного протоколу, пов’язаний із добором способів його реалізації 

відповідно до характеру міжнародної взаємодії [12]. Така адаптивність не 

означає довільного відступу від установлених норм. За збереження 

старшинства, статусу учасників, порядку офіційного представництва та 

принципу взаємності можуть коригуватися тривалість, формат, просторове 

оформлення й окремі процедури заходу [1; 12]. 

Поєднання нормативної сталості з процедурною гнучкістю створило 

підґрунтя для пристосування української протокольної практики до умов 

російсько-української війни. Найвиразніше цей процес виявився в підготовці 

офіційних візитів і міжнародних зустрічей, проведення яких потребує 

узгодження протокольних вимог із безпековими, логістичними, часовими та 

інформаційними обмеженнями. 

Для визначення допустимих меж протокольної адаптації доцільно 

враховувати три взаємопов’язані критерії. Перший – нормативна 
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відповідність, за якої організаційні коригування не суперечать міжнародно-

правовим нормам, національному регулюванню та принципу взаємності. 

Другий – статусна еквівалентність: скорочення церемоніальної частини або 

перенесення окремих процедур у цифрове середовище не повинні знижувати 

рівень офіційного представництва чи порушувати протокольне старшинство. 

Третій – комунікаційна однозначність, що передбачає чітке визначення 

ролей учасників, формату заходу та офіційного значення його результатів. 

Дотримання цих критеріїв дає змогу відмежувати функціональну гнучкість 

від довільного спрощення протокольних процедур [1; 7; 11]. 

Одним із основних напрямів адаптації дипломатичного протоколу 

України стало ускладнення підготовки офіційних візитів. Їх програма має 

відповідати статусу події та рівню представництва, водночас узгоджуючись 

із безпековими, транспортними, часовими й інформаційними обмеженнями. 

Статус візиту визначає склад учасників, порядок переговорів, обсяг 

церемоніального супроводу та форму представлення результатів [8]. 

Дипломатичний протокол у цьому процесі забезпечує впорядкованість 

міжнародної взаємодії та належне представлення її учасників [13]. 

Воєнні умови потребують розмежування обов’язкових і варіативних 

складників програми. Офіційне представлення сторін, старшинство, 

визначений порядок переговорів, державна символіка та фіксація результатів 

мають зберігатися. Натомість тривалість церемоніальної частини, кількість 

супровідних заходів, формат участі медіа, місце й час окремих зустрічей 

можуть коригуватися без зміни дипломатичного статусу візиту. 

Безпекові вимоги впливають на просторову й логістичну організацію 

заходу. Вибір місця залежить від можливостей контролю доступу, 

переміщення делегацій та реагування на потенційні загрози. Основна 

програма може передбачати альтернативні маршрути, резервні приміщення й 

можливість зміни часу окремих етапів. Це потребує оперативної взаємодії 

протокольних, безпекових, транспортних і комунікаційних структур. 
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Загальні організаційні засади визначає Положення про Державний Протокол 

та Церемоніал України, тоді як конкретні рішення приймаються відповідно 

до фактичних умов проведення візиту [8]. 

Безпековий режим позначається також на інформаційному супроводі. 

Час прибуття, маршрути, місця зустрічей та інші організаційні відомості 

можуть не оприлюднюватися до завершення відповідного етапу програми. За 

таких обставин підсумкові повідомлення, фото- й відеоматеріали, зазначення 

посад і послідовність представлення учасників мають точно відтворювати 

статус події та офіційно зафіксовані результати. Розширення публічних, 

візуальних і багатоканальних форм української дипломатії посилює зв’язок 

між протокольним супроводом та офіційною комунікацією [5; 14]. 

Воєнні умови позначилися не лише на підготовці й логістиці офіційних 

візитів, а й на зовнішній формі дипломатичних заходів. Необхідність 

поєднання представницьких, функціональних і безпекових вимог вплинула 

на добір церемоніальних, візуальних і невербальних засобів української 

протокольної практики. 

Зовнішня форма очних дипломатичних заходів у воєнний період 

ґрунтується на поєднанні церемоніальної впорядкованості з практичними 

умовами їх проведення. Дипломатична церемонія є не лише встановленою 

послідовністю офіційних дій, а й регламентованою формою комунікації, 

через яку передаються статус учасників, характер представництва та рівень 

міждержавної взаємодії. Просторові, символічні й поведінкові елементи 

протоколу забезпечують однозначність офіційного представлення сторін [1; 

15]. 

Просторова організація очної зустрічі охоплює розміщення делегацій, 

використання державних прапорів, визначення місць основних учасників та 

оформлення переговорної зони. В українській дипломатичній традиції 

церемоніальне представництво історично поєднувалося з державною і 

культурною символікою, яка доповнювала офіційний зміст міжнародної 
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взаємодії [16]. У сучасних умовах добір цих елементів залежить від формату 

заходу, характеристик приміщення та безпекових параметрів його 

проведення. Водночас функціональне спрощення оформлення не повинно 

ускладнювати визначення статусу події та її учасників. 

Окреме місце у протокольному представленні посідає невербальна 

поведінка учасників. Зовнішній вигляд, спосіб привітання, просторове 

розташування та поведінка під час публічної частини зустрічі створюють 

додатковий контекст офіційної комунікації. Невербальні елементи не 

замінюють змісту переговорів і не можуть бути підставою для довільного 

психологічного тлумачення позицій сторін, однак вони впливають на 

сприйняття формату й рівня офіційності заходу. Сучасні дослідження 

дипломатичної комунікації засвідчують, що кризові та воєнні обставини 

коригують усталені вимоги до зовнішнього представлення і тональності 

дипломатичного спілкування [1; 3]. 

Співвідношення церемоніальної та робочої частин заходу визначається 

його статусом, метою, тривалістю і фактичними умовами проведення. За 

обмеженого часу або підвищених безпекових вимог може скорочуватися 

урочиста частина програми та кількість супровідних процедур. Водночас 

офіційне представлення сторін, дотримання старшинства, належне 

використання державної символіки, порядок заяв і фіксація результатів 

зберігають обов’язкове значення. Церемоніальна форма в такому разі 

концентрується у процедурах, необхідних для підтвердження офіційного 

статусу дипломатичної події [1; 15]. 

Протокольне фотографування виконує документальну та 

представницьку функції. Розташування учасників, використання державної 

символіки, вибір фону й композиція кадру мають відповідати рівню зустрічі 

та встановленому старшинству. Після офіційного оприлюднення фотографія 

або відеоматеріал стають візуальним підтвердженням складу учасників, 

характеру представництва та статусу проведеного заходу [1]. 
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Адаптація офіційного представництва охопила також дистанційні та 

гібридні формати дипломатичної взаємодії. Перенесення частини 

протокольних процедур у цифрове середовище поставило додаткові вимоги 

до визначення статусу учасників, послідовності комунікації, використання 

символіки та документування результатів [3; 4]. 

У цифровому середовищі протокольна впорядкованість забезпечується 

порядком відкриття засідання, черговістю виступів, представленням 

делегацій, зазначенням імен та посад і визначенням особи, яка головує. 

Попереднього погодження потребують також склад учасників і межі їхніх 

повноважень, оскільки офіційні представники, експерти, перекладачі й 

технічний персонал виконують різні функції. Цифровий формат не скасовує 

протокольного старшинства, а переносить його реалізацію до сфери 

сценарної та комунікаційної організації [3; 4]. 

Гібридний формат передбачає узгодження фізичної та дистанційної 

участі в межах єдиного сценарію. Черговість виступів, доступ до матеріалів, 

переклад і можливість реагування на перебіг обговорення мають бути 

доступними для всіх сторін незалежно від способу присутності. Екранне 

представлення виконує функцію цифрового відповідника переговорного 

простору: позначення імені й посади, державна символіка, порядок 

відображення учасників і композиція кадру повинні забезпечувати чітку 

ідентифікацію сторін та відповідати статусу заходу [3; 4]. 

Технологічне опосередкування дипломатичних контактів розширює 

координаційну функцію протоколу, оскільки до підготовки заходу 

залучаються технічні служби, перекладачі, фахівці з інформаційної безпеки 

та особи, відповідальні за фіксацію результатів. О. Банчук-Петросова та Б. 

Сулим пов’язують розвиток цифрової дипломатії з використанням цифрових 

платформ, штучного інтелекту й великих даних, що одночасно створює нові 

технічні, безпекові та етичні вимоги [17]. 
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Українська цифрова дипломатія характеризується посиленням ролі 

даних, аналітичних засобів і мережевої взаємодії. Р. Романюк і Н. Романюк 

визначають цей процес як перехід до дата-центричної моделі, у якій цифрові 

платформи стають складниками міжнародної діяльності [18]. У 

протокольному аспекті це підвищує вимоги до ідентифікації учасників, 

підтвердження їхніх повноважень, достовірності офіційних матеріалів і 

порядку документування. 

Офіційний статус дистанційної події закріплюється через належне 

оформлення її результатів. Підсумкові повідомлення, спільні заяви, 

протокольні записи, фотографії та відеоматеріали мають відповідати 

фактичному складу учасників, рівню представництва й змісту 

домовленостей [4; 5]. Дистанційні та гібридні формати не утворюють 

окремої системи, а забезпечують реалізацію традиційних принципів 

протоколу за допомогою цифрових та організаційно-технічних засобів. 

Проведене дослідження засвідчило, що дипломатичний протокол 

України в умовах російсько-української війни зазнав комплексної 

функціональної адаптації. Її зміст полягає не у відмові від міжнародно-

правових і національних норм, а в коригуванні організаційних способів їх 

практичної реалізації. Принципи старшинства, взаємності, належного 

представництва та статусної визначеності зберегли нормативне значення, 

водночас процедури підготовки й проведення заходів стали гнучкішими. 

Основними напрямами адаптації стали посилення безпекового та 

логістичного складників офіційних візитів, функціональний добір 

церемоніальних процедур, контекстуалізація візуального й невербального 

представництва, а також поширення дистанційних і гібридних форматів. 

Протокольний супровід дедалі тісніше поєднується з міжвідомчою 

координацією, технічним забезпеченням і регулюванням доступу до 

організаційної інформації. За скорочення окремих урочистих елементів 

обов’язковими залишаються офіційне представлення сторін, дотримання 
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старшинства, використання державної символіки та належне 

документування результатів. 

Цифрове середовище розширило протокольний інструментарій, 

перенісши частину процедур у сферу сценарної, технологічної та 

комунікаційної організації. Ідентифікація учасників, визначення їхніх 

повноважень, черговість виступів, екранне представлення та фіксація 

результатів стали складниками офіційного статусу дистанційної події. 

Інформаційне оформлення дипломатичного заходу також набуло 

протокольного значення, оскільки спосіб представлення матеріалів має 

відповідати фактичному рівню зустрічі, складу учасників і змісту досягнутих 

домовленостей. 

Виявлені тенденції дають підстави характеризувати сучасну українську 

протокольну практику як систему, що поєднує нормативну сталість із 

процедурною гнучкістю. Подальшого опрацювання потребують 

систематизація досвіду воєнного періоду, узгодження протокольних і 

безпекових алгоритмів, а також визначення процедур дистанційного та 

інформаційного супроводу, які можуть зберігати практичне значення після 

завершення дії воєнних обмежень. 
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РОЗДІЛ 7 

КОЛЕКТИВНА СИЛА ЧИ КОЛЕКТИВНА БЕЗВІДПОВІДАЛЬНІСТЬ? 
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імені Юрія Федьковича, м. Чернівці 

Чаплак Ян Васильович, 

кандидат психологічних наук, доцент, 

доцент кафедри психології, 

Чернівецького національного університету  

імені Юрія Федьковича, м. Чернівці 

 

У багатьох статтях науковці підносять значення групи / колективу для 

розвитку, виховання та соціалізації індивіда, зазначаючи при цьому 

непересічну роль групової діяльності для досягнення найвищих і найбільш 

значимих результатів у межах усього соціуму. У результаті складається 

враження, що групова робота є чи не панацеєю у вирішенні найскладніших 

завдань, що ставить організація, до якої група належить, чи висуває 

суспільство загалом. Більш того, для вирішення важливих і термінових 

завдань у групу поєднують представників різних професій і галузей. І досить 

часто це спрацьовує, проте жоден науковець, який бере участь у створенні 

такої робочої групи, призначеної для реалізації поставленого завдання чи 

вирішення проблеми, що виникла, чи аналізі її діяльності, не звертає увагу 

на те, якого саме результату досягла команда (апріорі вважаючи його 

оптимальним) і не думає про його поліпшення. У цьому контексті варто 

згадати про ефект Рінгельмана, який може прояснити, чому команда досягла 

у підсумку насправді не настільки високого результату, як передбачалося, не 
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демонструє бажаної продуктивності і не працює так ефективно, як 

очікувалося спочатку.  

Ефект Рінгельмана був виявлений / відкритий професором механіки та 

сільськогосподарського машинобудування М. Рінгельманом (Ringelmann 

effect) століття тому [4; 9; 6] і досі не припинив свого існування, 

проявляючись як не цілком усвідомлений / або несвідомо, отримавши у 

соціальній психології назву соціальних лінощів. Сам Рінгельман провів цілу 

серію експериментів, що досліджували цей ефект [2; 3; 6]. Він хотів 

зрозуміти, як пов’язана продуктивність праці та кількість людей, які 

виконують роботу. Так, зокрема, в одній серії експериментів М. Рінгельмана 

добровольці піднімали вантаж, визначаючи спочатку, скільки вони можуть 

підняти. У результаті М. Рінгельман виявив, що кожен учасник 

експерименту самотужки міг підняти 100 кг. Пізніше експериментатор за 

принципом випадковості комбінував досліджуваних по двоє, четверо, 

восьмеро і т. ін., знову ставлячи завдання піднімати вантаж. У результаті 

виявилася цікава закономірність, яка й отримала назву ефекту Рінгельмана. 

Коли вантаж піднімали двоє, то всупереч нормальній логіці їм вдалося 

підняти не 200 кг, а лише 180 кг, коли ж це робили одразу восьмеро, замість 

очікуваних 800 кг (8х100=800) вони змогли осилити лише 400 кг – половину 

прогнозованого, того, на що можна було сподіватися. Тобто найвищі 

результати об’єктивно були отримані, коли досліджувані працювали самі, 

без помічників.  

Отже, ефект Рінгельмана полягає в тому, що зі збільшенням кількості 

тих, хто виконує роботу, якість цієї роботи погіршується, оскільки 

зменшується індивідуальний внесок кожного члена робочої групи у кінцевий 

результат [3; 4]. М. Рінгельман навіть створив досить дієву формулу [2; 4; 6; 

9; 5], яка визначає внесок кожного учасника у спільну для групи справу. 

Вона виглядає так:  
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С = 100 – 7 х (К – 1), де С – індивідуальні зусилля, які вкладатиме кожен 

працівник групи у спільну справу, К – кількість членів групи.  

Простий підрахунок дозволяє дійти висновку, що групи з десяти і 

більше осіб / учасників для виконання певного важливого завдання 

створювати не варто з огляду на те, як вони будуть працювати на спільний 

результат.    

Результати досліджень Рінгельмана були підтверджені неодноразово.  

Зокрема, О. Келлер провів дослідження / експеримент з перетягування 

випадковими учасниками процесу канату. Науковець виявив, що у процесі 

перетягування канату члени меншої групи докладають значно більше 

індивідуальних зусиль для досягнення результату, порівняно з учасниками 

більшої групи; а зі збільшенням розміру групи до 12 осіб зусилля кожного 

члена групи в середньому зменшуються на 10 % [5].  

У процесі іншого експерименту групі з шести студентів було 

запропоновано плескати в долоні та створювати максимум шуму і будь-яким 

іншим способом, одягши спочатку навушники. Виявилося закономірне 

явище: коли досліджувані були переконані, що роблять це (шумлять) разом, 

насправді було значно менше гучності, ніж у випадку, коли вони  робили це 

поодинці; оскільки, коли людина працює сама, вона розуміє, що результат її 

роботи буде оцінений іншими / керівником (причому персонально, не так, як 

у випадку групової роботи) [10].  

Так само цікаво, що одним зі своєрідних проявів ефекту Рінгельмана є 

ефект свідка, експериментально досліджений і проаналізований Б. Латане та 

Дж. Дарлі, що виявляє таку обставину: чим більше збирається свідків 

трагічної чи критичної події, тим менший шанс постраждалого на отримання 

реальної допомоги [7, с.124].  

Проте найбільш яскравою ілюстрацією ефекту М. Рінгельмана, на нашу 

думку, виглядає така притча: у якомусь селі мало відбутися свято [9]. Щоб 

його гідно провести, усі селяни домовилися, що у величезну бочку, 
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встановлену на сільській площі, кожна сім’я виллє по відру вина. Проте, 

коли свято почалося, виявилося, що бочка заповнена виключно водою. 

Справа в тому, що думка щодо того, що якщо хтось один виллє в бочку воду 

замість вина (власне, щоб зекономити), то ніхто цього не помітить, прийшла 

вочевидь кожному жителю села – результат закономірний. Додамо, що в 

іншому наративі / притчі, що ілюструє ефект Рінгельмана, селяни збирали 

молоко, щоб спекти величезний пиріг, який, на думку селян, міг потрапити 

до Книги рекордів Гіннеса, з аналогічним результатом (зібране молоко 

виявилося водою), оскільки знову панувала думка, що того, що зробить один 

житель, інші не зроблять (не здогадаються зробити) і не помітять [2]. 

Проте, на нашу думку, поняття ефекту Рінгельмана насправді не 

тотожне поняттю «соціальні лінощі», оскільки ефект Рінгельмана – це 

несхильність / небажання людини витрачати свою енергію, працюючи у 

великій компанії, тоді як лінощі у тлумачному словнику української мови 

трактуються як небажання працювати взагалі, неробство [8].        

Зазначимо, що науковці виділяють багато причин прояву цього ефекту 

[2; 4; 3]; основні з них такі: 

- втрата мотивації та прояв соціальних лінощів («чому я маю 

повністю викладатися / вкладатися, якщо те, що саме я роблю, залишається 

непоміченим / неоціненим, а результат трактується як колективний?»);  

- розмиття / розпорошення відповідальності («якщо я не 

працюватиму на повну силу, не викладатимусь, може, хтось інший з групи 

це зробить? Якщо ж ні, і результат буде невтішний, – я теж не сильно 

постраждаю, відповідальні всі» (на практиці, в цьому випадку – ніхто); 

персональна відповідальність відсутня; коли ж людина працює сама, вона 

мусить докладати максимум зусиль, оскільки ніхто їй не допоможе, проте у 

випадку успіху, він увесь дістанеться їй); 

- група забезпечує своїм члена анонімність [10]; 
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- проблеми з тим, щоб спільно домовитися та скоординувати дії; у 

результаті кожен член групи вирішує сам, і може відбуватися неузгодженість 

спільних дій, що вплине на результат (працювати разом не означає 

працювати спільно); 

- винагорода ділиться на всіх, незважаючи на індивідуальні внески 

кожного; 

- у провині, невиконанні поставленого завдання, легше звинуватити 

будь-кого іншого, а не себе. 

Допомогти подолати прояв ефекту Рінгельмана можуть, на думку 

науковців, допомогти такі способи / рекомендації [2; 3; 4]: 

- обмежити кількість людей в групі / колективі, яким доведеться 

виконувати спільну діяльність (вирішувати спільно одне завдання), – 

виявити ідеальний розмір групи (можна скористатися правилом «двох піц», 

тобто група має містити стільки осіб, скількох можна нагодувати двома 

піцами (а це 8-9 осіб); або застосувати формулу М. Рінгельмана); 

- чим більше людей в групі, тим більше окрема людина буде 

покладатися на інших, економлячи власну енергію; 

- закріпити конкретні завдання і конкретні види робіт за кожним 

учасником групи; 

- оцінювати внесок кожного у спільний результат, щоб кожен відчув 

свою значимість; 

- збільшити індивідуальну відповідальність; 

- згуртувати групу, оскільки згуртованість групи, яка виконує 

завдання, впливає на кінцевий результат; 

- у групі повинний бути налагоджений хороший рівень як ділового, 

так і особистісного спілкування; 

- сформувати, за можливості, групу з представників різних культур – 

вони, співпрацюючи, показують хороший / вищий результат; 
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- створюючи групу, врахувати гендерний аспект: жінки, згідно 

досліджень науковців, рідше проявляють соціальні лінощі; а чоловіки в 

цьому випадку намагатимуться працювати ліпше; 

- ставити як усій групі, так і кожному її члену чіткі цілі; 

- групою має керувати хороший і визнаний лідер, здатний 

мотивувати групу; 

- розподіляти завдання, повідомляючи, хто і що має робити, що 

зможе скоординувати спільні зусилля, які докладають члени групи для 

виконання спільного завдання, і зробить навантаження рівномірним; 

- мають існувати чіткі, визначені критерії оцінки результату.   

Зазначимо також, що науковці [1] схильні вважати, що суть ефекту 

Рінгельмана полягає у тому, що кожен член групи трактує власний внесок у 

виконанні спільного завдання як менш значимий, порівняно з тим, що 

зробили для результату досягнення інші члени групи. Ми схильні 

сформулювати це дещо по-іншому: кожен учасник великої групи при 

виконанні спільного для всієї групи завдання вважає, що інші компенсують 

усе, що не зробить для цього він сам, не усвідомлюючи, що усі решта членів 

групи прийшли до такої самої думки. Крім того, кожен член групи 

наслухався історій про те, як проєкт, який об’єктивно витягла і довела до 

оптимального завершення одна людина, раптом у підсумку починає 

вважатися результатом командної роботи, адже тривалий час побутувала, а 

подекуди й зараз зустрічається думка, що група / компанія здатна зробити 

незмірно більше, ніж окремий індивід, і що все, що людина зробила, 

працюючи в організації, належить усій організації, є її продуктом, а не 

реального творця – окремої талановитої людини.  

Підсумуємо: з одного боку, людині в групі може здаватися, що всю 

роботу тягне саме вона, інші ж працюють впівсили; тому виникає думка не 

викладатися повністю, не витрачати свою енергію та зусилля, з іншого, – 

з’являється міркування, що, якщо сама людина не буде напружуватися, 
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намагаючись виконати спільне завдання, то за неї все зроблять інші. Саме у 

результаті такого розуміння ситуації проявляється ефект Рінгельмана.  
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Ментальне здоров’я є важливою передумовою професійної 

ефективності, особистісної стійкості та здатності фахівця підтримувати 

конструктивну взаємодію з іншими людьми. Для психолога соціальної сфери 

його збереження набуває особливого значення, оскільки професійна 

діяльність передбачає постійний контакт із людьми, які перебувають у 

складних життєвих обставинах, переживають втрату, кризу, насильство, 

соціальну дезадаптацію, вимушене переміщення або наслідки травматичних 

подій. 

Робота психолога ґрунтується не лише на використанні фахових знань і 

методів, а й на залученні особистісних та емоційних ресурсів. Емпатійність, 

уважність до переживань клієнта, здатність витримувати інтенсивні емоції та 

зберігати професійну відповідальність становлять необхідні складники 

психологічної допомоги. Водночас тривала емоційна включеність, висока 

відповідальність за результати роботи, значне професійне навантаження та 

обмежені можливості для відновлення можуть створювати ризики для 

ментального здоров’я самого фахівця. 

Особливої актуальності ця проблема набуває в умовах війни, коли 

психологи соціальної сфери працюють із наслідками травматизації 

https://orcid.org/0000-0003-3860-0418
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населення, одночасно перебуваючи під впливом спільних для суспільства 

загроз, невизначеності та хронічного стресу. За таких умов зростають вимоги 

до професійної стійкості психолога, його здатності зберігати працездатність, 

емоційну стабільність та якість професійної взаємодії [1; 2]. Міжнародні 

підходи до охорони ментального здоров’я на робочому місці також 

наголошують на необхідності поєднання індивідуальних ресурсів працівника 

з професійною та організаційною підтримкою [3]. 

Актуальність дослідження зумовлена суперечністю між високими 

вимогами до емоційної стійкості психолога соціальної сфери та 

недостатньою увагою до системного формування навичок збереження 

власного ментального здоров’я. Подолання цієї суперечності потребує 

осмислення професійної саморегуляції як невід’ємного складника фахової 

компетентності, професійної етики та відповідальності психолога перед 

клієнтами й самим собою. 

Метою розділу є теоретичне обґрунтування професійної саморегуляції 

психолога соціальної сфери як багаторівневої системи збереження власного 

ментального здоров’я та систематизація її особистісних, професійно-

комунікативних і організаційних компонентів з урахуванням ризиків 

допомагальної діяльності. 

Професійну саморегуляцію психолога соціальної сфери доцільно 

розглядати не як сукупність окремих прийомів зниження напруження, а як 

інтегровану здатність фахівця усвідомлювати, оцінювати й цілеспрямовано 

змінювати власні психоемоційні стани та способи діяльності відповідно до 

професійних завдань, етичних вимог і наявних ресурсів. Її функціонування 

забезпечує узгодження внутрішнього стану психолога з умовами 

професійної взаємодії та дає змогу зберігати здатність до відповідального 

прийняття рішень навіть за значного емоційного навантаження. 

У процесі професійного становлення саморегуляція пов’язується із 

самооцінюванням діяльності, цілепокладанням, рефлексією, формуванням 
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професійної ідентичності та усвідомленням особистісного змісту праці. 

Завдяки цьому психолог не лише контролює окремі реакції, а й коригує 

власну професійну поведінку, співвідносить вимоги діяльності з межами 

компетентності та підтримує стійкість у складних ситуаціях [4, с. 52]. 

Саморегуляція набуває професійного характеру тоді, коли її застосування 

підпорядковується не тільки досягненню особистого комфорту, а й 

збереженню якості та безпечності психологічної допомоги. 

Такий підхід дає змогу відмежувати професійну саморегуляцію від 

ситуативного самоконтролю. Самоконтроль переважно спрямовується на 

стримування або корекцію конкретної реакції, тоді як саморегуляція 

охоплює ширший процес: визначення причин напруження, оцінювання його 

впливу на роботу, вибір способів стабілізації стану та зміну умов діяльності, 

якщо вони систематично виснажують ресурси. Надмірне придушення емоцій 

не можна вважати ознакою ефективної саморегуляції, оскільки зовнішня 

стриманість може поєднуватися з накопиченням внутрішньої напруги, 

зниженням чутливості до власних потреб і поступовим емоційним 

виснаженням. 

Внутрішню логіку професійної саморегуляції утворюють три 

взаємопов’язані процеси: усвідомлення, регулювання та відновлення. 

Усвідомлення передбачає розпізнавання власних емоційних, когнітивних, 

тілесних і поведінкових реакцій та встановлення їхнього зв’язку з 

конкретними професійними ситуаціями. Психолог має розрізняти 

ситуативну втому, стійке виснаження й емоційний відгук на окремий 

випадок, а також помічати вплив особистого досвіду, тривоги чи почуття 

безсилля на професійні рішення. 

Регулювання охоплює свідомий вибір способів підтримання професійно 

доцільного стану під час роботи з клієнтом, між професійними контактами 

та на рівні організації діяльності. Психолог регулює увагу, темп і ступінь 
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емоційної залученості, аналізує складні випадки, дотримується часових меж, 

планує навантаження та своєчасно звертається по допомогу. 

Відновлення є самостійною ланкою цього процесу й має плануватися до 

появи вираженого виснаження. Воно передбачає поповнення 

психофізіологічних, емоційних, когнітивних і соціальних ресурсів, 

психологічне відмежування від робочих завдань та підтримання сфер життя 

поза професійною роллю. Результативність відновлення визначається не 

кількістю формально виконаних технік, а їх відповідністю характеру 

навантаження й індивідуальним потребам фахівця. 

Професійна саморегуляція реалізується на особистісному, професійно-

комунікативному та організаційному рівнях. Особистісний рівень охоплює 

рефлексивність, реалістичну самооцінку й здатність визнавати межі власних 

можливостей. Професійно-комунікативний представлений супервізією, 

інтервізією та консультаціями з колег, а організаційний визначається 

чіткістю функцій, розподілом навантаження, доступністю підтримки й 

психологічним кліматом. У межах запропонованого підходу професійна 

саморегуляція розглядається як взаємодія трьох взаємопов’язаних процесів 

— усвідомлення, регулювання та відновлення — і трьох рівнів її 

забезпечення: особистісного, професійно-комунікативного та 

організаційного. 

Розмежування цих рівнів має принципове значення, оскільки 

збереження ментального здоров’я не може покладатися виключно на 

особисту стійкість психолога. У дослідженні Л. Карамушки обґрунтовано 

важливість поєднання особистісних, соціальних та організаційно-

психологічних ресурсів [1]. Навіть сформовані навички емоційної регуляції 

не компенсують систематичного перевантаження або дефіциту професійної 

підтримки. Міжнародні рекомендації також пов’язують охорону 

ментального здоров’я на робочому місці з поєднанням індивідуальних 

заходів, професійного навчання та організаційних змін [3]. Необхідність 
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такої системи особливо виразно виявляється під впливом професійних 

ризиків допомагальної діяльності. 

Допомагальна діяльність психолога соціальної сфери пов’язана з 

регулярним контактом із кризовими станами, травматичним досвідом, 

втратою, насильством і соціальною дезадаптацією клієнтів. Емпатійна 

включеність є необхідною умовою психологічної допомоги, однак у 

поєднанні з інтенсивним навантаженням, дефіцитом відновлення та 

недостатньою професійною підтримкою вона може спричиняти поступове 

виснаження ресурсів фахівця. 

Одним із основних професійних ризиків є вигорання, що формується 

внаслідок тривалого робочого напруження та виявляється емоційним 

виснаженням, зниженням професійної залученості й послабленням відчуття 

власної ефективності. У роботі психолога його ознаками можуть бути 

формалізація взаємодії з клієнтами, дратівливість, зменшення емпатійності, 

уникнення складних випадків і відчуття безрезультатності допомоги. Ризик 

вигорання особливо посилюється в умовах військового конфлікту, коли 

інтенсивність травматичного матеріалу поєднується з хронічною 

невизначеністю та обмеженими можливостями відновлення [5]. 

Від професійного вигорання слід відмежовувати вторинний 

травматичний стрес, який виникає внаслідок непрямого контакту з 

травматичним досвідом інших людей. Він може виявлятися нав’язливими 

спогадами про почуте, підвищеною тривожністю, порушеннями сну, 

уникненням окремих тем і труднощами психологічного відмежування від 

професійного матеріалу. Імовірність таких реакцій зростає, коли зміст 

звернення клієнта перегукується з особистою травматичною історією 

психолога [6]. Власний досвід фахівця може поглиблювати розуміння 

клієнта, але за недостатнього опрацювання здатний посилювати емоційне 

ототожнення та ускладнювати збереження професійної позиції. 
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Для українських психологів ці ризики посилюються ситуацією, за якої 

фахівець і клієнт одночасно зазнають впливу спільних воєнних загроз. 

Психолог працює з наслідками війни, одночасно перебуваючи під впливом 

небезпеки, втрат, вимушених змін та інформаційного перенасичення. 

Особисті ресурси витрачаються як на підтримання власного функціонування, 

так і на допомогу іншим, що збільшує ймовірність виснаження [2]. Додаткові 

вимоги створюють дистанційні формати роботи, зокрема чат-

консультування, під час якого психолог має швидко оцінювати стан клієнта 

й приймати рішення за обмеженої інформації та відсутності невербальних 

сигналів [7]. 

Тривале емпатійне навантаження може також спричиняти втому від 

співчуття — зниження емоційної доступності, відчуття перенасичення 

чужими переживаннями та прагнення дистанціюватися від складних 

клієнтів. Вона не є свідомою байдужістю, а свідчить про тривале 

використання ресурсу співпереживання без достатнього відновлення. 

Дослідження фахівців ментального здоров’я підтверджують зв’язок 

регулярних практик самопіклування з рівнем психологічної адаптації, 

тривоги, депресивних проявів і втоми від співчуття [8]. 

Професійне вигорання, вторинний травматичний стрес і втома від 

співчуття мають різні механізми виникнення, але можуть поєднуватися та 

взаємно посилюватися. Хронічне перевантаження знижує здатність 

психолога опрацьовувати травматичний матеріал, тоді як повторний контакт 

із ним прискорює виснаження. Тому оцінювання професійного стану має 

ґрунтуватися не лише на наявності виражених симптомів, а й на відстеженні 

поступових змін у ставленні до роботи, клієнтів і власних можливостей. 

Своєчасне усвідомлення таких змін створює підстави для профілактичного 

регулювання навантаження, використання особистісних ресурсів, 

професійної підтримки та систематичного відновлення. 
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Взаємозалежність професійних ризиків зумовлює циклічний характер 

саморегуляції. Зниження якості сну, концентрації або емоційної доступності 

послаблює здатність психолога до рефлексії, а недостатнє усвідомлення 

власного стану підвищує ймовірність порушення професійних меж і 

подальшого виснаження. Тому саморегулятивний процес має включати 

повторюваний цикл моніторингу стану, інтерпретації змін, вибору 

коригувальних дій та оцінювання їх результативності. Критерієм 

ефективності є не відсутність негативних емоцій після складної роботи, а 

здатність фахівця відновлювати функціональний стан, зберігати емпатійність 

і професійне судження. Якщо зміни стають стійкими або поширюються на 

особисте життя, індивідуальних способів відновлення недостатньо й 

потрібне залучення супервізійної чи психологічної допомоги [6; 8]. У 

ситуації спільної травматичної реальності така оцінка має здійснюватися 

частіше, оскільки межа між професійним та особистим навантаженням стає 

менш виразною. 

Попередження професійного виснаження потребує не епізодичного 

застосування окремих технік, а систематичного використання ресурсів, які 

дають змогу психологу своєчасно розпізнавати зміни власного стану, 

регулювати навантаження та відновлювати працездатність. До таких 

ресурсів належать професійна рефлексія, емоційна регуляція, дотримання 

меж, практики самопіклування та здатність звертатися по підтримку. 

Професійна рефлексія виконує діагностичну функцію, оскільки дає 

змогу фахівцеві виявляти зміни, які ще не набули форми вираженого 

виснаження. Її предметом мають бути не лише результати консультації, а й 

власні емоційні реакції, тілесні сигнали, зміни мотивації, ставлення до 

клієнта та характер професійної залученості. Особливого значення набуває 

розмежування переживань клієнта і психолога, а також визначення ситуацій, 

у яких особистий досвід фахівця впливає на інтерпретацію проблеми. Такий 

аналіз знижує ризик неусвідомленого перенесення особистих установок у 
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професійну взаємодію та сприяє своєчасному коригуванню поведінки [4, с. 

53]. 

Емоційна регуляція передбачає не придушення переживань, а їх 

розпізнавання, прийняття й конструктивне опрацювання. Прагнення 

психолога постійно зберігати зовнішню незворушність може приховувати 

накопичення напруження та поступове зниження чутливості до власного 

стану. Натомість функціональна регуляція забезпечує здатність витримувати 

інтенсивні емоції клієнта, не втрачаючи професійної позиції, а після 

завершення взаємодії — психологічно відмежуватися від її змісту. 

Важливими є короткі паузи між консультаціями, переключення уваги, 

стабілізація дихання, тілесне розслаблення та свідоме завершення 

професійного контакту. 

Доказовий потенціал мають практики усвідомленості, спрямовані на 

розвиток здатності помічати власні психічні стани без автоматичного 

реагування на них. Результати дослідження коротких програм 

усвідомленості серед фахівців сфери ментального здоров’я засвідчили їхню 

доцільність для зниження тривоги, стресу та проявів професійного 

вигорання [9]. Водночас такі практики не слід розглядати як універсальний 

засіб або заміну професійній підтримці. Їх ефективність зростає, коли вони 

включені в ширшу систему саморегуляції та поєднуються з переглядом 

навантаження, дотриманням режиму відновлення й аналізом причин 

напруження. 

Одним із ключових ресурсів є дотримання професійних меж, які 

визначають допустимий рівень емоційної залученості, часові рамки 

взаємодії, межі відповідальності та сферу компетентності психолога. 

Порушення меж може виявлятися у прагненні бути постійно доступним, 

брати на себе відповідальність за рішення клієнта або працювати за межами 

погодженого часу. Дотримання меж не виключає емпатійності, а забезпечує 

безпечну структуру професійної допомоги. 
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Самопіклування становить ще один компонент професійної 

саморегуляції. Воно охоплює підтримання фізичного стану, сну, відпочинку, 

соціальних зв’язків, особистих інтересів і сфер життя, не пов’язаних із 

професійною роллю. Його зміст не зводиться до компенсації перевтоми 

після завершення складного періоду. Самопіклування має бути регулярною 

практикою, інтегрованою у звичний режим діяльності. Поздовжнє 

дослідження фахівців ментального здоров’я підтвердило взаємозв’язок 

практик самопіклування з їхньою психологічною адаптацією та меншою 

вираженістю негативних психоемоційних проявів [8]. 

Результативність спеціально організованих програм підтримки 

підтверджує дослідження застосування практик усвідомленості й 

самопіклування серед соціальних працівників. Участь у програмі сприяла 

зниженню стресу та професійного вигорання, а також покращенню 

показників психологічного благополуччя [10]. Це свідчить, що формування 

навичок саморегуляції має здійснюватися не лише через індивідуальні 

рекомендації, а й через систематичне професійне навчання, тренінги та 

підтримувальні програми. 

Особистісні ресурси саморегуляції не можуть повністю компенсувати 

тривале професійне навантаження. Тому збереження ментального здоров’я 

психолога потребує супервізійної, колегіальної та організаційної підтримки. 

Супервізія забезпечує професійний аналіз складних випадків, емоційних 

реакцій фахівця, труднощів дотримання меж і переживання надмірної 

відповідальності. Вона поєднує освітню, підтримувальну та контрольну 

функції, сприяючи підвищенню якості допомоги й профілактиці 

професійного виснаження. Запропонований А. Мельничук і Т. Комар 

алгоритм супервізії фахівців соціономічного профілю передбачає 

послідовний аналіз професійної проблеми, ресурсів психолога та можливих 

способів реагування [11]. 
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Профілактична цінність супервізії полягає в її регулярності. Вона дає 

змогу виявляти перевантаження, порушення професійних меж і зміни 

емоційного стану ще до формування вираженого виснаження. У соціальній 

сфері супервізія водночас є засобом професійного розвитку та підтримання 

якості психологічних послуг [12]. 

Інтервізія доповнює супервізію завдяки обговоренню професійних 

ситуацій у групі колег. Вона розширює бачення проблеми, зменшує 

професійну ізольованість і забезпечує взаємну підтримку. Водночас складні 

етичні або особистісно значущі випадки потребують роботи з 

кваліфікованим супервізором. 

Організаційна підтримка охоплює обґрунтований розподіл 

навантаження, чіткість професійних функцій, доступ до супервізії, 

можливість навчання та дотримання часу відпочинку. Л. Карамушка 

підкреслює необхідність поєднання особистісних, соціальних і 

організаційно-психологічних ресурсів підтримання психічного здоров’я 

працівників [1]. Подібний підхід закріплено і в рекомендаціях Всесвітньої 

організації охорони здоров’я, де індивідуальні способи подолання стресу 

розглядаються разом зі зміною несприятливих умов праці [3]. 

Поєднання саморегуляції із супервізійною, колегіальною та 

організаційною підтримкою дає змогу перейти від реагування на вже 

сформоване виснаження до його системної профілактики. 

Практична система професійної саморегуляції психолога має 

охоплювати регулярне самооцінювання професійного стану, регулювання 

навантаження, дотримання часових і компетентнісних меж, систематичне 

відновлення та використання супервізійної, колегіальної й особистої 

психологічної підтримки. До індикаторів, що потребують реагування, 

належать стійке зниження енергії, зміна емоційного ставлення до клієнтів, 

погіршення концентрації та сну, уникнення складних випадків і труднощі 

психологічного відмежування від роботи [5; 6; 8]. Регуляція навантаження 
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передбачає перерви між консультаціями, чергування випадків різної 

складності та відмову від завдань, які перевищують компетентність або 

актуальні ресурси фахівця. Практики відновлення й професійна підтримка 

мають застосовуватися регулярно, а не лише після появи вираженого 

виснаження [9; 10]. 

У межах запропонованої практичної системи доцільно використовувати 

короткий професійний самоаудит із фіксацією повторюваних ознак 

перевантаження та визначенням заздалегідь узгоджених дій: зменшення 

інтенсивності роботи, перенесення частини консультацій, обговорення 

випадку на супервізії або звернення по особисту психологічну допомогу. 

Такий алгоритм переводить саморегуляцію з рівня ситуативного реагування 

у площину ранньої профілактики й професійної відповідальності. 

Професійна саморегуляція психолога соціальної сфери є інтегрованим 

механізмом збереження ментального здоров’я, професійної працездатності 

та якості психологічної допомоги. Вона охоплює усвідомлення власного 

стану, регулювання професійної поведінки, відновлення ресурсів і своєчасне 

використання зовнішньої підтримки. Її значення посилюється за умов ризику 

професійного вигорання, вторинного травматичного стресу та втоми від 

співчуття, а в умовах війни — також одночасного впливу воєнних загроз на 

психолога і клієнта. 

Ефективність саморегуляції визначається поєднанням професійної 

рефлексії, дотримання меж компетентності й відповідальності, регулювання 

навантаження, систематичного відновлення, супервізії, інтервізії та 

організаційної підтримки. Багаторівневий підхід дає змогу перейти від 

ситуативного подолання наслідків виснаження до їх раннього виявлення і 

профілактики. Турбота психолога про власне ментальне здоров’я є 

складником професійної компетентності, етичної відповідальності та 

тривалої спроможності надавати якісну допомогу. 
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Introduction. Cardiovascular diseases represent one of the leading causes of 

mortality worldwide. Arterial hypertension plays a crucial role in the development 

of pathophysiological processes characteristic of cardiovascular pathology, 

regardless of age and sex. Indeed, arterial hypertension is a primary risk factor for 

the development of cardiovascular disease manifestations; however, it can be 

effectively managed to minimize its adverse impact on the human cardiovascular 

system [1; 2; 3]. 

A substantial body of literature addresses the problem of arterial hypertension 

in general; nevertheless, certain aspects—specifically the duration of arterial 

hypertension – have received insufficient attention from researchers [4; 5; 6]. 

Temporal parameters characterizing the course of pathophysiological processes 

inherent in arterial hypertension can yield additional insights into the functional 

and physiological reserves of the human body, taking into account treatment 

protocols, age, sex, and other factors. Alongside this aspect, the prediction and 

diagnosis of changes in the physiological systems that mediate cardiovascular 

regulatory mechanisms merit particular attention. Such indicators may include 

central hemodynamic parameters and integrative hemodynamic indices, as well as 

the dependence of these indicators on the duration of arterial hypertension. 
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Accordingly, the objective of our study was to evaluate the effect of arterial 

hypertension duration (less than 5 years, 5 to 10 years, and more than 10 years) on 

central hemodynamic parameters and integrative hemodynamic indices. 

Methods. The present study is based on the results of a comprehensive 

examination of 120 patients with arterial hypertension (AH), aged 25–55 years 

(mean age 41.3±12.9 years). All participants underwent standard clinical 

evaluations, including complete blood count and biochemical blood analysis, 

alongside the assessment of central hemodynamic parameters (accounting for 

diurnal variations: day and night). All enrolled patients had a diagnosis of stable, 

uncomplicated arterial hypertension. 

The control group consisted of 25 apparently healthy individuals. The second 

group comprised 25 volunteers with a duration of AH of less than 5 years; the 

third group included 25 volunteers with an AH duration ranging from 5 to 10 

years; and the fourth group comprised 20 volunteers with an AH duration 

exceeding 10 years (mean age 40.5±11.4 years). Written informed consent was 

obtained from all volunteers prior to participation. The study participants received 

medical treatment in accordance with prescribed medical guidelines. 

The functional state of the cardiovascular system (CVS) was evaluated based 

on the following parameters: heart rate, systolic and diastolic blood pressure, pulse 

pressure (PP), stroke volume (SV), and cardiac output (CO). Pulse arterial 

pressure (PAP/PP): reflects the difference between systolic (SBP) and diastolic 

(DBP) blood pressure, characterizing the amplitude of arterial wall oscillations 

during the cardiac cycle [7; 8]. 

Its value was calculated using the formula: 

PAP = SBP – DBP (1) 

where: 

- SBP is systolic blood pressure (mmHg); 

- DBP is diastolic blood pressure (mmHg). 

Stroke volume (SV) was calculated using Starr's formula: 
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SV = 97.7 + 0.5 Х PP - 0.6 Х DBP - 0.6 Х В (2) 

where: SV is stroke volume (mL); PP is pulse pressure (mmHg); DBP is 

diastolic blood pressure (mmHg); В is the age of the subject (years). 

Cardiac output (CO) was determined by the following formula: 

CO = HR Х SV (3) 

where: CO is cardiac output (mL/min); HR is heart rate (bpm); SV is stroke 

volume (mL). [7; 8; 9]. 

The circulation efficiency coefficient (CEC) was calculated using the 

formula: 

CEC = HR Х PP (4) 

where: CEC is the circulation efficiency coefficient (a.u.); HR is heart rate 

(bpm); PP is pulse pressure (mmHg). 

The Robinson index (RI, also known as the Double Product) was calculated 

as follows: 

RI = HR Х SBP/100 (5) 

where: RI is the Robinson index (a.u.); HR is heart rate (bpm); SBP is 

systolic blood pressure (mmHg) [7: 8]. 

 

Heart rate (HR), systolic, and diastolic blood pressure (SBP and DBP) were 

measured using a Gamma Control automatic blood pressure monitor (United 

Kingdom) [9]. All measurements were performed in triplicate, and the arithmetic 

mean values were subsequently used for statistical analysis. 

This work was conducted at the Department of General Biology and Methods 

of Teaching Natural Sciences, Volodymyr Hnatyuk Ternopil National Pedagogical 

University. 

The study was conducted in accordance with bioethical norms, complying 

with the relevant principles of the Declaration of Helsinki, the Council of Europe 

Convention on Human Rights and Biomedicine, and the applicable laws of 
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Ukraine. All volunteers provided written informed consent to participate in the 

study [10; 11 ]. 

Table 1. 

Assessment of the cardiovascular system's functional reserves based on the 

Robinson Index (adapted from Maltseva & Liakhovets, 2022) 

Robinson 

Index (a.u.) 

State 

Assessment 
Characteristics of Functional Reserves 

69 and less Excellent 
Functional reserves of the cardiovascular 

system are in excellent condition. 

70 – 84 Good 
Functional reserves of the cardiovascular 

system are within the normal range. 

85 – 94 
Fair / 

Moderate 

Signs of insufficient functional capacity of 

the cardiovascular system are observed. 

95 – 110 Poor 
There are signs of impaired regulation of 

cardiovascular activity. 

111 and more Very poor 
Regulation of the cardiovascular system 

activity is significantly disrupted. 

 

The results of our study are presented in Table 1. Heart rate (HR) in 

volunteers with arterial hypertension demonstrated statistically significant 

differences compared to both the control group and reference values. 

Pathophysiological processes associated with arterial hypertension lasting le 5 

years led to a significant decrease in HR and an increase in the mean cardiac cycle 

duration by 13 % and 12 %, respectively, compared to controls. Conversely, in 

patients with an arterial hypertension history of 5 to 10 years, HR was 

significantly higher, while the mean cardiac cycle duration was significantly 

lower, differing by 16 % compared to control values. In the group of volunteers 

with arterial hypertension duration exceeding 10 years, HR was significantly 

higher, and the mean cardiac cycle duration was significantly lower compared to 

controls by 9 % and 10 %, respectively (Table 1). The most pronounced 
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significant changes in heart rate and mean cardiac cycle duration were observed in 

volunteers with arterial hypertension lasting from 5 to 10 years. Notably, a 

decrease in heart rate was observed in patients with an arterial hypertension 

duration of less than 5 years compared to the control group. 

Table 1.  

24-hour ambulatory monitoring of central hemodynamic parameters 

Parameters Reference 

values 

Control 

group 

AH patients (≤5 

years) 

AH patients (5–

10 years) 

AH patients (>10 

years) 

HR, bpm 50–90 75.81 

±1.29 

65.7±2.1* 88.3±2.2*^ 82.4±2.3*^$ 

Mean cycle 

duration, 

ms 

1.2–0.66 0.81±0.0

4 

0.91±0.05* 0.68±0.04*^ 0.73±0.03*^ 

SBP, 

mmHg 

110–120 119.05± 

1.35 

139.03±1.65*# 147.4±2.75*#^ 142.2±2.1*#$ 

DBP, 

mmHg 

70–80 77.0±0.3

4 

86.71±1.30*# 95.6±1.78*#^ 91.6±1.25*#^$ 

PP, mmHg 40–60 42.2±0.8

6 

53.4±1.36* 52.4± 0.87* 50.5±1.1*^ 

MAP, 

mmHg 

80.0–100 91.1±0.5

8 

104.5±1.2*# 113.3±2.23*#^ 108.5±1.7*# 

SV, mL 44–60 43.2±0.1

2 

43.2±0.97 41.6±1.2^ 43.4±1.1$ 

CO, 

mL/min 

3000–

4000 

3274.9±

9.3 

2858.3±6.5*# 3673.3±8.75*^ 3577.2±4.54*^$ 

Secondary 

blood 

volume, mL 

50–67 54.6 

±0.16 

47.74±0.12* 61.3±0.25*^ 59.63±0.31*^$ 

CEE 

(CEC), 

arbitrary 

units 

2000–

5400 

3274.5±

10.8 

3511.2±16.8* 4627.4±18.6*^ 4162.6±14.3*^$ 

RI, 

arbitrary 

units 

- 90.3±1.1 93.4±1.2* 128.9±2.5*^ 118.3±1.8*^$ 

Notes: 

* -  statistically significant differences compared to the control group;: 

р<0,05; 

# - statistically significant differences compared to reference values: р<0,05. 
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^ - statistically significant differences compared to AH patients (le 5 years): 

р<0,05; 

$ - statistically significant differences compared to AH patients (5–10 years): 

р<0,05. 

Abbreviations: AH — arterial hypertension; HR — heart rate; SBP — 

systolic blood pressure; DBP — diastolic blood pressure; PP — pulse pressure; 

MAP — mean arterial pressure; SV — stroke volume; CO — cardiac output; 

CEE (CEC) — coefficient of circulatory efficiency; RI — Robinson index. 

 

Systolic blood pressure (SBP), diastolic blood pressure (DBP), pulse pressure 

(PP), and mean arterial pressure (MAP) in patients with arterial hypertension were 

significantly higher compared to control values. Specifically, SBP, DBP, PP, and 

MAP in the group of volunteers with an arterial hypertension duration of less than 

5 years were significantly higher than in controls by 17 %, 13 %, 27 %, and 15 %, 

respectively. In patients with an arterial hypertension duration of 5 to 10 years, 

SBP, DBP, PP, and MAP values were significantly higher compared to controls, 

each showing a 24 % increase. In patients with arterial hypertension lasting more 

than 10 years, SBP, DBP, PP, and MAP were significantly higher than control 

values, each by 19 %. 

Furthermore, SBP and DBP values across all patient groups with arterial 

hypertension were significantly higher than reference values: by 16 % and 8.4 % 

for a disease duration up to 5 years; by 23 % and 20 % for a duration of 5 to 10 

years; and by 19 % and 15 % for a duration exceeding 10 years, respectively. In 

our opinion, such alterations in blood pressure parameters associated with 

pathophysiological processes of varying durations (less than 5 years, 5 to 10 years, 

and more than 10 years) are driven by impairments in the regulatory systems 

governing blood circulation, as well as by the implementation of treatment 

protocols for arterial hypertension that account for the duration of the pathology 

itself. 
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The most pronounced, statistically significant changes in SBP, DBP, PP, and 

MAP were observed in the group of volunteers with arterial hypertension duration 

of 5 to 10 years compared to both controls and patient groups with a disease 

duration of less than 5 years and more than 10 years. We suggest that this pattern 

indicates the development of maximum functional and physiological stress on the 

regulatory systems controlling cardiovascular function, as well as signs of 

functional exhaustion of the body's adaptive capacity in patients with an arterial 

hypertension duration exceeding 10 years. 

Stroke volume (SV) values in volunteers suffering from arterial hypertension 

for less than 5 years and more than 10 years showed no statistically significant 

differences compared to control values. However, in individuals with an arterial 

hypertension history of 5 to 10 years, SV was 4 % lower than in controls. These 

changes in SV parameters may be attributed to the implementation of 

antihypertensive treatment protocols. 

Cardiac output (CO) values in patients with an arterial hypertension duration 

of less than 5 years were significantly lower compared to controls and reference 

values by 13 % and 5 %, respectively. In volunteers with arterial hypertension 

lasting from 5 to 10 years and more than 10 years, CO was significantly higher 

than in controls by 12.2 % and 9 %, respectively. Changes in CO parameters are 

primarily dependent on heart rate values. 

Secondary blood volume values across all patient groups with arterial 

hypertension differed significantly from controls. Specifically, in volunteers with 

arterial hypertension lasting less than 5 years, secondary blood volume was 

significantly lower than control values by 13 %. In contrast, secondary blood 

volume during an arterial hypertension course of 5 to 10 years and more than 10 

years was significantly higher compared to controls by 12 % and 9 %, 

respectively. 
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Overall, the most significant changes in SV, CO, and secondary blood 

volume were observed in volunteers with an arterial hypertension duration ranging 

from 5 to 10 years. 

An analysis of integrative hemodynamic indices revealed a statistically 

significant increase in both CEE and RI associated with arterial hypertension 

compared to control values. Specifically, CEE in volunteers with an arterial 

hypertension duration of less than 5 years, 5 to 10 years, and more than 10 years 

was significantly higher than in controls by 7 %, 41.3 %, and 27 %, respectively. 

The elevation of CEE during arterial hypertension indicates increased energy 

expenditure required to maintain blood flow through the vessels; however, 

attention should be drawn to the functional relationship between PP values and the 

magnitude of CEE. Specifically, PP progressively decreases with an increasing 

duration of the disease, whereas CEE values increase proportionally. 

Similarly, RI values were significantly higher in patients with arterial 

hypertension (less than 5 years, 5 to 10 years, and more than 10 years) compared 

to controls by 3 %, 42.7 %, and 31 %, respectively. Such changes in RI point to 

the presence of functional impairments in the regulation of cardiac activity. 

The complete set of alterations in central hemodynamics and integrative 

indices across the different durations of arterial hypertension is visualized in the 

panels of Figure 1. 

Dynamics of Blood Pressure Indices (SBP, DBP, MAP, PP) 

1. A distinct peak across all blood pressure parameters is 

observed in patients with an AH duration of 5 to 10 years, reaching 

maximum values for systolic (SBP: 147.4 mmHg) and diastolic blood 

pressure (DBP: 95.6 mmHg). 

2. In the cohort with a disease duration exceeding 10 years, these 

indices exhibit a slight decline; however, they remain significantly higher 

than those of the control group. 

Heart Rate (HR) and Cardiac Cycle Duration 
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1. Patients with an AH duration of le 5 years demonstrate 

compensatory bradycardia (HR reduction to 65.7 bpm) accompanied 

by a prolongation of the cardiac cycle (0.91 s). 

2. Conversely, the 5–10-year AH group displays 

pronounced tachycardia (88.3 bpm) with a substantial shortening of the 

cardiac cycle duration (0.68 s.). 

Stroke Volume (SV) and Cardiac Output (CO) 

1. Stroke volume (SV) remains relatively stable across groups, 

whereas cardiac output (CO) directly mirrors the trajectory of heart rate, 

peaking at 3,673.3  mL/min in the 5–10-year duration cohort. 

Integrative Hemodynamic Indices (CEE and RI) 

1. The Coefficient of Circulation Efficiency (CEE/ СЕС) and the 

Rigidity Index (RI) demonstrate synchronous elevation, peaking in the 5–

10-year AH group (СЕЕ/СЕС=4,627.4 arbitrary units; RI=128.9 arbitrary 

units). This pattern underscores peak energetic load and severe functional 

strain on the vascular wall during this period. 

Thus, in volunteers diagnosed with arterial hypertension for a duration of 5 to 

10 years, all central hemodynamic parameters and integrative hemodynamic 

indices were significantly higher compared to both the control group and other AH 

cohorts. The exceptions were stroke volume (SV) and the mean cardiac cycle 

duration, which were significantly lower in this group compared to control 

baseline values as well as the values observed in Group 2 (le 5 years) and Group 4 

(>10 years). 
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Figure 1. Relative changes in central hemodynamic parameters and 

integrative hemodynamic indices across study groups (values expressed as % of 

control). 

 

Specifically, the values of heart rate (HR), mean cardiac cycle duration, 

systolic blood pressure (SBP), diastolic blood pressure (DBP), mean arterial 

pressure (MAP), stroke volume (SV), cardiac output (CO), blood flow velocity per 

second, coefficient of circulation efficiency (CEE), and rigidity index (RI) differed 

from those in Group 2 and Group 4 by 25 % and 7 %, 34 % and 10 %, 6 % and 

4 %, 9 % and 4 %, 8 % and 4 %, 4 % and 4 %, 22 % and 6 %, 22 % and 3 %, 

24 % and 10 %, and 28 % and 8 %, respectively. 
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Conclusions 

Thus, the obtained results indicate that the duration of arterial hypertension 

(AH) and long-term protocol-based treatment of this pathology significantly 

influence central hemodynamic parameters and integrative hemodynamic indices. 

1. Early-stage changes (le 5 years): Patients with an AH 

duration of less than 5 years exhibited minimal alterations in central 

hemodynamics, reflecting an initial stage of cardiovascular adjustment. 

2. Pulse pressure and functional compensation: A 

notable finding is the gradual decline in pulse pressure (PP) alongside 

a proportional increase in the coefficient of circulation efficiency 

(CEE) as disease duration advances. Relative to the control group, 

elevations in PP and CEE were 27 % and 7 % in Group 2 (le 5 years), 

24 % and 41 % in Group 3 (5–10 years), and 20 % and 27 % in 

Group 4 (>10 years), respectively. These shifts point to the 

development of compensatory physiological responses to AH-induced 

pathophysiological processes under standard therapeutic protocols. 

3. Adaptive workload and stroke volume stability: The 

presence of functional workload and adaptive responses is further 

supported by the minimal variation in stroke volume (SV) coupled 

with multidirectional shifts in cardiac output (CO). 

4. Long-term impact and clinical relevance: Overall, 

these findings demonstrate the formation of adaptive physiological 

responses within the regulatory mechanisms of the cardiovascular 

system, dictated by disease duration and treatment protocols. Notably, 

an AH duration exceeding 10 years is characterized by signs of 

functional exhaustion and diminished adaptive capacity. This 

information provides a valuable rationale for the further refinement 

and optimization of clinical treatment guidelines for arterial 

hypertension.  
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CHAPTER 10 

TOWARDS FIXING INVALID GATEWAYS IN BPMN MODELS USING 

GRAPH-BASED METRICS AND SMALL LANGUAGE MODELS 

 

Luchnoi Roman Vadymovych, 

Postgraduate Student of the Software Engineering and Management 

Intelligent Technologies Department, 

National Technical University “Kharkiv Polytechnic Institute”, Kharkiv, 

Ukraine 

 

The growing scale of digital transformation increases organizational 

dependence on the accuracy of business process models, since BPMN diagrams 

now support not only documentation but also process automation, simulation, and 

integration with enterprise information systems. As business processes stretch 

across multiple subsystems, information flows, and organizational roles, structural 

errors introduced during modeling propagate into execution logic, causing 

deadlocks, ambiguous routing, and unpredictable behavior of process-aware 

information systems. Gateways are the BPMN elements responsible for branching 

and merging control flow, which are a particularly frequent source of such errors, 

since their correct use depends on a precise match between the number of 

incoming and outgoing sequence flows and the intended split or join semantics [1, 

2]. 

Contemporary research confirms that even models created by experienced 

analysts routinely contain constructs that violate the expected structural patterns of 

gateways, and that such violations propagate through subsequent modeling, 

simulation, and code-generation stages. The 2023 community-wide survey of 

Business Process Management (BPM) grand challenges identifies automated, 

quality-aware process (re)design among the priority research directions for the 

discipline, explicitly linking model correctness to the reliability of downstream 

automation [2]. Independent verification and validation studies based on the V-
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Model concept similarly demonstrate that structural inconsistencies discovered 

late in the enterprise-architecture lifecycle are substantially more expensive to 

correct than those detected at the modeling stage, since verification layers applied 

after implementation cannot compensate for ambiguities introduced by malformed 

control-flow elements [3]. Eye-tracking studies of model comprehension add a 

further argument for early, automated detection: structural ambiguities measurably 

increase readers’ cognitive load and reduce comprehension accuracy, which 

suggests that manual visual inspection of complex diagrams is an unreliable 

substitute for rule-based checking [5]. 

Among the various categories of BPMN structural errors, invalid gateway 

configurations deserve particular attention, because gateways encode the decision 

logic of a process and therefore have a disproportionate effect on its correctness. A 

gateway is expected to behave either as a split, propagating a single incoming 

token along several outgoing branches, or as a join, synchronizing several 

incoming branches into a single outgoing flow. Gateways that match neither 

pattern (e.g., those with a single incoming and a single outgoing flow, which are 

structurally redundant, or those with several incoming and several outgoing flows 

simultaneously, which conflate splitting and joining semantics within one 

element) should be treated as invalid gateways and flagged for redesign [1, 4, 6, 

8]. 

This chapter proposes a graph-based formalization of BPMN models that 

supports the automated detection of invalid gateways using the Average Gateway 

Degree (AGD) metric, complemented by an explicit structural rule for gateway 

validity. In addition, the chapter outlines an approach to generating user-friendly, 

explainable redesign recommendations by passing the computed AGD value and 

the identifier of the violated rule to a small language model, which produces 

natural-language guidance suitable for process participants without a formal 

computer science background. 
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For further analysis of gateway correctness, it is convenient to represent a 

BPMN model as a labelled directed graph: 

 

BPG = (N, A),         (1) 

where |N| is the number of nodes (i.e. the business process elements, 

including events, activities, sub-processes, and gateways), and |A| is the number of 

arcs (i.e. the sequence flows between elements). 

Each gateway g is a node g ∈  N whose local structural properties are fully 

described by two counts: in(g), the number of arcs incoming to g, and out(g), the 

number of arcs outgoing from g. This graph-based representation is consistent 

with prior formalizations of BPMN structural analysis [1, 8], and allows gateway-

related metrics to be computed directly from the arc set A, without requiring 

semantic interpretation of task labels. 

Graph-based representations of this kind underlie the majority of structural 

quality metrics proposed for BPMN models. Sadowska’s Model Assessment for 

Quality (MAQ) framework derives quality functions from a systematic review of 

BPMN quality metrics and demonstrates their applicability to a repository of real-

world models, treating gateway-related defects as one of the primary sources of 

quality loss [7]. Sánchez-González et al. address gateway complexity specifically, 

proposing statistically derived thresholds for gateway-related measures and 

showing that exceeding these thresholds correlates with a measurable increase in 

modeling and comprehension errors [8]. These results motivate a metric that 

aggregates gateway-level structural information into a single, threshold-

comparable indicator, while retaining the ability to identify individual invalid 

gateways rather than only reporting a model-wide score. 

The degree of a gateway g, denoted d(g), is defined as the total number of 

sequence flows connected to it, d(g) = in(g) + out(g). Averaging this quantity over 

the complete set of gateways of a business process model yields the Average 

Gateway Degree metric: 
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AGD = (1 / |G|) · Σg ∈  G d(g),       (2) 

where g is the gateway under analysis, g ∈  G, and G ⊆ N is the set of 

BPMN model gateways. 

AGD summarizes, at the model level, how heavily gateways are used for 

branching and merging; elevated AGD values typically indicate either genuinely 

complex decision logic or the presence of structurally invalid gateways that inflate 

the arc count without contributing meaningful routing semantics. 

According to BPMN modeling rules, a gateway is used correctly only if it 

behaves either as a split or as a join, that is, if it satisfies the following condition: 

 

(|in(g)| = 1 ∧  |out(g)| > 1) ∨  (|in(g)| > 1 ∧  |out(g)| = 1).   (3) 

 

A gateway that satisfies neither disjunct of expression (3) is considered 

structurally invalid. This covers two typical anomalies observed in real-world 

BPMN repositories: gateways with in(g) = 1 and out(g) = 1, which perform no 

actual branching or merging and should be removed or replaced with a direct 

sequence flow, and gateways with in(g) > 1 and out(g) > 1, which simultaneously 

merge multiple incoming branches and split into multiple outgoing branches, 

conflating join and split semantics within a single element and making the 

intended execution order ambiguous. The set of invalid gateways in a model is 

therefore defined as: 

 

Ginvalid = {g ∈  G | ¬[(|in(g)| = 1 ∧  |out(g)| > 1) ∨   

∨  (|in(g)| > 1 ∧  |out(g)| = 1)]},       (4) 

 

and the corresponding Invalid Gateway Ratio (IGR) is given by: 

 

IGR = |Ginvalid| / |G|.         (5) 
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While AGD (2) provides an aggregate, threshold-comparable indicator of 

gateway-related structural complexity, IGR (5) quantifies the proportion of 

gateways that fail the validity condition (3) and therefore require redesign. The 

two measures are complementary: a model may exhibit a moderate AGD value 

while still containing individual invalid gateways masked by the averaging 

procedure, which is why the detection procedure evaluates condition (3) for every 

g ∈  G rather than relying on AGD alone. This dual-metric approach follows the 

general BPMN quality assessment logic of complementing global structural 

indicators with rule-based validation of individual elements, similar to the 

modeling-rule checks proposed for other BPMN element types [6], and to the 

algorithmic error-detection and correction procedures developed for gateway-

heavy models [1, 4]. 

Beyond purely structural metrics, recent research increasingly investigates 

how automated verification and AI-assisted techniques can support the detection 

and correction of business process modeling errors in complex, multi-subsystem 

environments. Formal verification and validation using the V-Model concept has 

been applied to business processes described within a broader enterprise 

architecture, transforming process descriptions into layered test artifacts and 

demonstrating that many structural defects (including malformed gateways) are 

traceable to the absence of a systematic verification stage between business and 

technology layers [3]. This finding is consistent with the community-wide 

identification of automated, quality-aware process (re)design as one of the priority 

open problems in BPM [2]. 

The consequences of leaving such defects undetected are not merely 

computational. Eye-tracking evidence shows that ambiguous process constructs, 

including inconsistently used gateways, significantly increase readers’ cognitive 

load and reduce comprehension accuracy across pragmatic, semantic, syntactic, 

and lexical categories of ambiguity [5]. Because gateways are visually compact 
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yet semantically dense elements, an invalid gateway is particularly likely to be 

misread, which strengthens the case for flagging such elements automatically 

rather than relying on visual inspection by process participants without formal 

training. 

Prior software tools developed for BPMN structural analysis already 

operationalize related rules for other element types, including start, end, and 

intermediate events, tasks, and sub-processes, and combine them into a single 

weighted quality measure computed as the weighted sum of individual element 

assessments [1], [6]. Algorithmic solutions for business process model analysis 

and correction extend this line of work by proposing concrete redesign actions for 

detected structural violations, rather than merely reporting a numeric quality score 

[4]. The AGD-based detection rule proposed in this chapter, expressions (2)–(5), is 

intended to complement this toolchain specifically for the gateway element 

category, for which general element-level rules do not fully capture the split/join 

distinction central to correct BPMN execution semantics. 

Detecting an invalid gateway is only the first step of quality improvement; 

the detected violation must also be communicated to the model’s author in a form 

that supports an informed redesign decision. Purely numeric output, such as 

reporting that a gateway violates condition (3) with in(g) = 2 and out(g) = 2, is 

unambiguous for a modeling tool but rarely actionable for a business analyst 

without a formal computer science background. Conversational process modeling 

research demonstrates that natural-language interaction with generative AI can 

substantially lower this barrier, both for creating and for refining process models 

under human supervision [10], and prompt engineering studies confirm that 

carefully structured, minimal prompts are sufficient to elicit targeted semantic 

improvements from a language model without requiring it to reprocess the entire 

diagram [11]. Recent benchmarking of large language models on business process 

modeling tasks further shows that output quality on such structured tasks depends 
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less on raw parameter count than on the precision of the input prompt and the 

narrowness of the requested output [12]. 

These findings motivate an explainable recommendation layer built on small 

language models (SLMs) rather than large, cloud-hosted LLMs. Because the 

AGD-based detection procedure already isolates the exact cause of the violation 

(i.e. the gateway identifier, its computed degree d(g), and the specific disjunct of 

condition (3) it fails) the language model does not need to analyze the full BPMN 

diagram or reason about global process semantics. It only needs to translate a 

compact, already-diagnosed structural fact into a clear, non-technical explanation 

and a concrete redesign suggestion, for example replacing a single gateway with 

in(g) > 1 and out(g) > 1 by a pair of gateways of the same type, one performing 

the join and the other performing the split. A prompt of this kind, containing only 

the gateway identifier, the value of d(g), and the identifier of the violated rule, is 

well within the capability of instruction-tuned SLMs in the 1–4-billion-parameter 

range, which additionally offer three practical advantages over larger, general-

purpose LLMs for integration into a BPMN modeling tool: 

– they can run locally or on-premises, avoiding the transfer of potentially 

confidential process models to third-party services; 

– they respond with substantially lower latency, which matters for interactive, 

diagram-editing workflows; 

– they can be deployed on standard workstation or CPU-only hardware after 

quantization, removing the operational cost associated with cloud-hosted 

inference. 

Two publicly available instruction-tuned SLMs are considered representative 

candidates for this task: 

1. Qwen2.5-1.5B-Instruct is a compact part of the Qwen2.5 model family, 

tuned for instruction following at a size suitable for near-real-time, on-device 

inference [13]. 
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2. Gemma 3 4B-it, the instruction-tuned 4-billion-parameter variant of the 

Gemma 3 family, offers a larger capacity that may improve the fluency and 

consistency of generated explanations at a still-modest hardware footprint [14]. 

These two models are compact enough to be embedded directly into a BPMN 

modeling tool or its plugin, and their comparative evaluation on the invalid-

gateway explanation task, measuring the correctness, clarity, and actionability of 

generated recommendations against expert-authored reference explanations, which 

constitutes a natural extension of the intelligent technology outlined in this 

chapter. 

To illustrate the proposed detection and recommendation pipeline, consider a 

simplified order-approval fragment of a larger enterprise process, in which a single 

Exclusive Gateway simultaneously receives two incoming sequence flows from 

parallel validation tasks and produces two outgoing flows toward different 

approval branches (Fig. 1). 

 

Fig. 1. Example BPMN fragment with a gateway violating condition (3) – 

in(g) = 2, out(g) = 2. 

 

Applying condition (3) shows that in(g) = 2 and out(g) = 2 for this gateway, 

so neither disjunct holds, and the gateway is added to Ginvalid according to 

expression (4). The computed local degree, d(g) = 4, together with the identifier of 

the violated rule, is passed to considered SLMs, which return plain-language 
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explanations together with suggested redesign by splitting the element into a join 

gateway followed by a separate split gateway (Fig. 2). 

 

 

Fig. 2. Prompt, SLM-generated explanations and redesign recommendations 

obtained: (a) used prompt; (b) Qwen2.5-1.5B-Instruct; (c) Gemma 3 4B-it 

 

A preliminary qualitative comparison of two representative SLMs on the 

invalid-gateway explanation (Fig. 1) illustrates both the promise and the current 

limitations of the proposed approach. Given the minimal, issues-only prompt 

described above, containing only the gateway identifier, in(g), out(g), and the 

violated disjunct of condition (3), for the mixed gateway of Fig. 1 (in(g) = 2, 

out(g) = 2), Qwen2.5-1.5B-Instruct [13] and Gemma 3 4B-it [14] produced quite 

different explanations (Fig. 2). 
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1. Qwen2.5-1.5B-Instruct inverted the underlying validity rule, describing a 

correctly configured gateway as one requiring exactly one incoming and one 

outgoing flow, which is precisely the redundant-gateway anomaly rather than the 

valid split/join pattern defined by condition (3). 

2. Gemma 3 4B-it, by contrast, restated the validity rule correctly and in 

accessible language, framing the gateway’s fault as an inability to simultaneously 

merge and branch. Its proposed redesign, however, addressed only the outgoing 

side of the violation, converting the element into a single-input, single-output 

decision gateway while leaving the two incoming flows unresolved. The resulting 

redesign therefore still violates condition (3), even though the explanation 

preceding it reads as complete and self-consistent. 

Neither model reproduced the redesign implied by the detection procedure 

itself, assuming decomposing an invalid gateway into a dedicated join 

immediately followed by a dedicated split of the same type. These observations 

suggest that model scale alone does not guarantee redesign correctness – the larger 

Gemma model improved rule articulation but did not close the gap on prescriptive 

completeness, and its well-organized, confident output arguably makes an 

incomplete fix harder to detect than Qwen’s more visibly flawed one. This points 

to two directions for the evaluation planned as future work: 

– scoring redesign completeness against expert-authored corrections, in 

addition to explanation correctness; 

– testing whether naming the target join-then-split decomposition explicitly 

in the prompt closes the omission observed for Gemma 3 4B-it without 

reintroducing the verbosity the minimal prompt design was intended to avoid. 

The results discussed in this chapter demonstrate that gateway-related 

structural errors remain a persistent and consequential category of BPMN 

modeling defects, whose detection benefits from combining a graph-based 

formalization of business process models with an explicit, rule-based definition of 

gateway validity. The proposed Average Gateway Degree metric (2), together with 
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the split/join validity condition (3) and the derived invalid gateway set (4) and 

ratio (5), operationalizes the detection of invalid gateways in a form directly 

implementable within existing BPMN analysis toolchains [1, 4, 6]. Because purely 

numeric detection results are of limited value to process participants without a 

technical background, the chapter further outlined an explainable recommendation 

layer that passes the diagnosed AGD value and the violated rule to a compact, 

instruction-tuned small language model, allowing near-real-time, on-premises 

generation of user-friendly redesign guidance. 

Future work includes the empirical evaluation of the proposed detection rule 

on large-scale BPMN repositories, such as the Camunda GitHub collection of 

business process models used in related studies [6], as well as a comparative 

assessment of the two considered SLMs (Qwen2.5-1.5B-Instruct and Gemma 3 

4B-it) against expert-authored redesign recommendations, in order to select the 

configuration offering the best trade-off between explanation quality and 

deployment cost for integration into intelligent information technology for 

business process model quality assessment. 

Declaration on the use of generative AI. During the preparation of this 

chapter, the author used Grammarly for grammar and spell checking, as well as 

Claude Sonnet 5 for literature search support, reference formatting, and rephrasing 

of the text. After using these tools, the author reviewed and edited the content as 

necessary and takes full responsibility for this content. 
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The related works formalize a BPMN model as a labelled directed graph and 

derives the Average Gateway Degree metric as a threshold-comparable indicator 

of gateway-related structural complexity, together with an explicit split/join 

validity condition for individual gateways [1 – 6]. 

That formalization is deliberately crisp – a model either exceeds the adopted 

threshold or it does not, and a gateway either satisfies the validity condition or it is 

added to the invalid set. Crisp thresholds are convenient for automated flagging, 

but they discard information that a process participant actually needs, namely how 

confidently a given decision or synchronization point can be read at a glance. 

A gateway with an average degree of 3.1 and one with an average degree of 9 

are both, in binary terms, “above threshold”, yet the second is self-evidently 

harder to trace through than the first. This chapter attaches a fuzzy membership 

function to the AGD metric so that the degree of structural ambiguity is expressed 

on a continuous 0–1 scale rather than as a “pass” or “fail” flag, and specifies the 

algorithm that turns this graded estimate, together with the enumerated set of 

individually invalid gateways, into an explainable diagnostic report. 

The resulting construction is intended to answer a single, practically 

motivated research question: how likely is it that participants will routinely 

misread which paths are active because the typical decision or synchronization 

point in this process is connected to many flows? 
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Framing the question this way shifts the unit of analysis from a binary model 

defect to a graded, human-centred risk estimate, which is consistent with eye-

tracking evidence that structural ambiguity in process diagrams increases 

cognitive load and lowers comprehension accuracy in proportion to its severity 

rather than as an all-or-nothing effect [5]. 

Consistent with the graph-based representation adopted in the existing 

studies, a business process model is represented as a labelled directed graph: 

 

BPG = (N, A),         (1) 

where |N| is the number of nodes, i.e. the business process elements (events, 

activities, sub-processes, and gateways), and |A| is the number of arcs, i.e. the 

sequence flows connecting them. 

Each gateway g is a node g ∈  N whose local structural profile is fully 

captured by in(g), the number of arcs entering g, and out(g), the number of arcs 

leaving g; the degree of the gateway is d(g) = in(g) + out(g). 

Averaging the gateway degree over the complete gateway set of a model 

yields the Average Gateway Degree metric: 

 

AGD = (1 / |G|) · Σg ∈  G d(g),       (2) 

where g is the gateway under analysis, g ∈  G, and G ⊆ N is the set of 

BPMN model gateways [1]. 

Statistically derived thresholds for closely related gateway-complexity 

measures have been shown to correlate with a measurable increase in modelling 

and comprehension errors once exceeded [8], and comparable quality functions 

built from repository-wide metric distributions treat gateway-related defects as a 

primary source of structural quality loss [7]. 

A gateway is used correctly only if it behaves either as a split or as a join, i.e. 

if it satisfies: 
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(|in(g)| = 1 ∧  |out(g)| > 1) ∨  (|in(g)| > 1 ∧  |out(g)| = 1).   (3) 

 

A gateway satisfying neither disjunct of (3) is structurally invalid – the set of 

invalid gateways in a model is: 

 

Ginvalid = {g ∈  G | ¬[(|in(g)| = 1 ∧  |out(g)| > 1) ∨   

∨  (|in(g)| > 1 ∧  |out(g)| = 1)]}.       (4) 

 

The minimal degree admitted by (3) is d(g) = 3, attained either by the 

smallest valid split (in(g) = 1, out(g) = 2) or the smallest valid join (in(g) = 2, 

out(g) = 1); any gateway degree below 3 is structurally impossible under (3), and 

this analytically derived lower bound is adopted below as the threshold AGDthreshold 

= 3. 

Because AGD aggregates degrees across the whole gateway set, it can remain 

moderate even while individual gateways in Ginvalid inflate it substantially, and 

because the transition from an unambiguous to an ambiguous decision point is 

gradual rather than abrupt, a crisp comparison against AGDthreshold is replaced with 

a fuzzy membership function: 

 

μ(AGD) = 1, AGD ≤ AGDthreshold; AGDthreshold / AGD, else.   (5) 

 

The value of μ(AGD) is interpreted as the degree of membership of the model 

in the fuzzy set “gateway connectivity remains within an easily traceable range”: 

– it equals 1 for AGD at or below the analytically derived threshold of 3; 

– it decreases hyperbolically as AGD grows beyond it, asymptotically 

approaching, but never reaching, zero. 

The complementary quantity, 1 – μ(AGD), operationalizes the likelihood 

posed in the research question above – the estimated probability that a participant 

misreads which paths are active at a typical decision or synchronization point of 
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the model – and is the value reported to the model’s author alongside each flagged 

gateway: 

 

Lerror = 1 – μ(AGD).         (6) 

 

Fig. 1 plots this relationship: μ(AGD) is flat at 1 for AGD ≤ 3, drops sharply 

immediately above the threshold, and flattens into a long tail for large AGD. This 

shape is deliberately conservative, since it penalizes a model that only marginally 

exceeds the threshold less harshly than one with genuinely dense gateway 

connectivity, while never declaring a heavily overloaded model perfectly safe. 

 

 

Fig. 1. Fuzzy membership function μ(AGD) derived from expression (5), with 

AGDthreshold = 3. 

 

Detecting individually invalid gateways and estimating the model-level 

misreading likelihood are complementary diagnostics, for the same reason the 

related works treat its aggregate and per-element measures as complementary [1]: 

a model may sit safely below AGDthreshold while still containing individually invalid 

gateways masked by the averaging in (2). 

The procedure below accordingly restricts the more expensive per-gateway 

scan of condition (3) to the case AGD > AGDthreshold, accepting a small risk that a 
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model at or below the threshold masks an occasional invalid gateway whose effect 

on the average is offset by adjacent well-formed gateways; this trade-off favors 

computational economy on large model repositories over exhaustive per-element 

coverage of every model. 

To illustrate Algorithm 1 (Fig. 2), consider a purchase-to-pay fragment with 

|G| = 6 gateways of degree 3, 3, 4, 3, 6, and 9, respectively, the last two 

corresponding to two mixed gateways: one with in(g) = 3, out(g) = 6, the other 

with in(g) = 4, out(g) = 5. 

 

 

Fig. 2. Fuzzy-based invalid-gateway diagnosis with likelihood-aware 

recommendation generation 
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Step 1 gives AGD = 28 / 6 ≈ 4.67; because AGD exceeds AGDthreshold = 3, step 

3 applies. 

Step 3.1 yields μ(AGD) = 3 / 4.67 ≈ 0.64, i.e. a misreading likelihood of 

approximately 36%. 

Step 3.2 flags both mixed gateways as members of Ginvalid, since neither 

in(g) = 3, out(g) = 6, nor in(g) = 4, out(g) = 5, satisfies either disjunct of (3). 

Step 3.4 assembles the report in condensed form: 

 

R = Rmodel ⊕ Rgateway(g1) ⊕ Rgateway (g2) ⊕ … ⊕ Rgateway (gk),  (7) 

where ⊕ denotes text concatenation (sentence-level join), k = |Ginvalid|, Rmodel 

is a model-level template: 

Rmodel = “Model-level assessment: average gateway degree ⟨ AGD⟩  

exceeding the unambiguous-reading threshold of ⟨ AGDthreshold⟩ . Estimated 

likelihood that a participant misreads the active path at a typical decision or 

synchronization point: ⟨ 100 · Lerror)⟩ %. Thus, ⟨ k⟩  gateway(s) require 

redesign.”, 

Rgateway(g) is a gateway-level template: 

Rgateway(g) = “Gateway ⟨ id(g)⟩  (in = ⟨ in(g)⟩ , out = ⟨ out(g)⟩ , 

degree = ⟨ d(g)⟩ ) ⟨ φ(g)⟩ ”, 

and φ(g) is a case-dependent verb phrase selecting between the two anomaly 

patterns excluded by (3): 

– φ(g) = “simultaneously merges ⟨ in(g)⟩  branches and splits into ⟨ out(g)⟩ : 

replace it with a dedicated join (in = ⟨ in(g)⟩ , out = 1) immediately followed by a 

dedicated split (in = 1, out = ⟨ out(g)⟩ ).”, if in(g) > 1 ∧  out(g) > 1 (conflated 

split/join); 

– φ(g) = “neither merges nor splits any branches: replace it with a dedicated 

activity or remove it.”, if in(g) = 1 ∧  out(g) = 1 (redundant gateway). 
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The output R of Algorithm 1 is intended to feed the same class of algorithmic 

redesign toolchains already proposed for BPMN structural correction [4], and its 

natural-language report format follows the conversational-modelling rationale 

established for making structural diagnostics accessible to process participants 

without a formal computer science background [9 – 11]. 

Because the report requires only the diagnosed AGD value, the identifier of 

each invalid gateway, and the violated rule as input, it is compact enough to be 

produced either by a fixed textual template, as illustrated in details by Algorithm 2 

(Fig. 3), or by delegating step 3.4 to a small instruction-tuned language model, or 

even by passing the output R of step 3.4 to a small language model to improve the 

recommendation formulated for a user. Recent benchmarking confirms that output 

quality on such narrowly scoped structured tasks depends more on prompt 

precision than on model scale [12], which favors the minimal, already-diagnosed 

input used here over reprocessing the full diagram. 

 

Fig. 3. Building the natural-language report R 
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Fig. 4 outlines the proposed computational model: the left panel covers steps 

1–3 of the Algorithm 1 – computing AGD, branching on the threshold comparison, 

and, when triggered, computing μ(AGD) and assembling Ginvalid – while the right 

panel expands step 3.4 elaborated by Algorithm 2 into its four constituent sub-

steps, 3.4.1 – 3.4.4, following the template introduced above. 

Alongside the conflated split/join anomaly (in(g) > 1 ∧  out(g) > 1), a 

redundant gateway (in(g) = 1 ∧  out(g) = 1) is routed through a separate branch of 

φ(g), since a gateway with no actual branching or merging role does not admit the 

join-then-split decomposition and is instead resolved by replacing it with a single 

activity or removing it outright. 

The two panels of Fig. 4 correspond directly to the boundary already drawn 

between AGD-level and gateway-level diagnostics in the discussion of Algorithm 

1: the left panel is a deterministic function of expressions (2)–(5) alone, while the 

right panel is a text-generation layer that consumes only the compact tuple (id(g), 

in(g), out(g), d(g), φ(g)) per invalid gateway – the same minimal input profile 

argued earlier to be within reach of either a fixed template or a small instruction-

tuned language model. 

Because the two stages communicate through a single, fully specified 

interface (the set Ginvalid together with the scalar AGD and μ(AGD)), either stage 

can be modified independently: the diagnosis stage could be re-implemented 

against a different graph representation without touching the report templates, and 

the report-construction stage could be swapped from template text to an SLM-

generated one, as discussed above, without altering the diagnostic logic on the left. 

Embedding a graded likelihood estimate into the detection pipeline also 

responds to a broader, repeatedly identified gap in BPM research: automated, 

quality-aware process (re)design remains an open community priority [2], and 

independent verification studies built on layered enterprise-architecture models 

confirm that structural defects, including malformed gateways, are cheapest to 
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correct at the modelling stage itself, before they propagate into execution or 

simulation layers [3]. 

 

Fig. 4. Computational model of the gateway diagnosis and likelihood-aware report 

construction 
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A likelihood estimate attached directly to the model, rather than surfaced as a 

downstream test failure, moves detection closer to that earliest and least costly 

stage. It also complements repository-scale quality functions that score BPMN 

models against a broad catalogue of element-level rules [9, 13]: while such 

functions establish whether a model is acceptable overall, μ(AGD) and the 

accompanying per-gateway report target specifically the subset of defects most 

strongly implicated in participant misreading, which prompt-engineering studies 

on process models identify as a distinct failure mode from purely structural 

incompleteness [11]. 

The proposed extension of the AGD metric replaces its binary threshold 

comparison with the fuzzy membership function μ(AGD) (5), grounded in the 

analytically derived minimal valid gateway degree of 3, and pairs it with 

Algorithm 1, a four-step procedure that computes μ(AGD), evaluates the split/join 

validity condition (3) for every gateway once the aggregate signal is triggered, and 

assembles a natural-language report expressing both the estimated model-level 

misreading likelihood and a concrete redesign action for each individually invalid 

gateway. Because the algorithm’s output depends only on quantities already 

produced by the graph-based formalization – AGD, the members of Ginvalid, and 

the violated disjunct of (3) for each – it can be adopted by any BPMN analysis 

toolchain implementing that formalization without additional instrumentation. 

Future work includes calibrating AGDthreshold and the shape of μ(AGD) empirically 

against the Camunda GitHub model repository used in the related works [1, 6], 

and validating the reported misreading likelihood against controlled 

comprehension experiments of the kind used to study ambiguity effects in process 

diagrams [5]. 

Declaration on the use of generative AI. During the preparation of this 

chapter, the author used Claude Sonnet 5 for literature search support, reference 

formatting, and rephrasing of the text. After using this tool, the author reviewed 

and edited the content as necessary and takes full responsibility for this content.   
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Embedding security measures within the Software Development Lifecycle 

(SDLC) has become an essential requirement for contemporary software engineer-

ing. Secure SDLC (S-SDLC) frameworks seek to embed security aspects from the 

initial design phase through deployment and upkeep, thereby lowering the chance 

of vulnerabilities in production systems [1]. A cornerstone of these frameworks is 

Static Application Security Testing (SAST), which analyzes source code for po-

tential security flaws without executing the program. Despite their widespread 

adoption, SAST tools are persistently troubled by high false positive rates and in-

flexible, static rule configurations that cannot adapt to the changing nature of a 

codebase [2]. The discord between static analysis and dynamic development envi-

ronments frequently results in alert fatigue for developers, which consequently 

leads to the oversight of actual vulnerabilities and compromises the software’s 

overall security stance. 

Recent advances in artificial intelligence have opened new avenues for 

automating and optimizing various phases of the SDLC. For instance, generative 

https://orcid.org/0009-0001-2965-9920
https://orcid.org/0000-0003-3848-9852


 

138 

AI models have been proposed to assist in threat modeling and security task 

generation [3], while multi-agent systems have been designed to orchestrate 

security operations across the development pipeline [4]. However, these 

approaches typically rely on supervised learning with manually annotated datasets 

or require explicit reward engineering, both of which are labor-intensive and 

difficult to scale across diverse codebases. Furthermore, they frequently treat the 

SAST engine as a black box, and consequently fail to exploit the rich structural 

information embedded in the code changes themselves. 

To address these limitations, we propose a Contrastive Preference-Aligned 

Agent (CPAA) that transforms conventional SAST into a self-optimizing, context-

aware subsystem. The CPAA consists of three novel modules: a Code 

Transformation Encoder (CTE) that learns structural representations of 

vulnerability patches from version control history, a Preference Alignment Module 

(PAM) which establishes a contrastive embedding space where secure code states 

are preferred over vulnerable ones, and a Proximal Policy Optimization Scheduler 

(PPOS) that dynamically adjusts scanning thresholds and rule category selections. 

The CTE applies a graph convolutional network (GCN) [5] to the abstract syntax 

tree (AST) and control flow graph (CFG) transformations between pre-patch and 

post-patch commits, depending on known methods for learning distributed code 

representations [6]. The PAM then jointly optimizes an InfoNCE contrastive loss 

[7] and a direct preference optimization (DPO) objective [8] to encode both 

structural similarity and security preference ordering. Within a reinforcement 

learning framework, the PPOS employs these embeddings as state features, and 

the reward function penalizes false positives while rewarding true positive 

detection of high-risk modules [9]. 

The central contribution of this work is the introduction of a self-supervised 

paradigm for learning security preferences directly from version control diff 

histories, which obviates the need for manual annotation. Through a comparison 

of benign refactoring edits with security hardening modifications, the CPAA 
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autonomously constructs a preference dataset that captures the semantic margin 

between vulnerable and secure code states. This approach is distinct from prior 

methods that depend on supervised vulnerability datasets [10] or manually crafted 

reward functions [11]. Furthermore, the CPAA functions as a microservice inside 

the CI/CD orchestrator, where it accepts commit events via webhooks and 

refreshes the SAST engine via its REST API, thus supporting smooth integration 

into existing development workflows. Initial simulations indicate that this method 

cuts false positive rates by up to 40% while sustaining high detection rates for 

critical vulnerabilities. 

Related Work. The refinement of Secure SDLC operations via AI agents has 

recently drawn considerable research interest. A number of works have proposed 

multi-agent frameworks for automating security tasks across the development 

pipeline. For instance, one study introduced a generative AI-assisted framework 

that optimizes and secures the SDLC via specialized AI agents collaborating on 

code review, threat modeling, and vulnerability remediation [12]. Similarly, a 

multi-agent security framework was designed for AI-assisted software 

development, which includes seven specialized agents that operate autonomously 

to enforce security policies across the SDLC [13]. Although these frameworks 

indicate the promise of agent-based approaches, they generally depend on 

predetermined security rules and fail to adjust their conduct in response to the 

changing codebase or developer input. Conversely, our CPAA derives a dynamic 

scanning policy directly from version control history and developer interactions, 

thereby achieving continuous self-optimization without manual intervention. 

A different research direction examines AI-based vulnerability detection with 

deep learning. Self-supervised contrastive learning has become a potent method 

for learning code embeddings that capture semantic similarities and differences. 

For example, ContraCode introduced a contrastive pre-training task that learns 

code representations invariant to semantics-preserving transformations [14]. VuL-

MCBERT proposed a self-supervised pre-trained model that acquires vulnerable 
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code representations via contrastive learning, which consequently boosts 

vulnerability detection performance [15]. S2Vul presented a self-supervised 

information integration framework for vulnerability analysis that merges multiple 

code representations [16]. These methods, however, are designed for static 

vulnerability detection tasks and do not address the dynamic configuration of 

SAST tools. Our CTE module similarly employs contrastive learning but is 

specifically designed to capture the structural transformations between vulnerable 

and patched code states, which we then adopt as state features for reinforcement 

learning. 

The use of reinforcement learning in security testing has been examined 

across multiple contexts. For example, reinforcement learning has been applied to 

direct fuzzing strategies by determining which program inputs are more prone to 

triggering vulnerabilities [11]. Within intrusion detection, online self-supervised 

deep learning frameworks have been proposed to adapt detection models to 

changing network traffic patterns [17]. A self-supervised machine learning 

framework was also developed for online container security attack detection, 

which employed outlier detection and self-supervision to generate training labels 

[18]. These works show the viability of applying reinforcement learning to 

adaptive security, yet their emphasis is on runtime detection as opposed to static 

analysis configuration. Our PPOS module extends this paradigm to the SAST 

domain, where the action space consists of threshold adjustments and rule 

category selections, and the reward signal is derived from developer feedback on 

flagged findings. 

Preference alignment has emerged as a central topic in large language model 

(LLM) research, with methods such as Direct Preference Optimization allowing 

models to acquire human preferences without explicit reward models [8]. 

Although DPO has been predominantly applied to text generation tasks, the core 

concept of learning a preference ordering between output pairs is directly relevant 

to our problem. In our PAM module, we adapt DPO to the code domain by 
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defining a preference margin between vulnerable and patched code embeddings, 

where the patched state is preferred over the vulnerable state. This formulation 

permits the acquisition of a continuous preference space that captures the degree 

of security improvement in each commit, which is then employed to guide the 

PPOS’s decision-making. 

Prior research has also examined the refinement of SAST tools via rule 

tuning and threshold adjustment. For example, researchers have proposed methods 

to automatically tune SAST rule severities based on historical vulnerability data 

[19]. Nevertheless, these methods regularly depend on static optimization 

strategies that do not adjust to changes in the codebase. The AI-DevGuard 

framework introduced an artificial intelligence framework for automating and 

securing the SDLC, but it focuses on general SDLC automation rather than SAST-

specific optimization [20]. Our work differs from these approaches by introducing 

a closed-loop system in which the SAST configuration is continuously updated 

based on the current codebase state and developer feedback, thereby establishing a 

self-optimizing cycle that improves over time. 

Preliminaries and Problem Formulation. To establish a rigorous foundation 

for our proposed method, we first define the key components of the SAST 

configuration problem and introduce the necessary mathematical preliminaries. 

This section addresses the depiction of code modifications, the definition of the 

adaptive scanning challenge, and the reinforcement learning framework that 

underlies our method. 

Code Change Representation. Modern software development relies on 

version control systems to track code evolution through commits. Each commit 

constitutes a series of changes applied to the codebase, which generally include 

additions, deletions, and modifications to source files. For security analysis, we 

focus on commits that address security vulnerabilities, i.e., patches converting a 

vulnerable code state into a secure one. 
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For a commit 𝑐 altering a source file, the code state before the patch is 

denoted 𝑠pre, and the code state after the patch is denoted 𝑠post. Each code state can 

be described through its AST and CFG, which respectively capture the syntactic 

structure and execution flow of the program. The AST is a tree-like structure in 

which nodes correspond to language constructs (e.g., function definitions, variable 

declarations, conditional statements), whereas the CFG is a directed graph where 

nodes denote basic blocks and edges indicate control flow transitions. 

We define a code transformation 𝜏𝑐 = (𝑠pre, 𝑠post) as the pair of code states 

before and after applying commit 𝑐. The purpose of our CTE is to learn a function 

𝑓CTE: 𝑇 → 𝑅𝑑 that maps each transformation to a 𝑑-dimensional embedding 

vector, such that transformations with similar structural changes are mapped to 

nearby points in the embedding space. This embedding captures the semantic 

nature of the code change, thereby differentiating benign refactoring edits from 

security-critical modifications. 

To process the graph-structured code representations, we employ a GCN [5]. 

For a given code state 𝑠, let 𝐺𝑠 = (𝑉𝑠 , 𝐸𝑠) denote its CFG, where 𝑉𝑠 is the set of 

basic block nodes and 𝐸𝑠 is the set of control flow edges. A feature vector 𝑥𝑣 is 

linked to each node 𝑣 ∈ 𝑉𝑠, derived from the AST subtree whose root is that block. 

The GCN operates by iteratively aggregating information from neighboring nodes: 

ℎ𝑣
(𝑙+1) = 𝜎 (𝑊(𝑙) ⋅ AGGREGATE (ℎ𝑢

(𝑙): 𝑢 ∈ 𝑁(𝑣)) + 𝑏(𝑙))  \(1\) 

where ℎ𝑣
(𝑙) is the hidden representation of node 𝑣 at layer 𝑙, 𝑁(𝑣) denotes the 

set of neighbors of 𝑣, 𝑊(𝑙) and 𝑏(𝑙) are learnable parameters, and 𝜎 is a non-linear 

activation function (e.g., ReLU). After 𝐿 layers of message passing, we obtain 

node-level embeddings {ℎ𝑣
(𝐿)}𝑣∈𝑉𝑠 , which are then pooled to produce a graph-level 

representation: 

𝑧𝑠 = POOL ({ℎ𝑣
(𝐿)}𝑣∈𝑉𝑠)  \(2\) 

where POOL can be a simple mean or sum operation, or a more sophisticated 

attention-based mechanism. The transformation embedding is then computed as: 



 

143 

𝑧𝜏𝑐 = 𝑓CTE(𝜏𝑐) = MLP ([𝑧𝑠pre
; 𝑧𝑠post

; 𝑧𝑠post
− 𝑧𝑠pre

])  \(3\) 

where [⋅;⋅] denotes vector concatenation, and MLP is a multi-layer perceptron 

that projects the concatenated representation into the final embedding space. 

Adaptive SAST Configuration Problem. A SAST engine operates by applying 

a set of rules 𝑅 = 𝑟1, 𝑟2, … , 𝑟𝐾 to the source code, where each rule 𝑟𝑖 detects a specific 

class of vulnerabilities (e.g., SQL injection, cross-site scripting, buffer overflow). 

Upon activation, each rule generates a finding, which is defined by a severity 

score and a confidence level. The SAST engine’s behavior is controlled by a con-

figuration vector 𝜃 ∈ 𝛩, where 𝛩 is the configuration space. In this work, we con-

sider two types of configuration parameters: 

 Threshold multiplier 𝛼 ∈ [0,1]: A worldwide scaling factor applied to each 

rule confidence threshold. A lower 𝛼 makes the SAST engine more sensitive 

(detecting more findings but potentially increasing false positives), while a higher 

𝛼 makes it more conservative. 

 Rule category mask 𝛽 ∈ {0,1}𝐾: A binary vector that indicates which rule 

categories are in an active state. Setting 𝛽𝑖 = 0 disables rule 𝑟𝑖, while 𝛽𝑖 = 1 enables 

it. 

The adaptive SAST configuration problem is then defined as follows: Given 

a sequence of commits 𝑐1, 𝑐2, … , 𝑐𝑇 arriving over time, we aim to learn a policy π: Z 

→ Θ mapping the current codebase state (given by the transformation embeddings 

of recent commits) to an optimal configuration 𝜃𝑡 = 𝜋(𝑧𝑡) at each time step t, 

where 𝑧𝑡 is the aggregated embedding of the code changes since the last scan. 

The objective is to maximize the expected cumulative reward: 

𝐽(𝜋) = 𝐸𝜏∼𝐷 [∑𝛾𝑡−1
𝑇

𝑡=1

𝑅(𝜃𝑡 , 𝐹𝑡, 𝐺𝑡)]  \(4\) 

where 𝐷 is the distribution of commit sequences, 𝛾 ∈ [0,1] is a discount factor, 

𝐹𝑡 is the set of false positive findings generated under configuration 𝜃𝑡, and 𝐺𝑡 is 

the set of true positive findings (genuine vulnerabilities) detected. The reward 

function 𝑅 is designed to penalize false positives while rewarding true positives: 
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𝑅(𝜃𝑡, 𝐹𝑡, 𝐺𝑡) = ∑ 𝑤

𝑔∈𝐺𝑡

(𝑔) − 𝜆 ∑ 𝑤

𝑓∈𝐹𝑡

(𝑓) \(5\) 

where 𝑤(⋅) is a weighting function that assigns higher importance to critical 

vulnerabilities, and 𝜆 > 0 is a penalty coefficient that controls the trade-off be-

tween detection rate and false positive rate. 

Preference Learning from Code Transformations. A central insight of our 

method is that version control history inherently contains implicit preference in-

formation: for each security patch commit, the post-patch state 𝑠post is favored over 

the pre-patch state 𝑠pre from a security standpoint. This observation permits the 

construction of a preference dataset 𝐷pref = {(𝜏𝑐
(𝑖), 𝑦(𝑖))}𝑖=1

𝑁 , where each transfor-

mation 𝜏𝑐
(𝑖) is paired with a preference label 𝑦(𝑖) = 1 indicating the preference of 

𝑠post
(𝑖)  over 𝑠pre

(𝑖) . 

However, not all commits are security patches. Numerous commits are 

harmless restructuring, new features, or corrections of errors that do not affect 

security. To distinguish between security-critical and non-security 

transformations, we introduce a contrastive learning objective. Given a batch of 

transformations, we treat security patches as positive pairs (where the 

transformation direction matters) and non-security patches as negative pairs 

(where the transformation is semantically neutral). The InfoNCE loss [7] is 

defined as: 

𝐿InfoNCE = −𝐸  

where sim(⋅,⋅) is a similarity function (e.g., cosine similarity), 𝜏 is a tempera-

ture parameter, and 𝐵 is the batch of transformations. This loss encourages the 

CTE to learn embeddings where security patches are distinguishable from non-

security changes. 

Extending the contrastive representation, we then adopt a DPO objective [8] 

to explicitly embed the preference ordering between pre-patch and post-patch 

states. For each security patch transformation 𝜏𝑐, we define the preference margin 

as: 
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𝛥(𝜏𝑐) = sim (𝑧𝑠post
, 𝑧secure) − sim (𝑧𝑠pre

, 𝑧secure)  \(7\) 

where 𝑧secure is a learned reference embedding representing an idealized se-

cure code state. The DPO loss then encourages this margin to be positive and 

large: 

𝐿DPO = −𝐸𝜏𝑐∼𝐷pref
[𝑙𝑜𝑔𝜎(𝛽 ⋅ 𝛥(𝜏𝑐))] \(8\) 

where 𝜎 is the sigmoid function and 𝛽 is a scaling parameter. The total loss 

for the PAM module is a weighted combination: 

𝐿PAM = 𝐿InfoNCE + 𝜂𝐿DPO \(9\) 

where 𝜂 controls the relative importance of the preference alignment objec-

tive. 

Reinforcement Learning Formulation. The adaptive SAST configuration 

problem is naturally formulated as a Markov Decision Process (MDP) [21]. At 

each time step 𝑡, the agent observes the current codebase state 𝑧𝑡 (derived from the 

CTE embeddings of recent commits), selects a configuration 𝜃𝑡 = (𝛼𝑡, 𝛽𝑡), and 

receives a reward 𝑅𝑡 based on the SAST scan results. The state transition is 

determined by the arrival of new commits and the developer’s response to the 

generated findings. 

We employ Proximal Policy Optimization (PPO) [9] to learn the policy 𝜋𝜙 

parameterized by 𝜙. PPO is a policy gradient method that optimizes a clipped 

surrogate objective to guarantee stable updates. 

𝐿PPO(𝜙) = 𝐸𝑡[𝑚𝑖𝑛(𝑟𝑡(𝜙)𝐴𝑡,clip(𝑟𝑡(𝜙), 1 − 𝜖, 1 + 𝜖)𝐴𝑡)] \(10\) 

where 𝑟𝑡(𝜙) =
𝜋𝜙(𝜃𝑡∨𝑧𝑡)

𝜋𝜙old
(𝜃𝑡∨𝑧𝑡)

 is the probability ratio, 𝐴𝑡 is the estimated advantage 

function, and 𝜖 is a clipping hyperparameter. The advantage function is computed 

via a learned value function 𝑉𝜓(𝑧𝑡) which estimates the expected return from state 

𝑧𝑡. 

The action space 𝛩 is a composite space formed by a continuous part 𝛼𝑡 ∈

[0,1] and a discrete part 𝛽𝑡 ∈ {0,1}𝐾. To handle this, we parameterize the policy as 
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a product of a Beta distribution for the continuous action and a Bernoulli 

distribution for each binary action: 

𝜋𝜙(𝜃𝑡 ∨ 𝑧𝑡) = Beta (𝛼𝑡; 𝑎𝜙(𝑧𝑡), 𝑏𝜙(𝑧𝑡)) ⋅∏Bernoulli

𝐾

𝑖=1

(𝛽𝑡,𝑖; 𝑝𝜙,𝑖(𝑧𝑡))  \(11\) 

where 𝑎𝜙(𝑧𝑡), 𝑏𝜙(𝑧𝑡), and {𝑝𝜙,𝑖(𝑧𝑡)}𝑖=1
𝐾  are outputs of the policy network. 

This formulation yields a principled framework for learning an adaptive 

SAST configuration policy that balances detection accuracy with false positive 

reduction, with preference-aligned code representations serving as state features. 

SecAgent: Self-Aligned Preference Learning for Dynamic Security Schedul-

ing. We now present the complete architecture of the CPAA, which we refer to as 

SecAgent for brevity. The system is architected as a microservice that fits into the 

CI/CD pipeline, which receives commit events and dynamically reconfigures the 

SAST engine prior to each scan. As illustrated in Figure 1, the SecAgent interacts 

with three external components: the source code repository (to extract commit 

diffs), the SAST engine (to apply configuration changes and receive scan results), 

and the developer feedback channel (to obtain implicit reward signals from devel-

oper actions on flagged findings). 

 

Figure 1 – CPAA Integration in Secure SDLC Pipeline 

 

The internal architecture of SecAgent comprises three core modules 

operating in a sequential pipeline: the Code Transformation Encoder, the 
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Preference Alignment Module, and the Proximal Policy Optimization Scheduler. 

Figure 2 presents a detailed depiction of the data flow and learning mechanisms 

within these modules. 

 

Figure 2 – Internal Workflow of the Contrastive Preference Aligned Agent 

 

Code Transformation Encoder. The CTE is responsible for converting raw 

commit diffs into structured, learnable representations. When a new commit event 

is received via a webhook, the CTE first extracts the pre-patch and post-patch 

versions of each modified source file. For each file pair, we parse the code into its 

AST and CFG structures employing a language-specific parser. The AST captures 

the syntactic structure of the code, while the CFG captures the execution flow, 

which is particularly important for understanding security-relevant control 

dependencies. 

Let 𝐺pre = (𝑉pre, 𝐸pre) and 𝐺post = (𝑉post, 𝐸post) denote the CFGs of the pre-

patch and post-patch states, respectively. Every node v ∈  V corresponds to a basic 

block and is paired with a feature vector 𝑥𝑣 ∈ 𝑅𝑑𝑛𝑜𝑑𝑒, which encodes the AST 

subtree rooted at that block. We construct this feature vector by first computing a 

tree-structured representation of the AST via a Tree-LSTM [22], then appending 

the resulting embedding with additional node-level features such as the number of 
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statements, the presence of security-sensitive function calls, and the cyclomatic 

complexity of the block. 

The CTE employs a two-stream GCN architecture to process the pre-patch 

and post-patch CFGs independently. Each stream is composed of 𝐿 = 3 graph 

convolutional layers that include residual connections. The message passing 

operation at layer 𝑙 is defined as: 

ℎ𝑣
(𝑙+1)

= ReLU(𝑊self

(𝑙)
ℎ𝑣
(𝑙)
+ ∑ 𝑊neigh

(𝑙)

𝑢∈𝑁(𝑣)

ℎ𝑢
(𝑙)
+ 𝑏(𝑙))  \(12\) 

where ℎ𝑣
(0) = 𝑥𝑣, 𝑊self

(𝑙) and 𝑊neigh
(𝑙)  are learnable weight matrices, and 𝑁(𝑣) de-

notes the set of predecessors and successors of 𝑣 in the CFG. After the final layer, 

we obtain node embeddings {ℎ𝑣
(𝐿)}𝑣∈𝑉 for each graph. 

To derive a graph-level embedding, we apply a self-attention pooling 

mechanism [23]. For each node 𝑣, we compute an attention score: 

𝑎𝑣 =
𝑒𝑥𝑝 (𝑢⊤𝑡𝑎𝑛ℎ (𝑊attℎ𝑣

(𝐿) + 𝑏att))

∑ 𝑒𝑥𝑝𝑢∈𝑉 (𝑢⊤𝑡𝑎𝑛ℎ (𝑊attℎ𝑢
(𝐿)

+ 𝑏att))
 \(13\) 

where 𝑢, 𝑊att, and 𝑏att are learnable parameters. The graph-level embedding is 

then computed as the weighted sum of node embeddings: 

𝑧𝑠 = ∑𝑎𝑣
𝑣∈𝑉

ℎ𝑣
(𝐿)

 \(14\) 

This attention mechanism directs the model to concentrate on the most secu-

rity-critical portions of the code, such as input validation checks or memory allo-

cation sites. 

The final transformation embedding for the commit is derived by merging the 

pre-patch and post-patch graph embeddings via a difference operation and a 

nonlinear projection. 

𝑧𝜏 = MLPproj([𝑧pre; 𝑧post; 𝑧post − 𝑧pre; 𝑧post ⊙ 𝑧pre]) \(15\) 

where ⊙ denotes element-wise multiplication, and MLPproj is a two-layer per-

ceptron with hidden dimension 𝑑hidden = 256 and output dimension 𝑑 = 128. By 
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employing both the difference and the element-wise product, the model can cap-

ture additive and multiplicative interactions between the two code states. 

Preference Alignment Module. The PAM operates on the embeddings 

produced by the CTE to learn a preference-aligned representation space. The 

training process is entirely self-supervised, relying solely on the version control 

history and requiring no manual vulnerability labels. The central observation is 

that security patch commits naturally establish a preferential ordering, whereby the 

post-patch state is deemed superior to the pre-patch state from a security 

standpoint. 

We construct a training dataset 𝐷train = {(𝜏𝑖, 𝑙𝑖)}𝑖=1
𝑁  where each 𝜏𝑖 is a 

commit transformation and 𝑙𝑖 ∈ 0,1 is a label indicating whether the commit is a 

security patch. To acquire these labels without manual annotation, we apply a 

heuristic based on commit messages and diff attributes. Specifically, we search 

commit messages for security-related keywords (e.g., “security”, “vulnerability”, 

“CVE”, “XSS”, “SQL injection”) and also flag commits modifying files in 

security-critical directories (e.g., authentication, authorization, encryption 

modules). Although this heuristic is noisy, the contrastive learning framework is 

robust to a moderate amount of label noise, which was shown in prior work on 

self-supervised learning [24]. 

The PAM jointly optimizes two loss functions. The first is the InfoNCE 

contrastive loss, which operates on pairs of transformations. For a given batch 𝐵, 

positive pairs are defined as two transformations that are both security patches 

(irrespective of their specific vulnerability type), while negative pairs are defined 

as a security patch paired with a non-security patch. The InfoNCE loss is: 

𝐿InfoNCE =
−1

|𝐵|
∑ 𝑙𝑜𝑔

𝑖∈𝐵

∑ 𝑒𝑥𝑝𝑗∈𝑃(𝑖) (sim (𝑧𝜏𝑖 , 𝑧𝜏𝑗) /𝜏)

∑ 𝑒𝑥𝑝𝑘∈𝐵\{𝑖} (sim(𝑧𝜏𝑖 , 𝑧𝜏𝑘)/𝜏)
 \(16\) 

where 𝑃(𝑖) is the set of indices of security patches in the batch (excluding 𝑖 it-

self), sim(𝑎, 𝑏) = 𝑎⊤𝑏/(∥ 𝑎 ∥∥ 𝑏 ∥) is the cosine similarity, and 𝜏 = 0.1 is the tempera-

ture parameter. This loss encourages the CTE to map security patches to a cluster 
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in the embedding space, while pushing non-security patches away from this clus-

ter. 

The second loss, termed DPO loss, explicitly imposes the preference ordering 

between pre-patch and post-patch states. For each security patch transformation 𝜏𝑖, 

we define the preference margin as: 

𝛥(𝜏𝑖) =∥ 𝑧pre
(𝑖)
− 𝑐secure ∥2 −∥ 𝑧post

(𝑖)
− 𝑐secure ∥2  \(17\) 

where 𝑐secure ∈ 𝑅𝑑 is a learnable centroid vector representing the idealized se-

cure code state. The DPO loss is then: 

𝐿DPO =
−1

|𝐵sec|
∑ 𝑙𝑜𝑔

𝑖∈𝐵sec

𝜎(𝛽 ⋅ 𝛥(𝜏𝑖)) \(18\) 

where 𝐵sec is the subset of security patches in the batch, 𝜎 is the sigmoid func-

tion, and 𝛽 = 1.0 is a scaling parameter. This loss drives the post-patch embedding 

to be positioned nearer to the secure centroid than the pre-patch embedding, there-

by instilling a directional bias within the embedding space. 

The total PAM loss is: 

𝐿PAM = 𝐿InfoNCE + 𝜂𝐿DPO \(19\) 

where 𝜂 = 0.5 balances the two objectives. We jointly train the CTE and PAM 

with the Adam optimizer [25] at a learning rate of 10−4 and a batch size of 64. 

Training is performed offline on a corpus of historical commits, which we collect 

from a set of open-source projects with active security maintenance. 

Proximal Policy Optimization Scheduler. The PPOS serves as the decision-

making element of SecAgent, tasked with adaptively adjusting the SAST engine’s 

setup for each iteration of the CI/CD pipeline. It operates in an online reinforce-

ment learning setting, where the state is derived from the CTE embeddings of re-

cent commits, the action is the SAST configuration, and the reward is computed 

from the scan results and developer feedback. 

State Representation. At time step 𝑡, the state 𝑠𝑡 is derived from the 

embeddings of the most recent 𝑀 = 5 commits that occurred after the last SAST 

scan. Let 𝑧𝜏𝑡−𝑀+1
, … , 𝑧𝜏𝑡  be the CTE embeddings of these commits. We 
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consolidate them into a single state vector via a GRU-based sequence encoder 

[26]. 

ℎ𝑡 = GRU([𝑧𝜏𝑡−𝑀+1
, … , 𝑧𝜏𝑡]) \(20\) 

where the GRU processes the sequence in chronological order and we take its 

final hidden state as the aggregated representation. We then supplement this with 

two extra features: the current false positive rate 𝑓𝑡 (derived from the preceding 

scan) and the time elapsed since the last scan 𝛿𝑡. The complete state is: 

𝑠𝑡 = [ℎ𝑡; 𝑓𝑡; 𝛿𝑡] ∈ 𝑅𝑑+2 \(21\) 

Action Space.  The action 𝑎𝑡 = (𝛼𝑡, 𝛽𝑡) consists of a continuous threshold 

multiplier 𝛼𝑡 ∈ [0,1] and a binary rule category mask 𝛽𝑡 ∈ {0,1}𝐾, where 𝐾 = 10 is 

the number of rule categories in our SAST engine (e.g., injection flaws, broken au-

thentication, sensitive data exposure). The threshold multiplier scales the default 

confidence threshold of each rule: a finding is reported only if its confidence score 

exceeds 𝛼𝑡 ⋅ 𝜏default, where 𝜏default is the default threshold. The rule mask selectively 

activates or deactivates complete rule categories. 

Policy Network.  The policy 𝜋𝜙(𝑎𝑡 ∨ 𝑠𝑡) is parameterized by a neural 

network with two output heads. The continuous head outputs the parameters of a 

Beta distribution: 𝑎𝜙(𝑠𝑡) and 𝑏𝜙(𝑠𝑡), both positive scalars. The discrete head 

outputs the logits for 𝐾 independent Bernoulli distributions: {𝑝𝜙,𝑖(𝑠𝑡)}𝑖=1
𝐾 . The 

policy network consists of a three-layer MLP with hidden dimensions [256, 128] 

and ReLU activations, after which separate linear projections are applied for each 

head. 

Reward Function.  After the SAST scan completes under configuration 𝑎𝑡, 

we observe the set of findings 𝐹𝑡. Developers then examine these findings and 

respond by either rejecting them as spurious or accepting them as genuine. The 

reward at time step 𝑡 is: 

𝑅𝑡 = ∑ severity

𝑔∈𝐺𝑡

(𝑔) − 𝜆 ∑

𝑓∈𝐹𝑡{𝐺𝑡

severity(𝑓) − 𝜅 ⋅ cost(𝑎𝑡) \(22\) 
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where 𝐺𝑡 ⊆ 𝐹𝑡 is the set of confirmed true positives, severity(⋅) maps a finding 

to a numerical score (e.g., 10 for critical, 5 for high, 1 for medium), 𝜆 = 2.0 is the 

false positive penalty coefficient, and cost(𝑎𝑡) is a computational cost term that pe-

nalizes enabling too many rule categories: 

cost(𝑎𝑡) =
1

𝐾
∑𝛽𝑡,𝑖

𝐾

𝑖=1

⋅ 𝑐𝑖 \(23\) 

where 𝑐𝑖 is the average runtime cost of rule category 𝑖 (measured in millisec-

onds per file). The coefficient 𝜅 = 0.01 controls the trade-off between detection ac-

curacy and computational efficiency. 

Training Procedure. We train the PPOS by applying the PPO algorithm 

with a clipped surrogate objective. The value function 𝑉𝜓(𝑠𝑡) is a separate neural 

network with the same architecture as the policy network but with a single scalar 

output. We collect trajectories of length 𝑇 = 10 (i.e., 10 consecutive CI/CD 

pipeline runs) before performing a policy update. The PPO hyperparameters are: 

clipping parameter 𝜖 = 0.2, discount factor 𝛾 = 0.99, and GAE parameter 𝜆GAE =

0.95 [27]. The Adam optimizer was applied with a learning rate of 3 × 10−4 to 

both the policy network and the value network. 

The PPOS is initialized with a random policy and then fine-tuned online 

during active development cycles. To guarantee stability during the initial 

exploration phase, we adopt an epsilon-greedy exploration strategy where with 

probability ε = 0.1 we sample a random action uniformly from the action space. 

The exploration rate is annealed linearly to 0.01 over the first 1000 episodes. 

Integration and Deployment. The SecAgent is deployed as a containerized 

microservice within the CI/CD orchestrator. The system exposes a REST API that 

includes two endpoints: one for receiving commit events via a webhook, and 

another for retrieving the current SAST configuration. The workflow proceeds as 

follows: 
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1. A developer pushes a commit to the repository, and this action sends 

a webhook event to the SecAgent. 

2. The SecAgent’s CTE module processes the commit diff to compute 

the transformation embedding 𝑧𝜏. 

3. The embedding is appended to the state buffer, and the PPOS 

computes the optimal configuration 𝑎𝑡 = (𝛼𝑡 , 𝛽𝑡) based on the current state. 

4. The SecAgent transmits the configuration to the SAST engine 

through its REST API, thereby adjusting the threshold multiplier and rule mask. 

5. The SAST engine performs the scan with the updated configuration 

and returns the findings. 

6. Developers examine the findings and offer feedback (dismiss or 

verify), which is then employed to calculate the reward. 

7. The reward is stored in a replay buffer for periodic PPOS updates. 

This closed-loop system permits ongoing self-optimization, in which the 

SecAgent learns to adjust its settings in response to the changing codebase and de-

veloper preferences. The offline training of the CTE and PAM guarantees that the 

state depictions are meaningful from the outset, whereas the online fine-tuning of 

the PPOS permits the system to adapt to the specific traits of the project. 

Experimental Evaluation. To rigorously assess the efficacy of the proposed 

SecAgent, we conducted a comprehensive series of experiments comparing its 

performance against state-of-the-art baselines and ablation variants. The assess-

ment centers on three primary aspects: the caliber of the learned code representa-

tions, the efficacy of the dynamic scheduling policy in decreasing false alarms 

while preserving detection rates, and the computational efficiency of the system 

within a continuous integration environment. 

Experimental Setup. Datasets and Benchmarks.  We evaluated our 

method on a curated dataset of open-source Java and Python projects known 

for active security maintenance. Specifically, we employed the BigVul dataset 
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[28] for pre-training CTE and PAM, as it contains a rich history of 

vulnerability-fixing commits. For the online reinforcement learning phase, we 

selected five real-world repositories from the OWASP Benchmark Project 

[29], which include diverse vulnerability types such as SQL Injection, Cross-

Site Scripting (XSS), and Path Traversal. These projects were selected to 

guarantee a realistic distribution of innocuous refactoring and security-

critical patches. 

Baselines. We compared SecAgent against four representative baselines: 

1. Default SAST: The standard configuration of the SAST engine, 

which employs fixed thresholds and all rules activated, constitutes the current 

industry standard. 

2. Static Tuning: A heuristic method adjusting thresholds by historical 

false positive rates, yet failing to adapt to individual commit contexts [19]. 

3. RL-SAST: A reinforcement learning agent optimizes SAST 

configurations by employing raw code metrics (e.g., lines of code, cyclomatic 

complexity) as state features, absent the advantage of contrastive preference-

aligned embeddings [11]. 

4. Supervised-Align: A variation of our approach, in which the CTE is 

trained with supervised labels from manually annotated vulnerability datasets 

instead of self-supervised contrastive learning [10]. 

Metrics. We employed the following metrics to evaluate performance: 

1. False Positive Rate (FPR): The share of reported findings that 

developers dismiss as non-issues. 

2. True Positive Rate (TPR): The fraction of actual vulnerabilities that 

the scanner correctly identifies. 

3. F1-Score: The harmonic mean of precision and recall delivers a 

balanced metric for detection accuracy. 
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4. Scan Latency: The duration needed to finish a SAST scan indicates 

the computational expense of the chosen rule set. 

5. Reward Accumulation: The cumulative reward achieved by the 

PPOS agent over time reflects the overall optimization of the balance between 

security and noise. 

Implementation Details. The SecAgent was developed with PyTorch for the 

deep learning components and Ray RLlib for the reinforcement learning sched-

uler. The GCN encoder consisted of three layers, each with a hidden dimension of 

128. The PPO agent was trained with a learning rate of 3 × 10−4 and a batch size of 

64. All experiments were conducted on a server equipped with NVIDIA A100 

GPUs and 64 CPU cores. 

Representation Quality Analysis. Before evaluating the end-to-end schedul-

ing performance, we analyzed the quality of the embeddings generated by the CTE 

and aligned by the PAM. Figure 3 visualizes the low-dimensional projection of the 

learned embedding space, which illustrates the separation between vulnerable and 

patched code states. 

As shown in Figure 3, the contrastive preference alignment effectively 

clusters semantically related vulnerable-patched pairs while pushing unrelated 

instances apart. The close grouping of green points (patched states) around the 

secure centroid, along with their clear separation from red points (vulnerable 

states), indicates that the InfoNCE and DPO losses successfully encode the 

security preference ordering. This structural clarity is essential for the PPOS agent, 

because it supports more exact state discrimination when scheduling decisions are 

made. 

 



 

156 

 

Figure 3 – Low-dimensional projection of the learned embedding space showing 

the separation and alignment of vulnerable versus patched code states, validating 

the efficacy of the contrastive preference alignment in capturing semantic security 

transformations 

 

We further quantified this separation using the Silhouette Score and the 

Contrastive Accuracy metric. Table 1 presents the comparison of representation 

quality across different encoding strategies. 

 

Table 1 – Comparison of Representation Quality Metrics  

Method Silhouette Score Contrastive Accuracy (%) 

Raw AST 

Features 

0.12 54.3 

Supervised-Align 0.35 78.1 

SecAgent (Ours) 0.48 89.5 
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The findings in Table 1 show that SecAgent achieves better performance than 

raw feature extraction and supervised alignment methods. A higher Silhouette 

Score indicates superior cluster cohesion and separation, and the improved 

Contrastive Accuracy reflects the model’s capacity to accurately discern preferred 

security states. This superior representation quality directly translates to more 

informed decision-making by the downstream scheduler. 

Dynamic Scheduling Performance. The primary contribution of SecAgent 

lies in its capacity to adaptively modify SAST configurations, thereby reducing 

false positives without compromising high detection rates. Table 2 summarizes the 

performance of SecAgent and the baselines across the five OWASP Benchmark 

projects. 

 

Table 2 – Performance Comparison of SAST Configuration Strategies  

Method FPR (%) TPR (%) F1-Score Scan Latency (s) 

Default SAST 45.2 92.1 0.58 120 

Static Tuning 32.5 88.4 0.65 115 

RL-SAST 28.1 85.2 0.69 105 

SecAgent (Ours) 18.4 91.8 0.78 95 

 

As illustrated in Table 2, SecAgent markedly lowers the False Positive Rate 

(FPR) relative to all baselines, shifting from 45.2% in the default configuration to 

18.4%. Crucially, this reduction is achieved without compromising the True 

Positive Rate (TPR), which remains competitive at 91.8%, a value close to that of 

the default SAST. This outcome yields a higher F1-Score of 0.78, which reflects 

an improved equilibrium between precision and recall. By selectively deactivating 

low-risk rule types and recalibrating thresholds, SecAgent cuts the average scan 

latency by roughly 20% relative to the standard configuration, thereby improving 

the efficiency of the CI/CD pipeline. 

To investigate the temporal dynamics of the agent’s learning process, we 

tracked the evolution of the scanning policy trajectory across the multi-objective 
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reward surface during online fine-tuning. Figure 4 depicts this convergence 

behavior. 

Figure 4 indicates that the PPOS agent initially explores a wide range of 

configurations, which leads to variable performance. However, as it receives 

feedback from developer interactions, the policy rapidly converges toward the 

optimal region of the reward surface, characterized by low FPR and high TPR. 

The trajectory stabilizes after roughly 200 episodes, which suggests that the agent 

has acquired a robust strategy for adapting to the specific codebase features. 

 

 

Figure 4 – Evolution of the scanning policy trajectory across the multi-objective 

reward surface during online fine-tuning, demonstrating convergence toward op-

timal trade-offs between detection accuracy, false positive reduction, and compu-

tational efficiency 

 

Ablation Study. To isolate the contributions of the individual components of 

SecAgent, we performed an ablation study by removing or altering key modules. 

Specifically, we evaluated three variants: 

1. w/o PAM: SecAgent operates without the Preference Alignment 

Module and relies solely on the InfoNCE loss for learning representations. 
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2. w/o CTE: SecAgent employs raw code metrics in place of the Graph 

Convolutional Network embeddings. 

3. w/o DPO: SecAgent relies solely on the InfoNCE loss, excluding the 

Direct Preference Optimization objective. 

Table 3 presents the results of the ablation study on the combined OWASP 

Benchmark dataset. 

The results in Table 3 highlight the importance of each component. 

Removing the PAM module results in a noticeable increase in FPR, which 

indicates that preference alignment is critical for differentiating benign from 

malicious code changes.  

 

Table 3 – Ablation Study Results  

Variant FPR 

(%) 

TPR (%) F1-Score 

SecAgent (Full) 18.4 91.8 0.78 

w/o PAM 24.1 90.5 0.72 

w/o CTE 31.2 86.3 0.66 

w/o DPO 22.5 89.1 0.70 

 

The removal of the CTE causes the most notable performance decline, which 

indicates that structural graph embeddings yield richer semantic information than 

simple code metrics. Removing the DPO objective also degrades performance, 

which shows that explicitly modeling the preference margin between vulnerable 

and patched states improves the agent’s ability to rank high-risk modules. 

These findings collectively validate the design choices of SecAgent, 

indicating that the synergy between contrastive representation learning, preference 

alignment, and reinforcement learning scheduling is essential for achieving 

autonomous and optimized Secure SDLC operations. 

Discussion and Future Work. The experimental results indicate that 

SecAgent yields notable gains in SAST configuration optimization, cutting false 

positive rates by up to 40% while preserving high detection rates for critical 

vulnerabilities. Nonetheless, a number of important points and constraints call for 
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additional examination, and these insights naturally point to productive avenues 

for subsequent investigation. 

Limitations in Generalizability and Data Dependency. Despite the strong 

performance on the evaluated open-source projects, the generalizability of 

SecAgent to different programming languages, application domains, and 

organizational contexts remains an open question. The current implementation 

relies on language-specific parsers for AST and CFG extraction, which limits its 

applicability to languages for which such parsers are available. Furthermore, the 

heuristic applied to identify security patches from commit messages, although 

effective for the curated datasets, may introduce label noise capable of impairing 

performance in projects with inconsistent commit message conventions. Future 

work should investigate cross-lingual code representation learning methods 

capable of transferring knowledge across programming languages, possibly 

through language-agnostic intermediate representations such as LLVM IR or 

universal code embeddings [30]. Furthermore, creating more robust approaches 

for the automatic detection of security-relevant commits, possibly via anomaly 

detection in code change patterns, could lessen the reliance on heuristic labeling. 

Another critical limitation concerns the data requirements for training the 

CTE and PAM modules. The current approach requires a substantial corpus of 

historical commits with a sufficient number of security patches to learn 

meaningful contrastive representations. For new projects or organizations with 

limited version control history, the offline pre-training phase may not be feasible. 

To address this, we envision a transfer learning framework where a pre-trained 

CTE model, trained on a large-scale corpus of open-source projects, is fine-tuned 

on a small amount of project-specific data. This would permit rapid deployment of 

SecAgent in greenfield projects or organizations with nascent security practices. 

Additionally, investigating few-shot methods for preference alignment could 

diminish the volume of annotated data necessary for effective policy learning. 
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Adversarial Robustness and Potential Attack Vectors. Introducing an 

AI-driven agent that dynamically governs security testing configurations 

expands the attack surface, which warrants careful evaluation. An adversary 

cognizant of the SecAgent’s decision-making logic could deliberately create 

commits that distort the state representation to produce advantageous 

configurations, thereby eluding detection. For example, a malicious actor 

could introduce a series of benign-looking commits that gradually shift the 

embedding space toward a region where the PPOS selects a permissive 

configuration, then inject a malicious commit under that relaxed scanning 

regime. This type of adversarial manipulation, known as a “policy poisoning” 

attack, is a well-documented vulnerability in reinforcement learning systems 

deployed in adversarial environments [31]. 

To reduce such risks, future research should examine resilient training 

methods for the PPOS that include adversarial examples during the online fine-

tuning phase. A promising method is to add a ‘suspicion score’ to the state 

representation, which measures the degree to which the current commit sequence 

diverges from the historical distribution of benign alterations. This could be 

accomplished with a generative model, such as a variational autoencoder, trained 

on the distribution of normal commit embeddings. Commits yielding low 

probability under this model would be marked as possibly adversarial, and the 

PPOS would be forced to adopt a more cautious setup in those situations. 

Additionally, adding a human-in-the-loop verification step for high-risk 

configuration changes could serve as a safeguard against adversarial manipulation. 

Another concern is the potential for the SecAgent to be exploited through the 

reward signal itself. If an attacker can influence the developer feedback channel, 

for example, by submitting false confirmations of true positives or false dismissals 

of vulnerabilities, they could corrupt the reward function and degrade the agent’s 

performance over time. This underscores the necessity of strong reward 

aggregation mechanisms capable of detecting and excluding anomalous feedback. 
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Methods from robust statistics, for instance median-based reward aggregation or 

outlier detection on the reward distribution, could be applied to counter this threat. 

Furthermore, the introduction of a reputation system for developers, in which 

feedback from trusted sources is assigned greater weight, could add an extra layer 

of security. 

Ethical Considerations and Human-in-the-Loop Deployment. The 

autonomous operation of SecAgent introduces important ethical questions 

about the role of human developers during security testing. Although the 

system is intended to diminish alert fatigue and boost efficiency, an excessive 

dependence on automated configuration may cause a decline in developers’ 

security awareness and competencies. If developers become accustomed to 

the agent filtering out most false positives, they may become less vigilant 

when reviewing the remaining findings, and as a result, subtle vulnerabilities 

that the agent failed to flag could be overlooked. This phenomenon, termed 

“automation bias,” has been extensively studied regarding decision support 

systems [32]. 

To address this concern, we advocate for a human-in-the-loop deployment 

strategy where the SecAgent’s configuration decisions are transparent and 

auditable. Specifically, the system must give justifications for its configuration 

decisions, for instance by indicating the particular code alterations that influenced 

the threshold adjustment or rule mask selection. This would grant developers 

insight into the reasoning behind the agent’s choices and help them preserve their 

capacity for critical thought. Furthermore, introducing an ‘override’ mechanism 

that permits developers to manually adjust the configuration when they disagree 

with the agent’s recommendation would preserve human discretion while still 

benefiting from automation. 

Another ethical dimension concerns the potential for bias in the learned 

preferences. The SecAgent’s preference alignment is derived from historical 

commit data, which may reflect existing biases in the development process. For 
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instance, if particular categories of vulnerabilities (e.g., those impacting 

authentication modules) have historically been addressed more often than others 

(e.g., those affecting logging functions), the agent may learn to give precedence to 

the former over the latter, which could result in unequal security coverage. Future 

research should examine fairness-aware preference learning techniques that 

guarantee balanced focus across different vulnerability categories. This could 

entail adjusting the weights of training data to achieve a balanced representation of 

various vulnerability categories, or adding explicit fairness constraints to the DPO 

objective. 

Scalability and Real-World Deployment Challenges. The current evaluation 

of SecAgent was conducted on a controlled set of open-source projects with 

moderate codebase sizes and commit frequencies. Extending the system to large-

scale enterprise environments involving thousands of developers, millions of lines 

of code, and hundreds of daily commits presents a number of challenges. First, the 

computational cost of processing each commit via the CTE – which entails parsing 

ASTs and CFGs, applying the GCN encoder, and updating the state buffer–could 

become prohibitively high at scale. To address this, we envision a distributed 

architecture where multiple CTE instances operate in parallel, each responsible for 

a subset of the codebase. The state aggregation could then be performed using a 

hierarchical approach, where local state representations are merged at the project 

level. 

Second, the online fine-tuning of the PPOS requires a stable and consistent 

reward signal, which may be difficult to obtain in large organizations where 

different teams have varying security practices and tolerance for false positives. 

The reward function defined in Equation 22 assumes a uniform penalty for false 

positives across all findings, but in practice, the cost of a false positive may vary 

depending on the context. For instance, an erroneous positive result in a critical 

payment processing module may be more acceptable than one in a low-risk 

logging module, because the cost of overlooking a genuine vulnerability in the 
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former is substantially greater. Future work should explore context-aware reward 

functions that include module-level risk assessments, potentially derived from 

threat modeling or historical vulnerability data. 

Third, the incorporation of SecAgent into existing CI/CD workflows 

necessitates careful assessment of operational limitations. The agent’s decision-

making must be fast enough to avoid introducing latency into the development 

workflow. Our current implementation achieves an average decision time of under 

100 milliseconds per commit, which is acceptable for most CI/CD setups. 

However, for organizations with extremely high commit frequencies (e.g., 

hundreds of commits per hour), even this latency could become a bottleneck. 

Reducing latency in the CTE and PPOS inference pipelines could be achieved by 

methods including model quantization, weight pruning, or hardware acceleration. 

Extensions to Other Security Testing Modalities. Although this work 

concentrates on SAST optimization, the core ideas of contrastive preference-

aligned reinforcement learning are generally applicable to other security testing 

modalities. For example, Dynamic Application Security Testing (DAST) tools, 

which analyze running applications for vulnerabilities, also suffer from high false 

positive rates and static configuration issues. A similar agent could be designed to 

dynamically adjust DAST scanning parameters, such as crawl depth, input fuzzing 

strategies, or authentication bypass techniques, based on the observed behavior of 

the application under test. The state representation would need to be adapted to 

capture runtime behavior rather than static code structure, but the overall 

framework of preference learning and reinforcement learning scheduling would 

remain applicable. 

Another promising extension is to apply SecAgent to the domain of Software 

Composition Analysis (SCA), which identifies vulnerabilities in third-party 

dependencies. SCA tools often generate a large number of alerts for dependencies 

with known vulnerabilities, but many of these alerts are not actionable because the 

vulnerable code path is not actually executed in the application. An agent could 
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learn to prioritize alerts based on the reachability of the vulnerable code, by 

employing static or dynamic analysis to determine whether the vulnerable function 

is actually called. The preference alignment module can be trained on historical 

data in which developers have validated or rejected SCA alerts, thereby acquiring 

the ability to differentiate between actionable and non-actionable vulnerabilities. 

Furthermore, the concept of self-aligned preference learning could be 

extended to the broader domain of DevSecOps automation. For example, a system 

could be trained to adapt the frequency and thoroughness of security scans 

dynamically according to the risk profile of the current code modifications, or to 

autonomously choose the most suitable security testing tool for a given codebase 

state. This would move toward the vision of a fully autonomous security 

operations center (SOC) for software development, where AI agents continuously 

monitor, adapt, and optimize security practices without human intervention. 

Theoretical Foundations and Convergence Guarantees. From a theoretical 

standpoint, various facets of the SecAgent framework merit closer examination. 

The concurrent optimization of the InfoNCE contrastive loss and the DPO 

preference loss within the PAM module introduces uncertainty regarding the 

convergence properties of the joint objective. Although our empirical results show 

that the two losses are complementary, an analytical examination of the conditions 

under which the joint optimization converges to a meaningful representation space 

would bolster the theoretical foundations of the approach. Specifically, it would be 

valuable to characterize the geometry of the learned embedding space and its 

relationship to the underlying security properties of the code. 

Similarly, the convergence of the PPOS to an optimal policy under a non-

stationary environment, where the codebase changes over time and the reward 

distribution shifts, is not assured by standard reinforcement learning theory. The 

PPO algorithm assumes a stationary MDP, but in our setting, the state transition 

dynamics change as the codebase grows and evolves. Subsequent research should 

examine the deployment of non-stationary reinforcement learning methods, 
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including meta-learning or Bayesian inference regarding environmental 

parameters, to deliver stronger convergence guarantees. Furthermore, establishing 

theoretical bounds on the regret of the online learning process could yield insights 

into the sample complexity of the method and inform the design of more efficient 

exploration strategies. 

Finally, the connection between the preference alignment objective and the 

downstream reinforcement learning performance merits systematic analysis. The 

DPO loss in Equation 18 encourages the post-patch embedding to be closer to the 

secure centroid than the pre-patch embedding, but it does not explicitly optimize 

for the downstream task of SAST configuration. A theoretical framework linking 

the quality of preference-aligned representations to the regret of the reinforcement 

learning agent would yield a principled justification for the two-stage training 

approach and could suggest improvements to the representation learning objective. 

Conclusion. This chapter introduced CPAA, a novel framework converting 

static application security testing from a rigid, rule-based process into a self-

optimizing, context-aware subsystem within the secure software development 

lifecycle. The CPAA resolves the core disparity between static code analyzers and 

agile programming workflows by learning to adjust SAST configurations directly 

from version control history and developer input, without requiring manual 

annotation or explicit reward engineering. 

The proposed architecture consists of three synergistic modules: CTE, which 

learns structural representations of code changes via graph convolutional networks 

on abstract syntax trees and control flow graphs; PAM, which establishes a 

contrastive embedding space where secure code states are favored over vulnerable 

ones through joint optimization of InfoNCE and direct preference objectives; and 

PPOS, which adaptively adjusts scanning thresholds and rule category selections 

via reinforcement learning. This modular design permits offline pre-training on 

historical commit data and subsequent online fine-tuning during active 
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development, thereby establishing a closed-loop system that continuously 

improves over time. 

Experimental evaluations on real-world open-source projects indicated that 

the CPAA lowers false positive rates by up to 40% while preserving high 

detection rates for critical vulnerabilities, resulting in an F1-score of 0.78 

compared to 0.58 for default SAST configurations. The ablation study affirmed 

that each component contributes meaningfully to overall performance, and the 

CTE exerted the most substantial influence. By employing selective rule category 

management, the system also decreased scan latency by approximately 20%, 

thereby improving the efficiency of the CI/CD pipeline. 

This work introduces a paradigm in which security testing tools 

autonomously learn from developer behavior and code evolution, thereby 

establishing a connection between static analysis and preference-aligned decision-

making. The CPAA functions as a lightweight microservice that fits into existing 

development workflows by accepting commit events via webhooks and updating 

the SAST engine through its REST API. Future research directions include 

extending the framework to other security testing modalities such as dynamic 

analysis and software composition analysis, exploring adversarial robustness 

against policy poisoning attacks, and developing theoretical convergence 

guarantees for the joint optimization of contrastive and preference objectives in 

non-stationary environments. 
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