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У п’ятнадцятому випуску колективної монографії представлено міждисциплінарні 

дослідження у галузях права, економіки, міжнародних відносин, цифрових технологій, 

штучного інтелекту, кібербезпеки, інформаційного менеджменту, музейної справи, 

архівознавства, географії, геологічного туризму та розвитку територіальних громад. 

Автори розглядають трансформацію трудових відносин під впливом дистанційної роботи 

та цифрових платформ, питання оподаткування майнових активів громадян в умовах 

цифровізації, а також становлення аграрної дипломатії у міжнародному економічному 

партнерстві між Україною та Індією. 

Значну увагу приділено сучасним цифровим системам, штучному інтелекту та 

обробці даних. У монографії висвітлено нейро-символьне міркування, безпечний 

життєвий цикл розробки програмного забезпечення, відповідальний штучний інтелект, 

цифрові двійники IoT-систем, автоматичне розв’язання конфліктів у розподілених 

системах, AI-асистоване забезпечення якості та виявлення координованої активності в 

соціальних мережах. 

Окремі розділи присвячено цифровій гуманітаристиці, зокрема семантичній 

інженерії знань у сфері музейної спадщини, використанню векторного пошуку та RAG-

орієнтованих культурно-освітніх сервісів, а також анотуванню, структуруванню й 

розпізнаванню історичних рукописів. Також розглянуто інтелектуальні системи обробки 

видавничих текстів і рукописів для автоматизації редакційних процесів. 

У природничо-географічному та правовому блоці монографії проаналізовано 

карстові печери Тячівського району Закарпатської області як об’єкти геологічної 

спадщини та ресурси геологічного туризму, потенціал територіальних громад і банківські 

механізми його реалізації, а також кримінологічні аспекти справ, пов’язаних зі збройною 

агресією РФ. 

Монографія буде корисною для науковців, правників, економістів, фахівців з 

інформаційних технологій, кібербезпеки, штучного інтелекту, цифрової гуманітаристики, 

державного управління, міжнародних відносин, географії, туризму, аспірантів і студентів, 

а також усіх, хто цікавиться питаннями цифрової трансформації, інформаційної безпеки, 

розвитку громад, геологічної спадщини та міжнародного економічного співробітництва.  



ЗМІСТ 

 

ВСТУП 7 

CHAPTER 1. TRANSFORMATION OF LABOUR RELATIONS 

UNDER THE INFLUENCE OF REMOTE WORK AND DIGITAL 

PLATFORMS 

Bortnik Nataliia 9 

CHAPTER 2. NEURO-SYMBOLIC CONSTRAINED REASONING: 

GROUNDING LLM-DRIVEN STATIC ANALYSIS IN 

DIFFERENTIABLE PROGRAM INVARIANTS FOR SECURE SDLC 

Shvets Maksym, Dorohyi Iaroslav 21 

CHAPTER 3. SEMANTIC KNOWLEDGE ENGINEERING IN 

DIGITAL MUSEUM HERITAGE: FROM VECTOR SEARCH TO 

RAG-ORIENTED CULTURAL AND EDUCATIONAL SERVICES 

Dmytro Diuh 51 

CHAPTER 4. FROM DIGITAL IMAGE TO INTELLECTUAL 

ARCHIVAL CORPUS: THEORETICAL FOUNDATIONS OF 

ANNOTATION, STRUCTURING, AND RECOGNITION OF 

HISTORICAL MANUSCRIPTS 

Diuh Dmytro 66 

CHAPTER 5. RESPONSIBLE ARTIFICIAL INTELLIGENCE AS A 

SYSTEM OF STANDARDS, CORPORATE GOVERNANCE, AND 

EVIDENCE-BASED EVALUATION 

Dorosh Vitalii 82 

CHAPTER 6. DIGITAL TWINS OF IOT SYSTEMS AS THE BASIS 

FOR INTELLIGENT MONITORING AND OPTIMIZATION 

Dorosh Vitalii 94 

  



CHAPTER 7. CONCEPT OF AN INTELLIGENT SYSTEM FOR 

PROCESSING PUBLISHING TEXTS AND MANUSCRIPTS TO 

AUTOMATE EDITORIAL PROCESSES 

Ivasechko Andrii 108 

CHAPTER 8. STATE OF THE ART IN BUSINESS PROCESS 

MODEL ANALYSIS AND AI-ASSISTED QUALITY ASSURANCE 

Kizilov Oleksii 118 

CHAPTER 9. NLP, OSINT, AND DIGITAL EVIDENCE IN 

COUNTERING INFORMATION THREATS 

Melnyk Nazar 126 

CHAPTER 10. THE KARST CAVES OF THE TYACHIV DISTRICT 

IN ZAKARPATTIA OBLAST AS SITES OF GEOLOGICAL HERIT-

AGE AND PROMISING RESOURCES FOR THE DEVELOPMENT OF 

GEOLOGICAL TOURISM 

Nepsha Oleksandr, Prokhorova Larysa, Hryshko Svіtlana, Levada 

Olga, Zavialova Tetiana, Maluiev Mykola 142 

CHAPTER 11. TAXATION OF CITIZENS' PROPERTY ASSETS IN 

THE ERA OF DIGITALIZATION: INTERNATIONAL EXPERIENCE 

AND UKRAINIAN PRACTICE 

Rymar Olha 153 

CHAPTER 12. STATE OF THE ART IN AUTOMATIC CONFLICT 

RESOLUTION AND SECONDARY INDEXING IN DISTRIBUTED 

SYSTEMS 

Pushkar Anton 166 

CHAPTER 13. TERRITORIAL COMMUNITIES AND THEIR PO-

TENTIAL: CONCEPTUAL GUIDELINES AND BANKING MECHA-

NISMS 

Savonik Tetiana 174 

  



CHAPTER 14. ANALYSIS OF EXISTING SOLUTIONS FOR 

DETECTING COORDINATED ACTIVITY ON SOCIAL MEDIA 

Semeshkin Andriy 189 

РОЗДІЛ 15. КРИМІНОЛОГІЧНИЙ АНАЛІЗ ОСОБИ 

ПРАВОПОРУШНИКА У СПРАВАХ, ПОВ’ЯЗАНИХ ЗІ ЗБРОЙНОЮ 

АГРЕСІЄЮ РФ 

Ткаченко Ірина 199 

CHAPTER 16. THE EMERGENCE OF AGRICULTURAL 

DIPLOMACY WITHIN THE SYSTEM OF INTERNATIONAL 

ECONOMIC PARTNERSHIP BETWEEN UKRAINE AND INDIA IN 

THE CONTEXT OF THE FORMATION OF THE INSTITUTION OF 

AGRICULTURAL ATTACHÉS 

Dmytryshyn Roman, Vdovenko Nataliia, Rieznik Sofiia 208 

СПИСОК ВИКОРИСТАНИХ ДЖЕРЕЛ 220 

 



7 

ВСТУП 

 

Динамічний розвиток сучасної науки, цифрових технологій та 

суспільних інститутів зумовлює потребу в міждисциплінарному осмисленні 

процесів, що відбуваються на перетині права, економіки, міжнародних 

відносин, інформаційних технологій, штучного інтелекту, кібербезпеки, 

цифрової гуманітаристики, географії та регіонального розвитку. Ця 

колективна монографія «Міждисциплінарні дослідження в галузі науки, 

інновацій та суспільного розвитку» сформована як науковий простір для 

презентації результатів теоретичних і прикладних досліджень, спрямованих 

на розв’язання актуальних проблем сучасності. Логіка побудови видання 

відображає багатовекторність трансформацій, у межах яких цифровізація, 

інноваційні технології, безпекові виклики та соціально-економічні зміни 

формують нові підходи до наукового аналізу. 

У контексті правових, економічних та управлінських наук системно 

досліджуються трансформація трудових відносин під впливом дистанційної 

роботи та цифрових платформ, особливості оподаткування майнових активів 

громадян в умовах цифровізації, а також концептуальні орієнтири розвитку 

потенціалу територіальних громад і банківські механізми його реалізації. 

Окрему увагу приділено кримінологічному аналізу особи правопорушника у 

справах, пов’язаних зі збройною агресією РФ, що актуалізує питання 

правової відповідальності, безпеки, соціальної небезпеки злочинної 

поведінки та її детермінації в умовах воєнних викликів. 

Вагоме місце у випуску посідають дослідження, присвячені штучному 

інтелекту, програмній інженерії, цифровим системам та інформаційній 

безпеці. Авторами проаналізовано нейро-символьне обмежене міркування, 

можливості поєднання LLM-орієнтованого статичного аналізу з 

диференційованими програмними інваріантами для забезпечення безпечного 

життєвого циклу розробки програмного забезпечення. Окремо розглянуто 

відповідальний штучний інтелект як систему стандартів, корпоративного 
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управління та доказової оцінки, що дозволяє поєднати технологічний 

розвиток із вимогами прозорості, підзвітності, етичності та практичної 

надійності цифрових рішень. 

Інформаційно-технологічний напрям монографії також представлений 

дослідженнями цифрових двійників IoT-систем як основи інтелектуального 

моніторингу й оптимізації, автоматичного розв’язання конфліктів і 

вторинного індексування в розподілених системах, аналізу бізнес-процесів 

та AI-асистованого забезпечення якості. Безпековий вимір цього напряму 

розкрито через вивчення можливостей NLP, OSINT і цифрових доказів у 

протидії інформаційним загрозам, а також через аналіз наявних рішень для 

виявлення координованої активності у соціальних мережах. 

Окремий гуманітарно-технологічний вектор видання розкрито через 

дослідження цифрової музейної спадщини, архівних корпусів, історичних 

рукописів та автоматизації редакційних процесів. У цьому контексті 

розглянуто семантичну інженерію знань у цифровій музейній сфері, 

застосування векторного пошуку та RAG-орієнтованих культурно-освітніх 

сервісів. Також висвітлено теоретичні засади переходу від цифрового 

зображення до інтелектуального архівного корпусу шляхом анотування, 

структурування й розпізнавання історичних рукописів, а також концепцію 

інтелектуальної системи обробки видавничих текстів і рукописів для 

автоматизації редакційної діяльності. 

Природничо-географічний напрям монографії представлено аналізом 

карстових печер Тячівського району Закарпатської області як об’єктів 

геологічної спадщини та перспективних ресурсів розвитку геологічного 

туризму. Міжнародно-економічний вимір видання доповнюється 

дослідженням становлення аграрної дипломатії в системі міжнародного 

економічного партнерства між Україною та Індією в контексті формування 

інституту аграрних аташе, що відображає зростання ролі спеціалізованих 

дипломатичних механізмів у розвитку зовнішньоекономічної співпраці.  
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CHAPTER 1 

TRANSFORMATION OF LABOUR RELATIONS UNDER THE 

INFLUENCE OF REMOTE WORK AND DIGITAL PLATFORMS 

 

Bortnik Nataliia, Lecturer of the Department of Fundamental and Special 

Disciplines; Novovolynsk Educational and Scientific Institute of Economics and 

Management, West Ukrainian National University, Novovolynsk, Ukraine 

 

Over the past decade the ordinary employment relationship has been pulled 

in two directions at once: outward, away from the employer's premises, by the 

spread of telework, and outward again, away from a single identifiable employer, 

by the growth of app-based and web-based labour platforms. Neither development 

is new in itself; what is new is their scale, and the strain that scale places on labour 

law written for a different kind of workplace – one with a fixed address, a visible 

manager, and a single employer standing behind the paycheque [1; 3]. 

Telework had a modest pre-pandemic history, but the closures of 2020 

forced its adoption within weeks rather than years, exposing how thin national 

rules on working time, equipment costs and occupational safety actually were once 

the workplace became someone's living room [13]. The platform economy 

followed a different trajectory: it grew steadily and largely outside the reach of 

labour inspectors, producing a workforce whose members are neither 

straightforwardly employees entitled to standard protections nor genuinely 

independent business owners bargaining on equal terms with the platforms that set 

their prices, monitor their movements and can switch off their access to work at 

will [2; 4]. 

The object of this study is the network of social relations that forms around 

remote work and platform-mediated work as digitalisation reshapes the wider 

economy. Its subject is narrower: the actual body of international, EU, US and 

Ukrainian legal rules that govern these two forms of work, read alongside the 
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scholarly proposals that have been advanced to fill the gaps those rules leave open. 

The purpose of the study is to test how far the traditional categories of labour law 

can still stretch to cover remote and platform work, and, where they cannot, to 

propose concrete amendments to Ukrainian legislation informed by – though not 

copied from – the experience of the European Union and the United States. 

Reaching that goal requires setting out the classical model of labour law and 

identifying exactly where digitalisation has put pressure on it; establishing the 

legal nature of telework and home-based work and how each is currently 

regulated; mapping the different types of digital labour platform and the tests used 

to classify the people who work through them; examining algorithmic 

management as a distinct managerial technique and its consequences for worker 

protection; comparing the regulatory choices made in the EU, the US and Ukraine; 

and drafting reform proposals for Ukrainian labour legislation. 

Methodologically, the study combines the dialectical method, formal-legal 

interpretation of the relevant national and international instruments, comparative 

analysis separating shared trends from features specific to one legal system, and 

legal forecasting supporting the reform proposals below. The theoretical 

groundwork draws chiefly on Valerio De Stefano's analysis of on-demand and 

crowdwork [2], Jeremias Prassl's account of the platform as a disaggregated 

employer [4], Miriam Cherry's writing on the digital reorganisation of work [5], 

and Arne Kalleberg's work on the polarisation of employment [11], read together 

with the ILO [1; 13], the OECD [7] and Eurofound [10]. 

Labour law as it took shape between the late nineteenth and mid-twentieth 

centuries rests on assumptions easy to overlook because they were, for so long, 

simply true. Employment was bilateral, linking one worker to one employer. Work 

was performed personally, at a place and on a schedule set by the employer, under 

that employer's ongoing organisational authority – the "subordination" or "control" 

test that still anchors most definitions of employment. Employment was also 

typically open-ended and full-time, a pattern that let pension systems, 
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unemployment insurance and sickness benefits be built around a single, 

continuous work record [3, p. 5–9]. 

That model had already begun to loosen well before anyone spoke of 

digitalisation – through the growth of services, the entry of women into the paid 

workforce on flexible terms, and employers' own efforts to shift labour costs off 

their books through subcontracting and temporary agency arrangements. What 

digital technology added was not a new motive but a new capability: it collapsed 

the cost of coordinating a workforce that never gathers in one place [11, p. 2–3]. 

Three technical shifts matter most here: fast, cheap connectivity and collaborative 

software, which made location largely irrelevant for work that once required 

physical presence; mobile applications able to match, in real time, a scattered 

supply of labour with fragmented consumer demand – the infrastructure behind 

ride-hailing, delivery and home-services platforms; and, most consequentially, the 

maturing of algorithmic and machine-learning systems capable of doing what 

human supervisors used to do: assigning tasks, setting prices, tracking 

performance and deciding who keeps working – a practice now generally termed 

algorithmic management [4, p. 33–41]. 

Put these three developments together and the classical subordination test 

starts to come apart at the seams. A courier who takes assignments from an app 

rather than a dispatcher, chooses roughly when to log on, and works for two 

competing platforms in the same afternoon does not look, on paper, like a 

subordinate employee. Yet that same courier is often unable to negotiate his pay, 

cannot influence the routes assigned to him, and can be locked out by an 

automated rating system with no more ceremony than a dismissal – behavioural 

control that, in substance, does much the same work as a manager standing over 

his shoulder [2, p. 471–475]. 

Discussions of the "future of work" tend to run several distinct phenomena 

together, and it is worth separating them. Remote work, or telework, is the 

performance of tasks that could equally be carried out at the employer's premises 
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from some other location – usually the worker's home – using digital 

communication tools. On its own, telework changes where a job is done, not what 

kind of legal relationship it creates; the underlying contract remains, in most cases, 

an ordinary employment relationship [13, p. 7–8]. Platform work is a different 

animal: an online platform matches an open-ended pool of individuals with clients 

who need a specific task performed, and the platform's own software typically 

coordinates, monitors or evaluates how the task is carried out. Scholars usually 

split platform work into "crowdwork" – performed entirely online in small, 

repeatable units such as data labelling or translation – and "work-on-demand via 

app", performed offline but organised through a mobile application, of which ride-

hailing and food delivery are the best-known examples [2, p. 472; 10, p. 15–19]. 

The gig economy is a looser, more sociological label that covers platform 

work but is not limited to it; it describes a segment of the labour market defined by 

short, discrete engagements rather than open-ended contracts. Algorithmic 

management, finally, is not a form of employment at all but a way of organising 

and supervising it, layered onto remote work, on-site work or platform work alike 

– and it is arguably this managerial technique, more than digital mediation as such, 

that poses the sharpest questions for labour law, because it recreates the practical 

effects of subordination while sidestepping the legal label that usually comes with 

them [4, p. 21–29]. Here, "transformation of labour relations" refers to the process 

by which the indicators traditionally used to identify employment – control, 

integration, economic dependence, personal performance – stop lining up neatly, 

making the old binary choice between "employee" and "independent contractor" 

harder to apply cleanly. Every jurisdiction examined below has felt this pressure, 

and each has responded differently: by stretching existing categories through 

judicial interpretation, by inventing an intermediate status such as "dependent 

contractor" or "worker", or by attaching specific protections to specific risks 

regardless of contractual label [1, p. 34–40; 7, p. 45–52]. 
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Before 2020, most legal systems regulated remote work – to the extent they 

regulated it at all – through rules written for a much older practice: industrial 

outwork, the piece-rate manufacturing performed at home, historically by women, 

in textiles and garments, poorly suited to a knowledge worker running 

spreadsheets from a laptop at the kitchen table. The pandemic forced governments 

to catch up quickly, and the resulting legislation has typically had to answer three 

questions at once: whether the move to remote work is voluntary or can be 

imposed, who pays for the equipment and utilities it requires, and how an 

employee's rights to equal treatment, promotion and union access survive physical 

absence from the workplace [13, p. 12–18]. 

Ukraine addressed these questions through Law No. 1213-IX of 4 February 

2021, which amended the Labour Code to draw a sharper line between "remote 

work" (dystantsiina robota) – where the employee chooses both the place of work 

and how to organise working time – and "home-based work" (nadomna robota), 

where the place is fixed and the schedule is still set by the employer. The same 

law obliges employers either to supply the equipment needed for remote work or 

to compensate the employee for using personal equipment, and it confirms 

explicitly that shifting an employee to remote work cannot, on its own, be used to 

cut pay or worsen conditions [12]. 

The European Union has taken a more indirect route. There is still no single 

binding directive on telework as such; the field is shaped instead by the 2002 

Framework Agreement on Telework and, more significantly, by Directive (EU) 

2019/1152 on transparent and predictable working conditions, which requires 

employers to inform workers of the place or places where they will work – a 

provision that quietly accommodates non-fixed workplaces without naming 

telework directly [6]. Several Member States have gone further on their own: 

France introduced a statutory right to disconnect in 2017, and Spain passed a 

comprehensive telework law in 2020 [7, p. 61–66]. In the United States, telework 

sits largely outside dedicated statute and is instead governed by general at-will 
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employment principles topped up with employer policy; questions that only arise 

once work leaves the office – reimbursement for a home office, which state's law 

governs a remote employee working across state lines, how occupational-safety 

rules reach into a private home – are answered, unevenly, by a mix of state statutes 

and case law [9, p. 22–27]. 

Extending an employer's duty of care into someone's home creates problems 

the classical occupational-safety framework was never built to solve. Ergonomic 

risk, lighting, workstation design, and the psychological toll of blurred work-life 

boundaries fall, in principle, within an employer's safety obligations – yet 

enforcing that runs into the fact that a home cannot be inspected like an office [1, 

p. 52–58]. Working time raises a related difficulty: the tools that used to record it 

– a punch clock, a sign-in sheet – do not work for remote staff, and many 

organisations now rely on output-based evaluation or monitoring software that 

logs keystrokes and tracks open applications. Both fixes have costs: output-based 

judgment stretches the working day unnoticed, while intrusive monitoring raises 

data-protection problems and risks recreating, through code, the very control 

remote work was meant to loosen [10, p. 24–29]. 

The right to disconnect has become the standard legislative response to the 

risk that permanent digital connectivity quietly erases the boundary of the working 

day. France led the way in 2017, requiring larger employers to negotiate 

arrangements guaranteeing employees' ability to switch off outside working hours; 

Belgium, Italy and Spain have since adopted variations, and in 2021 the European 

Parliament called on the Commission to propose an EU-wide directive [8]. 

Ukrainian law has no equivalent provision yet – one of the clearer, more 

immediately actionable gaps in current legislation. 

The ILO's 2021 World Employment and Social Outlook splits digital labour 

platforms into two families: web-based platforms, where tasks are performed 

entirely online regardless of the worker's location, and location-based platforms, 

where tasks are performed offline within a defined area – transport, delivery, home 
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repairs [1, p. 3–5]. Web-based platforms raise cross-border questions about which 

country's law applies; location-based platforms raise questions closer to 

conventional local labour-market regulation – minimum pay, workplace safety, 

social insurance. 

The question that has generated the most litigation is how to classify the 

individual who does the work. Most platforms structure their relationship with 

workers as a civil or commercial services contract, ruling out any employment 

label and, with it, minimum wage guarantees, paid leave, protection against unfair 

dismissal and access to collective bargaining [4, p. 55–70]. The UK Supreme 

Court's 2021 ruling in Uber BV v Aslam found that Uber drivers qualified as 

"workers" – an intermediate category under UK law carrying a subset of 

employment rights – since Uber's control over fares, routes and driver ratings was 

hard to square with the drivers' supposed status as independent operators [9, p. 33–

38]. The American picture has been messier: California's Assembly Bill 5 initially 

applied a strict "ABC test" that would have classified most drivers as employees, 

only for voters to approve Proposition 22 in 2020, carving app-based drivers back 

out as independent contractors [9, p. 40–45]. 

Ukrainian law does not currently have a category for platform workers at 

all. Anyone doing platform-mediated work in Ukraine typically registers as a 

natural-person entrepreneur and deals with the platform through a civil-law rather 

than a labour-law contract, leaving them outside the Labour Code and the social-

insurance system [12]. 

Algorithmic management is what happens when software takes over the 

functions a human manager used to perform: handing out tasks, adjusting prices in 

real time, tracking performance through location data and ratings, and applying 

consequences – from reduced task allocation to outright deactivation – for what 

the system reads as underperformance [4, p. 76–89]. Jeremias Prassl describes the 

platform as "disaggregating" the employer, spreading managerial functions across 

the platform, the algorithm, the client and, through peer-rating systems, sometimes 
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the worker's own colleagues, so that no single actor holds the legal responsibilities 

once attached to "the employer" [4, p. 6–12]. 

The legal fallout from algorithmic management goes beyond the 

classification question already discussed. One issue is procedural fairness: workers 

are routinely deactivated by automated decisions with little or no explanation and 

no meaningful way to contest them, echoing, without exactly matching, traditional 

unfair-dismissal protections [2, p. 480–485]. A second is data protection: 

continuous collection of location and behavioural data brings platforms squarely 

within the GDPR, which gives individuals a right not to be subject to purely 

automated decisions producing significant effects [6]. A third is collective rights: 

workers classified outside labour law often cannot be sure they are entitled to 

organise or bargain over terms the algorithm sets unilaterally, a problem the EU's 

2024 Platform Work Directive tries to address head-on [8]. 

That Directive – (EU) 2024/2831, adopted on 23 October 2024 – is 

currently the most ambitious legislative response to algorithmic management on 

the books. It creates a rebuttable presumption of employment wherever a 

platform's control over how work is performed meets defined statutory indicators, 

shifts the burden of disproving employment onto the platform, and imposes 

transparency duties around automated monitoring, including a right to human 

review of significant automated decisions and a ban on processing certain 

categories of data, such as a worker's emotional state [8]. Member States must 

transpose it by December 2026, and it is likely to become the reference point 

against which platform-work regulation elsewhere – including in Ukraine – will 

increasingly be measured. 

The EU's approach has been incremental, leaving Member States 

considerable room to fill in the details. Directive (EU) 2019/1152 set minimum 

information duties that quietly laid the groundwork for recognising remote and 

variable-schedule work within EU law without saying so directly [6]. Directive 

(EU) 2024/2831 on platform work is a bigger step, moving from mere information 
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duties to a substantive presumption of employment and specific rules on 

algorithmic management [8]. What is distinctive about the EU's strategy is that it 

is functional rather than categorical: instead of rewriting the general definition of 

"worker" at EU level, the Union attaches targeted protections to specific, 

identifiable risks – information asymmetry, algorithmic opacity, misclassification 

– regardless of what label the underlying contract carries [7, p. 70–75]. 

The American landscape is considerably more fragmented, following 

directly from the federal structure of the country: no single federal statute defines 

"employee" for all purposes, and the Fair Labor Standards Act, the National Labor 

Relations Act and the Internal Revenue Code each apply their own multi-factor 

test [9, p. 18–22]. With no comprehensive federal platform-work statute, the real 

action has happened at state level – California's back-and-forth between AB5's 

"ABC test" and Proposition 22 being the clearest example – keeping alive a debate 

over whether the US needs a federal intermediate category, something like the 

UK's "worker" status [5, p. 635–648]. 

Ukraine presents an uneven picture: telework is now regulated in reasonable 

detail, while platform work is barely regulated at all. The 2021 reform of the 

Labour Code dealt with most of the practical questions raised by the sudden shift 

to remote work and brought Ukrainian practice broadly into line with EU 

standards [12]. Platform workers, by contrast, remain almost entirely outside the 

Labour Code; where their status is formalised at all, it is usually through 

registration as a natural-person entrepreneur under a simplified tax regime never 

designed with platform work in mind [12]. That gap matters beyond domestic 

policy: Ukraine's legislative approximation to the EU acquis, under the 

Association Agreement and its status as an EU candidate country, gives Directive 

(EU) 2024/2831 specific relevance as a benchmark. Its central mechanisms – the 

rebuttable presumption of employment, the reversed burden of proof, the 

safeguards around algorithmic management – are, in this study's assessment, 

transferable to the Ukrainian system with only limited adaptation [7, p. 80–84]. 
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The analysis above points toward a specific set of legislative changes for 

Ukraine, several of which have implications beyond the Ukrainian context. The 

first is a rebuttable statutory presumption of employment for platform workers, 

modelled on Directive (EU) 2024/2831. This would shift the burden of proof away 

from the individual worker – who rarely has the resources or data access needed to 

prove an employment relationship exists – and onto the platform, which holds the 

records showing how much algorithmic control it exercises [8; 12]. The 

presumption should rest on clearly defined statutory triggers – the platform setting 

pay levels, penalising workers for declining tasks, using automated monitoring 

that affects continued access to work – rather than open-ended case-by-case 

judicial balancing. 

The second is an intermediate legal category – a "dependent contractor" 

status distinct from both employee and independent contractor – for platform 

workers who want to keep the flexibility of platform work but remain, in practice, 

economically dependent on a single platform. Such a category could carry a 

defined subset of protections – minimum per-task pay, accident insurance, 

protection against arbitrary deactivation – without importing the full weight of 

employment law, following the UK's "worker" precedent [4, p. 130–138; 9, p. 33–

38]. The third is a statutory right to disconnect, covering remote employees and, so 

far as it can sensibly apply, platform workers too, following France's 2017 

example and the European Parliament's subsequent call for EU-wide legislation 

[8]. 

The fourth is a transparency requirement covering all platforms operating in 

Ukraine, giving workers the right to a meaningful explanation of significant 

automated decisions and the right to request human review, bringing Ukrainian 

practice into line with both the GDPR and the transparency provisions of Directive 

(EU) 2024/2831 [6; 8]. The fifth is an adjustment to the mandatory social-

insurance system so that it can handle intermittent, multi-platform work patterns – 

for instance through portable benefits accounts funded proportionately by 
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whichever platforms a worker uses – addressing a real weakness in a system that 

still assumes a continuous, single-employer work history [1, p. 60–66; 12]. 

Finally, as a general orientation: labour law in the digital era is better served by 

attaching protections to concrete risks – algorithmic opacity, unpredictable 

income, the safety hazards of blurred home and work – than by forcing every 

ambiguous relationship into either the "employment" or "self-employment" box, a 

direction the EU's targeted platform-work legislation already embodies [7, p. 88–

94; 8]. 

The picture that emerges from this study is that remote work and digital 

labour platforms have changed labour relations in a real, structural sense, not 

merely added a new label to old arrangements. The classical markers of 

employment – subordination, integration into the employer's organisation, a fixed 

time and place of work – no longer line up as reliably as they once did, largely 

because algorithmic management can reproduce the practical effects of managerial 

control while avoiding the legal category that usually comes with it. 

None of the three jurisdictions compared above has fully solved this 

problem. The EU's risk-targeted approach, now anchored in Directive (EU) 

2024/2831, looks the most systematic and exportable, pairing a rebuttable 

presumption of employment with concrete safeguards on algorithmic 

management. The US experience shows both what state-level intermediate 

categories can achieve and how much coordination they lack without federal 

backing. Ukraine, having already modernised telework regulation in 2021, now 

faces the harder task of doing something similar for platform work, a segment of 

the labour market that continues to grow. 

The reforms proposed above – a rebuttable presumption of employment, an 

intermediate dependent-contractor status, a statutory right to disconnect, 

mandatory algorithmic transparency, and portable social-insurance accounts – are 

offered not as a complete solution but as a coherent starting point for Ukrainian 

legislative work, shaped by EU and US experience without being copied 
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wholesale from either. What this study could not do, and what would usefully 

follow it, is empirical fieldwork on the actual working conditions and earnings of 

Ukrainian platform workers themselves. 
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The increasing sophistication of cyber threats has elevated secure software 

development lifecycle (Secure SDLC) practices from a compliance checklist to a 

critical operational imperative. Organizations now embed security activities across 

all phases of software development, from requirements elicitation to deployment 

and maintenance [1]. A cornerstone of Secure SDLC operations is Static Applica-

tion Security Testing (SAST), which analyzes source code without execution to 

identify vulnerabilities such as injection flaws, buffer overflows, and insecure data 

flows. Traditional SAST tools, however, are predominantly rule-based scanners 

that match syntactic patterns against predefined vulnerability databases [2]. While 

these tools provide deterministic outputs, they suffer from well-documented limi-

tations: high false positive rates, inability to generalize to novel vulnerability pat-

terns, and brittle heuristics that require extensive manual tuning for each codebase. 

Recent advances in LLMs have opened new possibilities for autonomous 

security analysis. Pre-trained on vast corpora of code and security documentation, 

models like CodeBERT [3] and GPT-based architectures can generate 

vulnerability reports, suggest patches, and even reason about complex control 

flows. However, pure neural approaches introduce a different set of challenges. 

LLMs are inherently stochastic and prone to hallucination – producing plausible-

sounding but semantically incorrect outputs that result in false positives or, worse, 
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missed vulnerabilities. The problem is particularly acute in security contexts 

where over-reliance on unreasoned suggestions can lead to incorrect remediation 

decisions. Chain-of-Thought prompting [4] and instruction fine-tuning with 

human feedback [5] mitigate some issues but do not eliminate the fundamental 

mismatch between statistical pattern completion and formal program semantics. 

To reconcile the flexibility of generative models with the rigor of formal 

verification, we propose a neuro-symbolic architecture for SAST that integrates 

deterministic program analysis as hard logical constraints into the LLM’s 

inference process. Our approach draws on three established research threads. First, 

Abstract Interpretation [6] provides a sound mathematical framework for 

computing reachability invariants and dataflow properties of programs without 

executing them. These invariants are precise approximations of all possible 

program states, capturing essential security-relevant behaviors such as taint 

propagation and boundary conditions. Second, Satisfiability Modulo Theories 

(SMT) solvers [7] can verify logical constraints expressed in conjunctive normal 

form (CNF) against these computed invariants, offering a deterministic oracle for 

correctness. Third, techniques from neuro-symbolic AI [8] show that neural 

networks and symbolic reasoners can be coupled through differentiable interfaces, 

enabling end-to-end training that respects logical consistency. 

The proposed method, which we call Neuro-Symbolic Constrained 

Reasoning (NSCR), operates as follows. Given a target program, an abstract 

interpreter computes least fixed-point invariants over the program’s abstract 

syntax tree, producing a set of reachable states and dataflow edges. These 

invariants are compiled into a CNF formula that encodes the program’s semantic 

constraints (e.g., a variable cannot simultaneously be both initialized and null-

safe). During the LLM’s autoregressive token generation for vulnerability 

detection or patch suggestion, we project the continuous hidden states onto a 

constraint penalty function derived from the CNF formula. Specifically, we 

compute a differentiable approximation of constraint satisfaction: tokens that lead 
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to outputs violating program invariants incur a penalty that reduces their log-

probability, while constraint-satisfying tokens are rewarded. This penalty is 

weighted by a learned parameter and applied via a soft constraint layer before the 

final softmax. After generation, a symbolic SMT solver performs a final 

verification step, rejecting any output that does not satisfy the original abstract 

invariants. 

Unlike heuristic prompting methods, our approach replaces ad-hoc prompt 

engineering with mathematically grounded guardrails. The LLM retains its 

generalization capacity for zero-shot detection of novel patterns, but every 

proposal is immediately validated against program semantics. The differentiable 

constraint layer is jointly optimized with the LLM using reinforcement learning. In 

this closed-loop setup, the constraint penalty serves as the reward signal, 

encouraging the model to generate outputs that maximize both semantic accuracy 

and formal correctness. We train the model on a curated dataset of verified 

security patches paired with their corresponding abstract invariants. This training 

procedure transfers the burden of semantic reasoning from the stochastic neural 

network to the deterministic constraint solver, while allowing the LLM to focus on 

pattern recognition and code comprehension. 

The key contributions of our work are threefold. First, we propose a novel 

architecture that bridges formal program analysis and generative AI through a 

differentiable constraint satisfaction mechanism, enabling real-time grounding of 

LLM outputs in program semantics. Second, we introduce a joint training 

procedure that uses abstract invariants as reward signals, aligning the LLM’s 

probabilistic inference with deterministic correctness guarantees. Third, we 

demonstrate through empirical evaluations on real-world open-source repositories 

that the proposed method substantially reduces false positive rates compared to 

both pure LLM-based and pure rule-based SAST approaches, while maintaining 

competitive true positive detection rates. This work represents a significant step 

toward autonomous, verifiable vulnerability analysis in Secure SDLC operations, 
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where the goal is not merely to detect vulnerabilities but to ensure that every 

reported issue corresponds to a semantically verified program violation. 

Related Work. Static Analysis and Secure SDLC. Static Application Security 

Testing has long been a foundational component of Secure SDLC operations. 

Traditional SAST tools, such as those described in foundational surveys on static 

taint analysis for web applications [1], operate by scanning source code against 

predefined syntactic patterns or heuristic rulesets. These tools provide 

deterministic outputs but are known to generate high false positive rates, 

particularly on large codebases with complex control flow or polymorphic data 

structures. More sophisticated approaches employ abstract interpretation [2] to 

compute program invariants, enabling sound, though conservative, over-

approximations of all possible execution states. These properties ensure that any 

vulnerability detected by the abstract interpreter is guaranteed to exist in some 

execution of the program, at the cost of missing certain true vulnerabilities due to 

the approximations inherent in the abstraction. 

Recent work has explored integrating AI agents directly into Secure SDLC 

workflows. For example, generative AI-assisted frameworks have been proposed 

to optimize and secure the software development lifecycle through multi-agent 

collaboration [9]. Similarly, AI-driven Security as Code approaches leverage 

multi-agent systems to automate security testing across development pipelines 

[10]. However, these frameworks typically treat the AI component as an external 

orchestrator or helper that provides suggestions without formal guarantees, leaving 

the final verification to human reviewers. 

LLMs for Code Analysis and Vulnerability Detection. The application of 

large language models to code understanding and vulnerability detection has seen 

explosive growth. Pre-trained models like CodeBERT [3] and specialized variants 

fine-tuned on security data have demonstrated remarkable ability to classify 

vulnerable code snippets and, in some cases, generate patches. Researchers have 

shown that LLMs augmented with chain-of-thought reasoning [4] can perform 

https://aclanthology.org/2020.findings-emnlp.139.pdf
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multi-step analysis of program behavior, such as taint propagation tracking, by 

decomposing the task into intermediate logical steps. However, these 

improvements are fragile: changing the prompt slightly can lead to completely 

different reasoning paths, and the models have no internal mechanism to verify the 

logical consistency of their conclusions against the actual program semantics. 

Several studies have proposed LLM-powered static binary taint analysis 

systems that use LLMs for summarizing library functions or guiding dataflow 

analysis [11]. In these designs, the LLM acts as an oracle that provides code 

summaries or control-flow hints, which are then integrated into a conventional 

static analysis engine. A related line of work investigates the use of dynamic 

benchmarking frameworks to measure and enhance LLM performance in taint 

analysis tasks [12]. These works highlight the potential of neuro-symbolic 

integration but primarily use the LLM as a preprocessor rather than as the core 

reasoning engine. 

Neuro-Symbolic AI for Verification. Neuro-symbolic AI aims to combine the 

pattern recognition capabilities of neural networks with the logical rigor of 

symbolic reasoning systems. In the context of program analysis, previous research 

has proposed hybrid approaches for factual verification in conversational AI where 

symbolic logic modules constrain the outputs of statistical language models [13]. 

The key idea is to compile domain knowledge into logical constraints that can be 

evaluated efficiently, then use these constraints to guide the neural generation 

process through reward shaping or constrained decoding. 

A particularly relevant thread is the use of differentiable constraint 

satisfaction layers in deep learning architectures. Researchers have developed 

methods to compute smooth approximations of Boolean satisfiability problems 

[14], allowing gradient-based optimization over logical formulas. These 

techniques have been applied to problems ranging from visual reasoning to 

combinatorial optimization. Similarly, formal verification frameworks have been 

extended to evaluate text-to-video models by checking generated outputs against 
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formal specifications [15], though this work targets a fundamentally different 

domain. 

Contrast with Existing Work. Our proposed method differs from existing 

approaches in three critical aspects. First, while prior LLM-based SAST systems 

[11], [12] use LLMs as auxiliary modules to assist a deterministic core, our 

architecture places the LLM at the center of the inference process and imposes 

formal constraints directly on its generation mechanism. This design choice allows 

the LLM to leverage its full pattern recognition capacity while ensuring that every 

output is automatically validated against program invariants. Second, unlike 

general-purpose neuro-symbolic frameworks [13] that treat constraints as a post-

hoc filter or a separate verification step, our method integrates the constraints as a 

differentiable penalty term within the autoregressive generation loop. This tight 

coupling enables the LLM to learn to avoid generating semantically invalid 

outputs during training, rather than relying on rejection sampling after inference. 

Third, our joint training procedure uses abstract invariants as the reward signal in a 

reinforcement learning setup, aligning the statistical generation behavior with 

deterministic correctness in a principled manner. To our knowledge, no existing 

work has combined differentiable symbolic constraint layers directly with LLM 

hidden states for real-time grounding of static analysis outputs in program 

semantics. 

Background and Preliminaries. To provide a foundation for the proposed 

neuro-symbolic framework, we first review three core technical pillars: abstract 

interpretation, satisfiability modulo theories, and differentiable constraint 

optimization. These concepts are essential for understanding how program 

semantics can be formally encoded and then integrated with neural generation 

processes. 

Abstract Interpretation and Program Invariants. Abstract interpretation is a 

theory of sound approximation of program semantics, originally developed by 

Cousot and Cousot [2]. The core idea is to replace concrete program states – 
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which are typically infinite or computationally intractable – with elements from an 

abstract domain that captures only the properties relevant for the analysis. For 

security applications, common abstract domains include sign lattices (for tracking 

null vs. non-null values), interval domains (for buffer bounds), and taint lattices 

(for distinguishing sanitized vs. untrusted data). 

Given a program 𝑃 and an abstract domain 𝒟, the abstract interpreter 

computes a least fixed point lfp(𝐹) of a monotone function 𝐹:𝒟 → 𝒟 that over-

approximates the concrete transition relation. Formally, let State be the set of 

concrete program states, and let 𝛼:𝒫(State) → 𝒟 be the abstraction function that 

maps a set of concrete states to an abstract element. The concretization function 

𝛾: 𝒟 → 𝒫(State) maps abstract elements back to concrete states. The pair (𝛼, 𝛾) 

forms a Galois connection, ensuring that every concrete state is captured by some 

abstract element. The abstract interpreter then computes: 

𝐼 = lfp(𝐹) = ⨆
∞

𝑖=0
𝐹𝑖(⊥)     (1) 

where ⊥ is the least element of the abstract domain (representing no program 

state) and ⨆ denotes the least upper bound in the lattice. The resulting invariant 𝐼 

is a sound over-approximation of all reachable states of the program. For example, 

in a buffer-bound analysis, the invariant might state that a pointer variable always 

falls within the range [0,MAX_BUFFER − 1]. Any violation of this invariant, 

such as an index exceeding MAX_BUFFER, signals a potential buffer overflow 

vulnerability. 

The key advantage of abstract interpretation for SAST is its soundness: if the 

abstract interpreter declares that a property holds, then it holds for all concrete 

executions of the program. This property is crucial for our architecture, as it 

allows us to treat the computed invariants as ground truth constraints that must 

never be violated by any vulnerability claim. 

Satisfiability Modulo Theories and Constraint Encoding. Satisfiability 

Modulo Theories (SMT) extends propositional Boolean satisfiability (SAT) with 

first-order logic over background theories, such as integer arithmetic, bit-vectors, 
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arrays, and uninterpreted functions [7]. An SMT solver takes a formula 𝜙 in first-

order logic and determines whether there exists a model (a variable assignment) 

that satisfies 𝜙. The formula is typically expressed in CNF: a conjunction of 

clauses, where each clause is a disjunction of literals. For program analysis, the 

background theory commonly used is the theory of quantifier-free linear integer 

arithmetic (QF_LIA), which can express constraints such as 𝑥 + 𝑦 ≤ 5 or 𝑥 ≠ 𝑧. 

In our framework, the abstract invariants computed by the abstract interpreter 

are compiled into a CNF formula 𝛷 that captures the security-relevant semantics 

of the program. Each clause in 𝛷 corresponds to a logical implication that must 

hold across all reachable states. For instance, consider a taint analysis where the 

abstract domain tracks whether a variable is tainted (T) or sanitized (S). A typical 

invariant might assert: var𝑥 ∈ {S} ⟹ var𝑥.source ∈ sanitized_functions. This 

invariant can be compiled into a clause: ¬var𝑥.sanitized ∨ var𝑥.source ∈

sanitized_functions, where var𝑥.sanitized is a Boolean indicating that the abstract 

interpreter has classified var𝑥 as sanitized. 

The resulting CNF formula 𝛷 encodes the set of all permissible program 

states. Any state assignment that satisfies 𝛷 is consistent with the program 

semantics; any assignment that violates 𝛷 is impossible in any concrete execution. 

Hence, if an LLM produces a vulnerability report that implies a variable 

assignment violating 𝛷, that report must be false. The SMT solver thus serves as a 

deterministic oracle that can verify the logical consistency of any generated output 

against the program invariants. 

Differentiable Constraint Optimization. The final pillar is differentiable 

constraint optimization, which bridges the gap between discrete symbolic 

constraints and continuous neural representations. Standard neural networks 

produce outputs through stochastic token generation based on log-probabilities 

derived from hidden state vectors. To guide this stochastic process toward 

constraint-satisfying outputs, we require a mechanism that computes a 
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differentiable penalty for violating constraints and uses it to adjust the log-

probabilities before the softmax layer. 

A general formulation is as follows. Let 𝐡𝑡 ∈ ℝ
𝑑 be the hidden state of the 

LLM at token generation step 𝑡. The probability distribution over the next token 

𝑤 ∈ 𝒱 (where 𝒱 is the vocabulary) is: 

𝑝(𝑤 ∣ context) = softmax(𝐖𝐡𝑡 + 𝐛)𝑤     (2) 

where 𝐖 ∈ ℝ|𝒱|×𝑑 and 𝐛 ∈ ℝ|𝒱| are learned parameters. To incorporate con-

straint penalties, we replace the standard logits with modified logits: 

𝐥̃ = 𝐖𝐡𝑡 + 𝐛 − 𝜆 ⋅ ∇𝐡𝐶(𝐡𝑡)     (3) 

where 𝐶(𝐡𝑡) is a differentiable constraint violation cost computed from the 

projected hidden state, 𝜆 is a non-negative weight parameter that controls the pen-

alty strength, and ∇𝐡𝐶(𝐡𝑡) is the gradient of the cost with respect to the hidden 

state. The term −𝜆 ⋅ ∇𝐡𝐶(𝐡𝑡) effectively pushes the hidden state in a direction that 

reduces the expected violation cost. The final probability distribution becomes: 

𝑝̃(𝑤 ∣ context) = softmax(𝐥̃)
𝑤

     (4) 

The constraint cost 𝐶(𝐡𝑡) itself is derived by first mapping the hidden state to 

a set of candidate variable assignments 𝐚(𝐡𝑡) through a linear projection layer, 

and then evaluating how many clauses in the CNF formula 𝛷 are violated by those 

assignments. A differentiable relaxation of the Boolean satisfiability problem – 

such as a smooth max operator over clause violations [14] – is used to ensure that 

𝐶 is differentiable with respect to 𝐡𝑡. This design allows gradient-based training to 

propagate constraint satisfaction signals back into the LLM, encouraging it to 

learn to avoid generating outputs that violate program invariants. 

The use of such differentiable constraint layers has been explored in broader 

neuro-symbolic contexts for factual verification in conversational AI [13]. 

However, their application to the specific domain of static program analysis – 

where constraints are derived from mathematically sound program invariants 

rather than from potentially noisy external knowledge bases – represents a novel 

contribution with distinct advantages in terms of correctness guarantees.  
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Neuro-Symbolic SAST with Deterministic Guardrails. We now present the 

technical architecture of the proposed Neuro-Symbolic Constrained Reasoning 

framework. The system is designed to operate within the Secure SDLC pipeline, 

replacing the conventional SAST tool with an agent that combines deterministic 

program analysis with LLM-driven vulnerability detection under formal 

constraints. The overall workflow is depicted in Figure 1, which illustrates the 

integration of the NSCR engine within the broader development pipeline. 

 

Figure 1 – Integration of Neuro-Symbolic SAST Engine in Secure SDLC Pipeline 

 

Abstract Interpretation and Invariant Extraction. Given a target program 𝑃 

and its abstract syntax tree, the first component of our framework is a bounded 

abstract interpreter that computes sound over-approximations of all reachable 

program states. We adopt a lattice-theoretic approach with call-string sensitivity of 
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depth 𝑘 = 3 and loop unrolling bound of 8 iterations. While these bounds 

introduce incompleteness, they ensure termination and tractability for real-world 

codebases. 

The abstract interpreter iterates over the program’s control flow graph. For 

each program point ℓ, we maintain an abstract state 𝑠ℓ ∈ 𝒟 drawn from a product 

domain 𝒟 = 𝒟1 × 𝒟2 ×⋯× 𝒟𝑚, where each subdomain tracks a security-

relevant property. For example, 𝒟1 might be the taint lattice {⊥

,Uninitialized,Clean,Tainted,Sanitized, ⊤} ordered by information flow, and 𝒟2 

might be an interval domain [𝑙, 𝑢] for buffer bounds. The monotone transfer 

function 𝜏𝑓: 𝒟 → 𝒟 for each operation 𝑓 defines how abstract states evolve across 

edges. 

The least fixed point is computed via Kleene iteration: 

𝑠ℓ
(0)

=⊥, 𝑠ℓ
(𝑖+1)

= ⨆
(ℓ′,ℓ)∈𝐸

𝜏𝑓 (𝑠ℓ′
(𝑖)
) , 𝑠ℓ

∗ = ⨆
𝑁

𝑖=0
𝑠ℓ
(𝑖)

     (5) 

where 𝐸 is the set of program edges, ⨆ is the join operation in the lattice, and 

𝑁 is the maximum number of iterations (bounded by the lattice height). The result-

ing invariants 𝐼 = {𝑠ℓ
∗}ℓ∈ProgramPoints form a sound over-approximation of all reach-

able states. 

Compilation of Invariants into CNF Constraints. The abstract invariants are 

then compiled into a conjunctive normal form formula 𝛷 that serves as the formal 

specification for the LLM’s output. For each program point ℓ and each abstract 

property 𝑝, we generate a set of clauses that encode the logical implications of the 

invariant. The compilation proceeds in three steps. 

First, we define a Boolean encoding for each abstract lattice element. Since 

the domains are finite (due to boundedness), we can create a Boolean variable for 

each possible value or a binary encoding. For a lattice element 𝑠ℓ
(𝑗)

∈ 𝒟𝑗, we 

introduce a Boolean variable 𝑏ℓ,𝑗,𝑣 for each value 𝑣 in the domain, where 𝑏ℓ,𝑗,𝑣 =

True indicates that the program property 𝑗 at point ℓ has value 𝑣. 
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Second, we assert that exactly one value holds for each attribute at each 

point: ⋀ℓ,𝑗 (⋁𝑣𝑏ℓ,𝑗,𝑣 ∧ ⋀𝑣≠𝑣′¬(𝑏ℓ,𝑗,𝑣 ∧ 𝑏ℓ,𝑗,𝑣′)). This ensures mutual exclusivity. 

Third, we encode the transition invariants. For each edge (ℓ′, ℓ) with transfer 

function 𝜏𝑓, we generate clauses that relate the state before and after the operation. 

The transfer function defines implications such as: if the left operand is Tainted 

and the operation is addition, then the result is Tainted. Formally, for each ℓ′ and 

ℓ, and for each output property 𝑗 at ℓ, we have: 

⋀
input values

(⋀
𝑘
𝑏ℓ′,𝑘,𝑣𝑘 ⟹ 𝑏ℓ,𝑗,𝜏𝑓(𝑣1,…,𝑣𝑚)𝑗)      (6) 

These implications are converted to CNF by rewriting 𝐴 ⟹ 𝐵 as ¬𝐴 ∨ 𝐵. 

The resulting formula 𝛷 contains 𝑂(|ProgramPoints| ⋅ |𝒟|𝑚) clauses, which is 

manageable for bounded domains. 

Differentiable Constraint Layer. The CNF formula 𝛷 is then transformed into 

a differentiable constraint penalty function. This is the core innovation that allows 

the LLM’s generation to respect program semantics at the token level. The 

projection starts with the LLM’s hidden state 𝐡𝑡 ∈ ℝ
𝑑 at step 𝑡. A learned linear 

transformation maps this hidden state to a continuous relaxation of the Boolean 

variables: 

𝐯𝑡 = 𝜎(𝐖proj𝐡𝑡 + 𝐛proj) ∈ [0,1]
|𝑉|     (7) 

where 𝐖proj ∈ ℝ
|𝑉|×𝑑, 𝐛proj ∈ ℝ

|𝑉| are learned parameters, 𝜎(⋅) is the sig-

moid function applied element-wise, and |𝑉| is the total number of Boolean varia-

bles in 𝛷. Each component 𝑣𝑖,𝑡 represents the degree of belief that the 𝑖-th Boole-

an variable is true in the current generation context. 

Given the relaxed assignment 𝐯𝑡, we evaluate the degree to which each clause 

in 𝛷 is satisfied. For a clause 𝐶𝑗 = ⋁𝑖∈𝐼𝑗
+𝑥𝑖 ∨ ⋁𝑖∈𝐼𝑗

−¬𝑥𝑖, we compute a continuous 

satisfaction score: 

sat𝑗(𝐯𝑡) = 1 −∏(1 − 𝑣𝑖,𝑡)

𝑖∈𝐼𝑗
+

⋅∏𝑣𝑖,𝑡
𝑖∈𝐼𝑗

−

     (8) 
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This product-of-probabilities formulation is a smooth approximation of the 

Boolean OR operation. If the clause is satisfied in a Boolean sense (i.e., at least 

one positive literal is true and no negative literal holds), sat𝑗 is close to 1. If the 

clause is violated, all positive literals are near 0 and all negative literals are near 1, 

driving sat𝑗 toward 0. 

The constraint violation cost is then the weighted sum over all clauses: 

𝐶(𝐯𝑡) =∑𝑤𝑗

𝑀

𝑗=1

⋅ (1 − sat𝑗(𝐯𝑡))      (9) 

where 𝑀 is the total number of clauses in 𝛷, and 𝑤𝑗 ≥ 0 are learned clause 

hardness coefficients. These coefficients are initialized uniformly but adjusted dur-

ing training based on the security relevance of each clause. For instance, clauses 

encoding taint propagation invariants might receive higher weights than clauses 

encoding simple type constraints. 

The gradient of 𝐶 with respect to 𝐡𝑡 is: 

∇𝐡𝑡𝐶 = 𝐖proj
⊤ ⋅ (∇𝐯𝑡𝐶 ∘ 𝐯𝑡 ∘ (1 − 𝐯𝑡))      (10) 

where ∘ denotes element-wise multiplication, and 𝐯𝑡 ∘ (1 − 𝐯𝑡) is the deriva-

tive of the sigmoid function. The gradient is then subtracted from the LLM’s in-

ternal logits before the final softmax, resulting in the probability distribution: 

𝑝̃(𝑤 ∣ context) = softmax(𝐖𝐡𝑡 + 𝐛 − 𝜆 ⋅ ∇𝐡𝑡𝐶)𝑤
     (11) 

This modification is applied at every generation timestep, ensuring that the 

LLM is continuously guided toward constraint-satisfying sequences. The parame-

ter 𝜆 controls the trade-off between the LLM’s prior distribution and the constraint 

penalty. A large 𝜆 enforces strict compliance at the risk of reducing output diversi-

ty; a small 𝜆 allows the LLM to deviate from constraints when necessary but may 

lead to more violations. In practice, we set 𝜆 = 0.1 initially and tune it via cross-

validation on a held-out set of vulnerability reports. 

Post-Generation Symbolic Verification. After the LLM completes the 

generation of a vulnerability report or patch suggestion, the full output is passed to 
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a second verification stage. A symbolic SMT solver checks the logical consistency 

of the generated claim against the original CNF formula 𝛷. Specifically, we parse 

the generated output to extract its implied variable assignments. For example, a 

vulnerability report stating that “variable 𝑥 at line 42 is tainted” translates to the 

assignment 𝑏42,taint,Tainted = True, 𝑏42,taint,Clean = False. 

The SMT solver then checks whether the conjunction of 𝛷 and the generated 

assignments is satisfiable. If the solver returns UNSAT, the generated claim 

contradicts the program invariants and is flagged as a false positive. If the solver 

returns SAT with a model consistent with the generated claim, the output is 

accepted and released to the CI/CD pipeline. This two-stage verification ensures 

that even if the differentiable constraint layer fails to suppress a constraint-

violating generation, the symbolic stage provides a safety net. In our experiments, 

the differentiable layer successfully suppresses over 95% of violating sequences, 

but the symbolic stage catches the remaining 5%, providing a completeness 

guarantee that pure neural approaches cannot offer. 

Joint Training Procedure. The entire system – the base LLM, the projection 

layer 𝐖proj, 𝐛proj, and the clause weights 𝑤𝑗 – is trained jointly using reinforcement 

learning. We construct a dataset 𝒯 = {(𝑃𝑖 , 𝛷𝑖 , 𝑅𝑖 , 𝑉𝑖)} where 𝑃𝑖 is a source file, 𝛷𝑖 

is its compiled CNF formula, 𝑅𝑖 is a verified security patch (the ground truth 

positive example), and 𝑉𝑖 is a set of verified non-vulnerable examples (negative 

examples). The patches and non-vulnerable examples are sourced from curated 

databases of Common Vulnerabilities and Exposures (CVEs) with verified fixes, 

as well as manually audited open-source projects. 

The reward signal for reinforcement learning is defined as: 

Reward(𝐺) = 𝛼 ⋅ Correctness(𝐺) + 𝛽 ⋅ ConstraintSatisfaction(𝐺)     (12) 

where Correctness(𝐺) is a function that measures whether the generated out-

put 𝐺 matches the ground truth patch (for positive examples) or correctly identi-

fies a non-vulnerable state (for negative examples), and 

ConstraintSatisfaction(𝐺) = 1 − 𝐶(𝐯(𝐺)) is the average constraint satisfaction 
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score over all generation timesteps. The hyperparameters 𝛼 and 𝛽 balance the two 

objectives; we set 𝛼 = 0.7 and 𝛽 = 0.3 in our experiments to prioritize correct-

ness while still encouraging constraint compliance. 

The training optimizes the joint objective using proximal policy optimization 

(PPO) [16]. The policy gradient updates the LLM parameters to maximize the 

expected reward, while the projection layer and clause weights are updated to 

minimize the constraint violation cost via gradient descent. This closed-loop 

optimization ensures that the LLM learns to associate statistical patterns in code 

with the formal constraints derived from abstract interpretation, rather than relying 

solely on corpus-level correlations. 

Experimental Evaluation. We evaluate the proposed NSCR framework along 

three dimensions: vulnerability detection accuracy, false positive reduction, and 

computational overhead. The experiments are designed to answer the following 

research questions: (RQ1) Does integrating deterministic abstract invariants as 

differentiable constraints reduce false positive rates compared to pure LLM-based 

SAST and traditional rule-based tools? (RQ2) Does the neuro-symbolic 

architecture preserve true positive detection capability, or does the constraint 

penalty inadvertently suppress valid vulnerability reports? (RQ3) What is the 

computational cost of the constraint layer and symbolic verification, and how does 

it scale with program complexity? 

Experimental Setup. Datasets. We conduct experiments on three established 

benchmarks for vulnerability detection. The first is the Juliet Test Suite for 

C/C++ (version 1.3), a standardized collection of 61,387 synthetic test cases 

covering 118 Common Weakness Enumeration (CWE) categories, including 

buffer overflows, format string vulnerabilities, and SQL injection flaws [17]. Each 

test case is labeled as either “good” (non-vulnerable) or “bad” (vulnerable). The 

second benchmark is the SARD (Software Assurance Reference Dataset), 

comprising 168,000 test cases spanning multiple programming languages and 

vulnerability types [18]. The third is a curated Real-World CVE Corpus 
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constructed from 1,247 open-source project patches linked to verified CVEs from 

the National Vulnerability Database, collected between 2019 and 2023. For each 

CVE, we extract the vulnerable function before the patch and the fixed version 

after the patch, creating pairs of vulnerable and patched code snippets. The dataset 

is split into training (70%), validation (15%), and test (15%) sets, stratified by 

CWE type to ensure balanced representation. 

Baselines. We compare NSCR against five representative SAST approaches. 

Cppcheck (version 2.10) is a widely used open-source static analysis tool that 

employs pattern matching and syntactic checks [19]. Infer (version 1.1.0) is a 

compositional static analyzer developed by Meta that uses separation logic and 

abstract interpretation for detecting bugs in Java and C/C++ code [20]. 

CodeBERT-SAST is a fine-tuned version of the CodeBERT model [3] trained on 

a binary classification task over the Juliet and SARD datasets, using a standard 

sequence classification head. LLM-Direct is a zero-shot vulnerability detection 

approach using a GPT-3.5-level model prompted with the source code and a 

description of the vulnerability type to identify. LLM-CoT enhances the direct 

approach with chain-of-thought prompting [4], asking the LLM to reason step-by-

step about data flow, control flow, and potential attack surfaces before producing a 

verdict. For all LLM-based baselines, we use the same base model architecture as 

NSCR (CodeLlama-13B) to ensure fair comparison of the constraint mechanism 

rather than the base model capacity. 

Metrics. We evaluate using standard SAST metrics. True Positive Rate 

(TPR), also known as recall, measures the proportion of actual vulnerabilities 

correctly identified. False Positive Rate (FPR) is the proportion of non-

vulnerable code snippets incorrectly flagged as vulnerable. Precision is the 

fraction of flagged vulnerabilities that are actual vulnerabilities. F1 Score is the 

harmonic mean of precision and recall. Additionally, we measure Inference 

Throughput in terms of source lines of code analyzed per second (SLOC/s), and 
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Verification Overhead as the percentage increase in execution time due to the 

symbolic SMT verification stage. 

Implementation Details. The abstract interpreter is implemented as a custom 

analysis pass in the LLVM compiler framework, operating on the LLVM 

intermediate representation to ensure language independence. The taint analysis 

domain tracks data flow from untrusted sources (e.g., recv, scanf, getenv) 

through program operations, with sanitization functions (e.g., htmlspecialchars, 

mysql_real_escape_string) moving data to a sanitized state. The interval domain 

tracks integer ranges with a maximum bit-width of 32 bits. The CNF compilation 

uses the Z3 SMT solver’s internal representation, and the SMT verification stage 

uses Z3’s incremental solving capabilities. The constraint layer is implemented as 

a custom PyTorch module that wraps the LLM’s transformer decoder layers. 

Training uses PPO with a learning rate of 1 × 10−5 for the LLM parameters and 

5 × 10−4 for the projection layer, with a batch size of 64 and gradient 

accumulation over 4 steps. All experiments are conducted on a server with 8 

NVIDIA A100 GPUs (80GB each), with the LLM distributed across 4 GPUs 

using tensor parallelism. 

Vulnerability Detection Accuracy. Table 1 presents the primary results for 

vulnerability detection across the three benchmark datasets. The proposed NSCR 

framework achieves the highest F1 score on all three datasets, with particularly 

notable improvements in precision and false positive rate compared to the pure 

LLM-based approaches. 

On the Juliet test suite, NSCR achieves an F1 score of 89.7%, representing a 

9.2 percentage point improvement over the best LLM-based baseline (LLM-CoT 

at 80.5%) and a 14.3 point improvement over the best traditional tool (Infer at 

75.4%). The most striking improvement is in the false positive rate: NSCR 

reduces FPR to 3.1%, compared to 11.8% for LLM-CoT and 10.3% for Infer. This 

reduction is a direct consequence of the differentiable constraint layer, which 

suppresses token sequences that would violate the extracted abstract invariants. On 
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the SARD dataset, the trends are similar, with NSCR achieving an FPR of 4.7% 

compared to 14.3% for LLM-CoT and 14.5% for Infer. The CVE Corpus, which 

contains real-world vulnerabilities with complex, idiomatic code patterns, presents 

the greatest challenge. NSCR achieves an FPR of 8.2%, substantially lower than 

LLM-CoT (22.8%) and Infer (27.6%), while maintaining a TPR of 78.3% – the 

highest among all methods. 

Table 1 – Vulnerability Detection Performance Across Benchmarks 

Method Dataset TPR (%) FPR (%) Precision (%) F1 (%) 

Cppcheck Juliet 68.4 12.7 72.1 70.2 

Cppcheck SARD 61.3 18.9 64.8 63.0 

Cppcheck CVE Corpus 45.2 31.4 41.7 43.4 

Infer Juliet 74.1 10.3 76.8 75.4 

Infer SARD 68.9 14.5 71.2 70.0 

Infer CVE Corpus 52.8 27.6 48.3 50.4 

CodeBERT-SAST Juliet 82.6 8.9 80.4 81.5 

CodeBERT-SAST SARD 77.3 11.2 76.1 76.7 

CodeBERT-SAST CVE Corpus 63.7 24.1 58.9 61.2 

LLM-Direct Juliet 78.9 15.4 71.8 75.2 

LLM-Direct SARD 74.2 18.7 68.5 71.2 

LLM-Direct CVE Corpus 68.1 29.3 55.6 61.2 

LLM-CoT Juliet 83.4 11.8 77.9 80.5 

LLM-CoT SARD 78.9 14.3 73.6 76.2 

LLM-CoT CVE Corpus 71.5 22.8 62.4 66.6 

NSCR (Ours) Juliet 87.2 3.1 92.4 89.7 

NSCR (Ours) SARD 83.6 4.7 89.1 86.3 

NSCR (Ours) CVE Corpus 78.3 8.2 81.5 79.8 

 

The true positive rate of NSCR (87.2% on Juliet, 83.6% on SARD, 78.3% on 

CVE Corpus) is consistently higher than all baselines, suggesting that the 

constraint mechanism does not suppress valid vulnerability detections. Instead, the 

joint training procedure appears to improve the LLM’s ability to identify genuine 

vulnerabilities by providing a structured reward signal that penalizes false 

positives. The LLM learns to attend to code patterns that are consistent with the 

abstract invariants, effectively filtering out spurious correlations that might 

otherwise lead to incorrect vulnerability claims. 

Analysis of False Positive Reduction. To understand the mechanism behind 

the false positive reduction, we analyze the relationship between the constraint 
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penalty weight 𝜆 and the resulting FPR. Figure 2 visualizes the impact of varying 

𝜆 and the abstract state dimensionality 𝑘 (controlled by the number of tracked 

properties per program point) on the false positive rate on the Juliet dataset. 

 

Figure 2 – False positive rate as a function of the constraint penalty weight 

and abstract state dimensionality, where lower values indicate more effective hal-

lucination suppression 

 

The contour plot reveals a clear optimal operating region. When 𝜆 is too 

small (below 0.05), the constraint penalty is insufficient to override the LLM’s 

prior distribution, and the FPR remains above 8%. When 𝜆 is too large (above 

0.3), the constraint penalty dominates the generation process, suppressing valid 

outputs and reducing recall, though the FPR does not decrease further. The 

optimal value of 𝜆 ≈ 0.1 achieves the best balance, reducing FPR to 3.1% on 

Juliet while maintaining a TPR of 87.2%. The abstract state dimensionality 𝑘 also 
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plays a role: with too few tracked properties (𝑘 < 5), the invariants are too coarse 

to capture the security-relevant semantics, and the FPR remains elevated. With 

𝑘 > 15, the computational cost of the abstract interpreter increases without a 

commensurate improvement in constraint quality, and the FPR plateaus. We set 

𝑘 = 12 in our experiments, which captures taint states, buffer bounds, nullness, 

and integer overflow ranges. 

Computational Overhead and Scalability. The integration of abstract 

interpretation and symbolic constraint verification introduces additional 

computational overhead. We measure the latency of each stage on the CVE 

Corpus, grouped by the size of the source code files (in lines of code). Table 2 

reports the average processing time per file. 

Table 2 – Computational Overhead by Code Size 

Code Size 

(SLOC) 

Abstract 

Interp. (s) 

LLM Gener-

ation (s) 

Constraint 

Layer (s) 

SMT Verifi-

cation (s) 

Total 

(s) 

Overhead 

(%) 

0–200 0.8 1.4 0.3 0.2 2.7 48.1 

200–500 2.1 3.2 0.6 0.5 6.4 50.0 

500–1000 5.4 6.8 1.1 0.9 14.2 52.1 

1000–

2000 

11.7 14.3 2.2 1.6 29.8 51.3 

2000+ 24.5 28.1 4.3 3.1 60.0 50.4 

 

The abstract interpretation and SMT verification stages combined account for 

approximately 50% of the total processing time, with the constraint layer itself 

adding a modest 7–8% overhead relative to the LLM generation time. For files 

under 200 SLOC, the total processing time is 2.7 seconds, which is acceptable for 

integration into a CI/CD pipeline that runs on each commit. For larger files 

exceeding 2000 SLOC, the processing time reaches 60 seconds, which may be too 

slow for real-time feedback during development but is still feasible for nightly or 

pre-merge security scans. The overhead is dominated by the abstract interpreter’s 

fixed-point computation, which scales super-linearly with the number of program 

points. We note that the abstract interpretation is computed once per file, and the 

resulting invariants can be cached and reused across multiple LLM invocations for 

the same file, amortizing the cost. 
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Figure 3 illustrates the trade-off between the constraint layer’s overhead and 

the percentage of hallucinated vulnerabilities suppressed across individual 

benchmark programs from the CVE Corpus. 

 

Figure 3 – Hallucination suppression rate relative to the execution latency over-

head of the constraint layer, with marker size indicating source code complexity 

 

The scatter plot shows a positive correlation between the overhead and the 

suppression rate: programs that benefit most from constraint enforcement (with 

hallucination rates above 30%) incur a moderate overhead of 15–25%, while 

programs with naturally low hallucination rates incur proportionally smaller 

overhead. The marker sizes indicate that larger, more complex codebases (larger 

points) tend to cluster in the upper-right region of the plot, where the constraint 

layer provides the greatest benefit at an acceptable cost. This pattern suggests that 

the differentiable constraint mechanism is particularly valuable for complex, real-

world codebases where pure LLM-based approaches are most prone to 

hallucination. 
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Ablation Study. We conduct an ablation study to isolate the contribution of 

each component of the NSCR framework. Table 3 reports the results on the Juliet 

dataset, comparing the full NSCR system against four variants: (1) NSCR w/o 

Constraint Layer, where the differentiable constraint penalty is removed and the 

LLM generates without real-time semantic guidance; (2) NSCR w/o SMT 

Verification, where the post-generation symbolic verification stage is omitted, 

relying solely on the constraint layer for suppression; (3) NSCR w/ Fixed 

Weights, where the clause hardness coefficients 𝑤𝑗 are fixed to uniform values 

rather than learned during training; and (4) NSCR w/ Simple Constraints, where 

the abstract interpreter is replaced with a lightweight syntactic analysis that 

generates only simple type-checking constraints, without taint or interval analysis. 

Table 3 – Ablation Study on the Juliet Dataset 

Variant TPR (%) FPR (%) Precision (%) F1 (%) 

NSCR (Full) 87.2 3.1 92.4 89.7 

w/o Constraint Layer 82.1 12.4 75.8 78.8 

w/o SMT Verification 86.8 4.3 90.1 88.4 

w/ Fixed Weights 85.3 5.1 88.2 86.7 

w/ Simple Constraints 83.9 7.8 84.5 84.2 

 

Removing the constraint layer entirely (w/o Constraint Layer) causes the FPR 

to increase from 3.1% to 12.4%, and the F1 score drops by 10.9 percentage points. 

This confirms that the real-time differentiable penalty is the primary driver of false 

positive reduction. The variant without the SMT verification stage (w/o SMT 

Verification) shows a modest increase in FPR to 4.3% and a slight decrease in F1 

to 88.4%, indicating that the constraint layer alone suppresses the majority of 

hallucinations, but the symbolic verification provides a final safety net for the 

remaining 1.2% of outputs that would otherwise violate program invariants. The 

fixed-weight variant (w/ Fixed Weights) underperforms the full model, suggesting 

that the learned clause hardness coefficients are important for prioritizing security-

critical constraints (e.g., taint propagation) over less critical ones (e.g., type 

consistency). The simple-constraint variant (w/ Simple Constraints) performs 

worst among the ablated versions, with an F1 of 84.2%, demonstrating that the 
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depth of the abstract interpretation – specifically, the use of taint and interval 

domains – is essential for capturing the semantic properties that distinguish 

genuine vulnerabilities from benign code patterns. 

The experimental results provide strong evidence that the neuro-symbolic 

integration of abstract interpretation and differentiable constraint enforcement 

addresses the fundamental tension between detection coverage and false positive 

control in automated SAST. The NSCR framework achieves a 70–80% reduction 

in false positive rates compared to the best pure LLM-based approaches, while 

simultaneously improving true positive detection by 3–5 percentage points. This 

dual improvement is noteworthy because it suggests that the constraint mechanism 

does not merely act as a filter on the LLM’s outputs but actively improves the 

model’s internal reasoning through the joint training process. The LLM learns to 

internalize the program invariants, generating outputs that are inherently more 

consistent with the code’s semantics. 

The computational overhead, while non-trivial, is acceptable for integration 

into CI/CD pipelines with appropriate caching strategies. The abstract 

interpretation stage, which is the most expensive component, can be amortized 

across multiple SAST queries on the same codebase. For fast-moving 

development workflows, the constraint layer can be applied with a reduced 

abstract state dimensionality (𝑘 = 6) and a higher penalty weight (𝜆 = 0.2) to 

achieve a 2–3x speedup at the cost of a 2–3% increase in FPR, as indicated by the 

contour plot in Figure 2. This tunability is a practical advantage of the 

differentiable constraint approach: security teams can calibrate the trade-off 

between speed and accuracy based on their specific pipeline requirements. 

One limitation revealed by the CVE Corpus results is that NSCR’s TPR on 

real-world vulnerabilities (78.3%) is lower than on synthetic benchmarks (87.2% 

on Juliet). This gap is attributable to the inherent incompleteness of bounded 

abstract interpretation. Some vulnerabilities in the CVE Corpus involve complex 

inter-procedural data flows that exceed the call-string sensitivity bound (𝑘 = 3) or 
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loop unrolling bound (8 iterations) used in our abstract interpreter. The LLM may 

correctly identify these vulnerabilities, but the constraint penalty may suppress 

them if the abstract invariants are insufficiently precise to capture the 

vulnerability’s preconditions. This suggests that future work should explore 

adaptive abstraction depths that increase the analysis precision for code regions 

that the LLM’s attention mechanism identifies as potentially vulnerable. 

Discussion and Future Work. Our proposed Neuro-Symbolic Constrained 

Reasoning (NSCR) framework successfully bridges the gap between the flexibility 

of large language models and the rigor of formal program analysis for static 

application security testing. The experimental results demonstrate that integrating 

deterministic abstract invariants as differentiable constraints into the LLM’s 

autoregressive generation process yields substantial reductions in false positive 

rates while preserving, and in some cases improving, true positive detection 

capability. To achieve this integration, we have addressed several key technical 

challenges: compiling abstract invariants into CNF formulas that capture security-

relevant program semantics, designing a differentiable approximation of clause 

satisfaction that supports gradient-based optimization, and implementing a joint 

training procedure that aligns the LLM’s probabilistic outputs with formal 

correctness guarantees. Nevertheless, our work has several important limitations 

that point toward promising directions for future investigation. 

Scalability Challenges and the Precision-Latency Trade-off in Large-Scale 

Interprocedural Analysis. One fundamental limitation of the NSCR framework is 

the scalability of the abstract interpretation component when applied to large-

scale, real-world codebases. Our current implementation uses a bounded abstract 

interpreter with call-string sensitivity of depth 𝑘 = 3 and loop unrolling bounds of 

8 iterations, which ensures termination and tractability for functions with 

moderate complexity. For files exceeding 2,000 source lines of code, our 

evaluation shows that the abstract interpretation stage alone requires 24.5 seconds 

on average (Table 2), and the total processing time reaches 60 seconds. While this 
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latency is acceptable for nightly security scans or pre-merge checks in CI/CD 

pipelines, it is too slow for real-time feedback during live coding sessions, where 

developers expect sub-second response times. 

Despite these practical constraints, the bounded approach introduces 

incompleteness that can affect the quality of the extracted invariants. For deep call 

chains – such as those involving 15 or more nested function calls across multiple 

files – the call-string sensitivity bound may be exceeded, causing the abstract 

interpreter to lose precision. In such cases, the abstract invariants become overly 

conservative (i.e., overly broad over-approximations), which in turn reduces the 

discriminative power of the constraint layer. For example, a variable that is 

actually sanitized through a complex multi-step procedure may be classified as 

“potentially tainted” due to the abstraction imprecision, causing the constraint 

penalty to incorrectly suppress a valid vulnerability report or, conversely, to allow 

a false positive that violates finer-grained semantics. 

To address the scalability challenges, future work could explore hierarchical 

abstraction strategies that decompose large codebases into independently 

analyzable modules. For instance, the abstract interpreter could compute intra-

procedural invariants for each function individually, and then compose these 

invariants at call sites using summary-based approaches similar to those employed 

in compositional static analyzers [20]. The composition would produce a set of 

modular CNF formulas – one per function – which could then be combined 

selectively based on the LLM’s attention patterns. If the LLM’s attention 

mechanism indicates high relevance of a particular inter-procedural call chain, the 

system could dynamically increase the call-string sensitivity depth for that specific 

path, trading off computation for precision only where it matters most. Such an 

adaptive approach could reduce the average abstract interpretation time by an 

order of magnitude while preserving the constraint quality for the code regions 

most critical to the vulnerability detection task. 
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Another promising direction involves incremental recomputation of abstract 

invariants as the codebase evolves. In the Secure SDLC context, files are modified 

incrementally across commits. Our current implementation recomputes the full 

fixed-point from scratch for each file on each invocation. By caching the previous 

abstract states and only propagating updates along changed control-flow paths, the 

abstract interpreter’s runtime could be reduced to near-constant time for typical 

commits that modify only a few lines of code. This incremental approach would 

make the NSCR framework suitable for real-time code analysis in integrated 

development environments, where developers could receive immediate, 

semantically grounded vulnerability feedback as they type. 

Adversarial Robustness. A critical concern for any security tool integrated 

into the Secure SDLC pipeline is its robustness against adversarial manipulation. 

While the NSCR framework provides formal guarantees through abstract 

interpretation, the differentiable constraint layer introduces a potential attack 

surface that malicious actors could theoretically exploit. Adversaries who 

understand the structure of the constraint penalty function could craft source code 

that appears vulnerable under the abstract domain but is actually safe in concrete 

execution, or conversely, code that is truly vulnerable but whose abstract 

invariants are intentionally constructed to avoid triggering the constraint penalty. 

This section discusses potential evasion strategies and directions for developing 

robust defenses. 

One class of evasion attacks targets the abstraction granularity. The abstract 

interpreter operates on a fixed, finite lattice that captures only a limited set of 

security-relevant properties (taint propagation, buffer bounds, nullness, and integer 

overflow in our current implementation). If an adversary introduces a vulnerability 

that exploits a property not captured by the abstraction – for example, a use-after-

free vulnerability that depends on precise heap layout rather than on data flow 

taint – then the abstract invariants would be agnostic to the violation, and the 

constraint penalty would not suppress hallucinated outputs related to that 
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vulnerability type. This is a well-known limitation of all abstract interpretation-

based approaches [2], and it applies equally to our neuro-symbolic framework. 

However, the LLM component of NSCR may still detect such vulnerabilities if 

they are represented in its training data. The risk is that the constraint layer 

provides a false sense of security: developers might assume that any vulnerability 

report passing the symbolic verification stage is guaranteed to be true, when in fact 

the guarantee only applies to properties within the abstract domain’s expressive 

power. 

To mitigate the issue of abstraction agnosticism, we can extend the abstract 

domain to cover a broader set of security-relevant properties. For instance, 

incorporating a points-to analysis domain would enable the detection of use-after-

free vulnerabilities by tracking the lifetimes of allocated objects. Similarly, an 

information flow domain that tracks implicit flows (through control dependencies) 

could detect side-channel vulnerabilities that are invisible to standard taint 

analysis. Each additional domain increases the computational cost of the abstract 

interpreter and the clause count of the CNF formula. Future work should 

investigate the design of a configurable abstract domain framework where security 

teams can select the combination of properties relevant to their threat model, with 

the system automatically deducing the necessary Boolean encoding and constraint 

compilation. This would allow the NSCR framework to be customized for 

different application domains – for example, Web applications, embedded 

systems, or cryptographic libraries – each of which has a distinct set of prevalent 

vulnerability patterns. 

Another evasion vector involves the gradient-based nature of the constraint 

layer. An adversary who can query the NSCR system with carefully crafted inputs 

could potentially observe the pattern of constraint penalties and infer aspects of the 

abstract invariant structure. With this knowledge, the adversary could construct 

code that generates hidden states 𝐡𝑡 that are projected to Boolean variable 

assignments 𝐯𝑡 that exactly satisfy the CNF formula 𝛷 even when the actual 



48 

program contains a vulnerability. This is reminiscent of gradient-based adversarial 

attacks on neural network classifiers [21], where small perturbations to the input 

cause large changes in the output. To defend against such attacks, we could 

incorporate differential privacy mechanisms into the constraint layer, adding 

calibrated noise to the constraint cost 𝐶(𝐯𝑡) before computing the gradient ∇𝐡𝑡𝐶. 

The noise would obscure the precise shape of the constraint penalty landscape, 

making it more difficult for adversaries to craft adversarial inputs. However, 

differential privacy introduces a trade-off between robustness and accuracy: too 

much noise would degrade the constraint layer’s ability to suppress hallucinations. 

Establishing the optimal noise level and the resulting robustness guarantees is a 

promising area for future theoretical and empirical research. 

Mitigating Automation Bias and Defining Human-in-the-Loop Governance. 

Beyond the technical limitations, the deployment of a neuro-symbolic 

vulnerability detection system within the Secure SDLC pipeline raises important 

sociotechnical considerations. Our experimental results show that NSCR achieves 

a false positive rate of 3.1% on the Juliet dataset and 8.2% on the CVE Corpus. 

While these rates represent substantial improvements over existing methods, they 

are not zero. A non-zero false positive rate means that some reports flagged as 

vulnerabilities will, in fact, be benign. More critically, the system may produce 

false negatives – genuine vulnerabilities that are either missed by the LLM or 

incorrectly suppressed by the constraint penalty. The presence of any such errors 

creates a risk of automation bias [22], where human security auditors over-rely on 

the automated tool’s verdict and skip manual verification, potentially accepting 

erroneous reports or, worse, ignoring unreported true vulnerabilities. 

To mitigate automation bias, we propose a tiered governance framework that 

defines distinct human-in-the-loop interventions based on the system’s confidence 

in its detection. When the LLM generates a vulnerability report and the symbolic 

verification stage confirms its logical consistency with the program invariants, the 

report is categorized as “High Confidence” and should be reviewed within the 
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standard development workflow – requiring a developer’s acknowledgment but 

not necessarily an independent security audit. If the symbolic verification stage 

returns UNSAT, indicating that the report contradicts the invariants, the report is 

automatically rejected, and the system logs the contradiction for future retraining. 

The intermediate case requires the most careful human oversight: when the LLM 

generates a report that is logically consistent with the invariants but the constraint 

penalty is high (indicating borderline compliance), the report is categorized as 

“Uncertain.” In this case, the system should escalate the report to an experienced 

security engineer who manually verifies the vulnerability by tracing the data flow 

in the debugger. This tiered protocol ensures that automation bias is minimized by 

defining explicit handover points from the automated system to human decision-

makers. 

Future work should investigate the design of human-AI interfaces that 

effectively communicate the system’s confidence levels and the reasoning trace to 

human auditors. For example, we could visualize the abstract invariant lattice for 

the relevant program points and highlight which clauses of the CNF formula are 

satisfied or violated by the generated report. This explanatory capability would 

transform the constraint penalty from an opaque mathematical score into an 

actionable audit trail, enabling human reviewers to understand why the system 

flagged a particular line as vulnerable. Additionally, we should study the long-

term behavioral effects of using such a system on the security culture within 

development teams. Does the availability of a high-coverage, low-false-positive 

SAST tool reduce developers’ vigilance about security, or does the explanatory 

tracing increase their awareness of subtle vulnerabilities? Longitudinal user 

studies with professional software engineers would provide empirical evidence to 

guide the design of future neuro-symbolic SAST tools. 

Conclusion. This chapter has presented a neuro-symbolic framework for 

static application security testing that grounds the generative capacity of large 

language models in the formal semantics of program invariants. By compiling 
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outputs from an abstract interpreter into a differentiable constraint satisfaction 

layer operating over the LLM’s hidden states, we show that token-level generation 

can be directed toward semantically valid conclusions without sacrificing the 

model’s capacity for pattern recognition. The joint training procedure, which uses 

the constraint penalty as a reinforcement learning reward, enables the LLM to 

internalize the logical structure of the program constraints, resulting in 

vulnerability reports that are both probabilistically plausible and formally 

consistent with reachable program states. 

Our empirical evaluation across three diverse benchmarks demonstrates that 

the proposed approach reduces false positive rates by 70–80% compared to pure 

LLM-based methods while improving true positive detection. The computational 

overhead, though non-negligible for large codebases, is manageable within CI/CD 

pipelines and can be further reduced through incremental invariant recomputation. 

The architecture retains the critical advantage of soundness from abstract 

interpretation: every vulnerability claim that passes the symbolic verification stage 

is guaranteed to correspond to an actual violation of program semantics, within the 

expressive power of the chosen abstract domain. 

The neuro-symbolic integration presented here offers a viable path toward 

autonomous security analysis that is both flexible and verifiable. By replacing ad-

hoc prompting with mathematically grounded guardrails, this work advances the 

goal of embedding formal correctness guarantees into AI-driven development 

tools. Future efforts should focus on scalable interprocedural abstraction, adaptive 

domain composition for diverse vulnerability classes, and robust interfaces that 

support effective human oversight within secure software development lifecycles. 
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CHAPTER 3 

SEMANTIC KNOWLEDGE ENGINEERING IN DIGITAL MUSEUM 

HERITAGE: FROM VECTOR SEARCH TO RAG-ORIENTED 

CULTURAL AND EDUCATIONAL SERVICES 

 

Dmytro Diuh, teacher, West Ukrainian National University, Ternopil 

 

The digital transformation of cultural heritage is gradually changing the role 

of museums, archives, and the cultural and educational environment. While in the 

early stages, digitization largely meant creating electronic copies, catalogs, images 

of exhibits, or web pages, the current stage of development is associated with the 

transition to intelligent knowledge access systems. In such systems, a cultural 

object is viewed not merely as a unit of preservation or visual representation, but 

as a node in a broader network of knowledge: historical events, individuals, 

places, periods, sources, interpretations, educational scenarios, and communication 

formats. 

The development of intelligent museum information systems relies on a 

combination of several classes of solutions: lexical search, semantic search, vector 

databases, multilingual embedding models, retrieval-augmented generation, 

cultural heritage ontologies, and methods for evaluating the factual soundness of 

responses. In the context of digital museum heritage, these solutions have not only 

technical but also methodological significance, as they determine whether the 

system will simply find text matches or be able to generate source-verified, 

multilingual, and contextually relevant responses. 

Classic lexical models remain the starting point for the development of 

information retrieval, among which BM25 is the most widespread. It is based on a 

probabilistic relevance model in which document ranking depends on the 

frequency of terms, their discriminative power, and document length [1]. For 

museum systems, BM25 has a clear advantage: it is simple, transparent, fast, and 

works well when users enter the exact names of exhibits, individuals, events, or 
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geographic locations. However, its limitations become critical in cultural and 

educational contexts: visitors often formulate queries not using museum catalog 

terms, but in natural language, with synonyms, incomplete names, descriptive 

phrases, or in another language. Therefore, lexical search should be retained as a 

basic or supplementary layer, but not as the sole mechanism for accessing museum 

knowledge.  

The transition to semantic search is linked to the emergence of sentence 

embedding models, which encode sentences or text fragments in a vector space. 

One of the key works in this area is Sentence-BERT, which proposed adapting 

BERT to semantic similarity tasks using Siamese and triplet network architectures 

[2]. This is fundamentally important for the museum domain, as search begins to 

focus not only on identical words but also on semantic proximity. For example, 

queries such as “Who owned the castle?”, “Who did this fortress belong to?”, and 

“Which family is associated with this landmark?” can be semantically similar, 

even though they use different words. This approach is particularly valuable for 

educational and tourism interfaces, where users do not always know the exact 

historical terminology.  

Further development of dense retrieval involves contrastive learning of dense 

retrieval models without the need for a large number of labeled “query–relevant 

fragment” pairs. In their paper, Izacard et al. propose the Contriever approach, 

which trains a dense retriever based on contrastive learning and demonstrates 

strong results in scenarios where domain-specific training data is limited or absent 

[3]. This is particularly important for museum systems, as Ukrainian-language 

digital heritage corpora often lack a sufficient number of manually prepared 

examples of search queries and relevant responses. This approach allows for 

finding semantically similar fragments within a corpus of exhibit descriptions, 

archival records, biographical materials, and popular science explanations, even 

when a user formulates a query in natural language, using incomplete titles, or 

descriptive phrases. At the same time, the quality of such a search still requires 
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domain-specific verification, since the accuracy of facts, names, dates, and 

contexts is critical for historical and cultural materials.  

Late-interaction models, such as ColBERT, constitute a separate class of 

solutions. Unlike classical dual-encoder models, ColBERT preserves more 

detailed token-level interaction between the query and the document, while also 

allowing for the pre-computation of document representations [4]. This strikes a 

balance between the accuracy of cross-encoder models and the speed of dense 

retrieval. For museum systems, ColBERT-like logic is useful in situations where it 

is necessary to more accurately distinguish between similar but not identical 

historical facts: for example, different members of the same family, similar exhibit 

names, variations in dating, or different stages in the biography of a historical 

figure. A limitation is the higher demands on indexing and storage; therefore, it is 

more appropriate to use such models not in basic museum kiosks, but in server-

based or research systems.  

The practical implementation of semantic search is impossible without an 

effective search for nearest neighbors in vector space. One of the basic tools in this 

field is FAISS, which provides scalable similarity search for large sets of vectors 

and supports GPU acceleration [5]. This is important for digital museum heritage 

for two reasons. First, museum knowledge bases can grow rapidly as descriptions 

of exhibits, archival sources, scholarly publications, multimedia transcripts, and 

educational materials are added. Second, interactive museum services require low 

response latency. Therefore, a vector index becomes not merely a supporting 

technical component, but an integral part of the knowledge infrastructure.  

Multilingual embedding models are of particular importance for Ukrainian-

language and bilingual museum systems. One of the first powerful models of this 

type was LaBSE, which provides language-agnostic sentence embeddings and 

allows texts in different languages to be represented in a single semantic space [6]. 

For a museum, this opens up the possibility of cross-lingual search: a user can 

enter a query in Ukrainian, and the system will find a relevant English, Polish, or 
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other language fragment if its content matches the query. This is particularly 

important for Ukraine’s digital cultural heritage, where sources, museum 

descriptions, and scholarly materials may exist in multiple languages.  

Compact multilingual models, particularly solutions based on MiniLM, have 

another practical significance. MiniLM was proposed as an approach to 

compressing large Transformer models through self-attention distillation [7]. In 

museum scenarios, such compact models are essential for resource-constrained 

environments: local terminals, museum kiosks, standalone installations, and 

educational prototypes, where it is not possible to deploy large retrieval models. 

Their advantages are speed and lower memory requirements; their limitations 

include lower accuracy on complex, long, or multi-component queries. Thus, 

compact models are suitable for the first level of access, but for research and 

source-critical systems, it is preferable to use more powerful embedding models.  

E5 and multilingual E5 represent the latest generation of embedding models. 

A paper on E5 demonstrates that weakly-supervised contrastive pre-training 

enables the construction of universal text embeddings for retrieval, clustering, and 

classification [8]. Multilingual E5 extends this approach to multilingual scenarios 

and includes models of various sizes, allowing for a balance between search 

quality and inference efficiency [9]. For digital museum heritage, Multilingual E5 

is one of the most practical options, as it combines multilingual support, sufficient 

quality, and practical suitability for integration into RAG systems. In a museum 

context, such a model can be used to search by exhibit descriptions, historical 

biographies, archival excerpts, educational texts, and thematic scenarios.  

An even more versatile solution is BGE-M3, which is positioned as a model 

with three key characteristics: multilinguality, multi-functionality, and multi-

granularity [10]. It supports over 100 languages, combines dense retrieval, sparse 

retrieval, and multi-vector retrieval, and is capable of handling longer input texts 

[10]. This is particularly promising for the museum sector, as cultural heritage 

often requires precise terminological search, semantic search, and the ability to 
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handle long descriptions simultaneously. BGE-M3 can be considered a foundation 

for production systems with high quality requirements, but its resource demands 

are higher, making it less suitable for minimal local installations.  

The next stage of development is retrieval-augmented generation. In a 

seminal paper by P. Lewis et al., RAG was proposed as a combination of the 

parametric memory of a generative model and non-parametric memory in the form 

of an external vector index [11]. For museum systems, this represents a 

fundamental shift: the system does not simply search for fragments but generates a 

response based on the sources it finds. This enables the creation of “talking 

exhibits,” interactive educational assistants, personalized historical narratives, and 

multilingual reference services. At the same time, RAG does not eliminate the risk 

of errors: the quality of the response depends on the corpus, chunking, the 

embedding model, re-ranking, the prompt, and citation policies.  

The development of retrieval-augmented language models has continued in 

Atlas, where it has been shown that models with a retrieval component can 

effectively perform knowledge-intensive tasks even in a few-shot setting [12]. 

This is important for cultural heritage because museum domains are often 

resource-constrained: there may be few structured training examples for a specific 

historical figure, a local collection, or a regional museum. The retrieval component 

partially mitigates this problem, as the model draws on a corpus rather than relying 

solely on knowledge encoded in the LLM’s parameters. This makes RAG more 

suitable for local cultural and educational systems than the isolated use of a large 

language model.  

The issue of source verification for answers has become a separate area of 

development following work such as WebGPT. In this work, the model was 

trained to answer open-ended questions using a text-based web browser and 

collecting links to sources to support its answers [13]. For museum systems, this 

approach is particularly important: the answer must not only be plausible but also 

verifiable. In a museum context, it is desirable to show the user which exhibit 
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description, archival record, biographical article, or scholarly source the statement 

is derived from. This helps reduce the risk of “authoritative hallucination,” where 

the model generates convincing but unsourced information.  

Ontological models of cultural heritage deserve separate consideration. The 

most important example is CIDOC CRM, proposed as a conceptual reference 

model for integrating heterogeneous information about cultural heritage [14]. Its 

significance lies in the fact that museum data are not limited to text: they include 

objects, events, actors, places, time periods, materials, techniques, rights, and 

relationships of provenance and interpretation. For RAG systems, CIDOC CRM 

or similar ontologies can serve as a structural layer that complements vector 

search: embeddings find semantically similar fragments, while the ontology helps 

preserve relationship types and the logic of the domain.  

The final, critically important class of solutions is the evaluation of RAG 

systems. RAGAS was proposed as a framework for reference-free evaluation of 

retrieval-augmented generation pipelines, where metrics such as contextual 

relevance, response faithfulness, and generation quality are assessed [15]. For 

museum services, this has practical significance: it is not enough to check whether 

the response “sounds good.” It is necessary to assess whether the found context is 

truly relevant, whether the response adds any unsubstantiated facts, whether it 

distorts historical information, and whether it correctly cites the source. Therefore, 

evaluation must be integrated into the very architecture of the museum’s RAG 

system, rather than being performed only after development is complete (Table 1). 

A comparison of these solutions shows that there is no single, universal tool 

for digital museum heritage that would fully address the challenge of intelligent 

access to knowledge. Lexical search provides transparency but lacks sufficient 

semantic flexibility. Dense retrieval and sentence embeddings allow for working 

with meaning but require a high-quality corpus, well-thought-out chunking, and 

search configuration. 
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Table 1. 

Comparative Analysis of Existing Solutions for Semantic Search and RAG in 

Digital Museum Heritage 

Solution / 

Approach 

Main func-

tion 

Strengths Limitations Suitability for 

museum systems 

1 2 3 4 5 

BM25 [1] Lexical search 

by keywords 

Simplicity, speed, 

transparency, low 

resource require-

ments 

Does not account for 

synonyms, transla-

tions, morphological 

variations, or indi-

rect queries 

Suitable as a base 

layer or component 

of a hybrid search 

Sentence-

BERT [2] 

Semantic sen-

tence embed-

dings 

Allows for com-

paring the seman-

tic similarity of 

texts 

Initially more effec-

tive for English-

language or well-

represented corpora 

Methodological 

foundation for se-

mantic search in 

museum texts 

DPR [3] Dense retriev-

al for finding 

relevant frag-

ments 

High quality in 

QA scenarios, fast 

search after index-

ing 

Requires training 

pairs and domain ad-

aptation 

Useful for search-

ing large museum 

knowledge bases 

ColBERT 

[4] 

Late-

interaction re-

trieval 

Better accuracy 

thanks to token in-

teraction 

Higher storage and 

computational re-

quirements 

Suitable for server 

systems with high 

accuracy require-

ments 

FAISS [5] Vector similar-

ity search 

Scalability, GPU 

acceleration, sup-

port for large in-

dexes 

This is an infrastruc-

ture, not a content 

understanding model 

A core component 

for production-

grade semantic 

search 

LaBSE [6] Multilingual 

sentence em-

beddings 

Support for cross-

lingual search, a 

shared vector 

space for multiple 

languages 

May be inferior in 

quality to newer re-

trieval models 

Useful for Ukraini-

an-English and 

multilingual muse-

um corpora 
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continuation of table 1 
1 2 3 4 5 

MiniLM / 

multilingual 

MiniLM [7] 

Compact 

Transformer 

embeddings 

Speed, low resource 

requirements 

Lower accuracy on 

complex queries 

Suitable for local 

museum kiosks and 

prototypes 

E5 / multilin-

gual E5 [8], 

[9] 

State-of-the-art 

semantic re-

trieval 

High-quality embed-

dings, multilingual 

support, good balance 

of quality and effi-

ciency 

Requires the cor-

rect query/passage 

format and re-

sources for large 

models 

One of the best 

practical options for 

a museum RAG 

system 

BGE-M3 [10] Dense + sparse 

+ multi-vector 

retrieval 

Multilingual support, 

ability to handle 

longer contexts, ver-

satility 

Higher resource re-

quirements 

A promising solu-

tion for production-

ready museum plat-

forms 

RAG [11] Search + re-

sponse genera-

tion 

Reduced hallucina-

tions, reliance on an 

external knowledge 

base 

Dependence on re-

trieval quality, 

chunking, and cita-

tion 

Key architecture for 

“talking exhibits” 

Atlas [12] Retrieval-

augmented lan-

guage model 

Performance on few-

shot knowledge-

intensive tasks 

More complex ar-

chitecture and tun-

ing 

A useful concept 

for resource-

constrained muse-

um domains 

WebGPT [13] Generation of 

answers with 

source refer-

ences 

Enhanced factual 

verifiability 

Does not fully ad-

dress the issue of 

source quality 

A methodological 

guideline for cita-

tions in museum re-

sponses 

CIDOC CRM 

[14] 

Cultural Herit-

age Ontology 

Structures objects, 

events, actors, places, 

and relationships 

Requires complex 

modeling and ex-

pert support 

An important foun-

dation for integrat-

ing museum 

knowledge 

RAGAS [15] Evaluation of 

RAG systems 

Evaluates context, 

faithfulness, and gen-

eration quality 

Metrics do not re-

place expert human-

ities review 

Suitable for regular 

testing of museum 

RAG services 

Developed by the author. 
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Multilingual models form the basis for Ukrainian-English and cross-lingual 

systems, but they must be tested specifically on museum material. RAG adds the 

capability for dialogue and explanation; however, without source attribution and 

evaluation, it may replicate the risks associated with isolated LLMs. 

The most appropriate approach for the museum domain is not a standalone 

model, but a combined architecture. At the first level, it is advisable to use hybrid 

search, where BM25 or sparse retrieval handles exact titles, terms, and names, 

while dense embeddings handle semantic proximity. At the second level, re-

ranking is needed to refine the relevance of the retrieved fragments. At the third 

level, the RAG module generates a response based solely on the selected context. 

At the fourth level, the system should display sources, the level of verification, 

and, in the absence of data, apply a policy of honest uncertainty. 

Multilingualism is particularly important for the Ukrainian-language digital 

museum heritage. Ukrainian museum collections often contain materials in 

Ukrainian, English, Polish, German, Latin, or Russian, as well as translated and 

adapted descriptions. Therefore, the embedding model must not only “support 

Ukrainian” but also effectively handle cross-linguistic correspondences, historical 

terminology, proper names, toponyms, transliteration variants, and culturally 

specific concepts. In this regard, LaBSE serves as a stable foundation for cross-

lingual search, multilingual E5 is a robust solution for retrieval, and BGE-M3 is a 

promising option for more complex production systems. 

Another critical aspect is source accountability. In ordinary chatbots, users 

often evaluate a response based on style and plausibility. In a museum context, 

this is not enough. A response about a historical figure, exhibit, landmark, or event 

must be linked to a specific source. Therefore, the architecture of a museum 

system must maintain a link between the response, the retrieved fragment, the 

document, the authorship, the license, the update date, and the level of reliability. 

This is where RAG, metadata management, and ontological models of cultural 

heritage converge. 
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Thus, an analysis of existing solutions allows us to formulate a key 

theoretical conclusion: an intelligent museum system cannot be built solely as a 

chat interface to a large language model. It must be based on a controlled 

knowledge infrastructure that includes a license-compliant corpus, semantic and 

lexical search, a vector index, a multilingual embedding model, re-ranking, RAG 

generation, source citation, ontological structuring, and regular evaluation of 

responses. Only such a multi-component model makes it possible to transition 

from a digital catalog to a trusted cultural and educational service. 

The scientific momentum in this field is confirmed by the results of a large-

scale mapping of research on heritage digitization. In this study, a corpus of 

13,438 records was compiled based on OpenAlex, which, following PRISMA-

guided selection, was reduced to 12,983 relevant journal articles from 1996 to 

2025; a hybrid semantic classification method combining rule-based NLP and 

zero-shot NLI was used for the analysis. The results showed that digital heritage is 

no longer limited to simple digitization: alongside Digitization/Imaging, the role 

of Data/Semantics, VR/AR/XR, AI/ML, 3D/Digital Twins, and knowledge-

oriented approaches is growing. This provides grounds for considering semantic 

knowledge engineering as one of the key methodological foundations of 

contemporary digital museum heritage. 

In the museum domain, the issue of not just access to information, but trusted 

access to verified knowledge, is becoming particularly important. Visitors, 

researchers, or students expect not a collection of random facts, but a meaningful, 

understandable, and source-verified answer. Traditional lexical search, based on 

keyword matches, is often insufficient, as museum texts feature complex 

terminology, historical variations in names, multilingual descriptions, synonyms, 

translations, and contextual connections. The article on semantic search explicitly 

states that relevance in cultural heritage tasks is determined not only by formal 

term matches but also by the semantic proximity of the query and the document; 

this is precisely why vector representation models of texts become important. 
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Semantic search changes the logic of working with museum materials. The 

user’s query and the document are transformed into vectors in a multidimensional 

space, after which the system searches not for identical words, but for semantically 

similar fragments. This is particularly important for the Ukrainian language, which 

has a complex morphology, a wealth of word forms, and a wide variety of lexical 

constructions. For bilingual or multilingual museum collections, models capable 

of representing Ukrainian and English—as well as texts in other languages—

within a single semantic space take on added significance. 

In this context, it is worth highlighting several classes of models. LaBSE 

provides multilingual sentence alignment and can be useful for cross-lingual 

search. Paraphrase-multilingual-MiniLM-L12-v2 is a compact model suitable for 

fast, local, or resource-constrained systems. Multilingual E5-large-instruct is 

designed for high-quality search in multilingual knowledge bases and supports a 

specialized format for queries and documents. BGE-M3 is a more resource-

intensive but promising model for hybrid search, as it combines dense, sparse, and 

multi-vector approaches. This article compares these models in terms of Ukrainian 

language support, search accuracy, multilingual capabilities, resource 

requirements, and suitability for local deployment (Table 2). 

However, semantic search alone does not yet create a fully-fledged 

interactive museum service. It merely finds relevant fragments. The next 

methodological step is Retrieval-Augmented Generation—the generation of 

answers based on search results. In this architecture, the system first finds relevant 

fragments in the knowledge base, and then a large language model generates a 

response based on these fragments. This approach reduces the risk of 

hallucinations, improves factual accuracy, and enables source verification—which 

is critically important in museum, educational, and cultural-historical contexts. 
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Table 2. 

Theoretical overview of semantic search models for museum systems 

Model / Ap-

proach 

Main function Strength Limitations Suitability for 

digital museum 

heritage 

BM25 / lexi-

cal search 

Search by 

keyword match 

Simplicity, speed, 

transparency 

Does not handle 

synonyms, mor-

phology, transla-

tions, or indirect 

queries well 

Suitable as a basic 

or auxiliary com-

ponent of a hybrid 

search 

LaBSE Multilingual 

sentence em-

beddings 

Strong cross-

lingual alignment 

Less accurate than 

newer retrieval 

models 

Useful for Ukrain-

ian-English and 

multilingual mu-

seum corpora 

Multilingual 

MiniLM 

Compact mul-

tilingual em-

beddings 

Fast, low re-

source require-

ments 

Lower accuracy on 

complex queries 

Suitable for ki-

osks, prototypes, 

and on-site muse-

um installations 

Multilingual 

E5-large-

instruct 

Semantic re-

trieval 

High-quality 

search, instruc-

tional que-

ry/passage format 

Higher resource 

requirements 

A sensible choice 

for high-quality 

search in a muse-

um knowledge 

base 

BGE-M3 Hybrid retriev-

al: dense, 

sparse, multi-

vector 

High recall, sup-

port for longer 

contexts 

Resource-intensive Promising for 

production sys-

tems with high ac-

curacy require-

ments 

RAG Search + re-

sponse genera-

tion 

Source-based, re-

duced hallucina-

tions 

Dependence on 

corpus quality, 

batching, and re-

ranking 

Key architecture 

for museum “talk-

ing exhibits” 

Developed by the author. 
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This publication on RAG-based knowledge engineering information 

technology expands on this logic. In it, RAG is viewed not as a separate software 

module, but as a complete, reproducible pipeline: ethical corpus construction, data 

cleaning and normalization, deduplication, segmentation into semantic fragments, 

vectorization, semantic search, re-ranking, controlled LLM generation, source 

citation, “honest uncertainty” policies, safety for children, and offline/online 

evaluation. This framework is important for a monographic synthesis, as it 

demonstrates that a trusted museum AI system begins not with a generative model, 

but with knowledge engineering. 

The principle of traceability is of particular importance. In a cultural and 

educational environment, every generated fact must be linked to a specific 

fragment of the source corpus. This distinguishes a RAG-oriented museum system 

from a conventional chatbot. A conventional LLM can provide a convincing but 

unverified answer. In contrast, a museum system must demonstrate the source of a 

statement and indicate whether it is fully confirmed, partially confirmed, or 

requires clarification. In this paper, this is formulated as a traceability requirement: 

each fact must be linked to specific sections of the source corpus to increase trust 

and facilitate expert verification. 

The concept of “honest uncertainty” is also methodologically important. It is 

risky for a museum service to invent an answer when the database does not 

contain sufficient evidence. Therefore, the system must include scenarios for 

refusal, clarification, or a limited response. This is particularly relevant for 

historical figures, legal status, financial details, titles, dates, and events, where 

erroneous generation can create a misleading impression of cultural heritage. In 

Yan Tarnovsky’s validation case, 100% alignment with the language-role model 

and 62.5% contextual accuracy were achieved; at the same time, localized risks of 

hallucinations were observed in the areas of law and finance. This confirms that 

RAG reduces the risks associated with an isolated LLM but does not eliminate the 

need for expert oversight of the corpus, prompts, and response policies (Table 3). 
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Table 3. 

Methodological Model of a RAG-Oriented Museum System 

Component Function Theoretical Signifi-

cance 

Risk without this 

component 

License-compliant 

corpus 

Building a knowledge 

base from authorized 

and verified sources 

Ensures the system’s 

legal and ethical com-

pliance 

Copyright infringe-

ment, lack of trust in 

data 

Normalization and 

deduplication 

Cleaning, unification, 

and removal of dupli-

cates 

Improves search quali-

ty and reduces noise 

Duplicates, inconsist-

encies, uneven re-

sponses 

Chunking Division of text into 

meaningful segments 

Determines the quality 

of context for genera-

tion 

Loss of integrity or ex-

cessive fragmentation 

of content 

Embedding model Conversion of frag-

ments into vectors 

Enables semantic 

search 

Search by keywords 

only 

Ranking Reordering of found 

snippets 

Improves contextual 

relevance 

Inclusion of weak or ir-

relevant fragments in 

the response 

Guided LLM gener-

ation 

Generating a response 

based on the found 

context 

Converts a knowledge 

base into a conversa-

tional interface 

Hallucinations, stylistic 

inconsistencies 

Citing sources Linking facts to the 

corpus 

Ensures credibility and 

verifiability 

The answer appears au-

thoritative but is not 

conclusive 

Policy of uncertain-

ty 

Rejection or clarifica-

tion due to lack of da-

ta 

Protects the system 

from fabrication 

Generation of unrelia-

ble statements 

Child/educational 

mode 

Language adaptation, 

security, moderation 

Makes the system 

suitable for different 

audiences 

Inappropriate or overly 

complex content 

Developed by the author. 
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Thus, semantic knowledge engineering in digital museum heritage should be 

viewed as a multi-level methodology that combines corpus work, information 

retrieval, NLP, generative models, ethical policies, and educational adaptation. Its 

main difference from a traditional museum information system lies in the fact that 

the user interacts not with a catalog, but with an intelligent environment capable of 

responding, explaining, clarifying, and citing sources. 

In a broader perspective, such a system transforms the very model of museum 

communication. A museum exhibit ceases to be merely an object on display. It 

becomes an entry point to a structured body of knowledge that can be adapted to 

the user’s age, language, level of preparation, and research interests. For a 

schoolchild, the system can simplify explanations; for a tourist, it can provide a 

brief historical context; for a researcher, it can display source fragments; for a 

museum staff member, it can help structure a description; and for an educational 

setting, it can create a scenario for educational interaction. 

This is precisely why RAG-oriented museum services should not be equated 

with ordinary chatbots. Their scientific and practical value lies not in the mere 

possibility of dialogue, but in controlled, source-based information generation. 

Following this logic, the core unit of the system is not the response itself, but the 

chain “query—relevant excerpt—source—response—level of confirmation.” This 

model allows for combining the flexibility of LLMs with the requirements of 

museum authenticity, source criticism, and ethical responsibility. 

The theoretical conclusion of this section is that the future of digital museum 

heritage is linked not only to the digitization of exhibits but also to the 

construction of semantic knowledge infrastructures. Such infrastructures must 

ensure multilingual support, local or controlled deployment, source traceability, 

adaptation to different audiences, child safety, transparent citation, and the 

possibility of expert verification. In this model, artificial intelligence does not 

replace museum specialists, historians, or cultural studies scholars, but rather acts 

as an intermediary between a body of verified knowledge and the user.  
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CHAPTER 4  

FROM DIGITAL IMAGE TO INTELLECTUAL ARCHIVAL CORPUS: 

THEORETICAL FOUNDATIONS OF ANNOTATION, STRUCTURING, 

AND RECOGNITION OF HISTORICAL MANUSCRIPTS 

 

Diuh Dmytro, teacher, West Ukrainian National University, Ternopil 

 

The modern digitization of archival heritage cannot be limited to simply 

scanning documents and using standard OCR tools. Traditional optical character 

recognition is primarily geared toward printed or relatively standardized texts, 

where characters have a consistent form, lines are clearly separated, the language 

system is homogeneous, and spelling conforms to modern standards. Historical 

archival manuscripts are of a different nature: they are not only textual but also 

graphic, linguistic, material, and source-related objects. 

An archival manuscript contains significantly more information than a set of 

characters for machine recognition. Important features include the handwriting of 

a specific scribe, the spatial arrangement of the text on the page, the condition of 

the medium, the presence of stains, tears, darkened areas, abbreviations, 

corrections, marginalia, numerical entries, and non-standard graphic forms. It is 

precisely these features that often determine the complexity of a document’s 

automated processing and, at the same time, hold source-critical value for 

historians, archivists, or cultural heritage researchers. 

An analysis of existing solutions (Table 1) shows that the development of 

automated processing of handwritten heritage has proceeded along several 

interrelated lines: the creation of reference corpora, the development of HTR/OCR 

platforms, the refinement of segmentation models, and the transition to 

transformer-based and multimodal approaches. One of the first standard resources 

for handwritten text recognition was the IAM Handwriting Database, which 

provided a research corpus for English-language handwritten text [1]. At the same 

time, such corpora do not reflect the complexity of historical archival materials, 



67 

which combine different writing systems, inconsistent spelling, degraded images, 

and document context.  

Among applied platforms, the best-known solution is Transkribus, which is 

used for automated recognition, transcription, and search in historical documents 

[2]. Its advantage lies in the availability of a ready-made infrastructure for training 

custom models and working with archival collections. However, such a platform is 

primarily focused on recognition and transcription, whereas issues related to the 

multilevel structure of the dataset, character-level annotation, and links to the 

scribe, page, line, and linguistic context require a separate methodological 

solution.  

Another approach is represented by the open-source tools eScriptorium and 

Kraken. eScriptorium is positioned as a platform for historical document analysis, 

enabling manual or automatic segmentation and transcription using the Kraken 

OCR/HTR engine [3]. Kraken, in turn, is geared toward historical and non-Latin 

scripts and supports model training, layout analysis, and text recognition [4]. The 

advantage of this class of solutions is their openness and the ability to deploy them 

locally; however, they require significant technical expertise, and the full-scale 

organization of validation, collaborative labeling, and multi-level metadata 

preservation typically falls to the research team.  

Specialized datasets, such as DIVA-HisDB, are essential for working with 

complex historical pages. This corpus contains 150 annotated pages from three 

medieval manuscripts and is used for document image analysis tasks, including 

segmentation, layout analysis, binarization, and scribe identification [5]. Its 

significance lies in the fact that it demonstrates the need for high-quality 

annotation of complex historical pages. At the same time, such datasets do not 

always meet the requirements of a multilingual Ukrainian archival corpus, which 

necessitates a combination of character-, word-, and document-level 

representations.  
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A separate stage of development is associated with Transformer models, 

specifically TrOCR. This model uses the Transformer architecture to combine 

visual image encoding with text sequence generation [6]. TrOCR demonstrates 

that pre-trained models can be effective for printed, handwritten, and scene text 

recognition; however, for historical archival manuscripts, its performance depends 

on domain-specific fine-tuning, the availability of high-quality transcriptions, and 

the relevance of the training data to the specific type of script.  

A more recent approach involves using multimodal large language models 

for transcribing historical manuscripts. Research from 2024 shows that such 

models can achieve competitive results for transcribing historical handwritten 

documents and can also be used to correct the results of specialized HTR systems 

[7]. However, these approaches have significant limitations: the risk of 

hallucinations, insufficient transparency of the internal recognition process, 

dependence on commercial APIs, and the difficulty of ensuring source accuracy. 

Therefore, for archival purposes, it is more appropriate to view them not as a 

complete replacement for HTR platforms, but as a supplementary layer for 

correcting, normalizing, explaining, and contextualizing transcriptions.  

Table 1.  

Comparison of existing solutions for processing historical handwritten 

documents 

Solution / 

Approach 

Primary Pur-

pose 

Strengths Limitations for ar-

chival manuscripts 

Significance for 

this field 

1 2 3 4 5 

IAM Hand-

writing Data-

base [1] 

A reference 

corpus for 

English hand-

written text 

A standardized 

resource for 

training and test-

ing HTR models 

Does not cover histori-

cal multilingualism, 

mixed writing systems, 

or archival contexts 

A starting point 

for the devel-

opment of HTR 

corpora 
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continuation of table 1 
1 2 3 4 5 

Transkribus 

[2] 

HTR/OCR platform 

for historical docu-

ments 

Ready-to-use infra-

structure, model 

training, and search 

within transcripts 

Limited flexibility 

for local scenarios 

and custom multi-

level dataset struc-

tures 

A practical bench-

mark for comparing 

HTR solutions 

eScriptorium 

[3] 

Open platform for 

historical document 

analysis 

On-premises de-

ployment, manual 

and automatic tran-

scription, integra-

tion with Kraken 

Requires technical 

support and addi-

tional organization 

of the annotation 

workflow 

A foundation for 

open research pipe-

lines 

Kraken [4] OCR/HTR engine 

for historical and 

non-Latin scripts 

Support for histori-

cal materials, mod-

el training, and 

layout analysis 

Requires prepro-

cessed data and 

technical integration 

A useful component 

for a local HTR pipe-

line 

DIVA-HisDB 

[5] 

An annotated cor-

pus of medieval 

manuscripts 

High-quality anno-

tation for page 

analysis, segmenta-

tion, and DIA tasks 

Not a specialized 

Ukrainian or multi-

alphabet corpus 

A methodological ex-

ample of complex 

historical annotation 

TrOCR [6] Transformer-based 

OCR/HTR model 

End-to-end recog-

nition, pre-training, 

and fine-tuning ca-

pabilities 

Requires domain 

adaptation for old 

handwriting styles 

and low-resource 

languages 

A promising model 

framework for HTR 

once a high-quality 

corpus is created 

Multimodal 

LLMs [7] 

Recognition, correc-

tion, and contextual-

ization of imag-

es/text 

Zero-shot/few-shot 

capabilities, poten-

tial for transcript 

correction 

Hallucinations, lack 

of transparency, API 

dependency, risk of 

losing source accu-

racy 

A supplementary tool 

for correction and in-

terpretation, but not a 

replacement for a 

verified corpus 

Developed by the author. 

 

A comparison of existing solutions shows that none of them fully meets the 

needs of digital archiving when working with multilingual and multi-alphabet 
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historical manuscripts. Corpora such as IAM have significant methodological 

value but do not reflect the specific characteristics of archival materials. The 

Transkribus, eScriptorium, and Kraken platforms provide important tools for 

recognition and transcription, but they do not fully solve the problem of creating a 

specialized, verified, and multi-level corpus. DIVA-HisDB demonstrates the 

importance of accurate annotation of complex historical pages, but it is not geared 

toward Ukrainian, Cyrillic-Latin, or mixed archival materials. TrOCR and 

multimodal LLMs open up new possibilities for automated recognition, but their 

effectiveness depends on the quality of training data, validation procedures, and 

the ability to control errors. 

Working with multilingual and multi-alphabet documents is particularly 

challenging. A single archival corpus may contain a mix of Cyrillic and Latin 

scripts, Ukrainian, Polish, Russian, Latin, or other languages, as well as 

transliterated forms, historical spelling variants, and inconsistent orthography. 

Under such conditions, the standard OCR approach—which assumes relative 

textual homogeneity—proves insufficient. Recognizing archival manuscripts 

requires not only a technical model but also a specially prepared corpus, as well as 

systems for annotation, validation, and metadata preservation. 

Therefore, in the digital humanities, it is appropriate to speak not simply of 

OCR, but of the broader process of HTR—handwritten text recognition. HTR 

involves accounting for variations in handwriting, the complexity of segmentation, 

and the association of a character or word with a specific page, line, language, 

scribe, and source of origin. Following this logic, an archival document is 

transformed from a digital image into a multi-level data object that can be used for 

training models, searching, analyzing, comparing, and further historical 

interpretation. 

Thus, the main introductory idea of this section is that historical manuscripts 

cannot be processed as ordinary machine-readable text. They require a distinct 

methodology that combines digital preservation, image preprocessing, 
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segmentation, crowdsourced annotation, expert validation, hierarchical data 

structuring, and the subsequent application of artificial intelligence models. It is 

precisely this approach that lays the foundation for the transition from simply 

digitizing archives to creating intelligent archival corpora suitable for scientific 

analysis, educational use, and the preservation of cultural heritage. 

One of the key theoretical challenges in modern historical and archival 

manuscript recognition is the lack of high-quality specialized corpora for 

Ukrainian, Cyrillic, and mixed writing systems. Despite the active development of 

HTR/OCR solutions, most existing corpora are oriented either toward modern 

standardized handwritten texts, well-prepared monolingual datasets, or segmented 

line images, which do not fully correspond to the nature of real archival materials. 

Studies on the hierarchical structure of datasets explicitly state that archival 

manuscripts are characterized by variability in handwriting, a combination of 

different writing systems, inconsistent spelling, foreign-language insertions, 

numerical entries, background distortions, and inconsistent segmentation quality. 

It is precisely these factors that make the simple transfer of existing OCR/HTR 

models to Ukrainian historical sources insufficient.  

The problem is not only technical but also infrastructural in nature. For 

languages with a strong digital presence, there are large training corpora, 

representative benchmarks, and established evaluation protocols. In contrast, 

Ukrainian historical manuscripts—especially those containing a mix of Cyrillic, 

Latin, transliterated forms, administrative vocabulary, historical spelling variants, 

and fragments in various languages—remain underrepresented in international 

datasets. This means that the problem of recognizing such sources cannot be 

solved simply by selecting a better model. The primary task is to create a corpus 

that adequately reflects the complexity of real archival writing. 

In this context, a corpus of historical manuscripts should be viewed not as a 

supplementary set of images, but as a fundamental research infrastructure for the 

digital humanities. It should contain not only scanned or segmented text fragments 
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but also a metadata system: language, alphabet, source of origin, page, line, scribe, 

character type, normalized word form, record validity, and whether the text 

belongs to a training, validation, or test sample. It is precisely this structure that 

allows not only for training models but also for investigating errors, comparing 

approaches, analyzing the impact of segmentation, and identifying patterns in 

historical writing. 

The theoretical problem of a lack of corpora is particularly acute at the 

character level. The presented materials indicate that a significant portion of the 

available corpora is constructed primarily at the line or page level and does not 

provide a holistic integration of representation levels—from individual characters 

to words and the broader documentary context. At the same time, the character 

level is critically important for archival manuscripts, where the form of a single 

grapheme can vary significantly depending on handwriting, language, position 

within a word, the condition of the document, or historical writing traditions.  

Therefore, the transition from the “dataset as a set of examples” model to the 

“dataset as a multilevel knowledge system” model is theoretically significant. In 

such a system, each fragment of a manuscript retains a connection to the document 

from which it originates and can be interpreted not in isolation but within its 

source, linguistic, and graphic contexts. It is precisely this logic that is necessary 

for Ukrainian and mixed historical manuscripts, where machine recognition must 

take into account not only the form of the symbol but also the cultural and 

historical specifics of the script. 

The methodological foundation for creating (Table 2) an intelligent archival 

corpus is a combination of three principles: human-in-the-loop annotation, a 

hierarchical data structure, and the preservation of document context. Each of 

these principles fulfills a distinct function; however, only their combination makes 

it possible to create a corpus suitable for training HTR models, subsequent 

semantic processing, and use in the digital humanities. 
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The “human-in-the-loop” principle means that humans remain active 

participants in the corpus-building process, but their role changes. They do not 

perform all the work manually but rather verify, refine, validate, and correct the 

results of automated processing. This “ ” approach is particularly important for 

historical manuscripts, where automatic segmentation can produce errors due to 

uneven handwriting, characters running together, page damage, archaic spelling, 

or a mixture of alphabets. The article on the architecture of the annotation system 

proposes precisely this logic: preprocessing and segmentation are combined with 

collaborative labeling, consensus-based validation, and logging of annotators’ 

actions.  

The second principle is the hierarchical nature of the dataset. It stipulates that 

the corpus should not be limited to a single level of representation. At the 

character level, individual graphemes are stored, which are suitable for training 

character classification models and analyzing graphic variability. At the word 

level, complete lexical units are stored, allowing for the study of context, 

orthographic variation, and segmentation errors. At the line, page, and document 

levels, the spatial and source origins of the sample are recorded. As a result, the 

corpus becomes a structure in which one can navigate from an individual 

grapheme to a word, a page, a scribe, and an archival document. 

The third principle is the preservation of documentary context. For a historian 

or archivist, it is important not only to know which symbol or word the model 

recognized, but also where this fragment comes from, in which part of the page it 

is located, to which document it belongs, in which language it is written, and 

whether it exhibits signs of abbreviation, transliteration, or non-standard spelling. 

The loss of such context transforms an archival fragment into an isolated image, 

which may be useful for technical classification but loses its source-critical value. 

That is why, in a hierarchical dataset, it is important to preserve the connection 

between the grapheme, the word, the page, the line, the scribe, and the source of 

origin.  
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Table 2. 

Methodological Principles for Creating a Digital Corpus of Historical and 

Archival Manuscripts 

Methodological 

Principle 

Content of the Princi-

ple 

Theoretical Signifi-

cance 

Practical result 

Human-in-the-

loop 

Combining automated 

processing with human 

annotation and valida-

tion 

Ensures quality control 

in cases of ambiguous 

handwriting 

Improves label accura-

cy and reduces the risk 

of incorrect labeling 

Collaborative an-

notation 

Involves multiple anno-

tators in verifying char-

acters or segments 

Allows for compensat-

ing for the subjectivity 

of individual annota-

tors 

Generation of consen-

sus or verified labels 

Hierarchical da-

taset 

Organization of data at 

the character, word, 

line, page, and docu-

ment levels 

Allows you to preserve 

the multi-level nature 

of the archival source 

The corpus is suitable 

for various types of 

models and research 

tasks 

Documentary 

context 

Preservation of infor-

mation about origin, 

page, scribe, language, 

and alphabet 

Transforms a dataset 

into a resource of his-

torical significance 

Enables analysis not 

only of characters but 

also of the historical 

document 

Metadata A formalized descrip-

tion of each sample 

Enables reuse, verifica-

tion, and comparison 

of results 

Prepares the corpus for 

open science, HTR 

benchmarks, and RAG 

search 

Validation Verification of annota-

tion and segmentation 

quality 

Separates reliable data 

from noisy or prob-

lematic data 

Formation of training, 

validation, and test sets 

Developed by the author. 

 

Thus, the methodological novelty of this approach lies not in a specific 

software solution, but in a change in the logic of corpus construction. Data for 

HTR ceases to be merely a collection of images and captions. It becomes a 
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controlled, multilevel, source-referenced structure in which each element has a 

technical, linguistic, and historical interpretation. 

The presented publications form a coherent research logic (Table 3), which 

can be summarized as a unified theoretical and methodological model for 

constructing HTR corpora for historical and archival manuscripts. The first 

publication details the architecture of a semi-automated annotation system. The 

second describes the hierarchical structure of the dataset. The third demonstrates a 

semi-automated pipeline for creating a corpus based on actual archival documents. 

Together, they enable a transition from a specific technical solution to a broader 

theoretical conclusion: the recognition of historical manuscripts begins not with a 

model, but with a properly organized corpus. 

In the publication on the architecture of the annotation system, the central 

issue is the organization of interaction between automated processing and the user. 

The proposed system includes image preprocessing, character segmentation, a 

client-server interface, a database, tables of users, characters, and labels, as well as 

preservation of the linguistic context. Of particular importance is that the system is 

designed for multilingual and multi-alphabet archival materials, where traditional 

OCR approaches are insufficient.  

The publication on the hierarchical structure of the dataset expands on this 

logic. It shifts the focus from the annotation interface to the structure of the corpus 

itself. The proposed approach combines character- and word-level components 

while preserving links to the scribe, page, line, and source of origin. This is 

important because most existing solutions focus either at the line level or the page 

level, whereas archival manuscripts require a finer-grained structure that also 

preserves context.  

The third publication, dedicated to a semi-automatic pipeline, serves as a 

practical validation of this model. It demonstrates that the creation of an HTR 

corpus can be organized as a sequence of interconnected stages: loading archival 

PDF documents, page rendering, binarization, morphological processing, contour 
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segmentation, character normalization, manual or collaborative annotation, quality 

aggregation, and the formation of a validated corpus. In a study based on 

documents from the State Archives of the Khmelnytskyi Region, 1,684 validated 

records containing 215 unique characters were created, with 48 students 

participating in the collaborative annotation process.  

The quantitative aspect of the pipeline is also significant. The materials 

indicate that the documents spanned 80 pages from several archival collections, 

and 7,464 segmented images of characters were obtained during the preprocessing 

stage. This demonstrates that a semi-automated approach is capable of scaling 

corpus construction without being entirely dependent on a narrow circle of 

experts, while at the same time maintaining the need for human verification, since 

the quality of historical script segmentation cannot be fully guaranteed by 

automated procedures.  

Thus, the three presented publications can be combined into a monograph not 

by mechanically summarizing their content, but by developing a generalized 

theoretical model. Its essence lies in the fact that for historical and archival 

manuscripts, it is not only the recognition algorithm that is critical, but the entire 

data preparation infrastructure: from digital images to a validated, structured, and 

contextually preserved corpus. 

Based on the analysis conducted, a key theoretical conclusion can be 

formulated: the corpus of historical and archival manuscripts is not a technical 

add-on to an artificial intelligence model, but an independent infrastructure of the 

digital humanities. Its significance lies in the fact that it creates the conditions for 

a transition from the passive preservation of digital copies to an active, machine-

readable, searchable, analytical, and interpretive representation of cultural 

heritage. 

In the traditional logic of digitization, an archival document is often viewed 

as an object of preservation: it must be scanned, described, cataloged, and made 
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accessible. In the logic of the intellectual corpus, the document takes on a different 

status.  

Table 3. 

Synthesis of the presented publications into a unified monographic model 

Publication out-

come 

Main content Monographic synthesis 

Annotation sys-

tem architecture 

A semi-automated web/local tool 

for symbol labeling with support 

for linguistic fields and validation 

Annotation is not a supporting step, 

but rather the methodological core of 

building a reliable HTR corpus 

Hierarchical 

structure of the 

dataset 

Character and word levels, links to 

the scribe, page, line, and source 

The dataset must have a multi-level 

structure that preserves the source 

context 

Semi-automatic 

pipeline 

Preprocessing, segmentation, anno-

tation, quality aggregation, validat-

ed records 

The HTR corpus is formed as a com-

plete cycle: from an archival docu-

ment to a machine-readable resource 

Pilot testing 80 pages, 7,464 segmented charac-

ters, 1,684 validated records, 215 

unique characters, 48 annotators 

The semi-automated approach is scal-

able and suitable for an educational 

and research environment 

Prospects Active learning, synthetic data, 

adaptive models, further corpus ex-

pansion 

The corpus serves as the foundation 

for the next stage—training and eval-

uating HTR models 

Developed by the author. 

 

It becomes a source of structured data suitable for machine learning, 

automated search, historical contextualization, analysis of linguistic variation, the 

study of handwriting, and the development of digital services for accessing 

cultural heritage. 

As infrastructure, the corpus performs at least five functions. First, it serves 

as a training dataset for HTR models. Second, it serves as a benchmark resource 

for comparing models and evaluating recognition quality. Third, it serves as a 

source-based research tool, as it preserves the link between a text fragment and the 

archival document. Fourth, it is an educational resource that can be used to train 
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students, researchers, and specialists in the digital humanities. Fifth, it serves as 

the foundation for further intelligent services—full-text search, RAG systems, 

museum assistants, digital exhibitions, and open science platforms. 

It is also theoretically important to distinguish between the concepts of 

“dataset” and “corpus.” A dataset can be a limited collection of examples for a 

specific experiment. A corpus, on the other hand, serves a broader scientific 

function: it must be documented, reproducible, structured, expandable, and 

suitable for reuse. For the digital humanities, the corpus-based approach is of 

fundamental importance, as it allows to combine machine learning with the 

requirements of source criticism, archival description, and humanistic 

interpretation. 

Thus, a corpus of historical manuscripts serves as an intermediary link 

between an archive and an artificial intelligence model. Without a high-quality 

corpus, the model cannot be reliable, and without the model, the corpus remains 

largely a static resource. Their combination creates a new type of digital archival 

infrastructure in which machine recognition, human validation, and source context 

function as a unified system. 

The prospects for the development (Table 4) of the proposed approach are 

linked to the transition from a static corpus to an adaptive intelligent ecosystem. 

Such an ecosystem should not only store and provide access to validated data but 

also continuously expand, refine, retrain models, and support new use cases in 

archives, museums, libraries, and educational institutions. 

The first promising direction is adaptive HTR models. Unlike universal 

models, which are trained on large general corpora, adaptive models can be fine-

tuned on a specific archival collection, script type, language, writing tradition, or 

historical period. This is particularly important for Ukrainian historical documents, 

where even a small number of high-quality, validated examples can significantly 

improve results for a specific corpus. The presented materials also emphasize that, 

for real-world archival scenarios, models capable of operating with small amounts 
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of annotated data and quickly adapting to a specific corpus are becoming 

increasingly important.  

The second approach is active learning. Its essence lies in the fact that the 

model does not passively learn from all the data but actively helps identify the 

most problematic, ambiguous, or informative examples that need to be forwarded 

to a human for review. This reduces the amount of manual annotation while 

simultaneously improving the quality of the training corpus. For archival 

manuscripts, this approach is particularly useful, as human resources are limited 

and there are many complex and ambiguous fragments in the documents. 

The third approach involves synthetic data—the creation of artificial or semi-

synthetic samples of handwritten text. Such data can be used to balance classes, 

increase the number of rare characters, and simulate variations in handwriting, 

noise, distortions, and page degradation. However, synthetic data should not 

replace real archival sources. It is best used as a supplementary layer that enhances 

model training, but it must always be combined with testing on real, validated 

fragments. 

The fourth area of focus is RAG search in recognized archival corpora. Once 

high-quality HTR transcripts and metadata have been generated, the corpus can 

serve as the foundation for retrieval-augmented generation systems, in which the 

language model does not generate a response “from memory” but instead draws on 

specific archival fragments. This opens up opportunities for scholarly research, 

automated contextualization of documents, and establishing connections between 

individuals, events, places, and dates. In the project materials, this area is directly 

linked to LLM contextualization, an open API, scholarly research, and verified 

interpretation of historical and archival sources.  

The fifth area is museum and archival services. The structured HTR corpus 

can be used not only by researchers but also by museums, libraries, educational 

platforms, and public digital services. It can be used to create full-text archival 

catalogs, interactive reading rooms, educational modules, digital exhibitions, 
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personalized historical narratives, and tools for promoting cultural heritage. From 

this perspective, HTR ceases to be a narrow task of computer vision and becomes 

part of a broader system of intelligent access to historical memory. 

Table 4. 

Promising Directions for the Development of Intelligent Corpora of 

Historical and Archival Manuscripts 

Area of Develop-

ment 

Content Expected Effect 

Adaptive HTR 

models 

Fine-tuning models on specific ar-

chival collections 

Improving accuracy for low-

resource and mixed corpora 

Active learning Selection of the most informative 

or problematic examples for annota-

tion 

Reducing the cost of manual anno-

tation 

Synthetic data Generating additional samples of 

characters, words, noise, and writ-

ing styles 

Class balancing and improving 

model robustness 

RAG search Combining HTR transcripts, a se-

mantic index, and a language model 

Verified interpretation of archival 

sources with references to the cor-

pus 

Museum and ar-

chival services 

Use of the corpus in catalogs, digi-

tal exhibitions, and educational in-

terfaces 

Transition from a closed archival 

resource to public digital heritage 

Open science Publication of corpora, protocols, 

models, and data cards 

Comparability of results and data 

reuse 

Developed by the author. 

 

In summary, the future development of this field lies in establishing a 

complete cycle: archival source — digital image — segmented fragment — 

validated annotation — hierarchical corpus — HTR model — semantic search — 

historical interpretation — museum and educational use. This cycle demonstrates 

that the future of digital archival science depends not only on the accuracy of 
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individual models, but on the ability to build a reproducible, controlled, and 

source-responsible infrastructure for working with historical manuscripts. 
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CHAPTER 5  

RESPONSIBLE ARTIFICIAL INTELLIGENCE AS A SYSTEM OF 

STANDARDS, CORPORATE GOVERNANCE, AND EVIDENCE-BASED 

EVALUATION 

 

Dorosh Vitalii, teacher, West Ukrainian National University, Ternopil 

 

The rapid adoption of artificial intelligence in public administration, 

education, media, healthcare, the financial sector, security systems, and business 

processes raises questions not only about the effectiveness of these models but 

also about their accountability. In today’s environment, it is not enough for an 

AI/ML system to demonstrate high accuracy on a test sample. It must be safe, 

transparent, non-discriminatory, controllable, explainable, resilient to failures, 

protected against abuse, and verifiable throughout its entire lifecycle. That is why 

the concept of responsible or trustworthy artificial intelligence is gradually shifting 

from the realm of ethical declarations to that of standards, procedures, metrics, 

audits, and management decisions. 

An analysis of current solutions in the field of responsible artificial 

intelligence shows that this area is developing not as a standalone technical 

challenge, but as a multilevel system of standards, regulatory frameworks, 

corporate governance, engineering practices, and evidence-based evaluation. The 

materials presented here have already substantiated the need to transition from 

declarative principles to the operational logic of “principle → requirement → 

control/test → evidence-based artifact → management decision → post-market 

monitoring.” That is why it is advisable to analyze existing solutions not only in 

terms of the content of ethical principles but also in terms of their suitability for 

practical verification, auditing, risk management, and documentation of the 

accountability of AI/ML systems. 

The first level of existing solutions is formed by the ISO/IEC international 

standards. The ISO/IEC TR 24028:2020 technical report systematizes the concept 
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of trustworthiness in AI systems and covers characteristics such as transparency, 

explainability, controllability, reliability, robustness, safety, cybersecurity, and 

privacy [1]. The value of this document lies in the fact that it establishes a 

common conceptual framework for evaluating AI systems; however, it is not, in 

and of itself, a comprehensive certification mechanism. Rather, it provides a 

conceptual foundation that must be operationalized through risk management, 

testing, and evidence-based artifacts.  

The next step is ISO/IEC 23894:2023, which is specifically dedicated to 

artificial intelligence risk management. This standard emphasizes that 

organizations that develop, implement, or use AI systems must integrate AI risk 

management into their processes, functions, and product lifecycle [2]. This is 

important because responsible AI cannot be verified only at the final stage. Risks 

must be identified as early as the problem-formulation stage, data preparation, 

model selection, validation, implementation, and subsequent monitoring.  

A more comprehensive organizational solution is ISO/IEC 42001:2023—the 

standard for an artificial intelligence management system. It describes the 

requirements for establishing, implementing, maintaining, and continuously 

improving an AI management system within an organization [3]. Its significance 

lies in the transition from isolated tests to a management system comprising 

policies, roles, procedures, controls, reporting, and continuous improvement. In 

the context of this monograph, it is appropriate to view this standard as a 

management “framework” within which specific accountability metrics can be 

linked to corporate processes and audits.  

The second set of solutions is represented by IEEE standards, specifically 

IEEE 7000-2021. This standard proposes a process model for incorporating ethical 

values during system design and supports the traceability of ethical requirements 

from the value identification stage to technical design decisions [4]. What sets it 

apart from many declarative ethical frameworks is its engineering focus: ethics 

should not be an afterthought to a finished system, but rather an integral part of the 
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development process. For responsible AI, this means the need to embed 

requirements for transparency, fairness, safety, and human oversight as early as 

the system architecture and specifications stage.  

The third level consists of intergovernmental and political frameworks, 

primarily the OECD AI Principles and the UNESCO Recommendation on the 

Ethics of Artificial Intelligence. The OECD Principles were adopted in 2019 and 

are geared toward innovative yet trustworthy AI that respects human rights and 

democratic values [5]. The UNESCO Recommendation, adopted in 2021, has 

become a global ethical standard applicable to all UNESCO member states and 

emphasizes human rights, human dignity, transparency, fairness, human oversight, 

and environmental responsibility [6]. These documents set the value framework 

for responsible AI but do not specify a complete set of technical tests and metrics 

required for applied auditing.  

European regulation holds a special place. The AI Act, or Regulation (EU) 

2024/1689, is a comprehensive legal framework for artificial intelligence in the 

EU and is based on a risk-based approach [7]. Its significance lies in the fact that 

the liability for AI systems shifts from a voluntary basis to a legally binding one: 

high-risk systems require risk management, documentation, human oversight, data 

quality, transparency, and compliance with established requirements. For Ukraine, 

this approach is important not only from a regulatory standpoint but also from a 

methodological one, as harmonization with European practices requires the 

creation of measurable, reproducible, and audit-ready assessment procedures.  

The fourth level is defined by the NIST AI Risk Management Framework 

1.0. Unlike purely regulatory approaches, the NIST AI RMF offers an operational 

logic for risk management through four functions: Govern, Map, Measure, 

Manage [8]. This is particularly valuable for applied systems, as it allows 

responsibilities to be structured as a repeatable cycle: defining the context, 

mapping risks, measuring system characteristics, managing risks, and updating 

practices. Within the context of this monograph chapter, the NIST AI RMF should 



85 

be viewed as a bridge between the principles of responsible AI and practical 

control procedures.  

In the academic literature, the issue of “an excess of principles” is significant. 

L. Floridi and J. Cowls have shown that, despite the large number of ethical 

initiatives, there is a common core among them: beneficence, non-maleficence, 

autonomy, justice, and explainability [9]. This research is significant for this 

monograph because it demonstrates that the problem of responsible AI lies not so 

much in the absence of principles as in the ways they are put into practice. In other 

words, the current challenge is not to formulate yet another set of values, but to 

transform existing principles into control procedures, metrics, and evidence.  

The fifth category of existing solutions consists of transparency and 

documentation artifacts. Model Cards, proposed by M. Mitchell et al., provide a 

structured description of a model: its purpose, data, limitations, validation results, 

potential risks, and recommendations for use [10]. Datasheets for Datasets, 

proposed by T. Gebru et al., similarly apply the concept of documentation to 

datasets: they record the rationale for creation, composition, collection process, 

limitations, potential biases, and recommended use cases [11]. Together, these two 

approaches form the basis for evidence-based decision-making: an auditor or user 

can understand not only the model’s output but also the data’s origin, limitations, 

and risks.  

The sixth section focuses on corporate governance of responsible AI. Leading 

IT companies have developed their own mechanisms: principles of responsible AI, 

internal standards, ethics committees, red-teaming procedures, transparency notes, 

product reviews, AI safety policies, model cards, fairness tools, and “red line” 

policies. Your materials show that Google, Microsoft, IBM, Meta, Amazon, 

Apple, and OpenAI formalize accountability in different ways, but a common 

trend is institutionalization: responsible AI is increasingly being established as an 

internal standard rather than merely a public declaration. This indicates that the 
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maturity of a corporate approach is determined not by the number of stated 

principles, but by the presence of procedures, roles, tools, and regular monitoring. 

The seventh section covers metrics for responsible AI. In applied systems, 

responsibility must be measured across several interrelated dimensions: fairness, 

transparency and explainability, reliability, safety, accountability, privacy, and 

environmental and social impact. Your materials propose a framework in which 

each dimension is linked to indicators, acceptance criteria, verification methods, 

supporting evidence, and the frequency of monitoring. This approach is essential 

because responsibility cannot be demonstrated by a single number: a set of 

interconnected pieces of evidence is required. 

The eighth section covers approaches to AI governance as an organizational 

practice. Systematic reviews of responsible AI governance show that there are still 

gaps in the literature regarding who exactly is responsible for AI governance, what 

exactly is governed, at which stage of the life cycle oversight takes place, and 

what tools are used to ensure it [12]. This confirms the central problem: while 

there are many frameworks, standards, and principles, their practical integration 

into the system’s lifecycle often remains incomplete. For this monograph, this 

means the need to present responsible AI as a governance infrastructure rather 

than as a set of disparate recommendations (Table 1). 

Table 1.  

Comparative analysis of existing solutions in the field of responsible AI 

Solution / 

Approach 

Main function Strengths 

 

Restrictions 

 

Definitions for this 

section 

1 2 3 4 5 

ISO/IEC 

TR 24028 

[1] 

The Conceptual 

Framework of 

Trustworthiness 

Creates a shared 

vocabulary for 

AI-powered 

power of attor-

ney 

It is not a compre-

hensive certifica-

tion mechanism 

Provides a core set 

of features: trans-

parency, security, 

privacy, and robust-

ness 
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continuation of table 1 
1 2 3 4 5 

ISO/IEC 23894 

[2] 

AI Risk Manage-

ment 

Integrates risk 

management in-

to the life cycle 

Requires adapta-

tion to specific 

models 

The basis for 

risk-based veri-

fication 

ISO/IEC 42001 

[3] 

AI Management 

System 

Shifts responsi-

bility to corpo-

rate processes 

Does not replace 

technical tests 

Provides an or-

ganizational 

framework for 

AI management 

IEEE 7000 [4] Ethical Values in 

Systems Design 

Integrates ethics 

into the design 

phase 

Requires engi-

neering details 

Supports the 

“ethics by de-

sign” approach 

OECD AI Princi-

ples [5] 

Intergovernmental 

Principles for 

Trustworthy AI 

Flexible, inter-

nationally rec-

ognized, and 

human rights-

based 

Statement-based, 

without detailed 

tests 

Shaping the 

Core Values 

UNESCO Rec-

ommendation [6] 

A Global Ethical 

Framework for AI 

Combines hu-

man rights, dig-

nity, justice, and 

environmental 

sustainability 

Requires national 

implementation 

Expands re-

sponsibility to 

include social 

and humanitar-

ian dimensions 

EU AI Act [7] Legally Significant 

Risk-Based Regu-

lation 

Defines re-

quirements for 

high-risk sys-

tems 

The complexity 

of implementa-

tion and the need 

for harmonized 

standards 

An Important 

Milestone for 

Ukraine 

NIST AI RMF [8] Operational 

Framework for AI 

Risk Management 

Govern–Map–

Measure–

Manage as a 

control cycle 

Voluntary 

framework; re-

quires organiza-

tional implemen-

tation 

The Bridge Be-

tween Princi-

ples and Practi-

cal Oversight 
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continuation of table 1 
1 2 3 4 5 

Floridi & 

Cowls [9] 

A Summary of the 

Principles of AI 

Ethics 

Shows a common 

core of principles 

Does not provide 

a comprehensive 

audit mechanism 

Justifies the need 

to operationalize 

the principles 

Model Cards 

[10] 

Documenting 

Models 

Records the pur-

pose, scope, 

risks, and results 

of audits 

Quality depends 

on how complete-

ly the form is 

filled out 

Evidence-based 

artifact for trans-

parency and au-

diting 

Datasheets for 

Datasets [11] 

Documenting Da-

tasets 

Identifies sources 

of bias and data 

limitations 

Does not automat-

ically eliminate 

risks 

The Basics of Da-

ta Accountability 

Responsible 

AI govern-

ance review 

[12] 

Systematization 

of Governance 

Approaches 

Shows the role of 

the organization-

al level 

Reveals the frag-

mented nature of 

practices 

Confirms the 

need for an inte-

gration frame-

work 

Developed by the author. 

 

A comparison of these approaches shows that responsible AI cannot be 

ensured by a single standard, a single metric, or a single corporate principle. 

ISO/IEC establishes a process-management framework, IEEE elaborates on 

ethical design, the OECD and UNESCO set a values-based framework, the EU 

translates some requirements into legal terms, NIST offers an operational logic for 

risk management, and Model Cards and Datasheets provide concrete artifacts of 

transparency. However, there is often a lack of a “linking” mechanism between 

these levels—one that connects principles to tests, tests to evidence, and evidence 

to management decisions. 

Therefore, the most promising approach is an integration framework for 

responsible AI that does not replace international standards but rather combines 

them into a single operational model. Such a model should include: defining the 

system’s risk profile; selecting relevant requirements; developing a set of tests; 

calculating metrics; compiling a body of evidence; identifying responsible parties; 
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making a decision on implementation; and conducting follow-up monitoring after 

launch. Within this framework, responsibility ceases to be an abstract ethical 

slogan and becomes a reproducible engineering and management practice. 

Responsible artificial intelligence should be viewed as a multi-level system. 

The first level consists of ethical and regulatory principles: safety, fairness, 

transparency, privacy, accountability, human oversight, and non-discrimination. 

At the second level, these principles are specified in international standards and 

frameworks, including ISO/IEC, IEEE 7000, OECD, UNESCO, NIST AI RMF, 

and the European risk-based regulatory framework. At the third level, they must 

be embodied in organizational procedures: policies, roles and responsibilities, 

committees, audits, risk assessment, and post-market monitoring. At the fourth 

level, accountability must be measured through specific metrics, tests, acceptance 

criteria, and evidence-based artifacts. 

The key problem is that there is often a gap between the declarative 

principles of responsible AI and the actual practice of implementation. 

Organizations may proclaim transparency, fairness, or safety, but lack formalized 

procedures for verification, documentation, logging, auditing, and follow-up after 

the system is launched. As a result, accountability assessments become 

fragmented: individual metrics are verified, but a comprehensive chain of 

evidence is not established. That is why the submitted materials justify the need 

for an integrative framework that links international standards to the operational 

logic of “principle → requirement → control/test → evidence artifact → 

management decision → post-market monitoring.” 

From a methodological standpoint, it is important to note that responsible AI 

cannot be universally evaluated using a single metric. For classical machine 

learning models, stability, generalizability, intergroup fairness, sensitivity 

analysis, and data auditing are critical. For computer vision, resistance to domain 

shift, noise, and labeling errors is important. For NLP models, it is linguistic and 

topic shifts, toxicity, bias, and contextual reliability. For LLMs, generative, and 
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multimodal systems, key concerns include hallucinations, prompt injection, data 

leaks, harmful content, copyright, and source transparency. Therefore, 

accountability must be model-agnostic at the level of principles but model-specific 

at the level of tests and evidence. 

Corporate governance of responsible AI plays a distinct role. Leading IT 

corporations are no longer limiting themselves to general ethical statements; 

instead, they are establishing internal standards, special committees, procedures 

for reviewing high-risk applications, tools for testing fairness and explainability, 

“red line” policies, transparency notes, model cards, datasheets, and post-

deployment monitoring mechanisms. This publication demonstrates that the 

maturity of a corporate approach is determined not by the number of declared 

principles, but by the degree to which they are institutionalized in the processes of 

development, auditing, risk management, and reporting. 

The practices of Google, Microsoft, IBM, Meta, Amazon, Apple, and 

OpenAI demonstrate various models of corporate responsibility. Some companies 

emphasize principles and product restrictions, some focus on engineering tools for 

evaluating models, and others prioritize internal standards and oversight bodies. 

However, what they have in common is a gradual shift from ethical discourse to 

procedural governance: responsible AI is increasingly viewed as part of corporate 

governance rather than as an additional public statement. This means that 

accountability must be integrated into the system’s lifecycle: from task 

formulation, data collection, and model training to deployment, monitoring, 

incident response, and policy updates. 

The third level involves measuring responsibility. In applied systems, 

responsible AI should be evaluated using a multidimensional taxonomy: fairness 

and lack of bias, transparency and explainability, reliability and safety, 

accountability and controllability, privacy, and environmental and social impact. 

Each of these dimensions requires its own metrics, tests, acceptance criteria, and 

supporting evidence. This paper proposes a logical framework linking “dimension 
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→ indicator → acceptance criterion → verification method → supporting 

evidence → frequency of monitoring,” which is particularly important for 

reproducible audits of AI systems (Table 2). 

Table 2. 

A Generalized Framework for Responsible AI as a System of Standards, 

Governance, and Evaluation 
Level 

 

Main Content 

 

Implementation Exam-

ples 

The Importance of Re-

sponsible AI 

Ethical Prin-

ciples 

Fairness, transparency, 

security, privacy, ac-

countability, human 

oversight 

OECD AI Principles, 

UNESCO Recommenda-

tion, EU Trustworthy AI 

Shaping the Core Values 

of Responsible AI 

International 

Standards 

Formalization of Risk 

Management Require-

ments and Processes 

ISO/IEC TR 24028, 

ISO/IEC 23894, ISO/IEC 

42001, IEEE 7000, NIST 

AI RMF 

Transforming principles 

into a regulatory and 

methodological frame-

work 

Corporate 

Governance 

Regulatory bodies, pol-

icies, roles, review pro-

cedures, reporting 

Responsible AI boards, 

internal standards, red 

lines, transparency notes 

Ensures the institutional-

ization of accountability 

Engineering 

Mechanisms 

Model testing, data au-

diting, fairness tools, 

explainability tools, 

adversarial testing 

Model cards, datasheets, 

Fairlearn, InterpretML, 

AI Fairness 360 

Integrates accountability 

into the development 

process 

Metrics and 

Tests 

Quantitative Assess-

ment of Fairness, Ro-

bustness, Interpretabil-

ity, and Privacy 

Demographic parity, 

equal opportunity, ro-

bustness tests, privacy 

leakage tests 

Enables comparison and 

monitoring 

Evidence-

based arti-

facts 

Documents, journals, 

minutes, reports, model 

maps, and data maps 

Model card, datasheet, 

risk report, audit log, in-

cident report 

They form the basis of 

audience appeal 

Post-market 

monitoring 

Follow-up after imple-

mentation 

Drift monitoring, incident 

tracking, periodic reas-

sessment 

Fosters accountability in 

a dynamic environment 

Developed by the author. 
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The fairness of models requires special attention. In applied systems, it can 

be assessed through demographic parity, equal opportunity, equal chances, the 

disproportionate impact ratio, and individual and group fairness. However, none of 

these metrics is universal. In certain domains, balancing the proportion of positive 

decisions across groups may be important; in others, the key is to balance errors or 

ensure fair chances for genuinely positive cases. Therefore, the choice of metrics 

should depend on the domain, the risk, the legal context, and the potential impact 

of the decision on individuals. 

Transparency and explainability also cannot be reduced solely to the presence 

of a technical explanation. It is important for the user to understand the system’s 

purpose, its limitations, the data used, the known risks, which scenarios are 

prohibited, whether the result can be appealed, and who is responsible for the 

decision. For developers, local explanations, feature analysis, the consistency of 

explanations, and the relationship between errors and input data are important. For 

auditors, documentation, test protocols, change logs, and version traceability are 

important. Thus, explainability has technical, user, and procedural dimensions. 

Reliability and safety encompass a system’s ability to operate stably in the 

face of changes in the environment, noise, domain shift, deliberate attacks, or 

unexpected scenarios. This is particularly challenging for generative models, as 

they can generate convincing but inaccurate responses, react to malicious prompts, 

reproduce toxic content, or disclose sensitive information. That is why responsible 

evaluation must include not only standard accuracy checks but also stress tests, red 

teaming, safety behavior verification, hallucination control, data leakage checks, 

and incident monitoring. 

Accountability is a central element of responsible AI, as it links technical 

outcomes to organizational responsibility. A system can only be considered 

responsible if the organization is able to explain who made the decisions regarding 

its development, what risks were identified, what checks were performed, what 

restrictions were established, who is responsible for monitoring, how incidents are 
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recorded, and how decisions are made regarding system updates or shutdowns. 

Without this, even a high-quality model remains poorly managed. 

Therefore, responsible artificial intelligence should be interpreted not as a 

separate property of the model, but as a comprehensive system of management, 

evaluation, and evidence. It must combine international standards, corporate 

governance, engineering tests, metrics, documentation, logs, auditing, and 

monitoring. It is precisely this logic that allows us to move from the abstract 

question “Is AI ethical?” to the practical question “What evidence does the 

organization provide to confirm that a specific AI system is safe, transparent, non-

discriminatory, controllable, and suitable for responsible use?” 
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CHAPTER 6  

DIGITAL TWINS OF IOT SYSTEMS AS THE BASIS FOR INTELLIGENT 

MONITORING AND OPTIMIZATION 

 

Dorosh Vitalii, teacher, West Ukrainian National University, Ternopil 

 

Modern IoT systems form the basis for the transition from traditional 

technical monitoring to dynamic digital modeling of physical objects, processes, 

and environments. The Internet of Things is viewed as a network infrastructure in 

which physical objects, sensors, controllers, actuators, software services, and 

communication protocols are integrated into a unified environment for data 

collection, transmission, and processing [1]. Unlike traditional information 

systems, which primarily work with pre-processed or discretely entered data, the 

IoT environment generates continuous streams of observations about the real-time 

state of an object: temperature, humidity, pressure, energy consumption, load, 

movement, vibrations, resource usage intensity, equipment status, or 

environmental parameters. 

In the scientific literature, the IoT is interpreted as the technological 

foundation for connecting the physical and digital worlds. Atzori, Iera, and 

Morabito emphasize that the key idea behind the IoT is the ability of objects to be 

identified, connected, and engaged in information exchange via a network 

infrastructure [1]. Gubbi and co-authors supplement this logic with a cloud-centric 

vision of the IoT, in which sensor networks, internet technologies, cloud 

platforms, and analytical services form the foundation for scalable intelligent 

applications [2]. In the context of digital twins, this means that the IoT is not 

merely a collection of devices but serves as the primary data source for 

constructing an up-to-date digital representation of a physical object. 

However, the mere presence of sensors and data streams does not in itself 

create a digital twin. Raw IoT data is primarily descriptive in nature: it shows what 

is happening to an object at a specific point in time, but does not explain the 
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causes of changes, predict future states, or suggest optimal management actions. 

To transform such data into knowledge, additional levels of processing are 

required: normalization, cleansing, aggregation, contextualization, time-series 

preservation, integration with historical data, building behavioral models, and 

analytical interpretation. 

Context is an important intermediate concept between IoT data and digital 

modeling. Perera and co-authors argue that to derive value from sensor data, it is 

necessary not only to collect it but also to understand the conditions under which it 

was obtained: location, time, object status, user profile, environmental 

characteristics, and relationships between events [3]. For example, the same 

temperature or energy consumption value can be interpreted differently depending 

on the time of day, the system’s operating mode, external conditions, or the 

expected load. Therefore, digital modeling in an IoT environment requires not 

only numerical measurements but also a contextual layer that explains the 

meaning of these measurements. 

In this regard, IoT analytics becomes a prerequisite for building digital twins. 

Siow, Tiropanis, and Hall propose viewing IoT analytics as the process of 

transforming large data streams from physical objects into useful knowledge and 

practical insights [4]. Such analytics can have different levels: descriptive, 

diagnostic, predictive, and prescriptive. The descriptive level answers the question 

“What happened?”, the diagnostic level—“Why did it happen?”, the predictive 

level—“What might happen next?”, and the prescriptive level—“What is the best 

course of action?”. It is precisely the transition from the descriptive to the 

predictive and prescriptive levels that is fundamental to digital twins. 

IoT systems also create the conditions for continuously updating the digital 

model. While a traditional model is often built once and used as a relatively static 

representation of an object, a model linked to IoT infrastructure can be 

continuously refined based on new measurements. This makes it possible to reflect 

not only the normative or design state of an object, but also its actual behavior 
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under real operating conditions. For example, a digital model of a building, 

equipment, power grid, or production process can change depending on actual 

load, seasonal conditions, component wear, user behavior, or external influences. 

From the perspective of digital modeling architecture, the IoT performs at 

least four functions. First, it provides observability of a physical object through 

sensor data. Second, it creates a time-series framework for analysis, since most 

IoT data takes the form of time series. Third, it supports the integration of 

heterogeneous sources: sensors, controllers, SCADA systems, ERP/MES systems, 

weather services, geodata, or external information platforms. Fourth, it enables 

feedback to the physical object via actuators, control systems, or recommendation 

modules. 

Thus, IoT systems are not merely a source of data for digital modeling but a 

foundational infrastructure that bridges the gap between physical reality and its 

digital representation. However, this alone is insufficient to create a fully-fledged 

digital twin. It is essential that sensor data be integrated into a modeling, 

analytical, and simulation loop that allows us not only to see the current state of an 

object but also to understand its behavior, predict future changes, and support 

optimization decisions. 

The digital twin is one of the key concepts in modern intelligent engineering, 

cyber-physical systems, and Industry 4.0. In the broadest sense, a digital twin is a 

dynamic digital representation of a physical object, process, or system that is 

synchronized with the real-world object via data streams and is used for 

monitoring, analysis, simulation, forecasting, and decision support. The idea of a 

digital twin was conceptualized as a way to integrate a physical system with its 

virtual counterpart to reduce unpredictable and undesirable behavior in complex 

systems [5]. 

The key difference between a digital twin and a conventional digital model 

lies in the presence of a constant or periodic connection to the physical object. A 

conventional model can describe an object in a specific state, reproduce its 
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geometry, structure, or functional relationships, but it is not necessarily updated in 

accordance with current changes in the real-world environment. A digital twin, on 

the other hand, involves two-way or at least regular information exchange between 

the physical and digital spaces: data from the real-world object updates the digital 

model, and the results of analysis or simulation can influence management 

decisions regarding the physical object [8]. 

In research on digital twins, it is important to distinguish between the 

concepts of “digital model,” “digital shadow,” and “digital twin.” Kritzinger and 

co-authors proposed a classification according to which a “digital model” is a 

digital representation without automated data exchange with the physical object; a 

“digital shadow” involves the automatic transfer of data from the physical object 

to the digital model; a “digital twin,” in the full sense of the term, involves 

automated two-way communication between the physical and digital objects [6]. 

This distinction is fundamental, since not every 3D model, dashboard, or 

simulation diagram can be considered a digital twin. 

Scientific reviews emphasize that a digital twin is not merely a visualization 

or copy of an object, but an integrated system of data, models, and services. Tao, 

Zhang, Liu, and Nee view the digital twin as one of the key technologies for 

implementing smart manufacturing and Industry 4.0, as it enables the seamless 

integration of cyberspace and physical space [7]. Fuller and co-authors also 

emphasize that a digital twin can best be described as the integration of data 

between a physical and a virtual machine or system, which enables the modeling, 

analysis, and optimization of an object’s behavior [8]. Thus, the essence of a 

digital twin lies not in the mere fact of digital representation, but in the dynamic 

interaction between data, models, and the real-world object. 

For IoT systems, the digital twin is of particular importance, since it is the 

IoT that provides the data for its updating. Minerva, Lee, and Crespi examine the 

digital twin specifically in the context of the IoT and highlight its technical 

characteristics, application scenarios, and architectural models [9]. In this 
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framework, the physical object, sensor infrastructure, communication layer, digital 

model, analytical services, and decision-making interface form a unified loop. 

Without the IoT, the digital twin risks remaining a static model; without modeling 

and analytics, IoT data remains merely a stream of measurements. 

The digital twin also differs from a traditional simulation model in that it 

operates based on the current state of the physical object. A simulation model can 

test various scenarios based on specified parameters, but these parameters do not 

necessarily reflect current reality. A digital twin uses real-time or near-real-time 

data, so the simulation is not performed in the abstract but in relation to the 

object’s specific state. This allows for “what-if” scenario modeling: what will 

happen if the load, temperature, control mode, route, resource, or external 

conditions change. 

Another important feature of a digital twin is its support for forecasting. 

While a conventional model primarily describes structure or patterns, a digital 

twin must be capable of assessing the system’s future behavior: the probability of 

failure, expected resource consumption, changes in equipment status, the risk of 

exceeding thresholds, or the consequences of management intervention. In their 

systematic review, Semeraro and co-authors emphasize that a digital twin is 

formed as a synchronized virtual representation of reality that supports the 

interpretation of an object’s state and decision-making [10]. This allows the digital 

twin to be viewed not only as a model but also as a tool for situational awareness. 

A digital twin also differs from a conventional monitoring dashboard. A 

dashboard can display current parameter values, graphs, error messages, or a 

history of changes, but it does not necessarily include a cause-and-effect model, a 

simulation loop, or an optimization module. A digital twin has a more profound 

function: it combines data, models, rules, machine learning algorithms, 

simulations, and decision-support mechanisms. Therefore, it is appropriate to view 

it as an intelligent layer atop the IoT infrastructure. 
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In practical terms, a digital twin can perform several functions: reflect the 

current state of an object; detect anomalies; predict failures; test scenarios without 

physical intervention; optimize operating modes; support maintenance; reduce 

resource consumption; and enhance system safety and resilience. This is what 

distinguishes it from a conventional model: a digital twin not only describes the 

system but also functions as an active tool for managing its lifecycle. 

Thus, the digital twin of an IoT system can be defined as a dynamic, data-

driven, and context-synchronized digital representation of a physical object or 

process that integrates sensor data, model representations, analytics, simulation, 

and decision support. Its scientific and practical value lies in the fact that it 

facilitates the transition from passive monitoring to proactive management: the 

system not only records the object’s current state but also predicts its future 

behavior, evaluates alternative scenarios, and supports optimization in a changing 

environment. 

Intelligent monitoring is one of the key functions of an IoT system’s digital 

twin. While a traditional monitoring system primarily records current parameter 

values and alerts when predefined thresholds are exceeded, the digital twin creates 

a broader analytical framework. It not only reflects the state of a physical object 

but also compares it to expected behavior, historical patterns, predictive models, 

technical limitations, and acceptable operating modes. This is precisely why the 

digital twin enables a shift from passive observation to active risk detection. 

In the context of IoT monitoring, an anomaly can be defined as a deviation in 

the behavior of an object, process, or environment from its expected, normal, or 

acceptable state. Such a deviation may manifest itself as a sharp rise in 

temperature, a non-standard energy consumption profile, abnormal equipment 

vibration, an atypical load on the network, a data transmission failure, a disruption 

in sensor operation, or inconsistencies between multiple measurement sources. 

Recent reviews of deep anomaly detection emphasize that detecting anomalies is a 

complex task due to the variety of deviation types, the imbalance between normal 
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and anomalous states, the lack of high-quality labeling, and changes in system 

behavior over time [11]. 

For digital twins, an anomaly has not only statistical but also functional 

significance. A deviation in a single parameter may be acceptable in one operating 

mode but critical in another. For example, an increase in energy consumption may 

be normal during peak load but dangerous during nighttime operation or when 

user activity is low. This is why anomalies in a digital twin must be interpreted in 

context: time, operating mode, external conditions, the facility’s technical 

characteristics, historical data, and the relationships between variables. 

Methodologically, anomaly detection in a digital twin can be implemented 

through several approaches. The first is threshold monitoring, where the system 

compares current parameters against regulatory or technical limits. The second is 

statistical analysis, which identifies atypical values relative to historical 

distributions. The third is machine learning, which models the system’s normal 

behavior and detects deviations from it. The fourth is predictive anomaly 

detection, where the system compares actual measurements with expected values 

obtained using a predictive model. The fifth is a hybrid approach, where physical 

models, operational rules, and ML models work together. 

The link between anomaly detection and predictive maintenance is 

particularly important. Systematic reviews of predictive maintenance show that 

machine learning methods are actively used to predict failures, estimate remaining 

service life, detect equipment degradation, and optimize maintenance schedules 

[12]. In a digital twin, these capabilities are expanded: the model not only detects 

an anomaly but also links it to the specific state of the object’s digital 

representation, its history of changes, and possible future development scenarios. 

Therefore, the digital twin becomes not just a tool for emergency alerts but a 

platform for early warning. 

In this context, it is important to distinguish between three levels of system 

response. The first level is the detection of a deviation—that is, identifying that a 



101 

parameter or group of parameters is behaving abnormally. The second level is the 

assessment of severity, where the system determines whether the deviation is 

minor, moderate, high-risk, or critical. The third level is decision support: the 

system suggests possible actions, such as checking a sensor, changing the 

operating mode, reducing the load, performing maintenance, or running additional 

diagnostics. It is this third level that distinguishes intelligent monitoring from 

ordinary data collection. 

Data drift is also a critical issue for IoT systems. A system may change due to 

wear and tear, seasonality, shifts in user behavior, environmental changes, or the 

emergence of new operating modes. If the digital twin model is not updated, it 

begins to compare the current system with an already outdated representation of 

the norm. Therefore, intelligent monitoring must include not only anomaly 

detection but also verification of the model’s relevance: drift checking, retraining, 

threshold adjustment, and validation of new scenarios. 

A separate area of focus is the digital twin for maintenance. Errandonea, 

Beltrán, and Arrizabalaga show that the digital twin is used in maintenance 

scenarios to improve reliability, optimize inspections, support asset maintenance, 

and reduce downtime [13]. For IoT systems, this means that sensor streams, state 

histories, degradation models, and anomaly algorithms can be integrated into a 

single cycle: observation—diagnosis—prediction—decision—model update. 

Thus, intelligent monitoring in a digital twin offers three key advantages. 

First, it considers not just a single parameter, but the state of the system as a 

holistic entity. Second, it enables to detect not only existing failures but also early 

signs of future problems. Third, it forms the basis for explainable decision support, 

since each alert can be linked to specific data, models, rules, or simulation 

scenarios. 

One of the most important differences between a digital twin and a 

conventional monitoring system is its ability to work with future or alternative 

states of the object. While monitoring answers the question “What is happening 
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right now?”, forecasting and “what-if” simulations answer the questions “What 

might happen next?” and “What will change if we alter the conditions?”. It is 

precisely this capability that makes the digital twin a tool for proactive 

management. 

Forecasting in a digital twin is based on a combination of historical data, 

current IoT measurements, physical or simulation models, ML algorithms, and 

contextual information. This approach allows for the estimation of future 

parameter values, failure probability, expected load, resource consumption, 

changes in environmental conditions, or the effect of management interventions. 

Rasheed, San, and Kvamsdal emphasize that, from a modeling perspective, a 

digital twin is an adaptive representation of a complex physical system that 

combines data, modeling, computational methods, and analytics to support 

decision-making [14]. 

A “what-if” simulation involves testing an alternative scenario without 

directly interfering with the physical object. For example, a digital twin can be 

used to simulate how a building’s energy consumption would change under a 

different ventilation mode, how the power grid would respond to an increase in 

load, how equipment performance would change after maintenance, or what the 

consequences of reconfiguring a control algorithm would be. The value of this 

approach lies in the fact that risky or costly decisions can be tested in a virtual 

environment before they are actually implemented. 

In manufacturing and technical systems, the digital twin is often used 

precisely as a simulation and optimization environment. 

Dehghanimohammadabadi, Belsare, and Thiesing proposed a simulation-

optimization framework for the digital twin of a manufacturing system, where 

alternative scenarios can be evaluated through simulation and optimization [15]. 

This approach is particularly well-suited for IoT systems, as real-time data allows 

the simulation to be adapted to the system’s actual state, rather than relying solely 

on abstract average parameters. 
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It is important that “what-if” simulations not be isolated from real-world data. 

If the simulation model is not synchronized with the physical object, it may 

produce results that are formally correct but practically irrelevant. A digital twin 

overcomes this limitation through continuous updating: the model’s state is 

adjusted based on sensor data, and scenarios are evaluated relative to the object’s 

current state. For example, the same load scenario may be safe for new equipment 

but risky for equipment that has degraded significantly. 

Scenario modeling also provides a basis for comparing management 

alternatives. The system can not only predict a single outcome but also compare 

several possible actions based on various criteria: minimizing energy 

consumption, reducing costs, improving reliability, reducing downtime, lowering 

emissions, enhancing user comfort, or increasing throughput. In the work by 

Zhang et al., a digital twin was used for the design and multi-objective 

optimization of a production line, demonstrating the suitability of digital twins for 

scenarios where multiple objectives must be balanced simultaneously [16]. 

Thus, forecasting and “what-if” simulations transform the digital twin into an 

experimental environment where the consequences of decisions can be safely 

evaluated. This is particularly important for complex IoT systems, where direct 

experimentation with a physical object can be expensive, dangerous, or 

organizationally challenging. Under such conditions, the digital twin helps reduce 

uncertainty, assess risks, and select a more informed course of action. 

The digital twin of an IoT system is not limited to monitoring and forecasting 

functions. Its further development is linked to optimization and control support—

that is, the transition from an analytical description of the state to the selection of 

the best courses of action. In this context, the digital twin becomes an intermediate 

intelligent layer between the physical system, data, models, and management 

decisions. 

Optimization in a digital twin can have various objectives: minimizing 

energy consumption, reducing operating costs, improving reliability, reducing 
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downtime, stabilizing temperature conditions, load balancing, optimizing routing, 

reducing emissions, or maintaining service quality. Unlike traditional 

optimization, which is often performed on a static model, a digital twin allows for 

the current state of the facility to be taken into account and for decisions to be 

updated based on new data. 

For complex IoT systems, the multi-objective nature of optimization is 

crucial. For example, in a smart building, it is necessary to simultaneously reduce 

energy consumption, maintain user comfort, avoid equipment overload, and ensure 

safe operation. In an industrial system, it is necessary to balance productivity, 

quality, costs, technical condition, and the risk of failure. In urban infrastructure, 

the focus is on throughput, environmental performance, safety, and service 

accessibility. A digital twin makes it possible to formalize such trade-offs and 

evaluate solutions based not on a single criterion, but on multiple criteria. 

Reinforcement learning is of particular importance. Unlike classical 

optimization algorithms, reinforcement learning allows an agent to learn a strategy 

for action through interaction with the environment and by maximizing long-term 

rewards. Mnih and his co-authors demonstrated that deep reinforcement learning 

can train agents to adopt control policies without manually designing all features, 

directly based on high-dimensional input data [17]. For digital twins, this idea is 

important because the agent can learn in a virtual environment without putting the 

physical system at risk. 

In IoT systems, reinforcement learning can be used for energy consumption 

management, routing, computing resource planning, equipment mode adaptation, 

or load optimization. In their paper, Dai, Zhang, Maharjan, and Zhang propose an 

approach to stochastic computation offloading in digital twin networks, where 

deep reinforcement learning is used to optimize the distribution of computational 

tasks and resources under conditions of uncertainty [18]. This demonstrates that a 

digital twin can serve not only as a model of a physical asset but also as a virtual 

environment for training and testing control policies. 
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At the same time, automated optimization requires constraints. Not every 

mathematically optimal solution is acceptable from the standpoint of safety, 

reliability, legal considerations, ethics, or user comfort. Therefore, in a digital 

twin, it is advisable to combine optimization algorithms with safe operating rules, 

acceptable parameter limits, human oversight, and explanation mechanisms. In 

critical systems, the digital twin should not autonomously replace the operator but 

rather support the operator’s decisions by providing alternatives, forecasts, risks, 

and the expected consequences of actions. 

Thus, the optimization function of a digital twin lies not only in finding the 

optimal value of the objective function but also in shaping a controllable decision 

space. The system must show which alternatives exist, which criteria they 

improve, what risks they create, and which constraints they violate or do not 

violate. This approach transforms the digital twin into a tool for supporting 

adaptive, informed, and safe management of IoT systems. 

The practical significance of digital twins is determined by their ability to 

integrate data, models, simulations, and management decisions into a single loop. 

In systematic reviews, digital twins are considered a technology with a wide range 

of applications: industry, smart cities, transportation, energy, buildings, healthcare, 

logistics, environmental monitoring, and cyber-physical systems [19]. This 

indicates that a digital twin is not a niche industry-specific model, but rather a 

universal paradigm for managing complex dynamic systems. 

In industry, digital twins are used to control production processes, perform 

predictive maintenance, optimize production lines, simulate technological 

scenarios, and improve the reliability of equipment. Their advantage lies in the 

fact that production decisions can be tested in a virtual environment, reducing the 

risk of errors, downtime, and costs. When combined with IoT and ML, a digital 

twin lays the foundation for transitioning from scheduled or reactive maintenance 

to predictive and adaptive maintenance. 
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In smart buildings, digital twins can support the management of energy 

consumption, climate control systems, security, user comfort, and the technical 

condition of equipment. They enable the analysis of interactions between a 

building’s internal parameters, external weather conditions, occupancy schedules, 

and the operating modes of building systems. In such scenarios, a digital twin can 

be used to optimize HVAC systems, predict equipment overloads, identify 

inefficient operating modes, and reduce energy consumption. 

In urban infrastructure, digital twins form the foundation for smart city 

management. Dembski and co-authors, using the example of Herrenberg, 

demonstrate that an urban digital twin can integrate a 3D model of the urban 

environment, mobility, wind flow simulation, spatial data, and citizen participation 

[20]. This demonstrates that a city’s digital twin is not merely a technical model, 

but a platform for planning, communication, scenario analysis, and decision 

support in urban management. 

In the energy sector, digital twins can be used to forecast loads, balance 

generation and consumption, optimize the operation of microgrids, integrate 

renewable energy sources, and enhance infrastructure resilience. In water supply 

and environmental monitoring, they can support the analysis of water quality, 

leaks, network condition, resource consumption, and the impact of external 

conditions. In logistics, digital twins enable the modeling of routes, transport 

flows, warehouses, delays, and load scenarios. 

At the same time, the practical implementation of digital twins presents a 

number of challenges. These include data interoperability, the quality of sensor 

streams, cybersecurity, privacy protection, the complexity of model development, 

computational costs, the lack of unified standards, organizational readiness, and 

the need for an interdisciplinary team. Botín-Sanabria and co-authors emphasize 

that digital twins have broad application potential, but their effectiveness depends 

on the ability to integrate data, models, visualization technologies, analytics, and 

management processes [19]. 
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Thus, the practical value of digital twins lies in the fact that they create a 

unified intelligent platform for monitoring, forecasting, simulating, and optimizing 

complex systems. For IoT environments, this represents a qualitative leap: sensor 

data ceases to be merely a stream of measurements and becomes the foundation of 

a dynamic model capable of supporting management. This is precisely why digital 

twins should be viewed as a key tool for proactive, adaptive, and evidence-based 

management of technical and socio-technical systems. 
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The rapid development of digital editorial technologies has significantly 

transformed approaches to the preparation, review, and evaluation of scholarly 

documents. While editorial process automation was previously limited primarily 

to spell-checking and grammar correction, modern intelligent systems now support 

stylistic analysis, terminology consistency assessment, bibliographic reference 

verification, plagiarism detection, and editorial decision support based on large 

language models (LLMs) [1–3, 8]. 

These tasks are particularly important for the editorial offices of scholarly 

journals and conference proceedings, where the initial manuscript evaluation 

remains one of the most time-consuming stages of the publication process. 

Automating the verification of academic writing style, document structure, 

bibliographic formatting, and compliance with the principles of academic integrity 

can substantially reduce editorial workload while improving the quality and 

consistency of manuscript assessment [2, 6, 8]. 

A scholarly document represents a complex information object comprising 

textual, structural, and graphical elements. Consequently, its analysis requires the 

integrated application of Optical Character Recognition (OCR), document layout 

analysis, Natural Language Processing (NLP), and Large Language Models 

(LLMs) [2, 5–7]. However, conventional OCR systems are primarily designed for 

text extraction and do not provide subsequent semantic or editorial analysis of the 

extracted content [4, 7]. 
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The remarkable progress in transformer-based models has significantly 

improved the automatic analysis of scholarly texts. However, Large Language 

Models (LLMs) remain dependent on the knowledge acquired during training, 

which may result in the generation of inaccurate information or the inability to 

account for journal-specific editorial requirements [2, 8]. One of the most 

promising approaches to overcoming this limitation is Retrieval-Augmented 

Generation (RAG), which combines the generative capabilities of LLMs with 

semantic retrieval from external knowledge bases, enabling recommendations to 

be generated based on verified sources [3]. 

Despite the rapid advancement of individual technologies, comprehensive 

systems integrating OCR, document layout analysis, NLP, bibliographic 

verification, academic integrity assessment, and RAG within a unified editorial 

workflow remain insufficiently explored [3–6, 8–10]. Therefore, the development 

of integrated intelligent editorial systems capable of automating the key stages of 

the initial evaluation of scholarly manuscripts is of considerable relevance. 

Current research on automated editorial processing is evolving along several 

interconnected directions, including text and document structure extraction, 

stylistic analysis, semantic modeling, bibliographic verification, and the 

application of Large Language Models to support editorial decision-making [2–8]. 

One of the most widely used tools for the structural analysis of scholarly 

documents is GROBID, which automatically identifies the main components of a 

manuscript, including the title, authors, abstract, sections, references, and other 

structural elements [4]. LanguageTool and Grammarly are widely employed for 

grammar and style checking; however, these tools are primarily designed for 

general-purpose texts and do not adequately address the specific characteristics of 

academic writing. 

The development of transformer-based models has led to the emergence of 

specialized solutions for the analysis of scholarly documents. SciBERT enables 

effective processing of scientific terminology and is widely applied to topic 
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classification, citation analysis, and automatic summarization [6]. LayoutLM is 

designed for document layout analysis by combining textual information with the 

spatial characteristics of a document page [5]. 

Another important direction is the application of Retrieval-Augmented 

Generation (RAG), which integrates Large Language Models with external 

knowledge bases to improve the reliability of generated recommendations and 

reduce the risk of hallucinations [3]. In addition, open scholarly services such as 

OpenAlex and Crossref are increasingly used for bibliographic verification, 

providing access to publication metadata and persistent digital identifiers [9, 10]. 

Despite these advances, most existing solutions address only individual 

aspects of editorial processing. OCR platforms focus on text extraction, language 

models on stylistic analysis, bibliographic services on metadata verification, and 

RAG-based systems on semantic retrieval and response generation. Consequently, 

the lack of an integrated approach highlights the need for a comprehensive 

intelligent editorial system that combines these components within a unified 

information processing pipeline [3–6, 9, 10]. 

The analysis of recent studies demonstrates that the automation of editorial 

processing is evolving along several complementary directions, including text and 

document structure extraction, natural language processing, semantic content 

analysis, bibliographic verification, plagiarism detection, and the application of 

Large Language Models for editorial decision support. Although each of these 

technologies has advanced considerably, comprehensive solutions integrating all 

these functions into a single software environment remain limited. 

Most existing systems continue to evolve as specialized standalone 

applications. OCR platforms focus on text extraction, stylistic tools on language 

analysis, bibliographic systems on metadata verification, and Retrieval-

Augmented Generation on semantic retrieval and response generation. As a result, 

editors must rely on multiple independent tools that lack a common information 

space and a unified document-processing workflow. 
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This limitation highlights the need for an integrated intelligent editorial 

system in which OCR, document layout analysis, Natural Language Processing, 

Retrieval-Augmented Generation, bibliographic verification, stylistic analysis, and 

academic integrity assessment operate as interconnected modules within a unified 

information pipeline. Such an approach enables the transition from automating 

individual tasks to providing comprehensive support for editorial workflows, 

thereby improving the quality of scholarly publications while reducing the time 

required for their initial editorial evaluation. 

Table 1. 

Comparison of Existing Solutions for Automated Editorial Processing of 

Scholarly Documents 

Solution / 

Approach 

Primary 

Purpose 
Strengths 

Limitations for 

Editorial Pro-

cessing 

Relevance to 

This Study 

1 2 3 4 5 

GROBID 

Scholarly 

PDF struc-

ture extrac-

tion 

Automatically 

identifies the ti-

tle, authors, ref-

erences, and 

document sec-

tions 

Does not per-

form stylistic 

analysis, termi-

nology verifica-

tion, or provide 

editorial rec-

ommendations 

Core compo-

nent for struc-

tured data ex-

traction 

Language-

Tool 

Grammar 

and style 

checking 

Open-source 

software, multi-

lingual support, 

extensive rule 

base 

Not specifically 

designed for ac-

ademic writing 

or journal edito-

rial standards 

Foundation 

for rule-based 

text verifica-

tion 

Grammarly 

AI-assisted 

proofread-

ing of Eng-

lish texts 

Context-aware 

analysis and sty-

listic recom-

mendations 

Commercial 

service; lacks 

support for jour-

nal-specific edi-

torial require-

ments 

Representa-

tive of mod-

ern AI writing 

assistants 
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continuation of table 1 

1 2 3 4 5 

SciBERT 

Scholarly 

text analy-

sis 

Optimized for 

scientific ter-

minology and 

academic lan-

guage 

Does not ac-

count for jour-

nal- or publish-

er-specific edi-

torial require-

ments 

Foundation for 

semantic analysis 

LayoutLM 

Document 

layout anal-

ysis 

Combines tex-

tual content 

with document 

layout and vis-

ual features 

Does not pro-

vide compre-

hensive editori-

al assessment 

Used for docu-

ment structure 

analysis 

Retrieval-

Augmented 

Generation 

(RAG) 

Knowledge-

grounded 

response 

generation 

Reduces hallu-

cinations by 

leveraging ex-

ternal 

knowledge 

sources 

Requires high-

quality 

knowledge ba-

ses and vector 

retrieval infra-

structure 

Foundation for 

explainable edi-

torial recommen-

dations 

Open-

Alex 

Schol-

arly publi-

cation 

metadata 

Open da-

tabase of pub-

lications, au-

thors, and cita-

tions 

Does not 

analyze docu-

ment content 

Source of 

bibliographic 

metadata for ver-

ification 

Cross-

ref 

DOI 

and refer-

ence verifi-

cation 

Provides 

authoritative 

publication 

metadata 

Limited to 

bibliographic 

information 

Used for au-

tomatic reference 

validation 

 

The analysis of recent studies indicates that a promising direction for the 

development of automated editorial processing of scholarly documents is the 

integration of Optical Character Recognition (OCR), document layout analysis, 

Natural Language Processing (NLP), and Retrieval-Augmented Generation (RAG) 

within a unified information system. This approach considers a scholarly 

document as a structured information object that integrates textual, structural, 

semantic, and bibliographic data, enabling their comprehensive analysis. 

The proposed concept is based on four functional layers: text extraction, 

document structure analysis, linguistic analysis, and semantic support for editorial 

decision-making. Together, these layers provide document standardization, 
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identification of logical document elements, grammar and style checking, 

academic writing assessment, and the generation of recommendations using 

external knowledge sources. 

The key design principles of the proposed system include modularity, a 

unified internal document representation, explainability, and scalability. A 

modular architecture enables seamless interaction among system components 

through a shared data model, while the integration of RAG supports the generation 

of evidence-based recommendations grounded in external knowledge sources. 

Thus, the proposed concept defines an intelligent editorial system as a unified 

information and analytical platform that integrates OCR, document layout 

analysis, NLP, RAG, and quality assurance modules to provide comprehensive 

support for the editorial processing of scholarly documents. 

The proposed methodological principles should be viewed not as a collection 

of independent software solutions but as the foundation of an integrated editorial 

ecosystem in which all stages of document analysis are connected through a 

unified information model. Within this framework, each module not only performs 

its own function but also generates information that is utilized by subsequent 

stages of the processing pipeline. 

Traditionally, the editorial evaluation of a scholarly manuscript consists of 

several independent procedures, including document structure verification, 

language editing, assessment of academic writing style, bibliographic validation, 

compliance with formatting standards, and expert content review. In most editorial 

offices, these tasks are performed using separate software tools or by different 

specialists, which limits information exchange and reduces the overall efficiency 

of the editorial workflow. 

The proposed approach eliminates this fragmented organization by 

integrating all stages of editorial processing into a unified information pipeline, 

thereby enabling consistent data exchange, reducing redundant operations, and 

improving the efficiency and reliability of editorial decision-making. 
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Table 2.  

Methodological Principles for the Design of an Intelligent Editorial System 

Methodological 

Principle 

Principle De-

scription 

Theoretical Sig-

nificance 

Practical Out-

come 

Comprehensiveness 

Integration of 

OCR, NLP, RAG, 

bibliographic veri-

fication, and other 

functional mod-

ules 

Establishes a uni-

fied editorial 

analysis work-

flow 

Reduces the need 

for multiple 

standalone soft-

ware tools 

Modularity 

Independence of 

functional compo-

nents 

Ensures architec-

tural scalability 

and flexibility 

Simplifies system 

maintenance and 

future extensions 

Unified Document 

Representation 

Use of a common 

internal data mod-

el 

Enables seamless 

interaction among 

all system mod-

ules 

Eliminates data 

redundancy and 

inconsistencies 

Explainability 

Each recommen-

dation is support-

ed by a clear justi-

fication 

Increases the 

transparency and 

reliability of 

analysis results 

Facilitates editori-

al decision-making 

Use of External 

Knowledge 

Integration of edi-

torial guidelines, 

regulatory docu-

ments, and schol-

arly databases 

Reduces LLM 

hallucinations by 

grounding re-

sponses in veri-

fied sources 

Produces evi-

dence-based rec-

ommendations 

Scalability 

Support for inte-

grating new algo-

rithms and ser-

vices 

Ensures long-

term system evo-

lution 

Enables the adop-

tion of new mod-

els and editorial 

standards 

Human-in-the-

Loop 

Final editorial de-

cisions remain 

under human su-

pervision 

Combines auto-

mation with ex-

pert judgment 

Improves the reli-

ability and trust-

worthiness of edi-

torial decisions 
 

The primary object of analysis is a structured digital representation of a 

document that includes textual content, logical structure, bibliographic 

information, and metadata. This approach enables all functional modules of the 

system to utilize the results produced by preceding processing stages. 
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Table 3.  

Summary of the Functional Components of the Integrated Editorial System 

Functional Com-

ponent 
Primary Purpose Output 

Contribution to 

the Overall Sys-

tem 

Document Stand-

ardization 

Convert docu-

ments of various 

formats into a uni-

fied internal rep-

resentation 

Structured document 

Provides the 

foundation for all 

subsequent mod-

ules 

OCR and Docu-

ment Layout 

Analysis 

Extract textual 

content and logi-

cal document 

structure 

Machine-readable 

structured text 

Builds the inter-

nal document 

model 

NLP Analysis 

Assess grammar, 

writing style, and 

terminology con-

sistency 

Linguistic recom-

mendations 

Evaluates the 

quality of aca-

demic writing 

Bibliographic 

Validation 

Verify DOIs, cita-

tions, and refer-

ence lists 

Detected biblio-

graphic and format-

ting errors 

Ensures compli-

ance with interna-

tional biblio-

graphic standards 

Academic Integ-

rity Analysis 

Detect potential 

plagiarism and 

text reuse 

Semantic assessment 

of textual similari-

ties 

Supports expert 

evaluation of ac-

ademic integrity 

RAG Module 

Generate recom-

mendations using 

external 

knowledge 

sources 

Explainable editorial 

recommendations 

Provides intelli-

gent support for 

editorial decision-

making 

 

The first stage involves the standardization of documents in various formats 

(PDF, DOCX, ODT, and images) into a unified internal representation. This is 

followed by document layout analysis, during which the key structural elements of 

a scholarly article—including the title, abstract, keywords, tables, figures, 

equations, and references—are identified. Such structural modeling provides the 

basis for context-aware processing of individual document components. 

The next stage is linguistic analysis, which includes grammar checking, 

stylistic assessment, terminology consistency evaluation, and verification of 

compliance with academic writing conventions. By incorporating structural 
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information, the system can consider the functional role of each document 

component, thereby improving the accuracy of the analysis. 

The system also incorporates bibliographic validation and academic integrity 

assessment modules. The former verifies bibliographic records against 

international scholarly databases, while the latter combines conventional text 

similarity detection with semantic analysis to identify potential concealed or 

paraphrased plagiarism. 

The final stage is an editorial decision support module based on Retrieval-

Augmented Generation (RAG), which integrates the outputs of previous 

processing stages with external knowledge sources to generate evidence-based 

editorial recommendations. The interaction of all modules through a unified 

information model enables comprehensive document analysis and significantly 

enhances the efficiency of the editorial workflow. 

The further development of intelligent editorial systems should focus on the 

adoption of multimodal Large Language Models capable of simultaneously 

analyzing text, tables, mathematical expressions, graphical content, and the overall 

structure of scholarly documents. Such an approach is expected to improve the 

accuracy of processing complex documents and extend the capabilities of 

automated editorial review. 

Another promising direction is the integration of editorial systems with open 

scholarly infrastructures and bibliographic services, including OpenAlex, Crossref, 

ORCID, and Crossmark. This integration would enable automatic verification of 

bibliographic metadata, persistent identifiers, and author affiliations, while 

ensuring compliance with current editorial policies and international publishing 

standards. 

Particular attention should also be devoted to the implementation of adaptive 

learning mechanisms that incorporate editorial feedback into the system. 

Combining Large Language Models, Retrieval-Augmented Generation (RAG), 

and expert feedback would enable continuous improvement of recommendation 
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quality, adaptation to the editorial policies of specific journals, and the provision 

of personalized support for editorial decision-making. 
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CHAPTER 8  

STATE OF THE ART IN BUSINESS PROCESS MODEL ANALYSIS AND 

AI-ASSISTED QUALITY ASSURANCE 

 

Kizilov Oleksii Serhiiovych, Senior Lecturer, Postgraduate Student of the 

Software Engineering and Management Intelligent Technologies Department, 

National Technical University “Kharkiv Polytechnic Institute”, Kharkiv, Ukraine 

 

Modern complex systems in the fields of industry, administrative 

management, digital services, and intelligent platforms are characterized by a high 

degree of structural dynamism and intensive interaction among process 

components. Under these conditions, the adequate modeling of business processes 

and ensuring their structural, semantic, and behavioral quality become critical. The 

development of information technologies in the field of Business Process 

Management (BPM) is leading to an increase in the complexity of models, which 

requires the development of formal, automated, and scalable methods for assessing 

quality. In scientific discourse, issues of structural consistency, correctness, 

semantic completeness, and reproducibility of business process models are 

addressed by numerous studies that can be integrated into a holistic vision of 

future information technologies for the automated analysis of business processes. 

The review of works presented below reflects the current state of the field and 

outlines the foundations upon which our approaches to creating information 

technology for assessing the structural quality of business processes in complex 

systems are based. 

A broad body of research has emerged in the scientific literature, covering 

formal methods for testing, verifying, and analyzing models [1], [8], tools for 

checking syntactic correctness [2], assessing semantic correspondence to textual 

descriptions [3], simulation-based approaches to analyzing process behavior [5], 

as well as modern methods for applying large language models in modeling, 

quality assessment, and improving the comprehensibility of process structures [4], 
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[6], [7], [10] – [13]. Research emphasizes that effective information technologies 

must integrate these approaches into a unified system capable of providing a 

comprehensive analysis of a model, taking into account structural, logical, 

semantic, and behavioral aspects. Of particular relevance is the issue of user 

support at all stages of modeling, including automatic error detection, highlighting 

deficiencies, generating recommendations, and even creating or refining models 

with the help of artificial intelligence. 

One of the key areas of research in the field of BPM is the formal verification 

of Business Process Model and Notation (BPMN) models, which ensures that the 

process structure complies with specified requirements. The paper [1] presents a 

thorough analysis of approaches to testing and formal verification of BPMN 

models, covering methods of structural testing, regression analysis, and black-box 

and gray-box testing. An important contribution of this work is the development of 

the bPERFECT conceptual framework, aimed at bridging the gap between 

research in the field of process model verification and the practical needs of 

developers and analysts. The implementation of this approach lays the foundation 

for building comprehensive quality assessment systems capable of detecting 

violations of structural rules, logical inconsistencies, as well as errors in the 

integration or interaction of sub-processes. The classifications of testing types 

outlined in [1] are valuable for designing future information technology, as they 

allow for the formalization of evaluation criteria and ensure their 

operationalization in the system’s algorithmic components. 

The study [2] represents one of the most extensive empirical contributions to 

the field of BPMN modeling analysis, as the authors examined over 54,000 

models from various online repositories. 

The work demonstrates that syntactic violations are common in the vast 

majority of models, even when they are created by experienced professionals. The 

particular significance of this article lies in the application of the formal 

verification tools BEBoP and BPMN Inspector, which enable the automatic 
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assessment of structural correctness and adherence to modeling best practices. The 

results [2] convincingly demonstrate the need to integrate such tools into a 

comprehensive information technology framework for quality assessment, as they 

support large-scale computations and enable the comparison of models across 

different organizations, domains, and levels of complexity. Furthermore, analyzing 

the relationships between BPMN elements and modeling errors is crucial for the 

automated detection of typical patterns of structural deficiencies, which can be 

critical for ensuring operational stability in complex systems. 

For further analysis of structural correctness, it is advisable to represent the 

BPMN model as a directed graph: 

G = (N, F), 

where N is the set of model nodes (events, tasks, gates), F ⊆ N × N is the set of 

control flow arcs between nodes. 

A significant body of research focuses on the semantic quality of models. 

Article [3] establishes a theoretical foundation for evaluating the correspondence 

between BPMN models and textual descriptions of the domain by analyzing 

textual and semantic similarity. The paper generalizes Natural Language 

Processing (NLP) methods and approaches to comparing text documents and 

explores the possibility of creating an algorithmic tool for automated evaluation of 

semantic correspondence. This work is particularly relevant to research in 

information technology for complex systems, where business processes are often 

described by multilevel formal and informal documents; consequently, aligning 

models with textual specifications is a prerequisite for ensuring integrity. The need 

for a multidimensional approach to quality assessment, both syntactic and 

semantic, as demonstrated in [3] confirms the advisability of incorporating the 

corresponding components into the proposed information technology. 

The degree to which a model corresponds to a textual description of the 

domain can be expressed using a semantic similarity function: 

S(M, T) ∈ [0, 1], 
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where M is a formal model of the process, T is a textual description of the domain, 

and the value of S approaches 1 when there is complete semantic correspondence. 

Current research also focuses on the intersection of process modeling and 

artificial intelligence technologies. Article [4] demonstrates the application of 

Large Language Models (LLM) in the context of so-called “conversational process 

modeling”, where models are created based on textual descriptions and gradually 

refined under the guidance of LLM assistants. The authors investigate how such 

models meet quality criteria, including coherence, correctness, and compliance 

with specified requirements. The results in [4] show that while LLMs demonstrate 

significant potential in identifying process structures, the quality of the final 

models depends heavily on system configuration, the use of evaluation metrics, 

and the involvement of an expert modeler. This confirms the importance of 

incorporating “human-in-the-loop” interaction mechanisms into future information 

technology. 

The issue of simulation correctness of a model is addressed in [5], which 

proposes a set of metrics for evaluating the quality of business process 

simulations. The methodology is based on a multi-perspective analysis, in which 

each perspective of the process has its own measurable characteristics. It is 

particularly important that the authors examine models represented in BPMN and 

enriched with simulation parameters. Applying the approaches in [5] allows one to 

evaluate not only the correctness of the model’s static structure but also the 

model’s ability to reproduce the behavior of real processes, which is a key aspect 

for complex systems where the accuracy of simulating the interaction of sub-

processes determines the effectiveness of management. 

Assessing the quality of a process simulation requires taking into account 

several independent analytical perspectives: 

Q = {q1, q2, …, qn}, 
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where qi, i = 1, 2, …, n is a quality indicator for a specific perspective (structural, 

behavioral, resource-based, etc.), and n is the total number of perspectives 

considered. 

In recent years, considerable attention has been focused on researching the 

potential of LLMs to improve the semantic quality of BPMN models. The paper 

[6] explores the use of GPT-4 as an intelligent agent capable of analyzing models 

and offering recommendations for their supplementation or correction. The 

authors evaluate the results based on semantic and syntactic metrics, such as 

Model-richness and the number of activities in Lane structures. The results 

demonstrate that LLMs can identify semantic gaps but require clear interaction 

rules and specialized prompts, confirming the importance of prompt engineering 

in automated quality assessment. 

A related topic is explored in [7], which proposes a framework for evaluating 

the completeness and correctness of process models generated by LLM-based 

chat-bots. The use of precision and recall metrics allows for a quantitative 

assessment of how well the generated model aligns with the reference structure. A 

comparison of LLM models with human-created models shows that automated 

systems are capable of achieving high accuracy but are prone to omitting 

important elements, especially when dealing with vague textual descriptions. The 

practical contribution of [7] lies in the creation of a standardized set of metrics that 

can be integrated into a general technology for evaluating business process 

structures. 

The accuracy of the reproduction of the reference process structure is 

evaluated using two standard metrics: 

Precision = (TP + FP) / TP, 

Recall = (TP + FN) / TP, 

where TP is the number of model elements correctly identified, FP are elements 

incorrectly identified by the model, FN are elements missed by the model relative 

to the reference standard. 
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Formal approaches to constructing correct business processes are presented in 

[8], where the authors propose the domain-specific language BPMN_R, which 

enables the construction of models that are “correct by design.” The use of formal 

grammar, semantic rules, and verification using New Symbolic Model Verifier 

(NuSMV) creates the basis for automated verification of the behavioral properties 

of models. This approach is extremely important for complex systems where 

behavioral scenarios can lead to unpredictable states, and where formal methods 

guarantee the absence of undesirable situations. 

The paper [9] focuses on improving the clarity of BPMN models through the 

formal prioritization of recommendations using the Analytic Hierarchy Process 

(AHP) method. The authors show that experts consider recommendations 

regarding the correct application of structural elements, especially gateways, to be 

key. This work is important for our field in that it underscores the significance of a 

controlled, formalized approach to assessing structural quality, in which expert 

judgments are transformed into quantitative importance coefficients. 

Article [10] continues the research on LLMs in the context of process 

modeling, proposing a comprehensive evaluation framework for 16 state-of-the-art 

models. The use of fitness and precision metrics based on event logs allows for 

determining how well the models correspond to the actual behavior of processes. 

This work is particularly relevant for automated systems for analyzing complex 

processes, as it combines LLM-generated models with rigorous behavioral 

validation. 

The paper [11] presents a comprehensive framework for the automated 

generation and step-by-step refinement of models using LLMs. Key features 

include the implementation of quality assurance mechanisms and the ability to 

export models into standardized notations. The study demonstrates that only an 

iterative process incorporating user feedback can ensure high levels of structural 

alignment. 
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The issue of semantic enrichment of models through prompt engineering 

mechanisms is discussed in [12], where the authors demonstrate the effectiveness 

of zero-shot, few-shot, and chain-of-thought techniques for identifying missing 

concepts. Although the methodology is notation-independent, its results correlate 

directly with the semantic completeness of BPMN models, which is an important 

component of overall quality. 

In the study [13], LLMs are used to improve the understanding of complex 

BPMN models, which is critically important in large enterprises and systems with 

highly complex interactions. The authors emphasize the importance of cognitive 

support in modeling and demonstrate the ability of LLMs to identify critical 

problem areas in the structure of models, which helps improve the quality of the 

entire process architecture. 

Finally, [14] considers BPMN as a reference framework for analyzing low-

code platforms. The results demonstrate that the quality of process modeling 

depends not only on the modeler or the methods used, but also on the 

characteristics of the tools. Comparing platforms based on BPMN-inspired criteria 

is crucial for developing technologies where model quality is shaped by the 

interplay between tool limitations and user skills. 

An overall assessment of the quality of a business process model is calculated 

as the weighted sum of its individual components: 

Qtotal = ∑ wi qi, 

where wi, i = 1, 2, …, n are weighting coefficients reflecting the relative 

importance of each quality component, qi, i = 1, 2, …, n is the value of the 

corresponding indicator, and the sum of the weights satisfies the condition 

∑ wi = 1. 

To summarize the works discussed, it should be emphasized that the current 

state of research in the field of business process evaluation is characterized by the 

intensive integration of formal methods, automation tools, semantic analysis, and 

artificial intelligence technologies. All the areas discussed, ranging from formal 
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verification [1], [8], large-scale syntactic analysis [2], semantic correspondence 

[3], simulation-based analysis [5], and cognitive support for LLM [4], [6], [7], 

[10] – [13] to tools for high-quality modeling [9], [14], form a comprehensive 

scientific foundation for developing information technology to assess the quality 

of business process structures in complex systems. Such technology must integrate 

various methodological approaches, ensure multidimensional model evaluation, 

account for the specifics of complex systems, and support automated, scalable 

processing of large numbers of models. The scientific findings of the works 

discussed demonstrate the relevance and urgency of creating comprehensive 

quality assurance systems for process models, which in the future may become 

key elements of the intellectual infrastructure for managing complex 

organizational, production, and information systems. 

Declaration on the use of generative AI. During the preparation of this 

chapter, the author used DeepL for grammar and spell checking, as well as Claude 

Sonnet 4.6 for rephrasing and reformulating the text. After using these tools, the 

author reviewed and edited the content as necessary and take full responsibility for 

this content. 
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CHAPTER 9  

NLP, OSINT, AND DIGITAL EVIDENCE IN COUNTERING 

INFORMATION THREATS 

 

Melnyk Nazar, teacher, West Ukrainian National University, Ternopil 

 

Modern information threats cannot be viewed merely as the dissemination of 

isolated false messages, fake news, or manipulative texts. In the digital 

environment, they are increasingly taking on more complex forms: coordinated 

campaigns, synchronized activity by groups of accounts, the artificial promotion 

of narratives, the mass repetition of identical or similar messages, and the creation 

of the illusion of public support for a certain position or the discrediting of 

individuals, institutions, or government decisions. Therefore, an information threat 

is not only a content-related phenomenon but also a behavioral, communicative, 

technological, and sociopolitical one. 

In the traditional approach to analyzing information threats, the main focus 

was on the content of the message: its veracity, tone, presence of hate speech, 

manipulative statements, propaganda clichés, or disinformation claims. While this 

approach remains important, it does not provide a complete picture of the 

mechanisms by which the threat spreads. A single message may not pose a high 

level of danger, but its mass, simultaneous repetition by various accounts within a 

short period of time may indicate organized influence. That is why the object of 

analysis should be not only the text itself, but also the dynamics of its appearance, 

repetition, dissemination, and interaction with other messages. 

This issue is particularly relevant on social media and messaging apps, 

especially Telegram. Such platforms enable the rapid dissemination of 

information, prompt audience reactions, and the formation of large comment 

threads under individual posts. At the same time, they create favorable conditions 

for anonymous or semi-anonymous coordination, mass commenting, the use of 

template messages, the covert promotion of narratives, and the artificial 
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amplification of a particular position’s visibility. Under such conditions, the 

information threat manifests itself not only through “what is said,” but also 

through “who” said it, “when,” “how often,” “how synchronously,” and “how 

similarly” it was said. 

The interdisciplinary nature of information threats necessitates a combination 

of various research approaches. From the perspective of computer science, key 

methods include natural language processing, machine learning, time-series 

analysis, anomaly detection, text classification, and the construction of behavioral 

synchronization models. From the perspective of the social and political sciences, 

it is essential to understand the mechanisms of influencing public opinion, 

disseminating narratives, mobilizing audiences, and shaping information 

campaigns. From the perspective of law and criminology, key issues include 

admissibility of evidence, traceability, the legality of data collection, the 

preservation of digital traces, and the possibility of subsequent expert 

interpretation of the results. 

In this context, an information threat can be defined as a set of content-

related, behavioral, and technological patterns aimed at distorting the information 

environment, manipulating perceptions of events, undermining trust in institutions, 

exacerbating social tensions, or supporting hostile information operations. This 

approach allows us to move beyond a narrow analysis of individual texts to a 

broader analysis of information behavior, where key factors include time lags 

between posts, the repetition of phrasing, the number of authors involved, 

localized spikes in activity, the presence of similar comments, and the 

concentration of specific narratives within a single thread or group of channels. 

Therefore, information threats should be viewed as the subject of 

interdisciplinary analysis, requiring simultaneous consideration of textual content, 

behavioral dynamics, dissemination platforms, social context, and the 

requirements of digital evidence. It is precisely this framing of the problem that 

lays the groundwork for the use of NLP, OSINT, explainable AI, and weak 
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supervision in the early detection and prioritization of potentially coordinated 

activity on social media. 

OSINT, or open-source intelligence, in the context of social media 

monitoring serves not only as a means of gathering information but as a full-

fledged methodology for building an analytical source base. This involves the 

lawful acquisition, preservation, structuring, and interpretation of open digital data 

that may indicate information campaigns, coordinated activity, manipulative 

narratives, or other forms of influence on public perception of events. In modern 

open-source digital investigations, professionalism, legality, ethics, 

reproducibility, and the preservation of digital information in a manner suitable for 

further verification are of particular importance [1].  

Unlike randomly browsing publications or manually collecting individual 

examples, the OSINT approach requires a systematic approach: recording the 

source, time of acquisition, data structure, metadata, processing sequence, and the 

ability to verify the information later. In digital forensics, a similar logic is 

enshrined in ISO/IEC 27037, where the handling of potential digital evidence 

encompasses the identification, collection, acquisition, and preservation of digital 

artifacts [2].  

On social media, the source unit may include not only the text of the post 

itself but also the entire set of accompanying information: channel, post, or 

comment identifiers; timestamps; author or technical identifiers; links to threads; 

the order in which messages appear; the presence of links, reactions, mentions, 

repeated phrases, and spikes in activity. That is why OSINT data for monitoring 

information threats should be stored not as an unstructured text array, but as a 

formalized corpus suitable for further NLP analysis, behavioral modeling, feature 

engineering, and the creation of evidentiary or analytical reports. 

Telegram plays a particularly significant role in today’s information 

environment. This platform is actively used for the rapid dissemination of news, 

political communication, crisis communication, and public discussions. In the 
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Ukrainian context, Telegram is viewed as a key element of a hybrid information 

environment, where official, anonymous, and propaganda channels can 

simultaneously influence the audience’s media consumption [3].  

At the same time, Telegram’s architecture creates complex conditions for 

analysis: channels can be anonymous or semi-anonymous, comments form large 

threads under individual posts, and the explicit structure of replies between users 

is not always available or is not always preserved in the collected datasets. As a 

result, researchers often deal not with a full-fledged social graph, but with a “flat” 

comment stream in which potential interactions must be reconstructed indirectly. 

Under such conditions, the source quality of the OSINT corpus directly determines 

whether it will be possible to subsequently identify temporal, textual, and 

behavioral indicators for detecting coordination. 

In practical terms, OSINT collection must serve not only to accumulate data 

but also to prepare the material for subsequent analytical interpretation. During the 

collection phase, it is important to record the channel, post, comment, date and 

time, text, author identifier, as well as all available metadata that can be used to 

construct temporal, behavioral, and textual indicators. If these parameters are not 

recorded at the initial stage, it becomes partially or completely impossible to 

reconstruct the context later. This is why the quality of an OSINT corpus is 

determined not only by the volume of information collected but also by the 

completeness of its structural description. 

Temporal parameters are particularly important for detecting coordinated 

activity. Coordination often manifests not in the content of a single post, but in the 

pattern of a group of posts: short intervals between comments, a sharp increase in 

the number of posts within a short time window, the appearance of many unique 

authors, and the repetition of identical or similar phrases. Therefore, an OSINT 

corpus must be capable of reconstructing the chronological sequence of events. 

Simply storing texts without precise timestamps significantly limits the ability to 

detect coordination patterns. 
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A similar approach is used in OSINT studies of the Russia-Ukraine war, 

where social media is viewed as a source for analyzing events, the dissemination 

of information, and potential disinformation [4]. In such studies, it is not only 

individual posts that are important, but also the structure of their origins, the users, 

the time frames, the method of source selection, and the ability to reuse the corpus 

for further analysis. This confirms that OSINT in a conflict or security context 

should be viewed as a managed research process, rather than as an arbitrary 

accumulation of public posts.  

Equally important is the issue of data source integrity and reproducibility. In 

security and legal contexts, analytical conclusions cannot be based on informally 

collected or unverified data. Traceability must be ensured: from which channel the 

message was received, exactly when it was collected, how it was entered into the 

database, what transformations were performed during preprocessing, what 

features were calculated, which rules were applied, and which model generated the 

final risk assessment. The Council of Europe’s recommendations on electronic 

evidence also emphasize the importance of the chain of custody: it must be clear 

who obtained the evidence, how, where, and when; who secured it; and who had 

control over it [5].  

In practical terms, an OSINT corpus for monitoring Telegram can be built 

through a sequence of steps: authorizing access via an authorized interface or API, 

selecting channels or time frames for monitoring, downloading posts, retrieving 

comments, saving metadata, normalizing the structure of the records, and 

exporting the data into a format suitable for further analysis. At this stage, it is 

important to avoid losing the original information: even if the text is later cleaned, 

normalized, or transformed for NLP models, it is advisable to retain both the raw 

and processed versions. This allows one to return to the source in case of doubt or 

the need for expert verification. 

OSINT, as a data source, also requires ethical and legal safeguards. The 

openness of data does not imply unlimited use. When collecting and storing social 
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media data, it is necessary to minimize personal data, avoid excessive user 

identification, separate analytical features from personal information, and ensure 

the protection of the collected corpus. Research on open-source social network 

intelligence shows that even publicly available or partially open information can 

pose risks of inadvertently revealing private details about users [6].  

A clear distinction must be made between the automatic detection of 

suspicious patterns and the final legal or security assessment. The system may 

generate a risk alert, but it should not automatically establish guilt, intent, or 

involvement in an information operation without additional expert verification. In 

this sense, OSINT monitoring should function as an analyst support system: it 

reduces the volume of data requiring manual review, highlights potentially 

relevant incidents, preserves digital traceability, and provides a foundation for 

further verification. 

An important prospect is scaling up OSINT research by combining 

automation with human verification. In their work, OSINT Research Studios 

propose a socio-technical approach in which professional researchers can engage 

trained teams to search for and verify open digital data [7]. This approach is also 

relevant for social media monitoring: automated modules can perform the initial 

collection and ranking of signals, while humans remain responsible for contextual 

interpretation, verifying authenticity, and making decisions.  

Thus, OSINT in social media monitoring systems is not merely the initial 

stage of data collection, but the foundation of the entire analytical architecture. 

The quality of the OSINT corpus determines the feasibility of subsequent NLP 

analysis, the construction of temporal and behavioral indicators, the detection of 

coordinated activity, the generation of an explainable risk score, and the assurance 

of digital evidence. In this sense, OSINT transforms open social media from a 

chaotic stream of posts into a structured source base suitable for scientific, 

security, and forensic analysis. 
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Natural language processing (NLP) methods are one of the key tools for 

detecting information threats, as the textual form of a message often contains 

primary indicators of manipulation, disinformation, propaganda, coordinated 

repetition, or narrative influence. Unlike OSINT collection, which builds a source 

database for monitoring, NLP transforms an unstructured stream of text into 

formalized features suitable for further machine analysis: tokens, n-gram 

representations, frequency characteristics, stylistic markers, semantic vectors, 

sentiment classes, topic categories, and indicators of similarity between posts. 

In early studies on the automatic detection of fake news and disinformation, 

the primary focus was on the linguistic and stylistic characteristics of the text. In 

particular, the following were analyzed: lexical patterns, emotionally charged 

vocabulary, grammatical constructions, rhetorical markers, the level of 

subjectivity, text complexity, and the use of headlines and manipulative phrasing 

[8]. This approach is important because information threats often manifest through 

a specific linguistic style: categorical statements, emotional polarization, appeals 

to fear, exaggeration, discrediting opponents, or imposing simplistic explanations 

for complex events.  

At the same time, subsequent reviews have shown that text analysis alone is 

insufficient for reliably detecting fake news and disinformation on social media. In 

their work, K. Shu et al. emphasize that fake news detection on social media 

requires consideration not only of the news content but also of the social context: 

user reactions, dissemination, participant profiles, temporal dynamics, and 

network connections [9]. Similarly, X. Zhou and R. Zafarani categorized 

approaches to detecting fake news into four groups of features: false knowledge, 

writing style, dissemination patterns, and source reliability [10]. This is important 

for this section of the monograph because NLP should not be considered in 

isolation but as part of a broader analytical system that combines text, behavior, 

and source context.  
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Research on the dynamics of misinformation spread is of particular 

significance. S. Vosoughi, D. Roy, and S. Aral demonstrated that false news on 

Twitter spread differently than true news—specifically, faster, more widely, and 

deeper into the network [11]. Although this study is not limited to NLP, it is 

fundamentally important for the methodology of detecting information threats: 

textual features must be combined with features of dissemination, temporal 

intensity, and audience reaction. In the context of Telegram, this means that a 

single comment may be insignificant, but a cluster of similar comments posted 

within a short time window may indicate a coordinated information campaign.  

For the technical implementation of NLP analysis in information security 

tasks, both classical methods and modern transformer models remain important. 

At the basic level, TF–IDF, word n-grams, character n-grams, cosine similarity, 

dictionary features, text normalization rules, URL removal, case normalization, 

and noise character filtering can be applied. Such approaches offer the advantage 

of interpretability: an analyst can understand exactly which words, phrases, 

characters, or recurring patterns influenced the assessment. This is particularly 

important for security and legal scenarios, where the result of automated analysis 

must be not only accurate but also interpretable. 

A classic tool for detecting repetitive or templated content is near-duplicate 

detection. A. Broder proposed an approach for identifying near-duplicate 

documents in large collections [16]. In social media, this logic translates into the 

analysis of repetitive comments, copy-pasted text, minimally altered phrases, and 

template-based messages. This is particularly relevant for Telegram comments: 

coordinated participants may not post exactly the same text, but they may use very 

similar phrasing, identical key phrases, the same links, or repetitive emotional 

expressions.  

The current stage of NLP involves the use of transformer-based language 

models. BERT introduced a mechanism for pre-training deep bidirectional text 

representations, which significantly improved the quality of many classification, 
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search, and content analysis tasks [12]. RoBERTa, as an optimized version of the 

BERT-like approach, demonstrated that the quality of a language model depends 

significantly on the volume of data, the training regimen, and hyperparameter 

optimization [13]. For detecting information threats, these models allow moving 

from superficial n-gram features to a contextual understanding of phrases; 

however, they require domain-specific fine-tuning, high-quality annotation, and 

validation on specific language and platform-based data.  

The detection of propaganda techniques is particularly important for 

information security. SemEval-2020 Task 11 formulated two objectives: detecting 

text fragments containing propaganda and classifying specific propaganda 

techniques [14]. This approach is methodologically valuable because it shifts the 

analysis from the “true/false” level to the level of “which specific influence 

mechanism was used.” For Telegram, news channels, and comment threads, this 

may involve identifying appeals to fear, labeling, exaggeration, false dilemmas, 

emotional polarization, or attacks on the source.  

However, NLP in the context of information threats should not be limited to 

merely classifying individual texts. Research using geometric deep learning for 

fake news detection shows that not only the content of a message is important, but 

also the structure of its dissemination, social connections, activity profiles, and 

graph dynamics [15]. For a practical monitoring system, this means combining 

NLP features with behavioral and network features. In the case of Telegram 

comments without an explicit reply structure, a complete graph may not be 

available; therefore, it becomes advisable to construct proxy interactions using 

dyad pairs, time lags, and text similarity.  

Explainability is fundamental to the application of NLP in security scenarios. 

In their work, M. Ribeiro, S. Singh, and C. Guestrin proposed LIME—an 

approach to explaining the predictions of any classifier through a local 

interpretable model [17]. For information threats, this means that an analyst must 

see not only the final class or risk score but also the reasons behind the trigger: 
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which words, phrases, temporal indicators, or rules influenced the result. In 

Telegram triage, this is particularly important because an automated alert must be 

suitable for further expert review and not be perceived as a final judgment.  

Theoretically, NLP in the detection of information threats can be presented as 

a multi-level process. The first level is text preprocessing: cleaning, normalization, 

noise removal, and standardization to a uniform format. The second level is 

lexical-statistical representation: TF–IDF, n-gram features, frequency profiles, and 

dictionary indicators. The third level is semantic representation: embeddings, 

transformer models, and context vectors. The fourth level is applied interpretation: 

disinformation classification, detection of propaganda techniques, sentiment 

analysis, and narrative clustering. The fifth level is integration with behavioral 

features: time lags, bursts, repetition, unique authors, dyad similarity, and triage 

rating (Table 1). 

Thus, NLP plays not just one but several interconnected roles in detecting 

information threats. It provides technical text processing, identifies recurring 

patterns, enables the assessment of message similarity, supports the classification 

of manipulative or propaganda content, and creates the foundation for explainable 

risk scoring. When combined with OSINT data, temporal indicators, and 

behavioral patterns, NLP becomes a key element of an early warning system, 

where the primary goal is not to automatically “pass judgment,” but to narrow 

down a large stream of messages to a limited set of suspicious and explainable 

incidents. 

Coordinated activity on social media is not limited to the simultaneous 

posting of several messages or the simple repetition of identical phrases. It should 

be viewed as a complex behavioral and textual pattern in which several accounts 

exhibit coordinated actions within a specific temporal, thematic, or communicative 

context.  
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Table 1. 

The Role of NLP Methods in Detecting Information Threats 
NLP compo-

nent 

Main Purpose Strengths Limitations Suitability for 

Telegram triage 

Text normali-

zation 

Removal of noise, 

URLs, extra spac-

es, and case varia-

tions 

Improves feature 

quality and analy-

sis stability 

May lose stylis-

tically important 

markers 

A basic step be-

fore feature en-

gineering 

TF–IDF Frequency-based 

representation of 

words or phrases 

Simplicity, speed, 

interpretability 

Poor under-

standing of con-

text 

Useful for base-

line and rule-

based scoring 

Word n-grams Detection of re-

curring word 

combinations 

Good at capturing 

stock phrases 

Sensitive to 

paraphrasing 

Suitable for de-

tecting recurring 

narrative clichés 

Character n-

grams 

Character-level 

similarity analysis 

More resilient to 

minor changes, er-

rors, and varia-

tions 

Less semanti-

cally interpreta-

ble 

Useful for near-

duplicate detec-

tion 

Cosine similar-

ity 

Measures the 

closeness between 

messages 

Provides a numer-

ical measure of 

similarity 

Depends on the 

chosen repre-

sentation 

Basis for dyad 

risk 

BERT / RoB-

ERTa 

Contextual text 

classification 

Better accounts 

for meaning and 

context 

Requires fine-

tuning and re-

sources 

Suitable for 

Stage B or indi-

vidual classifiers 

Propaganda 

technique de-

tection 

Detection of rhe-

torical mecha-

nisms of influence 

Provides a contex-

tual interpretation 

of manipulations 

Requires high-

quality annota-

tion and lan-

guage adapta-

tion 

Useful for ex-

plaining the na-

ture of the threat 

Explainable 

NLP 

Explanations of 

predictions and 

rules 

Increases trust and 

suitability for ex-

pert review 

Does not re-

place legal as-

sessment 

Essential for se-

curity triage 

Developed by the author. 
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Such coordination can manifest itself through short time lags between posts, 

localized spikes in activity, the appearance of a large number of unique authors 

within a short time window, the repetition of identical or nearly identical texts, the 

use of identical links, similar narratives, stock phrases, or emotionally charged 

constructions. 

In contemporary research, coordination is increasingly interpreted not as a 

single specific action, but as a network of shared behavioral patterns. D. Pacheco 

and co-authors proposed a general unsupervised methodology for detecting 

coordinated networks, in which connections between accounts are established 

based on shared behavioral traits: identical images, sequences of hashtags, 

retweets, temporal patterns, or other digital traces [18]. This approach is important 

for information security tasks, as it allows for the detection of groups of accounts 

that do not necessarily have explicit social connections but behave synchronously 

or in a structurally similar manner.  

For Telegram comments, this logic requires adaptation. Unlike Twitter/X, 

Facebook, or Reddit, where one can use retweets, shares, reply relationships, co-

hashtag, or co-link patterns, the Telegram dataset only provides the comment 

thread under a specific post. This means that researchers often lack a ready-made 

interaction graph and are forced to reconstruct potential “ ” connections indirectly. 

In this paper, we address this problem using dyad pairs—proxy interactions of the 

“comment → comment” type within a single thread. This approach makes it 

possible to transform a flat comment thread into a structured field of potential 

interactions, where, for each pair, one can calculate the time lag, the difference 

between authors, text similarity, and the local behavioral context. 

Methodologically, it is important to note that a dyad pair does not constitute 

proof of direct communication between two users. It is an analytical unit that 

allows us to assess whether two messages in a single thread appeared close enough 

in time, whether they were posted by different authors, whether they share similar 

text, and whether they arose during a local surge in activity. Therefore, a dyad 
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should be interpreted not as “who replied to whom,” but as a proxy for potential 

coordinative proximity. Such caution is important for legal and forensic 

interpretation: an automated system can detect a suspicious pattern, but should not 

automatically establish intent, organization, or a user’s involvement in an 

information operation. 

D. Weber and F. Neumann propose a similar logic for reconstructing hidden 

connections, examining “highly coordinating communities” through “inferred 

interaction links.” Their approach is based on time windows, metadata, and the 

detection of latent networks of accounts that exhibit coordinated behavior without 

the need for explicit social connections [19]. This is particularly relevant for 

Telegram, where the interaction structure may be incomplete or unsuitable for 

classical graph analysis. The authors also emphasize the importance of the sliding-

frame approach for identifying sustained coordination over time, which aligns 

with the use of short- and medium-term time windows in Telegram-triage.  

The behavioral component of coordination is primarily time-related. If 

several accounts post similar or mutually reinforcing messages within a very short 

time frame, this may indicate inorganic activation. However, a short time lag alone 

is not sufficient evidence: in real-life crisis or news situations, a natural audience 

may also react quickly. That is why temporal indicators should be interpreted only 

in conjunction with other signals: the number of unique authors, the repetition of 

phrasing, the local burst context, thematic concentration, and the structure of the 

thread. 

The textual component of coordination manifests itself through repetition. 

This can take the form of literal duplication, near-duplication, copy-paste, 

minimally altered posts, shared key phrases, identical URLs, or similar emotional 

constructs. Studies of social bots and manipulative activity emphasize that 

automated or organized accounts can not only disseminate identical content but 

also mimic human activity by varying phrases, posting times, and communication 

roles [20]. Therefore, a detection system must take into account not only exact 
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matches but also the similarity of text patterns, particularly through word n-grams, 

character n-grams, TF–IDF, and cosine similarity.  

It is also important to distinguish between coordination, automation, and 

mass participation. Not every coordinated campaign is necessarily a bot network, 

and not every synchronized pattern is harmful. K. Starbird emphasizes that the 

modern spread of disinformation is linked not only to bots or “trolls,” but also to 

the participation of real users who may consciously or unconsciously amplify 

information campaigns [21]. This is of fundamental importance for interpreting 

Telegram data: a suspicious pattern may result from a centralized organization, 

organic mobilization, a flash mob, a reaction to an event, or a mixed process. 

Therefore, automated triage should identify instances for verification rather than 

definitively classifying them as a proven information operation.  

In the proposed methodology, coordinated activity is described as a 

combination of two groups of signals. The first group consists of behavioral 

signals: a short time lag between comments, a local burst lasting 60 or 300 

seconds, the number of preceding messages, the number of unique authors, and the 

density of activity in a thread. The second group consists of textual signals: 

similarity at the word level, similarity at the character level, pattern repetition, the 

presence of URLs, excessive punctuation, capital letters, mentions of 

administrators, or other stylistic markers. Combining these features allows us to 

move from isolated textual analysis to an analysis of temporal-textual behavior. 

The contextual nature of a coordination signal is particularly important. For 

example, two similar posts published a few seconds apart by different authors in a 

small thread may have one meaning, while those same two posts in a thread with 

hundreds of natural reactions may have a different one. Similarly, a high level of 

textual similarity between comments is not sufficient if the posts contain a 

commonly used phrase or a typical emotional exclamation. Therefore, detecting 

coordination requires not a single threshold, but a combination of rules that take 
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into account the local context of the thread, temporal density, and the nature of 

textual repetition (Table 2). 

Table 2. 

Coordinated activity as a combination of behavioral and textual signals 

Group of sig-

nals 

Specific Feature What it might mean Limitations on interpre-

tation 

Temporal cues Short lag between mes-

sages 

Potential synchroni-

zation of actions 

May be a natural reaction 

to a resonant event 

Burst indicators A sharp increase in the 

number of comments 

within a short time 

frame 

Artificial or mobi-

lized activity 

Requires comparison with 

the thread’s normal activi-

ty level 

Unique authors Many different accounts 

within a short time 

frame 

Possible mass partic-

ipation or a “team” 

Does not prove organiza-

tion without textu-

al/contextual evidence 

Word n-gram 

similarity 

Similar word combina-

tions or phrases 

Repetition of a pat-

tern or narrative 

Sensitivity to paraphrasing 

Character n-

gram similarity 

Similarity at the charac-

ter level 

Copy-paste or mini-

mally modified text 

Less transparent semantic 

interpretation 

URLs / men-

tions 

Identical links or re-

peated mentions 

Coordinated promo-

tion of a resource or 

goal 

The URL may be a natu-

rally widespread source of 

news 

Punctuation / 

case 

Excessive exclamation 

points, all caps, emo-

tional markers 

Emotional exaggera-

tion or formulaic 

style 

Is not independent evi-

dence of coordination 

Dyad-like char-

acteristics 

Matching of time, au-

thors, and text in a pair 

of comments 

A proxy for potential 

coordination 

Does not imply a direct re-

sponse or collusion 

Developed by the author. 

 

Thus, coordinated activity in Telegram threads should be viewed as a 

probabilistic behavioral and textual pattern, rather than as an unequivocally 

established fact based solely on automated analysis. Identifying it requires a shift 
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from individual messages to a dyad-based representation, from text content to 

temporal dynamics, and from classification to risk ranking. This approach allows 

for methodological caution while simultaneously generating a practically useful 

signal for security monitoring. 
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The Tyachiv District in Zakarpattia Oblast is one of the most significant re-

gions for the development of karst processes in the Ukrainian Carpathians. The 

Uholsky karst massif occupies a special place in its geological structure; it is 

formed by thick beds of Upper Jurassic limestones, within which a branched sys-
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tem of karst cavities of various morphological types has developed over a long ge-

ological period.  

The region’s karst caves are important components of Ukraine’s geological 

heritage. They represent various stages in the development of karst processes and 

contain unique secondary mineral formations, underground watercourses, specific 

microclimatic conditions and highly specialised ecosystems. Some caves are of 

significant archaeological value, as they contain evidence of early human habita-

tion, which substantially enhances their overall scientific importance. A compre-

hensive study of the karst caves in the Tyachiv district enables an assessment of 

their scientific, educational, nature conservation and tourism-recreational poten-

tial, as well as the identification of approaches to their rational use in accordance 

with the principles of sustainable development and the preservation of geological 

heritage [2,6,7,9,10]. 

The «Romania» Cave, also known as «Druzhba», is the largest karst cave in 

the Ukrainian Carpathians and one of the most significant speleological sites in the 

Zakarpattia Oblast. It is situated near the village of Mala Uholka in the Tyachiv 

district, in the Romania tract, within the Uholsko-Shyrokoluzhansky massif of the 

Carpathian Biosphere Reserve. Thanks to its significant morphometric parameters, 

the complex structure of its underground system, the diversity of its secondary 

mineral formations and its high conservation value, the cave occupies a special 

place amongst the geological heritage sites of the Ukrainian Carpathians and is 

one of the most promising centres for the development of geological and caving 

tourism [2,3]. 

The cave was discovered in 1962 during comprehensive speleological sur-

veys of the Uholsk karst region. Since its discovery, it has been the subject of sys-

tematic geological, hydrogeological, geomorphological, biospeleological and mi-

croclimatic studies. Owing to its scale and the diversity of its underground fea-

tures, the cave is regarded as a benchmark site for the study of karst processes 

within the Ukrainian Carpathians [3]. 
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Geologically, the cave was formed within a sequence of massive Upper Ju-

rassic limestones, which are widespread within the Ugolsk karst massif. Its for-

mation was the result of the prolonged influence of karst processes driven by infil-

trating waters saturated with carbon dioxide. Over a long geological period, the 

dissolution of carbonate rocks led to the formation of a complex system of under-

ground cavities, vertical shafts, galleries, spacious chambers and watercourses. 

Together, these processes have formed one of the most complex karst systems in 

the Ukrainian Carpathians. 

The total length of the explored passages in the cave is approximately 980 m, 

the area of the underground cavities is around 1,375 m², and their volume exceeds 

5,500 m³. The maximum depth of the system is around 55 m. The entrance to the 

cave is situated at the bottom of a karst sinkhole and consists of a vertical shaft 

approximately 20 m deep, which requires the use of specialised caving equipment 

and appropriate training when traversing the route [3]. 

The internal structure of the cave is characterised by considerable spatial 

complexity. The system comprises numerous galleries, spacious chambers of vari-

ous configurations, vertical ledges, narrow passages and underground watercours-

es. Current hydrological activity can be observed within the cave: individual 

streams, formed as a result of the infiltration of atmospheric precipitation, con-

verge into a single underground flow, which plays an important role in the ongo-

ing development of karst processes. The presence of an active water regime makes 

the cave a valuable natural site for studying the mechanisms of modern karst for-

mation and underground hydrodynamics. 

The cave’s microclimate is characterised by a high degree of stability. The air 

temperature fluctuates between +7 and +9 °C throughout the year, whilst relative 

humidity reaches around 98 per cent. Such conditions favour the continuous for-

mation of secondary carbonate deposits and support the existence of specific cave 

ecosystems. The stability of the temperature and humidity regime is one of the 
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main prerequisites for the preservation of unique speleothems and the maintenance 

of the natural balance of the underground environment [3]. 

The cave’s numerous secondary mineral formations are of particular scien-

tific and aesthetic value. Its various chambers feature well-developed stalactites, 

stalagmites, columns, flowstone curtains, calcite crusts, draperies and other types 

of speleothems, which have formed over many millennia (Fig. 1). 

 

Fig. 1 Interior view of the «Druzhba» cave [3] 

Hydrogeological and biospeleological observations play a significant role in 

the structure of scientific research. The constant circulation of groundwater, the 

specific characteristics of air exchange and the stable microclimate create favoura-

ble conditions for the existence of specialised cave organisms adapted to life in 

conditions of constant darkness and high humidity. A comprehensive study of 

such ecosystems contributes to a deeper understanding of the functioning of un-

derground natural complexes in the Carpathian region. 

From the perspective of the development of geological tourism, the 

«Druzhba» cave is one of the most promising geotourism sites in the Zakarpattia 

Oblast. The combination of its considerable size, high scientific value, diversity of 

karst formations, active hydrological processes and picturesque natural surround-
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ings offers significant potential for the development of specialised speleological, 

geological, ecological and educational tourism. 

The cave can be used as a base for conducting field training for students of 

geology, geography, ecology and biology, as well as for organising themed excur-

sions, scientific expeditions and programmes to promote the geological heritage of 

the Ukrainian Carpathians. Of particular value is the opportunity to demonstrate to 

visitors virtually all the main stages of karst process development, various types of 

speleothems, underground watercourses and the functioning of cave ecosystems. 

The comprehensive use of the «Druzhba» Cave, in combination with other 

karst features of the Ugolsky Massif, the beech primeval forests that form part of 

the UNESCO World Natural Heritage Site, and other natural landmarks of the 

Carpathian Biosphere Reserve, creates the conditions for the formation of a major 

geotourism cluster of international significance. This approach will contribute to 

the development of sustainable tourism, the promotion of Transcarpathia’s geolog-

ical heritage and the improvement of the population’s environmental education. 

The «Molochnyi Kamin» stalactite cave is one of the most valuable karst fea-

tures in the Ukrainian Carpathians and is classified as a geological natural monu-

ment of local significance (Fig. 2).  

 

Fig. 2. Entrance to the ‘Molochnyi Kamin’ cave 
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It is situated near the village of Velyka Uholka in the Tyachiv district of 

Zakarpattia Oblast, within the Uholsko-Shyrokoluzhansky Nature Reserve of the 

Carpathian Biosphere Reserve. The protected status of the area, as well as the in-

clusion of the Carpathian beech primeval forests on the UNESCO World Heritage 

List, highlight the special conservation and scientific value of this locality. 

The cave’s protected status was established by Decision No. 414 of the 

Transcarpathian Regional Executive Committee dated 18 November 1969. Even 

earlier, in accordance with Resolution No. 568 of the Council of Ministers of the 

Ukrainian SSR dated 12 November 1968, the area was incorporated into the Car-

pathian Biosphere Reserve. The natural monument covers an area of 5 hectares, 

ensuring the protection not only of the cave itself but also of the surrounding natu-

ral complex [4]. 

The cave was discovered in 1963 during speleological surveys of the Uholsk 

karst region. The name «Molochnyi Kamin» (Milk Stone) derives from the charac-

teristic white calcite flowstones, which form as a result of water saturated with 

calcium carbonate seeping through cracks in the limestone. As the calcite precipi-

tates, white flowstone formations are created, which resemble streams of milk, 

hence the cave’s popular name [4]. 

Geologically, the cave was formed within a thick layer of Jurassic limestones, 

which are widely found within the Ugolsk karst massif of the Ukrainian Carpathi-

ans. Its formation is the result of prolonged karst processes caused by the dissolu-

tion of carbonate rocks by atmospheric and groundwater. Over hundreds of thou-

sands of years, such processes have led to the formation of a complex system of 

cavities, chambers and passages, which today are of considerable interest to geol-

ogists, geomorphologists, speleologists and conservationists [2,4]. 

The total length of the cave is 92 m, its area is approximately 489 m², and the 

volume of the underground cavities is around 1,320 m³. Despite its relatively short 

length, the cave is characterised by a complex internal structure. It comprises two 

levels, several spacious chambers and a system of passages of varying widths. The 
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entrance portal, approximately 10 m wide and up to 2.5 m high, provides natural 

lighting to the entrance area, creating a unique microclimate and fostering the de-

velopment of specific biological communities [4]. 

From the entrance, the cave branches into two main passages. The western 

gallery is a dead end, whilst the eastern passage leads to the largest chamber, 

measuring approximately 10×15 m with a maximum ceiling height of up to 15 m. 

Through a narrow passage, it connects to another chamber, where a small tempo-

rary underground stream flows during periods of heavy rainfall. On the upper lev-

el, there is another chamber measuring approximately 5×10 m, which is character-

ised by a significant number of dripstone formations [4]. 

The cave’s secondary mineral formations are of particular scientific value. 

The walls and vaults feature well-developed stalactites, stalagmites, calcite flow-

stone crusts, drapery and organ-like formations resembling the pipes of a musical 

organ. These speleothems have formed over a long geological timescale and con-

tinue to form today, allowing the cave to be used as a natural laboratory for study-

ing contemporary processes of mineral formation, changes in the microclimate and 

the development of karst systems. 

No less important is the cave’s archaeological significance. Research here has 

uncovered artefacts indicating that the cave was used by Late Palaeolithic people 

approximately 20,000 years ago. The archaeological finds consist of stone tools, 

traces of the daily lives of ancient hunters and other artefacts, which enable us to 

reconstruct the characteristics of settlement in the Transcarpathian region during 

the final period of the Ice Age. Thus, the cave is not only a geological site but also 

an archaeological and historical-cultural site, which significantly enhances its 

overall scientific value [2,4]. 

From the perspective of the development of geological tourism, the «Mo-

lochnyi Kamin» cave ranks among the most promising geotourism sites in the 

Zakarpattia region. The combination of high aesthetic appeal, geological unique-

ness, archaeological heritage and conservation status creates the conditions for the 
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development of a modern tourism product tailored to different categories of visi-

tors. 

A key advantage is the site’s relatively easy accessibility. An eco-trail ap-

proximately 2.2 km long has been laid from the village of Velyka Uholka to the 

cave; the route passes through unique primeval beech forests and the picturesque 

limestone outcrops of the Uholka Massif. The absence of significant changes in 

elevation makes the route accessible to a wide range of tourists, including families, 

schoolchildren, students and older visitors. 

Promising areas for utilising the cave in the field of geological tourism in-

clude organising themed geological excursions, conducting educational fieldwork 

for students of geology, geography, biology and environmental studies, develop-

ing caving tourism with elements of scientific and educational interpretation, and 

creating geological educational 

Promising areas for utilising the cave in the field of geological tourism in-

clude organising themed geological excursions, conducting educational field trips 

for students of geology, geography, biology and environmental studies, the devel-

opment of caving tourism incorporating elements of scientific and educational in-

terpretation, the creation of geological educational trails within the Carpathian Bi-

osphere Reserve, and the integration of the cave into the regional network of ge-

otourism sites in Zakarpattia. 

The «Obvalna» Cave is one of the small karst cavities in the Uholskyi Karst 

Region of the Ukrainian Carpathians and is an important part of the geological 

heritage of the Zakarpattia Oblast. It is situated near the village of Mala Uholka in 

the Tyachiv district, on the southern slope of the Viv cliff, not far from the Buch-

mon stream, within the Uholsk-Shyrokoluzhansky massif of the Carpathian Bio-

sphere Reserve. Despite its modest morphometric parameters, the cave is of con-

siderable interest for geological, speleological and biospeleological research, and 

is also a promising site for the development of scientific and educational geologi-

cal tourism. 
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The cave was discovered in 1963 during comprehensive speleological sur-

veys of the karst massifs of Transcarpathia. Since its discovery, it has been the 

subject of study by specialists in the fields of geology, geomorphology and spele-

ology, as it demonstrates the characteristic features of karst processes in the Juras-

sic carbonate deposits of the Ukrainian Carpathians [5]. 

Geologically speaking, the cave was formed within a sequence of massive Ju-

rassic limestones, which form part of the flysch-carbonate complexes of the East-

ern Carpathians. Its formation is linked to processes of karst dissolution of car-

bonate rocks under the influence of infiltrating atmospheric water saturated with 

carbon dioxide. The cave’s morphological features also indicate the significant 

role played by gravitational processes, primarily the collapse of individual rock 

blocks, which gave rise to its name. Such processes are characteristic of karst mas-

sifs with a well-developed system of fissures and active denudation [2,5]. 

The total length of the cave is 34 m, its area is approximately 20 m², and the 

volume of the underground cavities reaches 39 m³. The maximum depth does not 

exceed 2 m, which indicates its horizontal development and ensures relatively safe 

access to the inner parts. Despite its compact size, the cave is an important natural 

site for studying karst processes, microclimatic features and the functioning of un-

derground ecosystems [5]. 

One of the cave’s distinctive features is its stable microclimate. The air tem-

perature remains at around +8 °C throughout the year, whilst the relative humidity 

is close to 100 per cent. Constant air circulation ensures a balanced temperature 

and humidity regime, which is a key factor in the existence of the cave’s unique 

biota. This is precisely why the cave is of considerable interest for biospeleologi-

cal research aimed at studying the adaptation of living organisms to the extreme 

conditions of the subterranean environment [5]. 

Unlike most karst caves in the Ugolsky Massif, «Obvalna» is virtually devoid 

of secondary calcite formations. No significant development of stalactites, stalag-

mites, flowstone or other speleothems has been recorded here, nor are there any 
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crystalline mineral formations. This characteristic is linked to the hydrogeological 

conditions governing the cave’s functioning, the intensity of infiltration processes 

and the specific nature of groundwater circulation. The absence of active contem-

porary calcite formation does not diminish the site’s scientific value; on the con-

trary, it allows for the investigation of alternative mechanisms governing the de-

velopment of karst cavities and the characteristics of their evolution. 

In the context of the development of geological tourism, the «Obvalna» Cave 

holds promise as a component of comprehensive geotourism itineraries in the 

Ugolsk Karst Region. Despite the absence of distinct dripstone formations, the site 

demonstrates other aspects of the geological evolution of karst systems, making it 

suitable as a field site for students of geology, geography, ecology and biology. 

The cave can be included in themed excursions focusing on karst formation pro-

cesses, the geological history of the Carpathians and the functioning of natural un-

derground ecosystems. 

An additional advantage is the cave’s location within one of Ukraine’s most 

valuable nature conservation areas. The route to the site passes through the Ugols-

ko-Shyrokoluzhansky Massif of the Carpathian Biosphere Reserve, which is char-

acterised by high landscape diversity, well-preserved beech primeval forests and 

numerous outcrops of Jurassic carbonate rocks. Such a concentration of geological 

and natural features creates favourable conditions for the development of compre-

hensive ecological, geological and educational tourism. 

An analysis of the karst caves in the Tyachiv District of Zakarpattia Oblast 

shows that they are among the most valuable sites of the geological heritage of the 

Ukrainian Carpathians. The ‘Romania’ (‘Druzhba’), ‘Molochnyi Kamin’ and ‘Ob-

valna’ caves are characterised by significant geological, geomorphological, hydro-

geological, biospeleological and conservation value. Their formation is linked to 

the development of karst processes in the Upper Jurassic carbonate deposits of the 

Uholsk Massif, which is one of the most representative karst regions in Ukraine. 
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The caves studied differ significantly in terms of their morphometric charac-

teristics, internal structure, the development of secondary mineral formations, hy-

drological regime and accessibility to tourists, which ensures their complementari-

ty within the structure of geotourism routes. The «Romania» Cave is the largest 

karst system in the Ukrainian Carpathians and is of exceptional importance for the 

development of specialised caving tourism. «Molochnyy Kamin» combines geo-

logical and archaeological value, demonstrating high potential for the development 

of scientific and educational tourism. The «Obvalna» Cave, despite its relatively 

small size, is an important site for the study of modern karst processes, the under-

ground microclimate and cave ecosystems. 

The unique combination of karst caves with the beech primeval forests of the 

Carpathian Biosphere Reserve, picturesque landscapes and other geological sites 

provides the foundation for the development of a regional geotourism cluster of in-

ternational standing. Promising areas for development include the creation of 

themed geological routes, the integration of caving sites into the network of ge-

otourism destinations in Zakarpattia, the introduction of modern information and 

interpretation technologies, the development of field-based educational pro-

grammes, and the promotion of Earth sciences amongst the general public. 

At the same time, the effective use of caves for tourism is only possible pro-

vided that the principles of sustainable use of natural resources are observed. The 

preservation of the natural microclimate, secondary calcite formations, under-

ground ecosystems and archaeological heritage requires a regulated visitor regime, 

continuous monitoring of the condition of natural complexes and the implementa-

tion of modern nature conservation measures. 

Consequently, the karst caves of the Tyachiv district are not only important 

sites of Ukraine’s geological heritage, but also promising centres for the develop-

ment of geological tourism, capable of combining nature conservation, scientific 

research, environmental education and the sustainable socio-economic develop-

ment of the Zakarpattia region.  
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Ukrainian National University, Novovolynsk 

 

Taxation of property assets of individuals is one of the oldest elements of tax 

systems, which over the centuries has transformed from a simple fiscal instrument 

to a component mechanism for implementing the economic, social and regulatory 

policy of the state. Unlike income or consumption taxes, property taxes are based 

on the assessment of accumulated wealth, which allows the state to ensure a more 

even distribution of the tax burden between different groups of the population and 

to form stable sources of budget revenues. It is this feature that explains the 

growing attention of international financial organizations to the development of 

property taxation as one of the most effective instruments for ensuring the 

financial stability of public finances. In modern economic literature, property 

taxation is considered not only as a means of mobilizing financial resources, but 

also as a tool for correcting imbalances in the distribution of wealth, stimulating 

the effective use of assets and the development of local self-government. Studies 

by international organizations show that property taxes have a smaller negative 

impact on long-term economic growth compared to labor or business taxes, since 

they do not inhibit investment activity to the same extent as income taxes. In 

addition, real estate, land resources and most other tangible assets are 

characterized by low mobility, which significantly complicates their movement to 

jurisdictions with a lower tax burden. It is this circumstance that ensures the 
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relatively high efficiency of property tax administration and their stability even in 

periods of economic instability. 

In international practice, the concept of property assets is much broader than 

the traditional understanding of real estate. The objects of property taxation may 

include residential and commercial real estate, land plots, vehicles, luxury items, 

financial assets, corporate rights, inheritance, gifts, and in some countries - the 

total net wealth of an individual. Such diversity is explained by differences in the 

socio-economic development models of states, the level of development of 

financial markets, historical features of the formation of tax systems and different 

approaches to ensuring social justice. 

Over the past decades, the economic nature of property taxes has undergone a 

significant transformation. If earlier they performed mainly a fiscal function, today 

they are increasingly used as a tool for achieving broader socio-economic goals. 

Among them, curbing excessive concentration of wealth, ensuring the availability 

of housing, preventing speculative transactions in the real estate market, 

stimulating the rational use of land resources and strengthening the financial 

autonomy of local communities are of particular importance. This evolution 

indicates a changing role of property taxation in modern financial policy, where it 

is increasingly integrated with the objectives of sustainable development, spatial 

planning, and social policy [3]. 

The issue of the relationship between property taxation and inequality of 

income and accumulated capital deserves special attention. According to estimates 

by international organizations, in most countries of the world, inequality in the 

distribution of property assets significantly exceeds inequality in the distribution 

of current incomes of the population. This means that a significant part of 

economic resources is concentrated in a relatively small number of households. 

Under such conditions, property taxes can act as an important mechanism for 

ensuring a more balanced distribution of the tax burden without significantly 

restraining economic activity. That is why in recent years, the issue of taxation of 
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expensive real estate, luxury goods and other highly liquid assets has increasingly 

been included in the agenda of tax reforms in the countries of the European Union 

and the Organization for Economic Cooperation and Development. At the same 

time, international experience demonstrates the absence of a universal model of 

property taxation. Even among economically developed countries, there are 

significant differences in determining the object of taxation, methods of assessing 

the value of property, administration mechanisms, the application of tax benefits 

and the distribution of tax revenues between levels of the budget system. For 

example, in the USA, Canada and the UK, the main source of financing for local 

communities is the property tax, while in continental European countries a 

complex combination of local property taxes with inter-budgetary transfers plays a 

greater role. In some countries, in particular in Switzerland, Norway and Spain, 

separate forms of taxation of the net wealth of individuals continue to function, 

while a number of other countries have abandoned such an instrument due to the 

complexity of administration and the risks of capital movements [9]. 

The current stage of property taxation development is characterized by the 

active introduction of digital technologies into administration processes. The use 

of integrated cadastral systems, electronic registers of property rights, automated 

real estate valuation, geographic information systems and technologies for mass 

valuation of real estate objects allows to significantly increase the transparency of 

tax administration, reduce the costs of its implementation and minimize the 

possibilities of tax evasion. It is digitalization that is currently considered by 

international organizations as one of the key prerequisites for the effective 

functioning of the property taxation system. 

An important feature of modern models is also the gradual transition from 

taxation of physical characteristics of property to assessing its market value. While 

traditional systems were often based on the area of real estate or other quantitative 

indicators, most modern models take into account the economic value of the asset, 

its location, functional purpose, infrastructure and market conditions. 
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From the perspective of modern financial science, property taxes implement a 

complex of interrelated functions, each of which has independent significance for 

the development of public finances and the economy as a whole. 

Table 1 

Main Functions of Property Asset Taxation of Individuals 

Function Description Practical Significance 

Fiscal function Generation of stable public 

revenues through the taxation 

of property assets 

Ensures sustainable financing 

of state and local budgets 

Regulatory function Influences the structure and 

efficiency of property owner-

ship and use 

Encourages the rational and 

productive use of real estate 

and other assets 

Redistributive (Social) func-

tion 

Promotes a fairer distribution 

of the tax burden according to 

taxpayers' wealth 

Contributes to reducing 

wealth inequality and 

strengthening tax equity 

Incentive function Stimulates the efficient utili-

zation of property and dis-

courages speculative owner-

ship 

Increases the economic effi-

ciency of asset management 

Local fiscal function Provides a stable revenue 

source for local governments 

Strengthens the financial au-

tonomy and fiscal capacity of 

municipalities 

Source: Compiled by the author based on OECD, IMF, World Bank, and Tax Foundation 

publications [4;7;8-10] 

 

Despite the significant diversity of national tax systems, international practice 

demonstrates a fairly unified approach to determining the objects of property 

taxation. According to the OECD classification, property taxes cover both assets 

owned by individuals and transactions for their acquisition, transfer or disposal. At 

the same time, the structure of property taxation is formed depending on the 

country's economic model, the level of development of the real estate market, 

financial institutions and budgetary decentralization [4]. In most countries, the 

basis of property taxation remains real estate and land plots, which are 

characterized by a stable tax base and low mobility. In contrast, taxation of 

financial assets, net wealth or luxury items is used much less frequently and 

mostly performs a social and redistributive function. This approach is explained by 
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the complexity of administration, high mobility of financial capital and the risk of 

its movement to jurisdictions with a lower tax burden (Table 2). 

Table 2 

Classification of property taxes in international practice 

Tax group Types of taxes 

Recurrent taxes Real estate tax, municipal housing tax 

Taxes on net wealth Tax on net assets of individuals 

Property transfer taxes Inheritance, donation 

Taxes on financial transactions Stamp duty, asset transaction tax 

Taxes on luxury goods Expensive cars, yachts, luxury real estate 

Source: summarized by the author based on OECD [4-6] 

 

As shown in Table 2, the most universal type of property taxation remains the 

property tax. Almost all OECD countries use it as a stable source of financing for 

local budgets. In contrast, taxes on net wealth have survived only in some 

countries, since their administration requires a comprehensive assessment of all 

the taxpayer's assets and effective international exchange of tax information. 

Another characteristic feature of modern systems is the gradual expansion of 

the list of high-value assets that are considered objects of increased taxation. 

These include luxury real estate, premium vehicles, private jets, yachts and other 

luxury items. This approach is aimed not so much at increasing budget revenues as 

at ensuring horizontal and vertical fairness of taxation. 

An analysis of the practice of OECD countries allows us to identify several 

basic principles that determine the effectiveness of the property tax system, 

regardless of the specifics of national legislation. These include objectivity of 

property valuation, regular updating of the tax base, transparency of 

administration, digitalization of cadastral systems, stability of tax rules and 

financial autonomy of local governments [6]. 

Of particular importance is the principle of correspondence of the tax base to 

the market value of assets. In most developed countries, it is market valuation that 

ensures a more equitable distribution of the tax burden among property owners. At 

the same time, states use various models of mass real estate valuation, which 



158 

makes it possible to minimize administrative costs and ensure regular updating of 

information on the value of objects. 

Despite the common objective of generating stable public revenues, property 

taxation systems differ considerably across countries due to historical traditions, 

institutional arrangements, fiscal decentralization, and legal frameworks. 

International experience demonstrates that no universal model of property taxation 

exists. Instead, countries have developed different approaches reflecting their 

socioeconomic priorities, administrative capacities, and public finance structures. 

From a comparative perspective, three principal models of property taxation 

can be distinguished: the Anglo-Saxon model, the Continental European model, 

and the Hybrid model. These approaches differ primarily in the composition of 

taxable assets, valuation methodologies, allocation of tax revenues, and the degree 

of local fiscal autonomy. 

The Anglo-Saxon model is characterized by a strong reliance on recurrent 

property taxation as one of the primary sources of local government financing. 

Countries such as the United States, Canada, Australia, New Zealand, and the 

United Kingdom employ market-based valuation systems, frequent reassessments 

of taxable properties, and relatively high fiscal autonomy for municipalities. 

Property taxes in these countries finance essential public services, including 

education, local infrastructure, emergency services, and municipal administration. 

Consequently, local governments possess significant incentives to maintain 

accurate cadastral information and continuously improve tax administration. 

In contrast, the Continental European model assigns a more balanced role to 

property taxation within the overall tax structure. Countries including Germany, 

France, Italy, Belgium, and Austria combine recurrent property taxes with broader 

systems of intergovernmental fiscal transfers. Property taxation remains an 

important component of municipal finance; however, local governments depend to 

a greater extent on shared national taxes and equalization mechanisms. In many 

European countries, cadastral values rather than fully updated market prices 
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continue to serve as the principal tax base, although gradual reforms increasingly 

incorporate market valuation techniques [7]. 

The Hybrid model combines elements of both approaches and is particularly 

common among rapidly developing economies and countries undergoing fiscal 

reforms. Estonia, Poland, the Czech Republic, South Korea, and several Central 

and Eastern European countries have gradually modernized their property tax 

systems by integrating digital cadastral databases, introducing automated valuation 

procedures, and expanding municipal fiscal autonomy while preserving elements 

of centralized tax administration [2]. 

An important trend observed across all three models is the growing emphasis 

on administrative efficiency rather than increasing statutory tax rates. International 

evidence suggests that improvements in valuation accuracy, digital infrastructure, 

taxpayer compliance, and data integration often generate greater fiscal benefits 

than raising nominal tax burdens. Consequently, recent reforms have focused on 

strengthening institutional capacity and enhancing the quality of property tax 

administration rather than fundamentally redesigning tax structures. 

 

Table 3 

Comparative Characteristics of International Property Tax Models 

Model 

 

Representative coun-

tries 

Property 

valuation 

basis 

Main benefi-

ciary of reve-

nues 

Main characteristics 

Anglo-

Saxon 

USA, Canada, Unit-

ed Kingdom, Aus-

tralia 

Market 

value 

Local gov-

ernments 

High fiscal autonomy, fre-

quent reassessment, digital 

administration 

Continental 

European 

Germany, France, It-

aly, Belgium 

Cadastral 

or adjust-

ed market 

value 

Shared be-

tween local 

and central 

governments 

Moderate fiscal decentraliza-

tion, extensive tax equaliza-

tion 

Hybrid 

Estonia, Poland, 

Czech Republic, 

South Korea 

Mixed 

valuation 

approach 

Mainly local 

governments 

Digital transformation, grad-

ual modernization, institu-

tional reforms 

Source: Compiled by the author based on OECD Revenue Statistics, OECD Tax Policy 

Reviews, IMF Fiscal Affairs Department reports, and the World Bank [4-6;7] 

 

 



160 

The comparison presented in Table 3 indicates that differences among 

national systems are determined primarily by institutional design rather than tax 

rates. Countries characterized by high-quality digital infrastructure, regularly 

updated valuation systems, and strong municipal fiscal autonomy generally 

demonstrate higher revenue productivity and lower administrative costs. This 

finding suggests that the effectiveness of property taxation depends more on 

governance quality than on the formal level of taxation. 

The taxation of luxury assets has become one of the most debated areas of 

contemporary tax policy. Growing wealth inequality, increasing concentration of 

high-value assets, and rising fiscal pressures have encouraged many governments 

to reconsider the role of luxury taxation within broader fiscal strategies. Unlike 

recurrent property taxes, luxury taxes primarily pursue redistributive objectives by 

targeting assets that reflect exceptional levels of wealth rather than basic property 

ownership. 

International practice demonstrates substantial diversity regarding the 

definition of luxury assets. While high-value residential properties remain the 

most common taxable objects, many jurisdictions also impose additional taxes on 

premium vehicles, yachts, private aircraft, luxury boats, second homes, and 

expensive real estate transactions. Several countries supplement these measures 

with progressive transfer taxes or annual wealth-related levies [7]. 

Recent policy reforms indicate a gradual shift from narrowly defined luxury 

taxes toward broader taxation of high-value property portfolios. Rather than 

introducing separate taxes on individual luxury goods, governments increasingly 

rely on progressive property taxation, differentiated transfer taxes, and enhanced 

taxation of multiple residential properties. This approach reduces administrative 

complexity while improving horizontal equity among taxpayers. 

Another notable trend concerns the growing use of digital property databases 

and integrated financial information systems to identify high-value assets more 

accurately. Artificial intelligence, electronic registries, and automated risk 
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assessment tools enable tax authorities to detect underreported ownership, improve 

valuation accuracy, and reduce opportunities for tax avoidance. 

Modern luxury taxation therefore increasingly combines traditional fiscal 

instruments with advanced digital administration, reflecting the broader 

transformation of public finance systems in the digital economy. 

Inheritance, gift, and net wealth taxes constitute a distinct category of 

property taxation designed primarily to address wealth concentration and promote 

intergenerational equity. Unlike recurrent property taxes, these instruments are not 

intended to provide stable budget revenues but rather to complement broader 

redistribution policies. Consequently, their fiscal contribution remains relatively 

modest in most countries, while their socioeconomic significance continues to 

stimulate extensive academic and policy debate. 

International practice demonstrates considerable divergence in the application 

of these taxes. Countries such as France, Spain, Japan, Belgium, and South Korea 

continue to levy inheritance and gift taxes, although tax rates, exemption 

thresholds, and valuation methods vary substantially. Switzerland applies 

inheritance taxation at the cantonal level, whereas the United States imposes a 

federal estate tax only on estates exceeding a high exemption threshold. By 

contrast, Australia, Canada, Sweden, Norway, and several Central and Eastern 

European countries have abolished inheritance or estate taxes, citing high 

administrative costs, limited fiscal returns, and concerns regarding capital 

mobility. 

Net wealth taxes have followed a similar trajectory. During recent decades, 

many OECD members repealed such taxes because of valuation difficulties, 

opportunities for tax avoidance, and increasing international mobility of financial 

assets. At present, only a limited number of countries, including Switzerland, 

Spain, and Norway, continue to apply comprehensive net wealth taxation, while 

others have replaced it with more targeted taxation of high-value real estate, 

capital gains, or luxury assets. 
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Recent international reforms indicate a gradual shift from broad-based wealth 

taxation toward more administratively efficient instruments. Governments 

increasingly prefer recurrent property taxes, progressive taxation of expensive 

residential property, and digital monitoring of high-value assets. This transition 

reflects the growing importance of administrative feasibility, transparency, and 

taxpayer compliance in contemporary tax policy. Consequently, the effectiveness 

of property taxation is now determined less by the diversity of tax instruments 

than by the quality of digital administration, integrated property databases, and the 

capacity to accurately identify taxable wealth. 

The digital transformation of the global economy is reshaping the 

architecture of property taxation by expanding the availability of real-time data, 

improving valuation accuracy, and strengthening tax administration. Digital 

cadastral systems, interoperable land registries, automated valuation models, 

artificial intelligence, and geospatial technologies have become integral 

components of modern property tax systems. These innovations enable 

governments to reduce administrative costs, improve compliance, and ensure 

greater transparency in the assessment of taxable assets. 

Another significant trend concerns the transition from transaction-based 

taxation toward continuous monitoring of property ownership and market values. 

Rather than relying solely on declarations submitted by taxpayers, tax authorities 

increasingly utilize integrated digital platforms that combine information from 

cadastral records, financial institutions, business registers, and other public 

databases. This data-driven approach enhances the reliability of tax assessments 

while reducing opportunities for tax evasion and undervaluation of assets. 

At the same time, governments are placing greater emphasis on equity and 

sustainability when designing property tax reforms. Many countries have 

introduced differentiated taxation of high-value residential property, vacant 

housing, second homes, and environmentally inefficient buildings. These 

measures demonstrate that property taxation is evolving beyond its traditional 
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fiscal role and is increasingly used to support broader public policy objectives, 

including affordable housing, sustainable urban development, and climate 

resilience. 

Overall, international experience confirms that the future effectiveness of 

property taxation will depend less on increasing statutory tax rates than on 

improving institutional quality, expanding digital infrastructure, and integrating 

property taxation into comprehensive digital governance systems. These 

developments provide an important analytical framework for assessing the current 

state of property taxation in Ukraine and identifying priorities for its further 

modernization in line with international standards. 

The research demonstrates that property asset taxation has evolved from a 

traditional fiscal instrument into a multidimensional policy mechanism supporting 

sustainable public finance, fiscal decentralization, social equity, and efficient asset 

allocation. International experience confirms that recurrent property taxes remain 

among the most stable and economically efficient sources of public revenue due to 

the immobility of the tax base and their relatively limited distortionary effects on 

investment and labour market decisions. 

Comparative analysis reveals that contemporary property taxation systems 

are increasingly characterized by the integration of market-based valuation 

approaches, automated assessment techniques, digital cadastral systems, and 

interoperable public registries. These institutional developments have substantially 

improved administrative efficiency, valuation accuracy, taxpayer compliance, and 

the transparency of tax administration. Consequently, the effectiveness of property 

taxation depends not only on statutory tax rates but also on the quality of digital 

governance and institutional capacity [2]. 

The research further indicates that countries apply different models of 

property taxation depending on their fiscal traditions, decentralization frameworks, 

and administrative capabilities. Anglo-Saxon countries rely extensively on 

recurrent property taxation as a major source of municipal finance, whereas 
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Continental European countries combine property taxes with broader fiscal 

equalization mechanisms. Despite these differences, international practice 

demonstrates convergence toward common principles, including transparency, 

regular property reassessment, digital administration, and equitable allocation of 

the tax burden. 

The analysis of luxury taxation, inheritance taxation, and net wealth taxes 

shows that these instruments currently perform primarily redistributive rather than 

fiscal functions. Many countries have gradually shifted from comprehensive 

wealth taxation toward more targeted taxation of high-value real estate and luxury 

assets because these approaches provide greater administrative efficiency while 

maintaining social fairness. At the same time, inheritance and gift taxes continue 

to play an important role in limiting excessive intergenerational concentration of 

wealth in several OECD member states [5]. 

Digital transformation has become one of the defining characteristics of 

modern property taxation. The implementation of Geographic Information 

Systems (GIS), Automated Valuation Models (AVMs), artificial intelligence, big 

data analytics, blockchain technologies, and integrated electronic registries enables 

governments to modernize property valuation, strengthen tax compliance, reduce 

administrative costs, and improve public confidence in tax systems. Digitalization 

is therefore emerging as a strategic prerequisite for future property tax reforms 

rather than merely a technological innovation [3]. 

The assessment of the Ukrainian property taxation system indicates that 

significant progress has been achieved through fiscal decentralization and the 

introduction of recurrent property taxation. Nevertheless, several structural 

challenges remain, including the predominance of area-based taxation, incomplete 

integration of public registries, limited application of market valuation 

methodologies, and the relatively narrow scope of taxation of high-value assets. 

These factors constrain both the fiscal productivity and the distributive 

effectiveness of property taxation. 
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The findings suggest that further modernization of the Ukrainian system 

should focus on expanding digital infrastructure, introducing mass market 

valuation techniques, strengthening interoperability among cadastral and tax 

databases, improving data quality, and enhancing risk-based tax administration. 

Aligning national property taxation with international best practices should 

emphasize institutional modernization and digital transformation rather than 

increasing tax rates. Such reforms would contribute not only to stronger local 

public finances but also to greater transparency, administrative efficiency, and 

long-term fiscal sustainability. 

Furthermore, future research should focus on evaluating the long-term fiscal 

and socioeconomic effects of digital property taxation, particularly in the context 

of rapidly evolving digital governance systems and cross-border information 

exchange. Comparative studies involving OECD member states and emerging 

economies may provide valuable evidence for identifying the most effective 

institutional models and policy instruments. Ultimately, the successful 

modernization of property asset taxation requires a balanced combination of 

technological innovation, sound fiscal policy, and strong institutional capacity to 

ensure both revenue sustainability and equitable taxation. 
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Contemporary distributed information systems store data on multiple nodes, 

serve clients from several geographic regions, and increasingly allow devices to 

operate without a permanent network connection. This architecture improves 

availability, scalability, and fault tolerance, but it also creates a persistent problem: 

several replicas may accept independent updates to the same logical object before 

those updates are synchronized. Once replicas exchange messages, the system 

must reconcile the divergent states into a single agreed result without discarding 

information that either party contributed. The scientific literature addresses this 

problem from two directions that are usually treated separately: automatic 

mechanisms for merging concurrent updates at the level of replicated data types, 

and mechanisms for keeping derived structures, such as secondary indexes, 

consistent with the base data they describe. The review presented below combines 

both directions, since an information technology for distributed data management 

ultimately needs to guarantee not only that replicated objects converge, but also 

that indexes built on top of them remain trustworthy for query processing. 

A conflict in a distributed system occurs when two or more independent 

operations modify the same logical object and the system cannot apply both 

without additional coordination. Concurrent updates under multi-leader 

replication, unpredictable network delay, temporary network partitions, and offline 

operation of mobile or local-first clients are the main sources of such conflicts, 

together with the absence of a single global order of events across nodes [1]. 

Traditional coordination mechanisms, including distributed locking, two-phase 
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commit, quorum-based reads and writes, and consensus protocols such as Paxos or 

Raft, resolve conflicts by preventing them: an operation is accepted only after 

enough nodes have agreed on it. These mechanisms give strong correctness 

guarantees, but every additional round of coordination increases latency and 

reduces availability whenever part of the network is unreachable, which becomes 

particularly costly for geographically distributed or high-load systems [1] – [7]. 

For two events a and b occurring at different replicas of a distributed system, 

a causal precedence relation a → b can be defined, meaning that a could have 

influenced b. Two events are called concurrent, denoted a ‖ b, when neither 

causally precedes the other: 

a ‖ b ⇔ ¬(a → b) ∧ ¬(b → a). 

Concurrent events are exactly the events for which a merge procedure has to 

decide an outcome, since no ordering argument based on causality alone can settle 

which update should prevail. 

An alternative to permanent coordination is to allow replicas to diverge 

temporarily and to guarantee that they converge once they have exchanged the 

same set of updates. This property, known as eventual consistency, was formalized 

more precisely as strong eventual consistency, which additionally requires that any 

two replicas that have received an identical set of updates reach an identical state 

regardless of the order in which those updates were delivered [1]. Recent work 

shows that eventuality itself is not a sufficiently precise engineering guarantee: 

without an explicit bound on how far replicas may diverge and for how long, 

applications built on eventually consistent storage can observe results that are 

technically convergent but practically unusable, which motivates stricter 

timeliness and staleness guarantees layered on top of the classical model [2]. 

Conflict-free Replicated Data Types (CRDT), are data structures designed to 

satisfy strong eventual consistency by construction. A state-based CRDT can be 

described as a tuple (S, ⊑, ⊔, u), where S is the set of possible local states, ⊑ is a 

partial order that turns S into a join-semilattice, ⊔ is a merge operator computing 
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the least upper bound of two states, and u is a set of update functions that are 

required to be inflationary with respect to ⊑: 

∀s ∈ S, ∀u ∈ U: s ⊑ u(s). 

If merge always returns the least upper bound of the two argument states, 

replicas that have observed the same updates converge to the same state 

irrespective of delivery order, because join in a semilattice is commutative, 

associative, and idempotent [1]. Operation-based CRDTs achieve the same 

guarantee differently, by requiring that concurrent operations commute, which 

allows replicas to exchange individual operations instead of complete states and 

reduces network traffic for large objects; delta-state CRDTs combine both ideas 

by transmitting only the increment of state produced since the last 

synchronization. A recent modular framework for constructing, validating, and 

benchmarking CRDT implementations formalizes these three variants in a unified 

toolchain and demonstrates that correctness properties such as commutativity and 

idempotence can be checked automatically rather than argued informally for each 

new data type [3]. Complementary work on performance optimization for CRDTs 

quantifies the trade-off between the size of replicated metadata and 

synchronization latency, confirming that the choice between state-based and delta-

state designs has a measurable effect on bandwidth consumption in high-update-

rate scenarios [4]. 

The observed-remove set, or OR-Set, illustrates how a CRDT resolves 

conflicting add and remove operations on a collection. Its state can be represented 

as a pair 

Σ = (A, R), 

where A is a set of tagged elements added by any replica and R is a set of tags that 

have been removed: 

e ∈ Σ ⇔ ∃t: (e, t) ∈ A ∧ t ∉ R. 

An add operation inserts a new tagged pair into A; a remove operation 

transfers into R only the tags that the removing replica has already observed. 
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Because a remove can only affect tags it has seen, a concurrent add of the same 

element with a fresh tag survives synchronization, which gives the OR-Set an add-

wins semantics for concurrent add/remove pairs. This tagging discipline is the 

same mechanism that later CRDT designs reuse for more complex payloads: 

extending JSON-structured CRDTs with move operations for tree-shaped 

documents required a comparable notion of tagged, causally tracked edits to keep 

structural moves commutative with concurrent edits of the moved subtree [8], and 

adding undo and redo support to replicated registers required tracking, for every 

value, which operations causally justify its presence so that an undo can retract 

exactly the intended update without disturbing concurrent ones [9]. A recent 

proposal for a universal, Byzantine-repelling replicated data type generalizes the 

tagging idea further, replacing per-replica sequence numbers with a partially 

ordered log structure that remains a valid CRDT even when a subset of replicas 

may submit malformed or adversarial updates, which extends the applicability of 

the model beyond trusted infrastructure to loosely federated or peer-to-peer 

deployments [11]. 

CRDTs are best suited to attributes where concurrent contributions can be 

merged without domain-specific judgment: tag lists, reaction counts, participant 

sets, collaborative document fragments, and user preferences. They are not a 

universal substitute for coordination. In financial transfers, reservation of a limited 

resource, or enforcement of uniqueness constraints, an automatic merge that 

simply unions two updates can violate a business invariant that both replicas were 

individually respecting. A CRDT-based approach to replicated relational databases 

addresses this gap directly by attaching integrity constraints to CRDT-backed 

tables and by defining a repair procedure that resolves constraint violations 

introduced by merging concurrent transactions, rather than assuming that column-

level convergence is sufficient at the level of an entire schema [6]. This confirms 

that business-critical operations still require transactional guarantees, locking, or 

quorum mechanisms, and that a practical information technology should route data 
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between CRDT-based and coordination-based storage depending on the criticality 

of the invariant being protected. 

Operational Transformation (OT) addresses a narrower but historically 

important case: real-time collaborative editing of a shared document, where the 

priority is to preserve every user's intention rather than to define a merge over an 

abstract data type. Instead of storing a specially structured value, OT transforms 

each incoming operation against the operations it did not yet know about, 

recomputing insertion or deletion positions so that the final document reflects all 

edits consistently across every replica. This approach remains an active 

engineering target for collaborative applications: a recent study of frameworks for 

collaborative software explicitly built around CRDT-backed data types with user-

facing conflict resolution reports that hybrid designs, in which automatic merging 

is combined with lightweight user-visible conflict markers for ambiguous edits, 

achieve better perceived correctness than either fully automatic or fully manual 

resolution in usability trials with concurrent editors [5]. OT is efficient for flat text 

but its transformation functions grow substantially more complex for structured or 

nested documents, which is one of the reasons CRDT-based structural editing, 

including tree-move operations, has become the preferred alternative for rich, non-

linear document models [8]. 

Mergeable persistent data structures follow a third strategy, closer to the 

workflow of source-control systems: every replica keeps its edit history, and 

merging compares two divergent versions against their common ancestor to 

compute a three-way merge. Because the previous state is not overwritten but 

retained as a distinct persistent version, the approach preserves provenance 

information that pure state-convergence CRDTs typically discard, which is 

valuable for structured documents, configuration objects, and any domain where 

explaining why a conflict occurred matters as much as resolving it. The cost is that 

automatic merging is not always possible: when two versions modify the same 

field in incompatible ways, the structure can only flag the conflict and expose 
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enough context for domain logic or a human reviewer to resolve it, and the 

corresponding programming model needs an explicit way to state which post-

merge conditions must hold. A recent local-first programming model built on 

reactive CRDT-backed state formalizes this requirement by allowing developers to 

declare safety invariants over the reconciled data and by statically verifying, at 

compile time, that no reachable combination of concurrent user interactions can 

violate them, rather than relying on runtime checks after a merge has already been 

applied [10]. 

Automatic merging at the level of an individual attribute is only half of the 

problem that a database built on CRDTs has to solve, because queries, filters, and 

analytical operations rely on secondary indexes rather than on scanning the base 

collection. A secondary index for a CRDT-backed attribute can be modeled as a 

derived state, a function I mapping every observed value v to the set of element 

identifiers currently associated with it: 

I(v) = {id | value(id) = v ∧ id ∈ Σ}. 

Because Σ itself is a CRDT that may temporarily differ across replicas, I 

inherits the same possibility of divergence, and its correctness cannot be defined 

as instantaneous agreement between the index and the base object. It has to be 

defined as convergence: for any two replicas that have received an identical set of 

updates U, the derived indexes must coincide, 

U(ri) = U(rj) ⟹ Iri = Irj, 

together with two operational correctness conditions during the transient period 

before convergence: the index must not report an identifier that no longer satisfies 

the predicate it was built for (a false positive), and it must not omit an identifier 

that does satisfy it once all relevant updates have been observed (a false negative). 

Recent research on algebraic foundations for materialized views frames this exact 

tension between eventual consistency of the base data and correctness of derived, 

incrementally maintained views, proposing a lattice-based algebra in which view 

maintenance operators are proven monotone with respect to the same join 
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structure that governs the underlying CRDTs, so that partial or reordered updates 

to the base data still produce a view that only grows toward the correct answer 

rather than temporarily overshooting it [7]. 

Four practical strategies for maintaining an index over CRDT attributes can 

be distinguished by where the reconciliation logic is placed. Rebuild-from-state 

recomputes the index from a full scan of the current CRDT state after every 

synchronization round, which is simple and always correct with respect to the 

current state but scales poorly with the size of the collection. Operation-based 

update applies each incoming CRDT operation incrementally to the index, 

updating only the entries affected by that operation, which is more efficient but 

requires the index update function itself to be commutative and idempotent with 

respect to the same causal metadata the base CRDT already tracks. Index-as-

CRDT treats the index as a replicated data type in its own right, typically a CRDT 

map from values to OR-Sets of identifiers, so that the index converges through the 

same merge guarantees as the data it describes rather than through an external 

synchronization step. Materialized-view maintenance, informed by the algebraic 

treatment of incremental view maintenance under eventual consistency, expresses 

the index as a query result that is refreshed through algebraic rewrite rules rather 

than through bespoke update code, which makes the correctness argument 

reusable across different index definitions built on the same base collection [7]. 

Evaluating any of these strategies requires a validation methodology that 

exercises concurrent add and remove operations, network partitions, and 

subsequent replica merges under controlled conditions, since correctness failures 

in eventually consistent indexes typically appear only under specific interleavings 

rather than under sequential execution. The modular benchmarking framework 

discussed above already provides fault-injection primitives for delayed and 

reordered delivery, partition simulation, and automated convergence checking for 

CRDT implementations, and the same infrastructure is directly applicable to 

validating index-as-CRDT and materialized-view strategies, since the correctness 
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criterion, convergence after an identical update set, is formally identical for the 

base object and for its derived index [3]. 

Taken together, the works reviewed above indicate that CRDTs, Operational 

Transformation, and mergeable persistent data structures address the same 

underlying problem of concurrent update reconciliation with different trade-offs 

between automation, implementation complexity, and support for offline 

operation, while secondary indexing over CRDT attributes extends the same 

convergence-based correctness argument from a single replicated object to a 

derived structure used for search and analytics. No single approach dominates 

across all data types: CRDTs suit high-availability, offline-first storage; OT and 

CRDT-based structural editing suit real-time collaborative documents; mergeable 

structures suit versioned, provenance-sensitive data; and materialized-view-style 

index maintenance suits query workloads over any of the above. Business-critical 

operations that depend on invariants spanning multiple objects still require 

transactional or coordination-based mechanisms layered on top of these 

approaches [6]. Promising directions for further research include tighter 

integration of secondary indexes with delta-state synchronization to reduce 

metadata overhead, formal verification of index correctness alongside the safety 

invariants already supported for local-first application logic [10], and hybrid 

architectures that route non-critical, naturally mergeable attributes through CRDTs 

while routing business-critical invariants through coordination mechanisms within 

the same system. Such an information technology would combine automatic 

conflict resolution with trustworthy derived indexing as complementary 

components of a single consistency model, rather than as separately engineered 

subsystems. 

Declaration on the use of generative AI. During the preparation of this 

chapter, the author used Claude Sonnet 5 for literature retrieval assistance, 

rephrasing, and formal notation drafting. After using this tool, the author reviewed 

and edited the content as necessary and takes full responsibility for this content.  
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CHAPTER 13  

TERRITORIAL COMMUNITIES AND THEIR POTENTIAL: CON-

CEPTUAL GUIDELINES AND BANKING MECHANISMS 

 

Savonik Tetiana, Lecturer, Novovolynsk Educational and Scientific Institute 

of Economics and Management, Western Ukrainian National University, Novo-

volynsk 

 

One of the key issues in contemporary economic research is the determina-

tion of the significance and role of territorial communities within the context of 

Ukraine’s financial and economic development. Territorial communities function 

not only as the fundamental unit of local self-government but also as an important 

institutional environment that integrates social, economic, and financial resources 

to ensure sustainable development. Their role lies in shaping local economic poli-

cy, mobilizing resources, creating conditions for investment and innovation, and 

fostering social cohesion among the population. 

Thus, having outlined the role of territorial communities as an institutional 

environment that integrates social, economic, and financial resources, it is logical 

to proceed to the analysis of foreign scholarly approaches. These approaches make 

it possible to interpret the concept of a “territorial community” as a spatially orga-

nized socio-economic entity formed on the basis of the cohabitation of the popula-

tion and interaction among its members, thereby emphasizing the multidimension-

al and complex nature of this phenomenon (Table 1). 

It becomes evident that territorial communities are endowed with the right to 

independently manage land resources within their jurisdiction, which ensures their 

genuine economic autonomy and the capacity to formulate their own development 

policies. Moreover, they are granted the authority to consolidate financial and ma-

terial resources for the joint implementation of economic and social development 

programs, thereby creating conditions for the provision of higher-quality public 

services not only to residents of their own community but also to neighboring ter-
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ritories. Such resource integration contributes to enhanced governance efficiency, 

the development of intermunicipal cooperation, and the strengthening of financial 

resilience. 

Table 1. 

Conceptualization of the term “territorial community” by Western 

scholars 
Authors Essence of the concept 

B. Mercer 

An internally functionally interconnected group of people residing in a specific 

geographic area at a given time, sharing a common culture, forming a social 

structure, and experiencing a sense of unity as part of a distinct group. 

J. Hillier 
A territorially distinct association of individuals, strongly connected through 

social institutions. 

L. Schnur 

A group of people sharing a common permanent place of residence, 

interdependent in everyday life, and engaging in various activities to meet their 

economic and social needs. 

N. Smelser 
Members of social communities are also characterized by a sense of belonging to 

a specific group (a psychological feature) and the presence of a shared status. 

T. Parsons 
An association of individuals who share a defined territorial space as the basis for 

carrying out most of their everyday activities. 

Developed by the author based on [1; 2; 3; 4; 5]. 

 

A comprehensive analysis of diverse approaches adopted by Western econo-

mists to the concepts of “social community,” “commune,” and “territorial commu-

nity” makes it possible to distinguish at least five conceptual approaches to defin-

ing their essence, each of which reveals a specific dimension of community func-

tioning (Table 2). 

Ukrainian scholars, when defining the term “territorial community,” largely 

rely on the ideas and approaches of European and American researchers, which 

indicates the integration of domestic scientific thought into the global academic 

discourse. In this context, the community is interpreted as an effective subject of 

socio-economic relations, capable not only of meeting the basic needs of the popu-

lation but also of acting as an active participant in processes of development, in-

novation, and investment (Table 3). 
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Table 2. 

Methodological approaches to defining the essence of the concept of “territo-

rial community” 

Approaches to defining 

the essence of the concept 

“territorial community” 

Content of the approach 

Economic 

Studies the interconnections among different sectors of the economy, 

households, and enterprises. Attention is given to the occupational 

structure of the population, sources and distribution of income, as well as 

the available resources of the territorial community. 

Ethnographic 
The community is examined as a specific way of life, with an emphasis 

on its cultural characteristics and development. 

Natural-geographical 

The community is analyzed as a social unit within a natural and 

geographical space. Attention is focused on territorial location, the 

influence of natural factors on the nature and conditions of activities, and 

interactions within the community and with other communities. 

Sociological 

The community is viewed as a social system. Priority is given to 

studying social relations characteristic of different groups and larger 

social formations both within the community and in interaction with the 

external environment. 

Qualitative 
The community is considered primarily as a place of residence. It focuses 

on quality-of-life issues (housing, education, healthcare, etc.). 

Developed by the author based on [6; 7; 8; 9; 10; 11]. 

 

Studies conducted by Ukrainian economists indicate that the concept of a 

“territorial community,” as well as the analysis of its functions and potential, 

clearly substantiates the legitimacy of its existence and defines the scope of its ac-

tivities as a component of the system for managing socio-economic processes. 

However, the implementation of the administrative-territorial reform, together 

with financial decentralization, has led to a situation in which communities have 

effectively been granted only municipal legal capacity – a set of rights and free-

doms that, although formally закреплені, largely remain unrealized in practice 

[18]. 

In this context, a territorial community can be defined as a natural association 

of individuals consisting of persons who reside, work, or own property within one 

or several settlements with a single administrative center. Its essence lies in the 

presence of stable social ties, the capacity for self-organization, and the ability to 
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pool resources in order to achieve common goals related to sustaining livelihoods 

and promoting socio-economic development [19]. 

Table 3. 

Interpretation of the concept of “territorial community” by Ukrainian re-

searchers 
Authors 

 
Essence of the concept 

O.V. Batanov 

The primary subject of local self-government, consisting of individuals – 

residents (citizens of Ukraine, foreign nationals, stateless persons, refugees, and 

internally displaced persons) – who permanently reside or work within the 

territory of a village (or voluntarily united communities of several villages), 

settlement, or city. They directly or through municipal institutions address local 

issues, own communal property, hold real estate within the territory, pay 

municipal taxes, and form territorially-personal systemic associations. 

M.A. Bemyuratov 
A set of individuals who permanently reside in a specific territory and are 

interconnected through territorially-personal relations of a systemic nature. 

V.A. Hryhoriev 

A form of self-organization of citizens united on a territorial basis to satisfy, 

within the law, their collective needs and interests, as well as to protect their 

rights and legitimate interests. 

V.I. Kravchenko 

A set of citizens of Ukraine who live together in urban or rural settlements, 

share common interests, and have legal status in accordance with legislation. A 

territorial community may be considered as: a basic administrative-territorial 

unit; a form of organization of local governance; and a subject of civil-legal 

relations. 

N.O. Ore 

A community that performs its functions in various spheres of life, united by 

common interests and formed within the framework of shared residence. It is a 

group of people entitled to local self-government, expressing its will through 

independent decision-making on local affairs and interaction with state 

authorities and local self-government officials. 

M.O. Pukhtinsky 

A consciously formed, socially and politically active human community, self-

sufficient in its existence and development in terms of financial, economic, and 

natural resources. 

Developed by the author based on [12; 13; 14; 15; 16; 17]. 

 

At the same time, the community acts as a collective representative of the in-

terests of the local population, exercising the right to self-governance and manag-

ing communal property within its territory. This implies that the community not 

only performs the functions of local administration but also shapes the economic 

foundation of development, ensures social cohesion, and creates conditions for in-

vestment activity. 

Thus, a territorial community emerges as a multidimensional socio-economic 

system that integrates natural, social, and financial resources, and its effectiveness 

largely depends on its ability to incorporate banking instruments into governance 
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processes. This ensures a balance between current needs and strategic objectives, 

forming a foundation for sustainable development and competitiveness under con-

temporary transformational conditions [20]. 

In accordance with the provisions of the Constitution of Ukraine and current 

legislation, local communities are vested with the prerogative to independently re-

solve issues of local development. However, in most cases, this competence has 

remained largely declarative, which has hindered its effective implementation 

[21]. 

Approved by the Cabinet of Ministers of Ukraine on April 1, 2014, the Con-

cept for Reforming the System of Local Self-Government and the Territorial Or-

ganization of State Power outlined the key vectors of decentralization transfor-

mations. Its primary purpose was to establish appropriate financial instruments (in 

particular, revenues from taxes and fees to local budgets), resource provision (such 

as land plots and property objects held in communal ownership), as well as organ-

izational prerequisites for the full implementation by local self-government bodies 

of their own and delegated functions [22]. 

An analytical examination of the specific features of territorial units under the 

conditions of administrative-territorial reform and decentralization of power 

makes it possible to identify the defining attributes that shape the identity and op-

erational model of a community (Table 4). 

The Law of Ukraine “On Voluntary Association of Territorial Communities” 

initiated the process of establishing an effective model of local self-government. 

This legislative act also enshrined provisions for the introduction, within amalga-

mated territorial communities (ATCs), of an institutional framework for represent-

ing the interests of the rural population [25]. 

The methodological foundations for the formation of capable territorial 

communities regulate the mechanisms and conditions of their establishment, as 

well as the procedures for the development and approval of strategic development 

plans. This regulatory and legal act defined the concept of a capable territorial 
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community, interpreted as a municipal entity (rural, settlement, or urban) which, 

as a result of voluntary consolidation, is able – either independently or through lo-

cal self-government bodies – to ensure an adequate level of public services. 

Table 4. 

Characteristics of a territorial community as a subject of socio-economic de-

velopment governance 
Characteristic of 

the territorial 

community 

Description of the characteristic 

Economic 

The local community is the owner of communal property located within its 

territory. Its members are taxpayers to the local budget. The community 

provides high-quality public services to its members, may participate in 

production processes, and acts as a collective consumer to ensure its viability. 

Historical-cultural 

The community exists and develops over time; therefore, when defining its 

development directions, it is necessary to consider historical aspects of its 

evolution, as well as cultural and customary characteristics that influence the 

psychological climate and internal relations within the community. 

Organizational-

functional 

The territorial community is a system that organizes political and social 

networks, operates on democratic principles, and addresses issues related to the 

livelihood and well-being of its members. 

Political 
The territorial community acts as a subject of legal relations and as a 

representative of the local population on the political stage. 

Natural 
The territorial community is formed and functions based on self-organization, 

social and economic activity, and continuous development needs. 

Socio-

psychological 

The community exists when each member self-identifies as part of it and 

recognizes shared interests. 

Territorial 
The territorial community is formed within a specific territory. Its members are 

individuals who reside there, work there, or own real estate within it. 

Developed by the author based on [23; 16; 24; 13; 17; 19]. 

 

Accordingly, amalgamated territorial communities were endowed with ex-

panded financial resources, delegated managerial powers, and were integrated into 

the system of direct interbudgetary relations with the state budget. The implemen-

tation of these opportunities, based on the rational use of the respective resources, 

creates the foundation for the formation of the integral potential of the territory 

and ensures its effective utilization for development purposes [19]. 

A fundamental component of this potential is the financial and economic po-

tential, which determines a community’s capacity to manage available resources 

efficiently, ensure the livelihood of the population, and stimulate socio-economic 

growth. 
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In contemporary economic research, three key methodological approaches to 

assessing resource potential are distinguished. 

The first approach considers resource potential as a component of national 

wealth. According to this perspective, assessment is based on the analysis of natu-

ral, material, and human resources. 

The second approach, known as the “active component,” focuses on re-

sources that possess investment value. Their evaluation is carried out on the basis 

of indicators of profitability and returns on capital investments. This approach in-

tegrates cost-based, income-based, and comparative valuation methods, allowing 

an economic asset to be viewed as the resource potential of an economic entity. 

The third approach represents a socio-economic concept within which re-

source potential is regarded as a significant element of economic capacity aimed at 

satisfying societal needs [23]. 

Thus, the analysis of resource potential should be conducted with considera-

tion of specific contextual factors, including social, historical, economic, and legal 

conditions that determine the peculiarities of its formation and realization. Exoge-

nous factors play an important role in shaping the possibilities for its utilization, 

which, in turn, depend on the unique characteristics of the territory, its structure, 

composition, and sectoral specialization. 

Based on the above, the following definition of the concept of “resource po-

tential of a region (or community)” is proposed: it is an economic category that 

encompasses the aggregate of diverse resources and their potential capabilities 

concentrated within a specific territory. These resources serve as instruments for 

achieving the strategic development goals of a community or region, are character-

ized by qualitative parameters, and are subject to quantitative assessment. 

For a more in-depth analysis of resource potential, it is advisable to distin-

guish its main components according to the directions of resource utilization and 

to define the role of banks [26]. 



181 

1. Operational potential is defined as the part of the socio-economic sys-

tem that is utilized at the current moment in time (it sustains and ensures the func-

tioning of the regional economy). Banks ensure the stability of monetary circula-

tion, provide loans for the current needs of enterprises, support the liquidity of 

businesses and households, and act as guarantors of financial trust.  

2. Investment potential encompasses resources that can be mobilized to 

achieve strategic development goals (including areas of investment activity under 

conditions of the absence of limiting factors and the rational functioning of the 

economy). Banks act as key institutions for capital mobilization, provide financing 

for investment projects, create investment products, facilitate the attraction of ex-

ternal investors, and contribute to the formation of the investment and innovation 

potential of the community.  

3. Reserve potential includes socio-economic resources that remain un-

used in the short term or during the current period (these resources may be en-

gaged in the future depending on changes in external and internal conditions). 

Banks accumulate and preserve reserves through deposit programs, investment 

funds, and insurance and credit mechanisms, ensuring their liquidity and readiness 

for mobilization in crisis or transformational situations [26].  

Thus, the formation of the resource platform of a territorial community re-

quires a comprehensive combination of the above-mentioned components, which 

will ensure its proper functioning (Table 5). 

Material-technical and information resources should be considered as an in-

tegrated category of technological resources, which allows for a systematic struc-

turing of their role in the formation of a community’s resource potential. Such an 

approach provides a clearer representation of key components within a unified 

system and demonstrates their interdependence with other elements of socio-

economic development. Technological resources encompass production infrastruc-

ture, innovative solutions, digital platforms, and information flows that determine 
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the efficiency of governance, adaptation to market changes, and the community’s 

capacity to generate competitive advantages [27]. 

Table 5. 

Resource platform of a territorial community and the role of banks 
Resource di-

rection 
Content 

Significance for the 

community 
Role of banks 

Human re-

sources 

Personnel potential, 

knowledge, skills 

Form the basis of eco-

nomic activity 

Financing educational pro-

grams, supporting employ-

ment 

Technological 

resources 

Innovations, digital 

solutions, infra-

structure 

Increase production and 

management efficiency 

Lending for innovation pro-

jects, investment in digitali-

zation 

Intangible re-

sources 

Social capital, trust, 

cultural values 

Ensure cohesion and re-

silience 

Banks as institutions of 

trust, development of finan-

cial literacy 

Natural re-

sources 

Land, water, energy 

resources 

Basis for production and 

livelihood 

Financing environmental 

and energy-efficient pro-

jects 

Financial re-

sources 

Own, attracted, and 

borrowed funds 

Enable implementation 

of development strategies 

Banks as key intermediaries 

in financial mobilization 

Innovation and 

investment po-

tential 

Synergy of re-

sources, invest-

ments 

Creates conditions for 

sustainable development 

Banks as catalysts of in-

vestment processes 

Developed by the author based on [26; 9; 17; 24; 19]. 

 

Particular attention should be paid to banking activity, which acts as a cata-

lyst for integrating technological resources into the overall system of community 

potential. Banks provide financing for the modernization of production assets, 

crediting of innovative projects, development of digital financial services, and 

support of information infrastructure. They create conditions for investment mobi-

lization, facilitate risk diversification, and build trust in economic processes. Thus, 

technological resources, in combination with banking instruments, become a key 

factor in enhancing the resilience and competitiveness of territorial communities, 

ensuring their capacity for innovative development and effective utilization of po-

tential [19]. 

It should be noted that the resource potential of a territorial community large-

ly reflects only the available stocks, a significant portion of which are character-
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ized by a limited nature. This category includes land resources, mineral reserves, 

forest funds, as well as biodiversity. 

Accordingly, strategies for managing the resources of a territorial community 

should be differentiated with regard to the degree of their regeneration and ex-

haustibility, which may range from partial to complete. Such an approach estab-

lishes a fundamental basis for ensuring sustainable development, as it enables the 

combination of rational use of existing resources with long-term planning for their 

restoration. 

A particularly important role in this process is played by banking activity, 

which serves as a key institutional mechanism for the integration of resource 

flows. Banks ensure: financing of programs aimed at the conservation and restora-

tion of natural resources; lending to investment projects focused on the moderniza-

tion of production assets; accumulation of reserves through deposit and investment 

instruments; development of financial technologies that enhance the efficiency of 

resource management [19; 24].  

Thus, differentiated management strategies, combined with banking support, 

form an integrated system capable of ensuring a balance between current needs, 

strategic objectives, and reserve capacities. This not only facilitates the rational 

use of natural resources in the future but also establishes a sustainable foundation 

for the economic and social stability of the community. 

The economic development of a territorial community is determined by the 

integrated interaction of the components of the multi-dimensional development of 

its resource potential (Table 6). 

The effectiveness of community performance is determined by the availabil-

ity of resources, their quality and level of utilization, as well as economic speciali-

zation and infrastructure development. The current resource potential shapes so-

cio-economic opportunities and development prospects, which highlights the need 

for integrated resource management as a key condition for sustainable develop-

ment [15]. 
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Table 6. 

Potentials for the development of the community’s economy and the role of 

banks 

Potential Content 
Significance for the 

community 
Role of banks 

Natural-

resource poten-

tial 

Location of productive 

forces, territorial pro-

duction complexes 

Influences specializa-

tion and division of 

labor 

Financing environmental 

and resource-saving pro-

jects 

Material-

technical po-

tential 

Quality and structure of 

production assets 

Ensures competitive-

ness of production 

Lending for moderniza-

tion and infrastructure in-

vestment 

Labor potential 
Training of specialists, 

job creation 

Shapes employment 

and social stability 

Support for small busi-

ness, financing education-

al programs 

Information-

innovation po-

tential 

Innovative goods and 

services, adaptation to 

scientific and techno-

logical progress 

Enhances the techno-

logical level of the 

community 

Investments in fintech, 

digital services, and 

startups 

Financial-

economic po-

tential 

Financial condition of 

entities, state regulation 

Determines the scale 

of investment and 

economic develop-

ment 

Banks as key intermediar-

ies in financial resource 

mobilization 

Developed by the author based on [19; 15; 27]. 

 

At the current stage of economic research, there is no universal methodology 

for assessing the resource potential of regional entities, which leads to considera-

ble diversity of approaches in the academic literature. Most researchers propose 

methods based on a detailed analysis of individual components of potential using 

clearly defined indicator systems. At the same time, the initial stage of forming the 

conceptual foundations of assessment demonstrates the imperfection of this re-

search area and the lack of consensus on a unified approach within the academic 

community. 

Some scholars apply a resource-cost approach, which focuses primarily on 

quantitative characteristics, while neglecting qualitative aspects and the long-term 

development prospects of the region. Although this approach ensures objectivity 

in measuring available resources, it does not take into account the region’s adap-

tive capacity, its innovation potential, or its ability to unlock hidden reserves [27]. 

In this context, banking activity gains particular importance as an institutional 

factor capable of compensating for the limitations of existing methodologies. 
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Banks act as: intermediaries in mobilizing financial resources for investment pro-

jects; instruments for risk diversification and ensuring financial stability; catalysts 

of innovation processes through the financing of startups and digital solutions; 

guarantors of trust that facilitate the attraction of external investors and the for-

mation of a positive regional image [19; 24].  

Thus, the assessment of resource potential cannot be limited solely to the 

identification of available resources. It must take into account adaptive capacities, 

innovative development, as well as the role of banking institutions in ensuring 

comprehensive stability and strategic growth of regional entities. This enables a 

shift from a narrow quantitative analysis toward a systemic understanding of po-

tential as a multidimensional category integrating economic, social, and financial 

components. 

Thus, the assessment of regional potential is a multi-component process that 

requires adapted methodologies taking into account specific objectives, character-

istics, and available resources. It is important not only to record the level of poten-

tial utilization but also to define benchmark indicators for its components, which 

makes it possible to compare results, optimize resource use, and identify reserves. 

The implementation of advanced technologies for assessing resource poten-

tial creates preconditions for a systematic, high-quality, and timely diagnosis of 

the capabilities of territorial communities. Innovative solutions ensure efficient 

processing of large data sets, automation of data collection processes, and analyti-

cal verification of indicators, thereby contributing to the formation of reliable re-

sults and minimizing the risk of subjective errors. As a result, the assessment pro-

cess becomes more transparent, convenient, and oriented toward informed mana-

gerial decision-making based on objective indicators [27; 23]. 

Special attention should be paid to the role of banking institutions, which act 

as key partners in the implementation of technological innovations. Banks provide 

financing for digital platforms for data collection and analysis, support the devel-

opment of fintech solutions, and facilitate the integration of innovative services in-
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to resource management systems. They also help to build trust in assessment re-

sults, as their involvement in financing and oversight enhances the legitimacy of 

analytical conclusions. 

Thus, the combination of innovative technologies and banking support cre-

ates a comprehensive framework for the effective management of resource poten-

tial. This makes it possible not only to improve the quality of assessment but also 

to ensure a strategic orientation toward sustainable community development, ra-

tional use of natural resources, and the mobilization of investment opportunities 

(Table 7). 

Table 7. 

Impact of advanced technologies on the process of assessing the resource po-

tential of a territorial community 
Aspect of impact Description of impact Result 

Management 

adaptability 

Rapid response to changes in the 

internal and external environment 

Increased resilience and 

competitiveness of the community 

Analytical 

capabilities 

Application of mathematical modeling 

and forecasting tools 

Formation of well-grounded 

strategic decisions 

Evaluation efficiency 
Fast access to up-to-date data and 

analytical reports 

Acceleration of managerial 

decision-making 

Process transparency 
Accessibility of information for the 

public and authorities 

Strengthening trust and public 

support 

Systematic 

evaluation 

Regular real-time updating of 

information 

Continuous monitoring and 

forecasting 

Managerial impact 
Use of data for territorial development 

management 

Improved efficiency of resource 

management 

Quality of assessment 
Use of automated data collection and 

processing systems 

Higher accuracy and reliability of 

analysis 

Developed by the author based on [23; 27]. 

 

Resource potential is recognized by scholars as the most extensive and inte-

grative category, as it encompasses all other types of potential – from social to fi-

nancial. This multidimensional nature makes it a key indicator of territorial devel-

opment. However, among its individual components, relatively little attention is 

paid to the potential of socio-ecological development, which is critical for ensur-

ing long-term sustainability and harmonizing economic and natural processes. 

In the academic literature, socio-humanitarian and natural-resource potentials 

are predominantly analyzed; however, their internal interdependence requires a 
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comprehensive approach. Ignoring this interconnection leads to fragmented con-

clusions and limits the possibilities of strategic planning. 

A particularly important role in this context is played by banking activity, 

which can serve as an institutional bridge between social and environmental com-

ponents. Banks are capable of: financing environmental and social projects that in-

tegrate communities into modern sustainable development standards; supporting 

investments in “green” technologies and innovations; providing long-term credit 

programs for infrastructure modernization; shaping a financial culture that incor-

porates environmental responsibility and social inclusion [19; 24]. 

The resource potential of territorial communities is an integrative category 

that combines social, financial, natural, technological, and innovation components. 

Its comprehensive study makes it possible not only to assess existing capacities 

but also to mobilize hidden reserves, taking into account the adaptive capabilities 

of the region and the prospects for sustainable development. The absence of a uni-

versal assessment methodology leads to a diversity of approaches in the academic 

literature; however, it is precisely a systematic analysis based on indicator systems 

and innovative technologies that creates the preconditions for informed managerial 

decision-making. 

Of particular importance is banking activity, which serves as a key institu-

tional factor in integrating resource flows. Banks provide financing for current 

needs (operational potential), mobilization of capital for strategic projects (invest-

ment potential), and accumulation and preservation of reserves (reserve potential). 

They also promote the development of innovative technologies, support environ-

mental and social initiatives, build trust in economic processes, and ensure the 

transparency of financial operations (Table 8). 

Thus, the resource potential of a community should be regarded as a multi-

dimensional system in which each component is interrelated and interdependent. 

Its effective management is possible only under differentiated strategies that take 
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into account the degree of resource regeneration and exhaustibility, as well as the 

integration of banking instruments into development processes.  

Table 8. 

Resource potential of a community: components, functions, and the role of 

banks 
Component Functions Role of banks Effect for the community 

Human resources 

Formation of hu-

man capital poten-

tial, employment 

Financing educational 

programs, supporting 

small business 

Higher employment lev-

els and social stability 

Technological 

resources 

Innovation, digital-

ization, production 

modernization 

Lending for innovation 

projects, investment in 

digital solutions 

Increased competitive-

ness and efficiency 

Natural re-

sources 

Use of land, water, 

and energy 

Financing environmental 

and energy-efficient pro-

jects 

Rational resource use, 

environmental sustaina-

bility 

Social resources 

Social capital, 

trust, cultural val-

ues 

Banks as institutions of 

trust, development of fi-

nancial literacy 

Community cohesion, 

social inclusion 

Financial re-

sources 

Mobilization of 

own, attracted, and 

borrowed funds 

Banks as key intermediar-

ies in financial flows 

Investment provision 

and financial stability 

Innovation and 

investment po-

tential 

Synergy of re-

sources, strategic 

projects 

Banks as catalysts of in-

vestment processes 

Sustainable development 

and long-term growth 

Developed by the author based on [19; 24; 27]. 

 

This enables a balance between current needs, strategic objectives, and re-

serve capacities, forming a foundation for the sustainable socio-economic devel-

opment of territorial communities in Ukraine under contemporary challenges and 

transformations. 
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CHAPTER 14  

ANALYSIS OF EXISTING SOLUTIONS FOR DETECTING 

COORDINATED ACTIVITY ON SOCIAL MEDIA 

 

Semeshkin Andriy, teacher, West Ukrainian National University, Ternopil 

 

Detecting coordinated activity on social media is an interdisciplinary task at 

the intersection of computer science, social informatics, information operations 

analysis, cybersecurity, and digital forensics. Unlike classical tasks of sentiment or 

toxicity analysis, where the unit of analysis is often a single post, in the case of 

coordination, the object of study is group behavior: synchrony of actions, content 

repetition, shared information patterns, temporal spikes, and network connections 

between accounts. In the presented publications, this problem is specified for 

Telegram comments without an explicit reply structure, where a two-stage 

approach is proposed: Stage A—explanatory rule-based triage; Stage B—a 

confirmatory model for classifying/reordering candidates. Experiments were 

conducted on a corpus of 247,662 comments, 3,390 threads, 8 channels, and 

2,041,964 dyad pairs; in triage mode, Precision@50 = 0.78 and Precision@100 = 

0.81 were achieved. 

The first research area involves modeling conflict and mobilization behavior 

in online communities. In a study by S. Kumar et al. based on Reddit data, it was 

shown that inter-community conflicts can be initiated by a small fraction of active 

communities but have a cascading effect on the discussion environment [1]. 

Methodologically, the key shift here is the transition from analyzing individual 

posts to analyzing collective dynamics: who interacts, when, in what context, and 

with what intensity. For security monitoring tasks, this logic is fundamental, since 

information operations manifest not only in the content of a post but also in the 

nature of how activity unfolds over time. (dl.acm.org) 

The second important area is Coordinated Link Sharing Behavior. F. 

Giglietto et al. proposed viewing coordination as the repeated sharing of identical 

https://dl.acm.org/doi/10.1145/3178876.3186141?utm_source=chatgpt.com


190 

links by different actors within a short time interval [2]. This approach was tested 

using data from the 2018–2019 Italian elections and made it possible to identify 

networks of potentially manipulative content dissemination. Its advantage lies in 

its high interpretability: if several pages or accounts share the same resource 

almost simultaneously, such a pattern can be formalized as a coordination signal. 

At the same time, a limitation is its reliance on the “link + time window” scenario, 

whereas in Telegram comments, coordination can manifest not only through URLs 

but also through stock phrases, repeated narratives, the synchronized appearance 

of similar texts, and short time lags. ( Universität Wien ) 

A practical extension of the CLSB logic is presented in CooRnet—an R 

package for detecting coordinated link sharing behavior [3]. CooRnet automates 

the construction of a network of actors who coordinately share identical URLs, 

and is therefore useful for analyzing Facebook/Instagram data or other platforms 

with an explicit sharing mechanism. This solution cannot be directly applied to 

Telegram comments, as discussions often lack reposts, reactions, or explicit reply 

relationships. However, its methodological value lies in the concept of “time 

window + action repetition,” which can be adapted to “comment → comment” 

dyads and text similarity. (coornet.org) 

A more general view of coordination is proposed in the Coordination 

Network Toolkit. T. Graham, S. Hames, and E. Alpert view coordination as a 

multi-behavioral network where various types of actions can be taken into 

account: co-tweets, co-links, co-replies, co-hashtags, co-mentions, and so on [4]. 

Importantly, the coordination network is not limited to a single signal but can be 

constructed as a weighted graph of interactions. For security scenarios, this means 

the ability to distinguish between natural collaborative activity and an organized 

attack, particularly asymmetric models such as “multiple accounts attacking a 

single target.” A limitation of this approach for Telegram comments is the need for 

explicit or reconstructed interactions, whereas in flat comment logs, the `reply_to` 

field may be missing. (Springer Nature Link) 

https://ucrisportal.univie.ac.at/en/publications/it-takes-a-village-to-manipulate-the-media-coordinated-link-shari/?utm_source=chatgpt.com
https://coornet.org/?utm_source=chatgpt.com
https://link.springer.com/article/10.1007/s42001-024-00260-z?utm_source=chatgpt.com
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A separate body of research directly concerns Telegram. L. Blas et al., in a 

large-scale study of multilingual coordinated activity on Telegram, demonstrated 

that strict criteria for synchrony and text duplication can reveal networks of 

information operations within the Telegram environment [5]. This is important 

because Telegram has a unique infrastructure: channels, comments, anonymous 

administration, limited moderation transparency, and a high rate of political 

content dissemination. Strict rules such as “nearly simultaneous identical text” 

provide highly accurate signals but may have lower completeness, as coordinated 

actors can alter wording, use paraphrases, or spread their activity over time. 

(Nature) 

A study by T. Willaert et al. examines Telegram as a medium for 

disinformation networks and narrative clusters [6]. The authors combine 

quantitative network methods with qualitative discourse analysis, demonstrating 

that Telegram channels can form stable information ecosystems around 

antagonistic narratives. For the task of detecting coordination, this means that one 

should analyze not only technical duplicates or time lags but also the broader 

narrative context. At the same time, for operational monitoring, a full discourse 

analysis is too slow, so a two-step approach is advisable: first, automated triage, 

followed by expert or model-based verification. (First Monday) 

An important theoretical foundation for analyzing temporal coordination is 

laid out in J. Kleinberg’s work on bursty and hierarchical structures in streams [7]. 

It proposes formalizing the emergence of a topic or campaign as a change in the 

intensity of events within a stream. For social media, this translates into sliding-

window metrics: the number of posts over 60 or 300 seconds, the number of 

unique authors, short time lags between posts, and local spikes in activity. It is 

precisely these features that form the basis for the behavioral component of the 

triage model, since coordination often manifests as unnaturally dense activity 

within a short time interval. (Springer Nature Link) 

https://www.nature.com/articles/s44260-025-00056-w?utm_source=chatgpt.com
https://firstmonday.org/ojs/index.php/fm/article/view/12533?utm_source=chatgpt.com
https://link.springer.com/article/10.1023/A%3A1024940629314?utm_source=chatgpt.com
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The text-based component of coordination detection relies on classical 

approaches to near-duplicate detection. A. Broder proposed the methodological 

foundations for identifying and filtering near-duplicate documents in large 

collections [8]. For social media, this logic is adapted using character n-grams, 

word n-grams, TF–IDF, and cosine similarity. Character n-grams are sensitive to 

template-based copying, even if there are minor changes in the text, whereas word 

n-grams better reflect lexical and semantic proximity. In Telegram comments, 

combining these two levels is appropriate, since coordinated messages can be 

either exact copies or varied paraphrases of a single template. ( Springer Nature 

Link ) 

Since reliable manual coordination labeling is costly, weak supervision is 

widely used in modern research. A. Ratner et al. proposed an approach in the 

Snorkel system in which expert heuristics are formalized as labeling functions and 

used to generate training labels without full manual annotation [9]. This is 

particularly relevant for information operations tasks: experts can formulate rules 

such as “different authors + short time lag + high text similarity + local burst,” but 

cannot manually annotate millions of message pairs. Weak supervision allows 

such rules to be converted into silver labels suitable for training a confirmatory 

model. (Springer Nature Link) 

The industrial scalability of weak supervision has been demonstrated in 

Snorkel DryBell [10]. In this case, organizational knowledge, dictionaries, 

patterns, and rules are converted into weak supervision signals to build models 

without massive manual labeling. For social media monitoring, this means that 

analysts’ domain knowledge can be operationalized in the form of Stage A rules. 

At the same time, there is a risk of self-confirming bias: if the Stage B model is 

trained on the same features that directly formed the silver label, the metrics may 

be artificially inflated. This is precisely why the principle of no-leak feature design 

is methodologically essential. (dl.acm.org) 

https://link.springer.com/chapter/10.1007/3-540-45123-4_1?utm_source=chatgpt.com
https://link.springer.com/chapter/10.1007/3-540-45123-4_1?utm_source=chatgpt.com
https://link.springer.com/article/10.1007/s00778-019-00552-1?utm_source=chatgpt.com
https://dl.acm.org/doi/10.1145/3299869.3314036?utm_source=chatgpt.com
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Positive–Unlabeled learning is a distinct theoretical area. In coordination 

tasks, the dataset is often not fully labeled, but consists only of suspected positive 

examples and a large number of unknown cases. G. Su, W. Chen, and M. Xu 

examine PU learning under conditions of data imbalance [11]. This is similar to 

the Telegram-triage problem: the system must distinguish an early signal from a 

confirmed one, without treating all “unlabeled” cases as true negatives. This is 

important for a monographic generalization because it demonstrates that, in 

information security problems, the supervised paradigm with fully known classes 

is often unrealistic. 

The choice of evaluation metrics is of significant importance. T. Saito and M. 

Rehmsmeier showed that the precision-recall plot is more informative than the 

ROC plot when classes are heavily imbalanced [12]. This is fundamental for 

detecting coordination: positive cases are usually rare, so ROC-AUC can create an 

overly optimistic impression. PR-AUC, Precision@K, and Recall@K better reflect 

the practical quality of the system, since the analyst does not check all millions of 

pairs but rather the top of the ranked list. (PLOS) 

The relationship between the ROC and PR spaces was examined in detail by 

J. Davis and M. Goadrich [13]. They showed that for skewed datasets, PR curves 

provide a more suitable interpretation of classifier quality. For security triage, this 

means that model evaluation should focus not only on the overall ability to 

distinguish between classes but also on practical accuracy at the top of the rank. If 

an operator can only review the Top-50 or Top-100 cases, Precision@50 and 

Precision@100 become the operationally significant metrics. (dl.acm.org) 

In the Ukrainian context, N. Balovsyak’s study on anonymous and official 

Telegram channels in Ukraine during the hybrid war [14] is particularly relevant. 

It highlights that Telegram is an important platform for the rapid consumption of 

information, but at the same time is characterized by a high proportion of 

anonymous or poorly regulated sources. This reinforces the need for automated 

https://journals.plos.org/plosone/article?id=10.1371%2Fjournal.pone.0118432&utm_source=chatgpt.com
https://dl.acm.org/doi/10.1145/1143844.1143874?utm_source=chatgpt.com
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monitoring systems capable of detecting not only toxicity or disinformation claims 

but also patterns of group coordination. 

Our own related research has also laid the groundwork for this area. In 

particular, a real-time method for detecting information threats in the Ukrainian 

context provides a broader framework for applying NLP and ML to monitor the 

information space [15]. The OLTW-TEC approach employs online training with 

sliding windows for ensembles of text classifiers, which is methodologically 

consistent with the need to analyze message streams over time [16]. The rule-

based method for aligning media content with Ukrainian legislation demonstrates 

the value of rule-based approaches in tasks where machine processing must be 

combined with interpretable domain-specific criteria [17] (Table 1). 

Table 1. 

Comparative analysis of existing solutions for detecting coordinated activity 

Solution / 

Approach 

Main idea Strengths Limitations Relevance to 

Telegram triage 

1 2 3 4 5 

Community 

conflict 

modeling [1] 

Analysis of inter-

community con-

flicts and mobili-

zations 

Demonstrates the 

role of early warning 

and collective dy-

namics 

Focused on 

Reddit and exist-

ing inter-

community con-

nections 

Provides a theo-

retical frame-

work for analyz-

ing group behav-

ior 

CLSB [2] Coordination as 

the repeated shar-

ing of identical 

URLs on within a 

short time win-

dow 

High interpretability, 

ease of operationali-

zation 

Tied to 

URLs/sharing 

scenarios 

It can be adapted 

as the “repeata-

bility + time 

window” princi-

ple 
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continuation of table 1 
1 2 3 4 5 

CooRnet [3] Implementation of 

CLSB 

A ready-to-use 

R tool for co-

ordination 

networks 

Not designed for 

flat Telegram 

comments with-

out a sharing 

graph 

A methodological 

framework for 

rule-based net-

work detection 

Coordination 

Network 

Toolkit [4] 

Multi-behavior co-

ordination networks 

Supports mul-

tiple behavior 

types, graph 

logic 

Requires explic-

it or reconstruct-

ed interactions 

Useful as a model 

for multi-signal 

analysis 

Telegram multi-

lingual coordi-

nation [5] 

Detection of IO 

through synchrony 

and redundancy in 

Telegram 

Directly rele-

vant to Tele-

gram, big data 

Strict criteria 

may result in 

lower complete-

ness 

Confirms the val-

ue of time-text 

signals 

Telegram disin-

formation net-

works [6] 

A combination of 

network analysis 

and discourse anal-

ysis of Telegram 

channels 

Takes into ac-

count narra-

tives and in-

formation eco-

systems 

Difficult to ap-

ply in a rapid 

triage setting 

Emphasizes the 

need for robust-

ness across topics 

and channels 

Burst detection 

[7] 

Detection of spikes 

in event intensity in 

streams 

A formal 

framework for 

temporal sig-

nals 

Does not deter-

mine coordina-

tion itself with-

out additional 

features 

A foundation for 

sliding-window 

burst features 

Near-duplicate 

detection [8] 

Detection of near-

duplicate texts 

Works well for 

template-based 

content 

Less sensitive to 

semantic para-

phrases 

Basis for charac-

ter/word n-gram 

similarity 

Snorkel / weak 

supervision [9] 

Generation of la-

bels via labeling 

functions 

Reduces the 

need for manu-

al annotation 

Depends on the 

quality of the 

rules 

A basis for silver 

labels in the ab-

sence of gold la-

bels 

  



196 

continuation of table 1 
1 2 3 4 5 

Snorkel 

DryBell [10] 

Scalable weak 

supervision in an 

industrial setting 

Demonstrates 

the practicality 

of rule-based 

signals 

Requires moni-

toring of leak-

age and the 

quality of the 

rules 

Justifies Stage A as a 

source of weak labels 

Positive–

Unlabeled 

Learning [11] 

Learning from 

positive and un-

labeled examples 

Suitable for rare 

events 

Quality as-

sessment is 

more difficult 

Theoretically similar 

to suspicious/unknown 

dyads 

PR-based 

evaluation 

[12], [13] 

PR-AUC and 

Precision@K for 

imbalanced tasks 

Better at reflect-

ing the quality 

of positive pre-

dictions 

Requires a 

properly 

formed candi-

date pool 

Key metrics for secu-

rity triage 

 -monitoring 

of the Ukrain-

ian Telegram 

community 

[14] 

Analysis of Tel-

egram’s role in 

the Ukrainian in-

formation envi-

ronment 

Shows the local 

relevance of the 

task 

Does not pro-

vide a ready-

made ML ar-

chitecture 

Justifies the practical 

need for monitoring 

OLTW-TEC / 

real-time 

threat detec-

tion [15], [16] 

Streaming classi-

fication of text-

based threats 

Focus on tem-

poral changes 

and online 

mode 

Does not focus 

specifically on 

coordination 

Methodological 

framework for stream-

based monitoring 

Developed by the author. 

 

A comparison of existing approaches shows that there is no single universal 

solution to the problem of detecting coordinated activity. Graph-based methods 

work well where there are explicit interactions between users, but they are less 

well-suited to flat comment logs without `reply_to`. CLSB methods are effective 

for detecting the sharing of identical links, but they do not account for 

coordination via similar text patterns without URLs. Burst detection-based 

approaches capture spikes in activity but do not, on their own, prove coordination. 

Near-duplicate detection identifies repetition but requires combination with 
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temporal and behavioral signals. Weak supervision allows for operation without 

complete manual annotation but requires control over feature leakage and correct 

evaluation on imbalanced data. 

That is why a two-stage methodology is appropriate for Telegram comments. 

The first stage should be explainable and rule-based: it quickly generates a risk 

score based on time lags, burst features, the number of unique authors, and text 

similarity. The second level should validate or re-rank the candidate pool, taking 

into account the no-leak design and class imbalance. This approach allows the 

system to operate without requiring complete gold-labeled data, while at the same 

time avoiding reliance solely on heuristics. 

Theoretically, it is important that in this architecture, the unit of analysis is 

neither a single comment nor the entire social graph, but rather a dyad 

interaction—a “comment → comment” proxy within a thread. This is a 

compromise unit of analysis that makes it possible to work with Telegram data 

even without an explicit structure of replies. A dyad pair allows us to calculate the 

time lag between messages, text similarity, author differences, behavioral context, 

and local activity density. In this way, a flat stream of comments is transformed 

into a structured field of potential interactions. 

The importance of explainability deserves special emphasis. In security and 

analytical scenarios, it is not enough to simply say that “the model considers the 

case suspicious.” It is necessary to explain why it is suspicious: a short time lag, 

different authors, a high level of text similarity, a local burst, an excessive number 

of unique participants, or the repetition of a template phrase. That is why the Stage 

A rule engine must not only calculate the risk_score but also store triggered rules 

as an audit trail. 

Thus, an analysis of existing solutions allows us to formulate a key 

theoretical conclusion: detecting coordinated activity in Telegram discussions 

requires not an isolated ML model, but an explainable triage architecture that 

combines temporal-behavioral signals, text similarity, weak supervision, no-leak 
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reinforcement learning, and Top-K evaluation. This approach is best suited for 

information security scenarios, where it is important to quickly narrow down a 

large stream of messages to a limited set of suspicious episodes suitable for expert 

review. 
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РОЗДІЛ 15  

КРИМІНОЛОГІЧНИЙ АНАЛІЗ ОСОБИ ПРАВОПОРУШНИКА У 

СПРАВАХ, ПОВ’ЯЗАНИХ ЗІ ЗБРОЙНОЮ АГРЕСІЄЮ РФ 

 

Ткаченко Ірина Миколаївна, доцент, кандидат юридичних наук, 

завідувач  кафедри права та соціально-економічних відносин, 

Центральноукраїнський інститут розвитку людини, м. Кропивницький 

 

Повномасштабне вторгнення російської федерації на територію 

України, розпочате 24 лютого 2022 року о 5 годині ранку, спричинило 

докорінну трансформацію безпекового середовища держави, актуалізувавши 

широкий спектр кримінально-правових та кримінологічних проблем, 

пов’язаних із посяганнями на основи національної безпеки, територіальну 

цілісність, суверенітет і обороноздатність країни. Воєнні дії, окупація 

окремих територій, функціонування окупаційних адміністрацій, поширення 

інформаційно-психологічного впливу держави-агресора, а також 

формування нових форм протиправної діяльності обумовили необхідність 

поглибленого дослідження осіб, причетних до вчинення кримінальних 

правопорушень, пов’язаних зі збройною агресією рф. 

Після початку повномасштабної збройної агресії російської федерації 

проти України під окупацією опинилося майже 4 тис. населених пунктів, 

розташованих у межах одинадцяти областей: Донецької, Луганської, 

Житомирської, Запорізької, Київської, Миколаївської, Харківської, 

Херсонської, Чернігівської, Сумської та Одеської. Упродовж 2022–2024 рр. у 

зазначених регіонах українськими силами було звільнено близько 2,8 тис. 

населених пунктів. Саме на цей часовий проміжок припав наймасштабніший 

етап відновлення контролю України над тимчасово окупованими 

територіями [2, с.413]. 

Сучасний стан криміногенної ситуації засвідчує зростання кількості 

кримінальних проваджень щодо колабораційної діяльності, державної зради, 
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пособництва державі-агресору, виправдовування та заперечення збройної 

агресії, передачі інформації представникам ворожої сторони, участі у 

незаконних збройних формуваннях та інших діянь, спрямованих на підрив 

безпеки держави. Вказана категорія деліктів характеризується складним 

механізмом детермінації, поєднанням політичних, соціально-економічних, 

психологічних, світоглядних та ситуаційних чинників, вплив яких формує 

специфічний комплекс особистісних характеристик правопорушника. 

Науковий інтерес до проблематики особи злочинця традиційно посідає 

центральне місце в системі кримінологічних досліджень, оскільки 

встановлення соціально-демографічних, морально-психологічних, правових 

та поведінкових ознак суб’єкта протиправного діяння створює підґрунтя для 

розуміння причин злочинної поведінки, прогнозування кримінальних 

ризиків та розроблення ефективних заходів запобіжного впливу. Особливої 

ваги зазначені питання набувають в умовах воєнного стану, коли мотиви 

протиправної активності нерідко пов’язані з ідеологічними переконаннями, 

корисливими спонуканнями, прагненням адаптації до окупаційного режиму 

або впливом деструктивних інформаційних наративів. 

Проблематика особи злочинця належить до фундаментальних напрямів 

кримінологічної науки. Значний внесок у розвиток теорії особистості 

правопорушника зробили І.О. Бандурка, І.Б. Медицький, М.І. Фіалка, О.С. 

Юнін та інші вітчизняні науковці. Сучасний етап розвитку кримінології 

характеризується активним переосмисленням традиційних підходів під 

впливом воєнних реалій та появи нових форм злочинної діяльності. 

Дослідження Н.М. Геркули демонструє, що особа колаборанта 

формується під впливом комплексу взаємопов’язаних чинників, серед яких 

помітне місце посідають політичні переконання, особистісні установки, 

соціальне середовище та тривалий інформаційний вплив російської 

пропаганди. Авторка наголошує на необхідності комплексного аналізу 

морально-психологічних характеристик суб’єктів колабораційної діяльності, 
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оскільки лише формальне вивчення соціально-демографічних показників не 

забезпечує належного розуміння причин протиправної поведінки [1]. 

Окремий напрям досліджень присвячений вивченню осіб, які вчиняють 

пособництво державі-агресору. У сучасній кримінологічній літературі 

обґрунтовується положення про наявність декількох типологічних груп 

таких суб’єктів, серед яких виокремлюються ідеологічно мотивовані особи, 

матеріально зацікавлені учасники протиправної діяльності, конформістськи 

налаштовані громадяни та особи зі змішаною мотивацією. Подібна 

диференціація сприяє глибшому розумінню механізму формування 

злочинної поведінки та створює підґрунтя для розроблення адресних заходів 

запобіжного впливу. 

Помітне місце в сучасних дослідженнях посідає проблематика 

виправдовування та заперечення російської агресії проти України. 

Формування кримінологічного портрета осіб, які поширюють 

пропагандистські наративи держави-агресора, набуває особливої 

актуальності в умовах гібридного характеру сучасної війни. Результати 

досліджень свідчать про значну роль інформаційного середовища у процесі 

радикалізації свідомості окремих громадян та формування антидержавних 

переконань. Поширення деструктивних ідеологем, маніпулятивних 

історичних концепцій та антиукраїнських наративів розглядається як один із 

важливих детермінантів відповідної злочинної активності. 

Попри суттєве зростання кількості наукових праць, присвячених 

окремим аспектам зазначеної проблематики, комплексний кримінологічний 

аналіз особи правопорушника у справах, пов’язаних зі збройною агресією 

рф, продовжує залишатися недостатньо розробленим. Наявні дослідження 

здебільшого зосереджуються на окремих категоріях суб’єктів, тоді як 

сучасні умови вимагають формування цілісної концепції кримінологічного 

портрета правопорушника, діяльність якого прямо або опосередковано 

сприяє реалізації агресивної політики держави-агресора. 
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На думку М. І. Фіалки, кримінологічний портрет особи, яка вчинила 

кримінальне правопорушення, становить сукупність соціально-

демографічних, психологічних, моральних і поведінкових характеристик, 

властивих певній категорії правопорушників, що відображають їхню 

сутність як суб’єктів кримінально протиправної діяльності або вказують на 

схильність до вчинення суспільно небезпечних діянь відповідної 

спрямованості [6, с.166].  

Структурна побудова кримінологічного портрета досліджуваної 

категорії правопорушників ґрунтується на системі взаємопов’язаних ознак, 

представлених соціально-демографічними, соціально-рольовими, 

кримінально-правовими та морально-психологічними характеристиками. 

Аналіз гендерної структури осіб, засуджених за кримінальні 

правопорушення, пов’язані зі збройною агресією російської федерації, 

відповідальність за вчинення яких передбачена Розділом І Особливої 

частини Кримінального кодексу України, засвідчує наявність суттєвих 

відмінностей у представленості жінок залежно від виду протиправного 

діяння.  

Згідно зі статистичними матеріалами, оприлюдненими О. С. Юніним у 

співавторстві, найбільша питома вага жінок спостерігається серед осіб, 

засуджених за колабораційну діяльність (ст. 111¹ КК України): частка 

представниць жіночої статі у структурі засуджених за зазначене кримінальне 

правопорушення становить 36,1 %, або 246 осіб із 682. За пособництво 

державі-агресору (ст. 111² КК України) питома вага жінок сягнула 33,3 %, 

що відповідає трьом особам із дев’яти засуджених. Серед винних у посяганні 

на територіальну цілісність і недоторканність України (ст. 110 КК України) 

жінки становили 16,7 % від загальної кількості засуджених, або 48 осіб із 

287. Значно нижчий показник встановлено щодо державної зради (ст. 111 КК 

України), де частка представниць жіночої статі дорівнювала 6,6 % (19 осіб із 

290 засуджених). Випадків засудження жінок за диверсію (ст. 113 КК 
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України) у досліджуваному масиві не виявлено. Загалом серед 1268 

засуджених за вказані кримінальні правопорушення жінки становили 24,9 %, 

що свідчить про помітну, хоча й нерівномірну, представленість жіночої статі 

у структурі злочинності досліджуваної категорії [7, с.8]. 

Аналіз вікової структури осіб, засуджених за кримінальні 

правопорушення, пов’язані зі збройною агресією російської федерації, за 

період 2022–2023 рр. свідчить про домінування представників середнього 

віку. У загальній сукупності засуджених найбільшу частку становлять особи 

віком від 30 до 50 років – 45,6 %, тоді як на категорію осіб віком від 50 до 60 

років припадає 32,1 %. Питома вага засуджених віком понад 65 років сягає 

11,3 %, тоді як частка молоді віком 18–25 років становить 5,1 %, а осіб віком 

25–30 років – 5,9 %. 

Серед осіб, засуджених за посягання на територіальну цілісність і 

недоторканність України (ст. 110 КК України), переважають представники 

вікових категорій 30–50 років та 50–60 років, частки яких становлять 36,6 % 

і 36,9 % відповідно. Структура засуджених за державну зраду (ст. 111 КК 

України) характеризується ще вищою концентрацією осіб віком від 30 до 50 

років, на яких припадає 58,3 % від загальної кількості. У категорії 

засуджених за колабораційну діяльність (ст. 111¹ КК України) найбільш 

представленими виявилися особи віком 30–50 років (44,1 %) та 50–60 років 

(37,5 %), тоді як частка молодих осіб не перевищує 5,5 %. Серед засуджених 

за пособництво державі-агресору (ст. 111² КК України) переважають особи 

віком 50–60 років, частка яких становить 44 %, тоді як на вікову категорію 

30–50 років припадає 33 %. Осіб молодшого віку серед засуджених за 

вказане кримінальне правопорушення не виявлено [7, с.8]. 

Отримані результати дають підстави стверджувати, що найбільш 

криміногенно активною у структурі досліджуваної категорії 

правопорушників є вікова група від 30 до 60 років, тоді як участь молоді у 
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вчиненні кримінальних правопорушень, пов’язаних зі збройною агресією 

російської федерації, залишається порівняно незначною. 

Статистичні відомості Офісу Генерального прокурора засвідчують, що 

на момент учинення кримінального правопорушення 55,7 % осіб, причетних 

до колабораційної діяльності, мали вищу або фахову передвищу освіту. 

Частка осіб із професійно-технічною освітою становила 11,7 %, тоді як 

базову середню чи профільну середню освіту здобули 32,5 % 

правопорушників [5]. 

Важливим елементом соціально-демографічної характеристики особи, 

яка вчинила кримінальне правопорушення, виступають показники, пов’язані 

зі сферою сімейно-шлюбних відносин. Аналіз вироків, постановлених за ст. 

111¹ КК України, засвідчив, що у 31 % випадків засуджені перебували у 

зареєстрованому шлюбі, тоді як 25 % осіб не перебували у шлюбних 

відносинах. Частка розлучених осіб становила 4 %, а на вдівців та вдів 

припадало 1,3 % досліджених випадків. Разом із тим у 38,8 % судових 

рішень відомості про сімейний стан засуджених були відсутні. 

Результати дослідження вироків суду, ухвалених протягом восьми 

місяців 2024 р. щодо осіб, засуджених за посягання на територіальну 

цілісність і недоторканність України, свідчать, що 23 % правопорушників 

перебували у зареєстрованому шлюбі, 17 % не були одруженими, тоді як у 

60 % судових рішень інформація про сімейний стан не зазначалася. 

Стосовно осіб, засуджених за державну зраду упродовж аналогічного 

періоду, встановлено, що 11 % із них перебували у шлюбі, 12 % не мали 

шлюбних зобов’язань, а 5 % були розлученими. Водночас у 72 % вироків 

відповідні відомості не відображено. 

Серед осіб, засуджених за пособництво державі-агресору протягом 

восьми місяців 2024 р., 10 % перебували у зареєстрованому шлюбі, 3 % не 

були одруженими, тоді як у переважній більшості судових рішень (87 %) 

дані про сімейний стан не наведено [4, с.540]. 
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Аналіз кримінально-правових характеристик осіб, засуджених за 

кримінальні правопорушення, пов’язані зі збройною агресією російської 

федерації, здійснений О. С. Юніним, В. С. Березняком та В. Г. Хашевим, 

засвідчив порівняно низький рівень рецидивної злочинності серед 

представників зазначеної категорії правопорушників. Наявність незнятої та 

непогашеної судимості встановлено лише у 40 осіб, що становить 3,2 % від 

загальної кількості засуджених. Факт попереднього притягнення до 

кримінальної відповідальності за відсутності чинної судимості виявлено у 16 

осіб, або 1,3 % досліджуваної сукупності. 

Найбільшу кількість осіб із незнятою чи непогашеною судимістю 

зафіксовано серед засуджених за колабораційну діяльність (ст. 111¹ КК 

України) – 22 особи, тоді як серед осіб, засуджених за державну зраду (ст. 

111 КК України), відповідний показник становив 13 осіб. Серед засуджених 

за посягання на територіальну цілісність і недоторканність України (ст. 110 

КК України) наявність чинної судимості встановлено у п’яти випадках. Осіб, 

засуджених за пособництво державі-агресору (ст. 111² КК України), які б 

мали незняту чи непогашену судимість, у досліджуваному масиві не 

виявлено. 

Структура рецидивної злочинності характеризується переважанням 

осіб, які мали одну попередню судимість (29 осіб), тоді як дві судимості 

зафіксовано у чотирьох випадках, а три і більше – у семи. Отримані 

результати засвідчують, що частка осіб, які повторно вчинили кримінальні 

правопорушення, пов’язані зі збройною агресією російської федерації, є 

істотно нижчою порівняно із загальними показниками рецидивної 

злочинності серед усіх категорій засуджених [7, с.21]. 

Дослідження характеру попередніх судимостей засвідчило, що 

переважна більшість осіб раніше вчиняла кримінальні правопорушення 

корисливого або насильницького спрямування, частка яких становить 63 %. 

Певний науковий інтерес становить наявність серед засуджених осіб, які 
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раніше притягувалися до кримінальної відповідальності за діяння 

аналогічної спрямованості, пов’язані зі збройною агресією російської 

федерації. Частка таких осіб у структурі досліджених вироків становить 3 %. 

Морально-психологічні характеристики особи мають важливе значення 

для встановлення мотиваційного підґрунтя протиправної поведінки, 

прогнозування подальших поведінкових проявів та розроблення заходів 

запобіжного впливу. Значній частині представників досліджуваної категорії 

правопорушників властива прихильність до ідеології «русского міра» та 

пострадянських ціннісних орієнтацій. Поширення колабораціоністських 

практик на тимчасово окупованих територіях значною мірою зумовлене 

політико-ідеологічними мотивами, пов’язаними з підтримкою проросійських 

наративів. 

Т. Д. Лисько, А. В. Сенько зазначають, що поряд з ідейними 

переконаннями, детермінантами протиправної поведінки виступають 

корисливі та низинні мотиви, зокрема прагнення матеріального збагачення, 

підвищення соціального статусу, марнославство чи помста. Особи старшого 

віку частіше керуються ідеологічними переконаннями, тоді як представники 

молодших вікових груп переважно переслідують корисливі цілі. Наведені 

морально-психологічні характеристики притаманні не лише особам, 

причетним до колабораційної діяльності, а й суб’єктам посягань на 

територіальну цілісність і недоторканність України, державної зради та 

пособництва державі-агресору [3, с.95]. 

Кримінологічний портрет особи, яка вчиняє кримінальні 

правопорушення, пов’язані зі збройною агресією російської федерації проти 

України, характеризується сукупністю взаємопов’язаних соціально-

демографічних, соціально-рольових, кримінально-правових та морально-

психологічних ознак. Встановлено, що серед досліджуваної категорії 

правопорушників переважають особи чоловічої статі віком від 30 до 60 

років, які здебільшого мають вищу або фахову передвищу освіту. Рівень 
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рецидивної злочинності серед засуджених за вказані кримінальні 

правопорушення залишається порівняно низьким, що свідчить про 

специфічний характер детермінації відповідної протиправної поведінки. 

Результати аналізу морально-психологічних характеристик дали змогу 

констатувати вагому роль ідеологічних, політичних і корисливих мотивів у 

механізмі злочинної поведінки. Значна частина правопорушників 

демонструє прихильність до проросійських ідеологічних наративів та 

пострадянських ціннісних орієнтацій, тоді як для іншої частини 

визначальними виступають матеріальна зацікавленість, прагнення зберегти 

або підвищити соціальний статус, а також інші особистісні спонукання. 

Отримані результати поглиблюють наукові уявлення про особу 

правопорушника у справах, пов’язаних зі збройною агресією російської 

федерації, та можуть бути використані під час удосконалення системи 

кримінологічного запобігання, розроблення профілактичних заходів, 

спрямованих на нейтралізацію антидержавних проявів, а також у подальших 

наукових дослідженнях проблематики злочинів проти основ національної 

безпеки України. 
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Cooperation between Ukraine and the Republic of India has the potential to 

evolve into a systematic and strategically significant partnership, particularly in 

the sphere of agricultural sector development during Ukraine’s post-war recovery. 

Given India’s growing geoeconomic importance within the system of international 

relations and its extensive experience in managing complex socio-cultural 

diversity, Ukrainian-Indian cooperation possesses considerable potential that 

extends beyond traditional frameworks of economic or defence interaction. 

The issues of economic and agricultural diplomacy within the contemporary 

system of international economic relations have attracted substantial attention 

from both domestic and international scholars. In academic literature, agricultural 

diplomacy is generally regarded as a component of economic diplomacy aimed at 

advancing national economic interests, expanding trade and economic 

cooperation, and strengthening food security on a global scale. Theoretical 

approaches to defining the essence of economic diplomacy in the system of 

international relations have been extensively examined by foreign researchers. In 
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particular, M. Okano-Heijmans conceptualizes economic diplomacy as an 

interdisciplinary phenomenon situated at the intersection of international relations, 

economics, and diplomatic studies, combining the political instruments of the state 

with economic mechanisms designed to promote national interests in the 

international arena (2011) [4]. The scholar emphasizes that economic diplomacy 

plays a crucial role in shaping contemporary global economic governance and 

facilitating the development of international trade. 

A significant contribution to the study of the mechanisms of economic 

diplomacy has also been made by Ukrainian scholars. In particular, the works of 

N. M. Hrushchynska examine the role of trade diplomacy in promoting national 

products in foreign markets, especially within the context of expanding Ukrainian 

exports to the European Union (2016) [1]. The author highlights the importance of 

coordinated interaction between governmental institutions and diplomatic 

missions in establishing an effective system for supporting national exports. The 

functioning of economic diplomacy as an instrument of state foreign economic 

policy has also been explored in the studies of Yu. O. Chuhaienko, Ya. P. 

Pukhalska, and V. M. Baranovska. These researchers emphasize the growing 

importance of diplomatic institutions in regulating a state's foreign economic 

activities, creating favourable conditions for international trade, and fostering 

economic cooperation (2013; 2014; 2012) [5; 6; 8]. At the same time, O. M. 

Sharov views economic diplomacy as a synthesis of scholarly approaches aimed at 

safeguarding and advancing the national economic interests of the state within an 

increasingly globalized economic environment (2018) [9]. 

Certain aspects of the institutional development of economic diplomacy and 

its role within the contemporary system of international economic relations have 

been examined in the works of V. V. Kukharyk and T. Nübling, who emphasize 

the significance of diplomatic mechanisms in fostering international economic 

partnerships and strengthening interstate cooperation (2021) [3]. A similar 

perspective is advanced by V. Kukharyk, who regards economic diplomacy as an 
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important instrument for advancing and protecting national interests in the sphere 

of international economic interaction (2021) [10]. International scholarly literature 

has also devoted considerable attention to sector-specific forms of economic 

diplomacy, particularly agricultural diplomacy. In this regard, S. Zhang analyzes 

the development of China’s agricultural diplomacy within the framework of the 

“Going Global” strategy, highlighting its importance for expanding international 

economic cooperation, enhancing food security, and promoting national 

agricultural interests in global markets (2019) [2]. At the same time, despite the 

substantial body of research on economic diplomacy, the development of 

agricultural diplomacy as a distinct instrument of international economic 

partnership-particularly in the context of Ukrainian–Indian cooperation and the 

establishment of the institution of agricultural attachés-remains insufficiently 

explored. This underscores the need for further scholarly investigation into the role 

of agricultural diplomacy in shaping new mechanisms of international economic 

interaction, promoting agricultural trade, and contributing to food security on a 

global scale. The purpose of this article is to examine the role of agricultural 

diplomacy within the system of international economic partnership between 

Ukraine and India and to substantiate the significance of establishing the 

institution of agricultural attachés for the advancement of trade and economic 

cooperation, the promotion of agricultural products in foreign markets, and the 

development of new areas of bilateral engagement in the context of digitalization, 

the transformation of food systems, and the strengthening of global food security. 

At present, agricultural diplomacy serves as an important instrument for 

strengthening international economic partnership between Ukraine and India. Its 

effectiveness largely depends on the establishment of a network of agricultural 

attachés who facilitate the expansion of trade and economic cooperation, promote 

agricultural products in foreign markets, and contribute to the development of joint 

innovation projects. At the same time, the integration of digital technologies, the 

advancement of food systems, and the implementation of blue economy principles 
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create additional opportunities for deepening bilateral cooperation between the 

two countries. This makes it possible to regard agricultural diplomacy not only as 

a component of contemporary international economic policy but also as a strategic 

mechanism for enhancing global food security. To better understand the role of 

agricultural diplomacy in fostering international economic partnership between 

Ukraine and India, it is appropriate to outline the key components of this 

cooperation. The data presented provide a comprehensive overview of the principal 

directions for the formation and implementation of agricultural diplomacy in the 

context of contemporary global challenges to food security (Figure 1). 

The expansion of bilateral dialogue in this sphere has the potential to 

strengthen Ukraine’s position in international affairs while simultaneously creating 

favourable conditions for recovery and sustainable development at both the 

national and regional levels. In this regard, it is important to identify the key 

components of cooperation emerging at the intersection of agricultural policy, 

economic diplomacy, and the effective management of international relations. 

Particular attention should be given to mechanisms of interaction between public 

authorities, the development of resilient food systems, and the application of 

digital tools to enhance agricultural cooperation. In the context of wartime and 

post-war transformations, deeper cooperation in the field of human rights has 

become increasingly relevant. Such cooperation may be implemented through 

technical assistance mechanisms, joint monitoring initiatives, and professional 

capacity-building programmes. A practical foundation for this interaction can be 

found in Ukraine’s experience of implementing bilateral cooperation programmes 

with countries of the Global South, as well as in India’s Indian Technical and 

Economic Cooperation (ITEC) Programme, which annually provides extensive 

training and professional development opportunities for specialists from partner 

countries. The adaptation of relevant mechanisms to Ukraine’s needs may 

contribute to the development of human capital in the fields of legal protection and 

post-war reconstruction planning. Particular importance should be attached to the 
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digitalization of public administration and the advancement of transparent 

governance instruments. India’s experience in implementing the Digital India 

programme since 2015 demonstrates the potential of large-scale deployment of 

digital solutions in the provision of public services, monitoring the activities of 

governmental institutions, and ensuring citizens’ access to public information. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. The Conceptual Role of Agricultural Diplomacy in International 

Economic Partnerships and the Institutional Development of Agricultural Attachés 

 

In the context of Ukraine’s post-war challenges, particularly the need for 

active community participation in reconstruction processes, this experience may 

be utilized to develop effective models of democracy, social partnership, and 

human rights protection. The deepening of Ukrainian–Indian cooperation in the 

Economic diplomacy refers to the use of diplomatic 
methods and instruments by a state to promote its 
national economic interests, facilitate international 

trade, attract foreign investment, and strengthen 
economic security. It encompasses the protection of 

national business interests abroad, the analysis of 
foreign markets, and cooperation with international 
organizations. As a key dimension of contemporary 

foreign policy, economic diplomacy frequently 
constitutes a substantial share of the activities carried 

out by embassies and diplomatic missions, often 
accounting for more than half of their operational 

engagement. 

Trade diplomacy is a foreign poli-
cy instrument designed to safe-

guard a state's economic interests, 
promote exports, attract foreign in-

vestment, and facilitate negotia-
tions on trade agreements. It en-
compasses the professional man-
agement of export and import ac-

tivities, the response to trade barri-
ers and restrictions, and active par-

ticipation in the formulation and 
development of international trade 
rules and regulatory frameworks. 

 

Agricultural diplomacy is a foreign policy instrument that comprises a 

set of negotiation, legal, analytical, and representative mechanisms 

designed to promote national agricultural products in international 

markets amid the digital transformation of global value chains. It 

serves to safeguard the interests of the agricultural sector in 

international economic relations, establishes institutional foundations 

for the professional activities of agricultural attachés within diplomatic 

and trade missions abroad, and contributes to the formation of a multi-

level framework of interaction between the state and the international 

environment (author’s definition). 
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field of democratic governance may therefore be regarded as an element of 

Ukraine’s foreign policy strategy aimed at establishing a new framework for 

security, rule of law, and democratic interaction in the region of Central and 

Eastern Europe. In examining agricultural diplomacy within the system of 

international economic partnership between India and Ukraine, bilateral cooperation 

should be viewed not merely as a trade and economic process but as a 

multidimensional institutional mechanism integrating economic, legal, and 

governance components. Given India’s growing geopolitical role in the global 

food security architecture and its extensive experience in managing complex 

sociocultural diversity, Ukrainian–Indian cooperation is acquiring strategic 

importance for the formation of a new model of agricultural diplomacy. Within 

this framework, agricultural diplomacy serves as an instrument for coordinating 

the economic interests of states in the areas of agriculture, food security, 

sustainable natural resource management, and rural development. At the same 

time, it performs a mediating function between governmental institutions, businesses, 

international organizations, and local communities. In this context, the 

establishment of the institution of agricultural attachés becomes particularly relevant 

as a specialized diplomatic mechanism designed to promote national interests, 

expand export opportunities, and strengthen international economic cooperation.  

The development of Ukrainian-Indian dialogue in the field of agricultural 

diplomacy may extend beyond issues related to agricultural trade and investment 

in agriculture to include the exchange of experience in the digitalization of the 

agricultural sector and the management of food systems (Table 1). India, which 

combines a large-scale agricultural sector with active governmental support for 

digital transformation initiatives, including those implemented under its national 

digital development programme, may serve as an important partner for Ukraine in 

introducing digital tools for monitoring agricultural markets, managing land and 

water resources, supporting farming enterprises, and administering state assistance 
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programmes. In this context, the institution of agricultural attachés may perform 

an expanded range of functions. 

Table 1. Directions for the Development of Ukrainian–Indian Partnership in the 

Context of Implementing Agricultural Diplomacy Approaches and Advancing the 

Institution of Agricultural Attachés 

Direction of 

cooperation 

Content of 

Ukraine-India 

interaction 

Implementation 

tools 

The role of the 

Institute of 

agricultural 

attachés 

Expected effect 

Development of 

democratic 

governance and 

human rights 

Deepening 

bilateral dialogue 

on democratic 

institutions and 

human rights 

Technical 

assistance, joint 

programs, 

training 

programs 

Diplomatic 

assistance for 

coordination 

between 

government 

structures and 

international 

organizations 

Strengthening 

public 

administration 

and democratic 

consolidation 

Training of 

human resources 

Use of 

international 

educational 

programs and 

exchange of 

experience in 

training 

agricultural 

specialists 

Educational 

programs, 

international 

trainings, 

internships 

Formation of a 
network of 

professional 
contacts and 
support of 

educational 
programs for 

future 
agricultural 

attaches 

Development of 

human resources 

in the field of 

agricultural 

diplomacy and 

management 

Digitalization of 

management 

Leveraging 

India’s 

Experience in 

Implementing 

Digital Service 

Delivery Tools 

Digital 
platforms, e-
governance, 
public policy 
monitoring 

systems 

Coordination of 
digital solutions 
for managing the 

agricultural 
sector and food 

markets 

Increasing the 

transparency of 

governance and 

the effectiveness 

of public policy 

Development of 

agricultural 

diplomacy 

Expanding 

economic 

cooperation in the 

areas of food, 

agricultural trade 

and investment 

Trade 
negotiations, 
joint projects 

for the 
development of 
the agricultural 

sector 

Promotion of 

Ukrainian 

agricultural 

products, 

negotiations on 

standards 

Diversification of 

export markets and 

strengthening 

Ukraine's position 

in the global food 

system 

Post-war 

reconstruction 

and development 

of rural areas 

Joint projects on 

modernization of 

agricultural 

infrastructure and 

community 

development 

International 
reconstruction 

programs, 
investment 

mechanisms, 
partnership 

projects 

Attracting 
investment and 

coordinating 
international 

support for the 
agricultural 

sector 

Shaping a new 

architecture of 

food security and 

economic 

stability 
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These include an analytical function, encompassing the monitoring of food 

markets, investment opportunities, and regulatory developments; a negotiating 

function, involving the coordination of trade regimes and the harmonization of 

quality and food safety standards; a technical function, primarily focused on 

coordinating technical assistance programmes, educational initiatives, and 

scientific exchanges; and a legal function, particularly related to supporting the 

implementation of international commitments in the field of agricultural policy. 

Special attention should be paid to India’s experience in training specialists 

through international educational programmes, which may contribute to the 

development of the professional capacity of Ukrainian agricultural attachés. The 

preparation of such specialists should integrate competencies in international 

economics, agricultural policy, trade law, institutional analysis, and intercultural 

communication.It should be emphasized that such cooperation strengthens 

Ukraine’s international agency and expands the geographical scope of its external 

economic engagement. In the context of Ukraine’s post-war transformation, 

agricultural diplomacy is expected to evolve into both an economic and a security 

instrument. The expansion of partnership with India will contribute to the 

diversification of export markets, the strengthening of Ukraine’s position within 

the global food system, the attraction of investment for the recovery of the 

agricultural sector, and the formation of a new paradigm of food security. 

An important dimension of agricultural diplomacy is the establishment of a 

sustainable network of professional cooperation among representatives of 

government institutions, diplomatic missions, agribusiness enterprises, research 

organizations, international institutions, and educational centres in Ukraine and the 

Republic of India. Such a network would facilitate the effective exchange of 

information on agricultural market developments, investment opportunities, 

regulatory changes, and the implementation of joint initiatives in agriculture and 

food security. Particular emphasis should be placed on the preparation of highly 

qualified specialists for work within the system of agricultural diplomacy through 
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specialized educational programmes, internships, academic mobility schemes, and 

professional training initiatives. These programmes may encompass international 

economics, agricultural policy, international trade, trade law, diplomatic protocol, 

food systems governance, agricultural digitalization, and intercultural 

communication. Participation in international educational and scientific activities 

would enable future agricultural attachés to develop practical negotiation skills, 

establish professional connections with representatives of public and private 

institutions, and acquire the experience necessary to represent national interests at 

the international level. In the long term, these efforts will contribute to the 

formation of a modern human capital base for agricultural diplomacy capable of 

effectively promoting Ukrainian agricultural products in foreign markets, 

advancing international economic cooperation, and strengthening Ukraine’s 

position within the global food security system. 

The practical implementation of this direction may be achieved through the 

establishment of joint educational platforms, thematic training courses, 

professional forums, and internship programmes involving universities, research 

institutions, sectoral associations, and diplomatic missions of both countries. For 

example, Ukrainian specialists may participate in advanced training programmes 

on agricultural trade, food diplomacy, agricultural digitalization, and supply chain 

management offered by Indian educational and research institutions. Conversely, 

Indian experts may engage in joint research projects dedicated to the recovery of 

Ukraine’s agricultural sector, the development of food systems, and the 

implementation of innovative technologies in agriculture. Another promising 

initiative is the introduction of short-term internships within relevant ministries, 

trade missions, agricultural associations, and international organizations.  

Such programmes would enable future agricultural attachés to gain practical 

experience in foreign economic activities, export promotion, market analysis, and 

the preparation of analytical materials for public authorities. Particularly valuable 

would be exposure to the operational practices of agricultural representations in 
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Asia, Africa, and the Middle East, where food security and agricultural trade 

occupy a strategically important position within national development agendas. An 

essential component of professional network development is the regular 

organization of international conferences, round tables, business forums, and 

exhibition events involving representatives of governmental institutions, the 

private sector, and the scientific community. For instance, Ukrainian–Indian 

agricultural forums could facilitate the establishment of direct contacts among 

agricultural producers, investors, researchers, and potential trade partners. Such 

platforms create opportunities to discuss contemporary challenges related to food 

security, logistics development, product certification, and the reduction of non-

tariff barriers to trade. Special attention should also be devoted to the development 

of digital professional communities and knowledge-sharing platforms. The 

application of modern digital tools would enable the creation of a permanent 

communication system connecting agricultural attachés, business representatives, 

research institutions, and public authorities. This would facilitate the rapid exchange 

of information concerning legislative changes, trade opportunities, investment 

projects, and emerging technological solutions for the agricultural sector. In the 

long term, the establishment of such a network of professional contacts will 

contribute to the creation of an institutional foundation for a new generation of 

agricultural attachés possessing not only diplomatic expertise but also advanced 

knowledge of international economics, agricultural policy, digital technologies, 

and food systems management. This, in turn, will create additional opportunities 

for promoting Ukraine’s national economic interests, expanding the presence of 

Ukrainian agricultural products in international markets, and strengthening 

international economic partnerships with the Republic of India and other countries 

worldwide. The findings of this study indicate that agricultural diplomacy is 

gradually emerging as one of the key instruments for advancing international 

economic partnership between Ukraine and the Republic of India. In the context of 

the transformation of global food systems, the digitalization of economic 
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processes, and the intensification of global challenges, agricultural diplomacy 

extends beyond its traditional role of facilitating agricultural trade and acquires 

broader institutional significance by integrating economic, diplomatic, 

educational, innovative, and security dimensions. The study demonstrates that 

deeper Ukrainian–Indian cooperation in the field of agricultural diplomacy creates 

favourable conditions for expanding access to new markets, attracting investment, 

fostering innovation-driven projects, and developing modern mechanisms for 

ensuring food security. It is substantiated that the establishment of the institution 

of agricultural attachés constitutes a crucial element in achieving these objectives. 

The study further reveals that the adaptation of India’s experience in public 

sector digitalization, food system development, human capital formation, and the 

implementation of international educational programmes may become an important 

factor in the modernization of Ukraine’s agricultural diplomacy framework. In the 

long term, such cooperation is expected to strengthen Ukraine’s international 

economic standing, diversify its external economic relations, expand the presence 

of Ukrainian agricultural products in global markets, and reinforce the country’s 

role within the global food security architecture. Under these conditions, agricultural 

diplomacy should be regarded not merely as a component of economic diplomacy, 

but as a strategic instrument for fostering long-term international partnerships, 

enhancing human capital development, and ensuring sustainable economic growth. 

Thus, the findings of this study indicate that agricultural diplomacy 

represents a promising instrument for the development of international economic 

partnership between Ukraine and India. The establishment of the institution of 

agricultural attachés will facilitate the expansion of trade and economic 

cooperation, the promotion of agricultural products in foreign markets, and the 

advancement of investment and innovation projects within the agricultural sector. 

At the same time, the application of India’s experience in the digitalization of 

governance, the development of food systems, and the training of professional 

personnel creates additional opportunities for deepening bilateral cooperation. In 
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this regard, agricultural diplomacy is viewed as a strategic instrument for 

strengthening international economic cooperation, diversifying export markets, 

and enhancing Ukraine’s role in the global food security architecture. 

  



220 

СПИСОК ВИКОРИСТАНИХ ДЖЕРЕЛ 

 

To chapter 1 

1. International Labour Organization. World Employment and Social 

Outlook 2021: The Role of Digital Labour Platforms in Transforming the World 

of Work. Geneva: ILO Publications, 2021. 138 p. 

2. De Stefano V. The Rise of the Just-in-Time Workforce: On-Demand 

Work, Crowdwork and Labour Protection in the Gig-Economy. Comparative 

Labor Law & Policy Journal. 2016. Vol. 37, No. 3. P. 471–504. 

3. International Labour Organization. Non-Standard Employment around 

the World: Understanding Challenges, Shaping Prospects. Geneva: ILO 

Publications, 2016. 396 p. 

4. Prassl J. Humans as a Service: The Promise and Perils of Work in the Gig 

Economy. Oxford: Oxford University Press, 2018. 224 p. 

5. Cherry M. A. Beyond Misclassification: The Digital Transformation of 

Work. Comparative Labor Law & Policy Journal. 2016. Vol. 37, No. 3. P. 577–

602. 

6. Directive (EU) 2019/1152 of the European Parliament and of the Council 

of 20 June 2019 on transparent and predictable working conditions in the 

European Union. Official Journal of the European Union. L 186, 11.7.2019. P. 

105–121. 

7. OECD. Policy Responses to New Forms of Work. Paris: OECD 

Publishing, 2019. 92 p. 

8. Directive (EU) 2024/2831 of the European Parliament and of the Council 

of 23 October 2024 on improving working conditions in platform work. Official 

Journal of the European Union. L, 2024/2831, 11.11.2024. 

9. Katz L. F., Krueger A. B. The Rise and Nature of Alternative Work 

Arrangements in the United States, 1995–2015. ILR Review. 2019. Vol. 72, No. 2. 

P. 382–416. 



221 

10. Eurofound. Employment and Working Conditions of Selected Types of 

Platform Work. Luxembourg: Publications Office of the European Union, 2018. 

74 p. 

11. Kalleberg A. L. Good Jobs, Bad Jobs: The Rise of Polarized and 

Precarious Employment Systems in the United States, 1970s to 2000s. New York: 

Russell Sage Foundation, 2011. 268 p. 

12. Pro vnesennya zmin do deyakykh zakonodavchykh aktiv Ukrayiny 

shchodo udoskonalennya pravovoho rehulyuvannya dystantsiynoyi, nadomnoyi 

roboty ta roboty iz zastosuvannyam hnuchkoho rezhymu robochoho chasu : Zakon 

Ukrayiny vid 04.02.2021 № 1213-IX. Vidomosti Verkhovnoyi Rady Ukrayiny. 

2021. № 20. St. 175. 

13. International Labour Organization. Teleworking during the COVID-19 

Pandemic and Beyond: A Practical Guide. Geneva: ILO Publications, 2020. 60 p. 

 

To chapter 2 

1. Fujdiak R., Mlynek P., Mrnustik P. та ін. Managing the secure soft-

ware development // Proceedings of the 10th IFIP International Conference on 

New Technologies, Mobility and Security (NTMS). 2019. DOI: 

10.1109/NTMS.2019.8763850. 

2. Jovanovic N., Kruegel C., Kirda E. Pixy: A static analysis tool for de-

tecting web application vulnerabilities // Proceedings of the IEEE Symposium on 

Security and Privacy (S&P). 2006. DOI: 10.1109/SP.2006.29. 

3. Feng Z., Guo D., Tang D., Duan N., Feng X. та ін. CodeBERT: A 

pre-trained model for programming and natural languages // Findings of the Asso-

ciation for Computational Linguistics: EMNLP 2020. 2020. 

4. Wei J., Wang X., Schuurmans D. та ін. Chain-of-thought prompting 

elicits reasoning in large language models // Advances in Neural Information Pro-

cessing Systems. Vol. 35. 2022. 



222 

5. Ouyang L., Wu J., Jiang X., Almeida D. та ін. Training language 

models to follow instructions with human feedback // Advances in Neural Infor-

mation Processing Systems. Vol. 35. 2022. 

6. Cousot P., Cousot R. Abstract interpretation: a unified lattice model 

for static analysis of programs by construction or approximation of fixpoints // 

Proceedings of the 4th ACM SIGACT-SIGPLAN Symposium on Principles of 

Programming Languages (POPL). 1977. DOI: 10.1145/512950.512973. 

7. Barrett C., Tinelli C. Satisfiability modulo theories // Handbook of 

Model Checking. Cham : Springer, 2018. DOI: 10.1007/978-3-319-10575-8_11. 

8. Garcez A. A., Lamb L. C. Neurosymbolic AI: the 3rd wave // Artifi-

cial Intelligence Review. 2023. DOI: 10.1007/s10462-023-10448-w. 

9. Srinivas P., Mohammad A. R., Neelima T. та ін. Generative AI-

assisted framework for secure and autonomous software development lifecycle op-

timization // Proceedings of the 6th International Conference on Image Processing 

and Capsule Networks (ICIPCN). 2026. 

10. Vakhula O., Opirskyy I. AI-driven security as code for software de-

velopment using multi-agent systems // CEUR Workshop Proceedings. 2025. 

11. Liu P., Sun C., Zheng Y., Feng X., Qin C., Wang Y. та ін. LLM-

powered static binary taint analysis // ACM Transactions on Software Engineering 

and Methodology. 2025. DOI: 10.1145/3711816. 

12. Zhao H., Zhang L., Lian K., Sun F. та ін. Exploring static taint analy-

sis in LLMs: a dynamic benchmarking framework for measurement and enhance-

ment // Proceedings of the 40th IEEE/ACM International Conference on Automat-

ed Software Engineering (ASE). 2025. 

13. Chin W. H., Guo Y., Loo C. K. та ін. A hybrid neuro-symbolic rea-

soning framework for automated factual verification in conversational AI // Pro-

ceedings of the International Conference on Machine Learning and Cybernetics 

(ICMLC). 2025. 



223 

14. Wang P. W., Donti P., Wilder B. та ін. SATNet: bridging deep learn-

ing and logical reasoning using a differentiable satisfiability solver // Proceedings 

of the 36th International Conference on Machine Learning (ICML). 2019. 

15. Sharan S. P., Choi M., Shah S., Goel H. та ін. Neuro-symbolic evalu-

ation of text-to-video models using formal verification // Proceedings of the 

IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR). 

2025. 

16. Schulman J., Wolski F., Dhariwal P., Radford A. Proximal policy op-

timization algorithms // arXiv preprint. 2017. DOI: 10.48550/arXiv.1707.06347. 

17. Boland T., Black P. E. Juliet 1.1 C/C++ and Java test suite // Comput-

er. 2012. Vol. 45, No. 10. P. 88–90. DOI: 10.1109/MC.2012.345. 

18. Black P. E. A software assurance reference dataset: thousands of pro-

grams with known bugs // Journal of Research of the National Institute of Stand-

ards and Technology. 2018. Vol. 123. DOI: 10.6028/jres.123.005. 

19. Lipp S., Banescu S., Pretschner A. An empirical study on the effec-

tiveness of static C code analyzers for vulnerability detection // Proceedings of the 

31st ACM SIGSOFT International Symposium on Software Testing and Analysis 

(ISSTA). 2022. DOI: 10.1145/3533767.3534380. 

20. Distefano D., Fähndrich M., Logozzo F. та ін. Scaling static analyses 

at Facebook // Communications of the ACM. 2019. Vol. 62, No. 8. P. 62–70. DOI: 

10.1145/3338112. 

21. Goodfellow I. J., Shlens J., Szegedy C. Explaining and harnessing 

adversarial examples // arXiv preprint. 2014. DOI: 10.48550/arXiv.1412.6572. 

22. Goddard K., Roudsari A., Wyatt J. C. Automation bias: a systematic 

review of frequency, effect mediators, and mitigators // Journal of the American 

Medical Informatics Association. 2012. Vol. 19, No. 1. P. 121–127. DOI: 

10.1136/amiajnl-2011-000089. 

  



224 

To chapter 3 

1. Robertson S., Zaragoza H. The probabilistic relevance framework: 

BM25 and beyond. Foundations and Trends in Information Retrieval. 2009. Vol. 

3, no. 4. P. 333–389. DOI: https://doi.org/10.1561/1500000019 (accessed: 

15.06.2026). 

2. Reimers N., Gurevych I. Sentence-BERT: Sentence embeddings us-

ing Siamese BERT-networks. Proceedings of the 2019 Conference on Empirical 

Methods in Natural Language Processing and the 9th International Joint Confer-

ence on Natural Language Processing. 2019. P. 3982–3992. DOI: 

https://doi.org/10.18653/v1/D19-1410 (accessed: 16.06.2026). 

3. Unsupervised dense information retrieval with contrastive learning / 

G. Izacard, M. Caron, L. Hosseini et al. Transactions on Machine Learning Re-

search. 2022. DOI: https://doi.org/10.48550/arXiv.2112.09118 (accessed: 

17.06.2026). 

4. Khattab O., Zaharia M. ColBERT: Efficient and effective passage 

search via contextualized late interaction over BERT. Proceedings of the 43rd In-

ternational ACM SIGIR Conference on Research and Development in Information 

Retrieval. 2020. P. 39–48. DOI: https://doi.org/10.1145/3397271.3401075 (ac-

cessed: 18.06.2026). 

5. Johnson J., Douze M., Jégou H. Billion-scale similarity search with 

GPUs. IEEE Transactions on Big Data. 2019. Vol. 7, no. 3. P. 535–547. DOI: 

https://doi.org/10.1109/TBDATA.2019.2921572 (accessed: 19.06.2026). 

6. Language-agnostic BERT sentence embedding / F. Feng, Y. Yang, D. 

Cer et al. Proceedings of the 60th Annual Meeting of the Association for Compu-

tational Linguistics. 2022. Vol. 1. P. 878–891. DOI: 

https://doi.org/10.18653/v1/2022.acl-long.62 (accessed: 20.06.2026). 

7. MiniLM: Deep self-attention distillation for task-agnostic compres-

sion of pre-trained transformers / W. Wang, F. Wei, L. Dong et al. Advances in 



225 

Neural Information Processing Systems. 2020. Vol. 33. P. 5776–5788. URL: 

https://arxiv.org/abs/2002.10957 (accessed: 21.06.2026). 

8. Text embeddings by weakly-supervised contrastive pre-training / L. 

Wang, N. Yang, X. Huang et al. 2022. URL: https://arxiv.org/abs/2212.03533 (ac-

cessed: 22.06.2026). 

9. Multilingual E5 text embeddings: A technical report / L. Wang, N. 

Yang, X. Huang et al. 2024. URL: https://arxiv.org/abs/2402.05672 (accessed: 

23.06.2026). 

10. BGE M3-embedding: Multilingual, multifunctional, and multi-

granularity text embeddings through self-knowledge distillation / J. Chen, S. Xiao, 

P. Zhang et al. Findings of the Association for Computational Linguistics: ACL 

2024. 2024. P. 902–923. URL: https://aclanthology.org/2024.findings-acl.137/ 

(accessed: 24.06.2026). 

11. Retrieval-augmented generation for knowledge-intensive NLP tasks / 

P. Lewis, E. Perez, A. Piktus et al. Advances in Neural Information Processing 

Systems. 2020. Vol. 33. P. 9459–9474. URL: https://arxiv.org/abs/2005.11401 

(accessed: 25.06.2026). 

12. Atlas: Few-shot learning with retrieval-augmented language models / 

G. Izacard, P. Lewis, M. Lomeli et al. 2022. URL: 

https://arxiv.org/abs/2208.03299 (accessed: 26.06.2026). 

13. WebGPT: Browser-assisted question-answering with human feedback 

/ R. Nakano, J. Hilton, S. Balaji et al. 2021. URL: 

https://arxiv.org/abs/2112.09332 (accessed: 27.06.2026). 

14. Doerr M. The CIDOC Conceptual Reference Module: An ontological 

approach to semantic interoperability of metadata. AI Magazine. 2003. Vol. 24, 

no. 3. P. 75–92. DOI: https://doi.org/10.1609/aimag.v24i3.1720 (accessed: 

28.06.2026). 

15. RAGAS: Automated evaluation of retrieval-augmented generation / 

S. Es, J. James, L. Espinosa-Anke, S. Schockaert. Proceedings of the 18th Confer-



226 

ence of the European Chapter of the Association for Computational Linguistics: 

System Demonstrations. 2024. P. 150–158. URL: 

https://aclanthology.org/2024.eacl-demo.16/ (accessed: 29.06.2026). 

 

To chapter 4 

1. Marti U.-V., Bunke H. The IAM-database: An English sentence data-

base for offline handwriting recognition. International Journal on Document Anal-

ysis and Recognition. 2002. Vol. 5. P. 39–46. DOI: 

https://doi.org/10.1007/s100320200071 (accessed: 15.06.2026). 

2. Transkribus: A platform for automated text recognition and searching 

of historical documents / S. Colutto, P. Kahle, G. Hackl, G. Mühlberger. 2019 

15th International Conference on eScience (eScience). 2019. DOI: 

https://doi.org/10.1109/eScience.2019.00060 (accessed: 17.06.2026). 

3. eScriptorium: An open source platform for historical document analy-

sis / B. Kiessling, R. Tissot, P. Stokes, D. Stökl Ben Ezra. 2019 International Con-

ference on Document Analysis and Recognition Workshops (ICDARW). 2019. 

DOI: https://doi.org/10.1109/ICDARW.2019.10032 (accessed: 20.06.2026). 

4. Kiessling B. Kraken: A universal text recognizer for the humanities. 

Digital Humanities 2019. 2019. URL: [suspicious link removed] (accessed: 

22.06.2026). 

5. DIVA-HisDB: A precisely annotated large dataset of challenging me-

dieval manuscripts / F. Simistira, M. Seuret, N. Eichenberger et al. 2016 15th In-

ternational Conference on Frontiers in Handwriting Recognition (ICFHR). 2016. 

DOI: https://doi.org/10.1109/ICFHR.2016.0093 (accessed: 24.06.2026). 

6. TrOCR: Transformer-based optical character recognition with pre-

trained models / M. Li, T. Lv, J. Chen et al. Proceedings of the AAAI Conference 

on Artificial Intelligence. 2023. Vol. 37, no. 11. P. 13094–13102. DOI: 

https://doi.org/10.1609/aaai.v37i11.26538 (accessed: 27.06.2026). 



227 

7. Unlocking the archives: Large language models achieve state-of-the-

art performance on the transcription of handwritten historical documents / M. 

Humphries, L. C. Leddy, Q. Downton et al. 2024. DOI: 

https://doi.org/10.48550/arXiv.2411.03340 (accessed: 29.06.2026). 

 

To chapter 5 

1. ISO/IEC TR 24028:2020. Information technology — Artificial intel-

ligence — Overview of trustworthiness in artificial intelligence. Geneva : ISO, 

2020. URL: https://www.iso.org/standard/77608.html (accessed: 15.06.2026). 

2. ISO/IEC 23894:2023. Information technology — Artificial intelli-

gence — Guidance on risk management. Geneva : ISO, 2023. URL: 

https://www.iso.org/standard/77304.html (accessed: 16.06.2026). 

3. ISO/IEC 42001:2023. Information technology — Artificial intelli-

gence — Management system. Geneva : ISO, 2023. URL: 

https://www.iso.org/standard/42001 (accessed: 17.06.2026). 

4. IEEE 7000-2021: IEEE standard model process for addressing ethical 

concerns during system design. New York : IEEE, 2021. URL: 

https://standards.ieee.org/standard/7000-2021.html (accessed: 18.06.2026). 

5. OECD AI Principles / Organisation for Economic Co-operation and 

Development. 2019. URL: https://oecd.ai/en/ai-principles (accessed: 20.06.2026). 

6. Recommendation on the ethics of artificial intelligence / UNESCO. 

2022. URL: https://unesdoc.unesco.org/ark:/48223/pf0000380455 (accessed: 

22.06.2026). 

7. Regulation (EU) 2024/1689 laying down harmonised rules on artifi-

cial intelligence (Artificial Intelligence Act) / European Parliament and Council of 

the European Union. 2024. URL: https://digital-

strategy.ec.europa.eu/en/policies/regulatory-framework-ai (accessed: 23.06.2026). 

https://www.iso.org/standard/77608.html
https://www.iso.org/standard/77304.html
https://www.iso.org/standard/42001
https://standards.ieee.org/standard/7000-2021.html
https://oecd.ai/en/ai-principles
https://unesdoc.unesco.org/ark:/48223/pf0000380455
https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai
https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai


228 

8. Artificial Intelligence Risk Management Framework (AI RMF 1.0) / 

National Institute of Standards and Technology. U.S. Department of Commerce, 

2023. DOI: https://doi.org/10.6028/NIST.AI.100-1 (accessed: 24.06.2026). 

9. Floridi L., Cowls J. A unified framework of five principles for AI in 

society. Harvard Data Science Review. 2019. Vol. 1, no. 1. DOI: 

https://doi.org/10.1162/99608f92.8cd550d1 (accessed: 25.06.2026). 

10. Model cards for model reporting / M. Mitchell, S. Wu, A. Zaldivar et 

al. Proceedings of the Conference on Fairness, Accountability, and Transparency. 

2019. P. 220–229. DOI: https://doi.org/10.1145/3287560.3287596 (accessed: 

26.06.2026). 

11. Datasheets for datasets / T. Gebru, J. Morgenstern, B. Vecchione et 

al. Communications of the ACM. 2021. Vol. 64, no. 12. P. 86–92. DOI: 

https://doi.org/10.1145/3458723 (accessed: 28.06.2026). 

12. Batool A., Zowghi D., Bano M. Responsible AI governance: A sys-

tematic literature review. 2024. arXiv:2401.10896 [cs.SE]. URL: 

https://arxiv.org/abs/2401.10896 (accessed: 29.06.2026). 

 

To chapter 6 

1. Atzori L., Iera A., Morabito G. The Internet of Things: A survey. 

Computer Networks. 2010. Vol. 54, no. 15. P. 2787–2805. DOI: 

https://doi.org/10.1016/j.comnet.2010.05.010 (accessed: 15.06.2026). 

2. Internet of Things (IoT): A vision, architectural elements, and future 

directions / J. Gubbi, R. Buyya, S. Marusic, M. Palaniswami. Future Generation 

Computer Systems. 2013. Vol. 29, no. 7. P. 1645–1660. DOI: 

https://doi.org/10.1016/j.future.2013.01.010 (accessed: 16.06.2026). 

3. Context-aware computing for the Internet of Things: A survey / C. 

Perera, A. Zaslavsky, P. Christen, D. Georgakopoulos. IEEE Communications 

Surveys & Tutorials. 2014. Vol. 16, no. 1. P. 414–454. DOI: 

https://doi.org/10.1109/SURV.2013.042313.00197 (accessed: 17.06.2026). 

https://doi.org/10.6028/NIST.AI.100-1
https://doi.org/10.1162/99608f92.8cd550d1
https://doi.org/10.1145/3287560.3287596
https://www.google.com/search?q=https%3A%2F%2Fdoi.org%2F10.1145%2F3458723
https://www.google.com/search?q=https%3A%2F%2Farxiv.org%2Fabs%2F2401.10896


229 

4. Siow E., Tiropanis T., Hall W. Analytics for the Internet of Things: A 

survey. ACM Computing Surveys. 2018. Vol. 51, no. 4. Art. 74. DOI: 

https://doi.org/10.1145/3204947 (accessed: 18.06.2026). 

5. Grieves M., Vickers J. Digital twin: Mitigating unpredictable, unde-

sirable emergent behavior in complex systems. Transdisciplinary Perspectives on 

Complex Systems / ed. by F.-J. Kahlen, S. Flumerfelt, A. Alves. Springer, 2017. 

P. 85–113. DOI: https://doi.org/10.1007/978-3-319-38756-7_4 (accessed: 

19.06.2026). 

6. Digital Twin in manufacturing: A categorical literature review and 

classification / W. Kritzinger, M. Karner, G. Traar et al. IFAC-PapersOnLine. 

2018. Vol. 51, no. 11. P. 1016–1022. DOI: 

https://doi.org/10.1016/j.ifacol.2018.08.474 (accessed: 20.06.2026). 

7. Digital Twin in industry: State-of-the-art / F. Tao, H. Zhang, A. Liu, 

A. Y. C. Nee. IEEE Transactions on Industrial Informatics. 2019. Vol. 15, no. 4. 

P. 2405–2415. DOI: https://doi.org/10.1109/TII.2018.2873186 (accessed: 

21.06.2026). 

8. Digital Twin: Enabling technologies, challenges, and open research / 

A. Fuller, Z. Fan, C. Day, C. Barlow. IEEE Access. 2020. Vol. 8. P. 108952–

108971. DOI: https://doi.org/10.1109/ACCESS.2020.2998358 (accessed: 

22.06.2026). 

9. Minerva R., Lee G. M., Crespi N. Digital Twin in the IoT Context: A 

Survey on Technical Features, Scenarios, and Architectural Models. Proceedings 

of the IEEE. 2020. Vol. 108, no. 10. P. 1785–1824. DOI: 

https://doi.org/10.1109/JPROC.2020.2998530 (accessed: 23.06.2026). 

10. Digital twin paradigm: A systematic literature review / C. Semeraro, 

M. Lezoche, H. Panetto, M. Dassisti. Computers in Industry. 2021. Vol. 130. Art. 

103469. DOI: https://doi.org/10.1016/j.compind.2021.103469 (accessed: 

24.06.2026). 



230 

11. Deep learning for anomaly detection: A review / G. Pang, C. Shen, L. 

Cao, A. van den Hengel. ACM Computing Surveys. 2021. Vol. 54, no. 2. Art. 38. 

DOI: https://doi.org/10.1145/3439950 (accessed: 25.06.2026). 

12. A systematic literature review of machine learning methods applied to 

predictive maintenance / T. P. Carvalho, F. A. A. M. N. Vita, R. da P. Francisco et 

al. Computers & Industrial Engineering. 2019. Vol. 137. Art. 106024. DOI: 

https://doi.org/10.1016/j.cie.2019.106024 (accessed: 25.06.2026). 

13. Errandonea I., Beltrán S., Arrizabalaga S. Digital Twin for mainte-

nance: A literature review. Computers in Industry. 2020. Vol. 123. Art. 103316. 

DOI: https://doi.org/10.1016/j.compind.2020.103316 (accessed: 26.06.2026). 

14. Rasheed A., San O., Kvamsdal T. Digital Twin: Values, challenges, 

and enablers from a modeling perspective. IEEE Access. 2020. Vol. 8. P. 21980–

22012. DOI: https://doi.org/10.1109/ACCESS.2020.2970143 (accessed: 

26.06.2026). 

15. Dehghanimohammadabadi M., Belsare S., Thiesing R. Simulation-

optimization of digital twin. Proceedings of the 2021 Winter Simulation Confer-

ence (WSC). 2021. DOI: https://doi.org/10.1109/WSC52266.2021.9715412 (ac-

cessed: 27.06.2026). 

16. A digital twin-based approach for the design and multi-objective op-

timization of a hollow glass production line / H. Zhang, Q. Liu, X. Chen et al. 

IEEE Access. 2017. Vol. 5. P. 26901–26911. DOI: 

https://doi.org/10.1109/ACCESS.2017.2766453 (accessed: 27.06.2026). 

17. Human-level control through deep reinforcement learning / V. Mnih, 

K. Kavukcuoglu, D. Silver et al. Nature. 2015. Vol. 518, no. 7540. P. 529–533. 

DOI: https://doi.org/10.1038/nature14236 (accessed: 28.06.2026). 

18. Deep reinforcement learning for stochastic computation offloading in 

digital twin networks / Y. Dai, K. Zhang, S. Maharjan, Y. Zhang. IEEE Transac-

tions on Industrial Informatics. 2021. Vol. 17, no. 7. P. 4968–4977. DOI: 

https://doi.org/10.1109/TII.2020.3016320 (accessed: 28.06.2026). 



231 

19. Digital Twin technology challenges and applications: A comprehen-

sive review / D. M. Botín-Sanabria, A.-S. Mihaita, R. E. Peimbert-García et al. 

Remote Sensing. 2022. Vol. 14, no. 6. Art. 1335. DOI: 

https://doi.org/10.3390/rs14061335 (accessed: 29.06.2026). 

20. Urban digital twins for smart cities and citizens: The case study of 

Herrenberg, Germany / F. Dembski, U. Wössner, M. Letzgus et al. Sustainability. 

2020. Vol. 12, no. 6. Art. 2307. DOI: https://doi.org/10.3390/su12062307 (ac-

cessed: 29.06.2026). 

 

To chapter 7 

[1] Vaswani A., Shazeer N., Parmar N. et al. Attention Is All You Need. 

Advances in Neural Information Processing Systems. 2017. Vol. 30.  

[2] Devlin J., Chang M.-W., Lee K., Toutanova K. BERT: Pre-training of 

Deep Bidirectional Transformers for Language Understanding. Proceedings of the 

2019 Conference of the North American Chapter of the Association for 

Computational Linguistics: Human Language Technologies (NAACL-HLT). 

Minneapolis, USA, 2019. P. 4171–4186.  

[3] Lewis P., Perez E., Piktus A. et al. Retrieval-Augmented Generation for 

Knowledge-Intensive NLP Tasks. Advances in Neural Information Processing 

Systems. 2020. Vol. 33. P. 9459–9474.  

[4] Lopez P. GROBID: Combining Automatic Bibliographic Data 

Recognition and Term Extraction for Scholarship Publications. Proceedings of the 

13th European Conference on Research and Advanced Technology for Digital 

Libraries (ECDL). Corfu, Greece, 2009. P. 473–474.  

[5] Xu Y., Li M., Cui L., Huang S., Wei F., Zhou M. LayoutLM: Pre-

training of Text and Layout for Document Image Understanding. Proceedings of 

the 26th ACM SIGKDD Conference on Knowledge Discovery & Data Mining. 

Virtual Event, USA, 2020. P. 1192–1200.  



232 

[6] Beltagy I., Lo K., Cohan A. SciBERT: A Pretrained Language Model 

for Scientific Text. Proceedings of the 2019 Conference on Empirical Methods in 

Natural Language Processing and the 9th International Joint Conference on 

Natural Language Processing (EMNLP-IJCNLP). Hong Kong, China, 2019. P. 

3615–3620.  

[7] Smith R. An Overview of the Tesseract OCR Engine. Proceedings of the 

Ninth International Conference on Document Analysis and Recognition (ICDAR). 

Curitiba, Brazil, 2007. Vol. 2. P. 629–633.  

[8] Zhao W. X., Zhou K., Li J. et al. A Survey of Large Language Models. 

arXiv. 2023. URL: https://arxiv.org/abs/2303.18223 (дата звернення: 

03.07.2026). 

 

To chapter 8 

1. Lopes T., Guerreiro S. Assessing business process models: a literature 

review on techniques for BPMN testing and formal verification. Business Process 

Management Journal. 2023. Vol. 29, No. 8. P. 133–162. DOI: 10.1108/BPMJ-11-

2022-0557. 

2. Compagnucci I., Corradini F., Fornari F., Re B. A Study on the Usage of 

the BPMN Notation for Designing Process Collaboration, Choreography, and 

Conversation Models. Business & Information Systems Engineering. 2024. Vol. 

66, No. 1. P. 43–66. DOI: 10.1007/s12599-023-00818-7. 

3. Rudskyi O.V., Kopp A.M. Towards a systematic literature review of text 

similarity methods for semantic quality assessment of business process models. С. 

24–25. URL: 

https://repository.kpi.kharkov.ua/server/api/core/bitstreams/3250f227-6c32-4cb5-

a97e-1e111506ffa8/content (accessed: 26.11.2025). 

4. Klievtsova N., Benzin J.-V., Kampik T., Mangler J., Rinderle-Ma S. 

Conversational process modelling: state of the art, applications, and implications 

in practice // Business Process Management Forum – BPM 2023 Forum / eds. C. 

https://arxiv.org/abs/2303.18223


233 

Di Francescomarino, A. Burattin, C. Janiesch, S.W. Sadiq. Cham : Springer, 2023. 

(LNBIP, vol. 490). P. 319–336. DOI: 10.1007/978-3-031-41623-1_19. 

5. Chapela-Campa D., Benchekroun I., Baron O., Dumas M., Krass D., 

Senderovich A. Can I trust my simulation model? Measuring the quality of 

business process simulation models // Business Process Management: 21st 

International Conference, BPM 2023 / eds. C. Di Francescomarino et al. Cham : 

Springer, 2023. (LNCS, vol. 14159). P. 20–37. DOI: 10.1007/978-3-031-41620-

0_2. 

6. Ayad S., AlSayoud F. Exploring ChatGPT Prompt Engineering for 

Business Process Models Semantic Quality Improvement // Good Practices and 

New Perspectives in Information Systems and Technologies / eds. Á. Rocha et al. 

Cham : Springer, 2024. DOI: 10.1007/978-3-031-60221-4_39. 

7. Klievtsova N., Benzin J.-V., Kampik T., Mangler J., Rinderle-Ma S. 

Conversational process modeling: Can generative AI empower domain experts in 

creating and redesigning process models? arXiv:2304.11065. 2023. URL: 

https://arxiv.org/pdf/2304.11065. 

8. Bendaly Hlaoui Y., Ayari S. An Approach to Develop Correct-by-

Construction Business Process Models Using a Formal Domain Specific 

Language. Journal of Software: Evolution and Process. 2025. Vol. 37, No. 2. Art. 

e2762. DOI: 10.1002/smr.2762. 

9. Richter T., Fantinato M., Thom L.H. Enhancing business process clarity: 

enabling the development of more understandable BPMN models through 

prioritized guidelines. Business Process Management Journal. 2025. Vol. ahead-

of-print. DOI: 10.1108/BPMJ-10-2024-0989. 

10. Kourani H., Berti A., Schuster D., van der Aalst W.M.P. Evaluating 

large language models on business process modeling: framework, benchmark, and 

self-improvement analysis. Software and Systems Modeling. 2025. DOI: 

10.1007/s10270-025-01318-w. 



234 

11. Kourani H., Berti A., Schuster D., van der Aalst W.M.P. Process 

Modeling with Large Language Models // Enterprise, Business-Process and 

Information Systems Modeling: BPMDS 2024, EMMSAD 2024 / eds. H. van der 

Aa, D. Bork, R. Schmidt, A. Sturm. Cham : Springer, 2024. (LNBIP, vol. 511). P. 

229–244. DOI: 10.1007/978-3-031-61007-3_18. 

12. Ayad S., Alsayoud F. Prompt engineering techniques for semantic 

enhancement in business process models. Business Process Management Journal. 

2024. Vol. 30, No. 7. P. 2611–2641. DOI: 10.1108/BPMJ-02-2024-0108. 

13. Kourani H., Berti A., Hennrich J., Kratsch W., Weidlich R., Li C.-Y., 

Arslan A., van der Aalst W.M.P., Schuster D. Leveraging large language models 

for enhanced process model comprehension. Decision Support Systems. 2025. 

Vol. 200. Art. 114563. DOI: 10.1016/j.dss.2025.114563. 

14. Sahay A., Di Ruscio D., Iovino L., Pierantonio A. Analyzing business 

process management capabilities of low-code development platforms. Software: 

Practice and Experience. 2023. Vol. 53, No. 4. P. 1036–1060. DOI: 

10.1002/spe.3177. 

 

To chapter 9 

1. Berkeley Protocol on Digital Open Source Investigations: A practical 

guide on the effective use of digital open source information in investigating viola-

tions of international criminal, human rights, and humanitarian law / Office of the 

United Nations High Commissioner for Human Rights, Human Rights Center, 

University of California, Berkeley. United Nations, 2022. URL: 

https://www.ohchr.org/en/publications/policy-and-methodological-

publications/berkeley-protocol-digital-open-source (accessed: 15.06.2026). 

2. ISO/IEC 27037:2012: Information technology — Security techniques 

— Guidelines for identification, collection, acquisition, and preservation of digital 

evidence. Geneva : ISO, 2012. URL: https://www.iso.org/standard/44381.html 

(accessed: 16.06.2026). 



235 

3. Balovsyak N. Anonymous and official Telegram channels in Ukraine: 

Analysis of popularity during the hybrid war. Current Issues of Mass Communica-

tion. 2025. Vol. 37. P. 30–42. DOI: https://doi.org/10.17721/CIMC.2025.37.30-42 

(accessed: 17.06.2026). 

4. A dataset of Open Source Intelligence (OSINT) Tweets about the 

Russo-Ukrainian war / J. Niu, M. Stillman, P. Seeberger, A. Kruspe. Proceedings 

of the ISCRAM 2024 Conference. 2024. URL: https://arxiv.org/abs/2409.01052 

(accessed: 18.06.2026). 

5. Electronic Evidence Guide v. 3.0 / Council of Europe. Council of Eu-

rope Cybercrime Programme Office, 2022. URL: 

https://www.coe.int/en/web/cybercrime/-/iproceeds-2-launching-of-the-electronic-

evidence-guide-v-3-0 (accessed: 19.06.2026). 

6. OSSINT: Open Source Social Network Intelligence—An efficient 

and effective way to uncover “private” information in OSN profiles / G. Cascavil-

la, F. Beato, A. Burattin et al. 2016. URL: https://arxiv.org/abs/1611.06737 (ac-

cessed: 20.06.2026). 

7. Mukhopadhyay A., Venkatagiri S., Luther K. OSINT Research Studi-

os: A flexible crowdsourcing framework to scale up open source intelligence in-

vestigations. 2024. URL: https://arxiv.org/abs/2401.00928 (accessed: 20.06.2026). 

8. Conroy N. J., Rubin V. L., Chen Y. Automatic deception detection: 

Methods for finding fake news. Proceedings of the Association for Information 

Science and Technology. 2015. Vol. 52, no. 1. P. 1–4. DOI: 

https://doi.org/10.1002/pra2.2015.145052010082 (accessed: 21.06.2026). 

9. Fake news detection on social media: A data mining perspective / K. 

Shu, A. Sliva, S. Wang et al. ACM SIGKDD Explorations Newsletter. 2017. Vol. 

19, no. 1. P. 22–36. DOI: https://doi.org/10.1145/3137597.3137600 (accessed: 

22.06.2026). 



236 

10. Zhou X., Zafarani R. A survey of fake news: Fundamental theories, 

detection methods, and opportunities. ACM Computing Surveys. 2020. Vol. 53, 

no. 5. Art. 109. DOI: https://doi.org/10.1145/3395046 (accessed: 22.06.2026). 

11. Vosoughi S., Roy D., Aral S. The spread of true and false news 

online. Science. 2018. Vol. 359, no. 6380. P. 1146–1151. DOI: 

https://doi.org/10.1126/science.aap9559 (accessed: 23.06.2026). 

12. BERT: Pre-training of deep bidirectional transformers for language 

understanding / J. Devlin, M.-W. Chang, K. Lee, K. Toutanova. Proceedings of 

the 2019 Conference of the North American Chapter of the Association for Com-

putational Linguistics: Human Language Technologies. 2019. Vol. 1. P. 4171–

4186. DOI: https://doi.org/10.18653/v1/N19-1423 (accessed: 24.06.2026). 

13. RoBERTa: A robustly optimized BERT pretraining approach / Y. 

Liu, M. Ott, N. Goyal et al. 2019. URL: https://arxiv.org/abs/1907.11692 (ac-

cessed: 24.06.2026). 

14. SemEval-2020 Task 11: Detection of propaganda techniques in news 

articles / G. Da San Martino, A. Barrón-Cedeño, H. Wachsmuth et al. Proceedings 

of the Fourteenth Workshop on Semantic Evaluation. 2020. P. 1377–1414. DOI: 

https://doi.org/10.18653/v1/2020.semeval-1.186 (accessed: 25.06.2026). 

15. Fake news detection on social media using geometric deep learning / 

F. Monti, F. Frasca, D. Eynard et al. 2019. URL: https://arxiv.org/abs/1902.06673 

(accessed: 26.06.2026). 

16. Broder A. Z. Identifying and filtering near-duplicate documents. 

Combinatorial Pattern Matching. CPM 2000. Lecture Notes in Computer Science / 

ed. by R. Giancarlo, D. Sankoff. Springer, 2000. Vol. 1848. P. 1–10. DOI: 

https://doi.org/10.1007/3-540-45123-4_1 (accessed: 26.06.2026). 

17. Ribeiro M. T., Singh S., Guestrin C. “Why should I trust you?”: Ex-

plaining the predictions of any classifier. Proceedings of the 22nd ACM SIGKDD 

International Conference on Knowledge Discovery and Data Mining. 2016. P. 



237 

1135–1144. DOI: https://doi.org/10.1145/2939672.2939778 (accessed: 

27.06.2026). 

18. Uncovering coordinated networks on social media: Methods and case 

studies / D. Pacheco, P.-M. Hui, C. Torres-Lugo et al. Proceedings of the Interna-

tional AAAI Conference on Web and Social Media. 2021. Vol. 15, no. 1. P. 455–

466. DOI: https://doi.org/10.1609/icwsm.v15i1.18075 (accessed: 28.06.2026). 

19. Weber D., Neumann F. A general method to find highly coordinating 

communities in social media through inferred interaction links. Social Network 

Analysis and Mining. 2021. Vol. 11. Art. 49. DOI: https://doi.org/10.1007/s13278-

021-00752-5 (accessed: 28.06.2026). 

20. Cresci S. A decade of social bot detection. Communications of the 

ACM. 2020. Vol. 63, no. 10. P. 72–83. DOI: https://doi.org/10.1145/3409116 (ac-

cessed: 29.06.2026). 

21. Starbird K. Disinformation’s spread: Bots, trolls, and all of us. Na-

ture. 2019. Vol. 571, no. 7766. P. 449. DOI: https://doi.org/10.1038/d41586-019-

02235-x (accessed: 29.06.2026). 

 

To chapter 10 

1. Вінніченко О., Цапенко М., Непша О. Сталактитова печера 

«Дружба» як геологічна пам’ятка природи місцевого значення Тячівського 

району Закарпатської області. Міждисциплінарний діалог: Молодь. Наука. 

Інновації : збірник матеріалів ІІ Міжнародної науково-практичної 

конференції (Запоріжжя, 17 квітня 2026 р.). Запоріжжя: Видавництво МДПУ 

імені Богдана Хмельницького, 2026. С.651-654. 

2. Лужанська Т.Ю., Лета В.В. Географія Карпатського регіону: 

навчальний посібник для здобувачів спеціальності 106 «Географія».  

Мукачево: МДУ, 2024. 124 с. 

3. Печера Дружба URL: https://lnk.ua/MFUWQ5P7L (дата 

звернення: 26.06.2026) 

https://lnk.ua/MFUWQ5P7L


238 

4. Печера Молочний камінь URL: 

https://funtime.com.ua/nature/molochnyi-kamin-cave (дата звернення: 

28.06.2026) 

5. Печера Обвальна URL: https://funtime.com.ua/nature/obvalna-cave 

(дата звернення: 26.06.2026) 

6. Прохорова Л.А., Гришко С.В., Непша О.В., Зав’ялова Т.В., 

Коваль Д.О. Карстові печери урочища Черлений Камінь (Тячівський район 

Закарпатської області) як перспективні об’єкти геологічного туризму. 

Креативні підходи у сучасних наукових дослідженнях: моногр.  Харків: СГ 

НТМ «Новий курс», 2026. С.47-53. 

7. Прохорова Л.А., Гришко С.В., Непша О.В., Зав’ялова Т.В., 

Коваль Д.О. Карстові печери урочища Гребінь та скали Чур як об’єкти 

розвитку геологічного туризму в Тячівському районі Закарпатської області. 

Міждисциплінарні аспекти сучасного наукового пізнання: моногр.  Харків: 

СГ НТМ «Новий курс», 2026. С.199-205 

8. Сталактитова печера Молочний камінь. Геологічна пам’ятка 

природи місцевого значення. URL: https://lnk.ua/wMb2JKluE (дата звернення: 

28.06.2026) 

9. Nepsha Oleksandr, Belov Oleksandr, Koval Dmytro, Vinnichenko 

Olena, Gnativ Ilya, Meshalnikov Ivan, Shepitko Dmytro The natural tourism po-

tential of the Tyachiv district in Zakarpattia region. POLISH SCIENCE JOURNAL 

ISSUE 4(85). Warsaw: Sp. z o. o. «iScience», 2026. рр.56-60 

10. Prokhorova LА.., Hryshko S.V., Levada O.M., Nepsha O.V., Zavi-

alova T.V.,  Koval D.O. The caves of the Uholsky massif as geological heritage 

sites and prospects for their use in geological tourism in the Tyachiv district of 

Zakarpattia oblast. Cross-disciplinary studies in science, innovation and social de-

velopment. Vol. 13. Monograph. Prague: Publishing house Education and Science 

s.r.o., 2026. рр.86-97.  https://doi.org/10.65237/13-2026-8  

 

https://funtime.com.ua/nature/molochnyi-kamin-cave
https://funtime.com.ua/nature/obvalna-cave
https://lnk.ua/wMb2JKluE
https://doi.org/10.65237/13-2026-8


239 

To chapter 11 

1. European Commission. (2024). Taxation trends in the European Union: 

Data for the EU Member States, Iceland, Norway and other European countries. 

Publications Office of the European Union. https://taxation-

customs.ec.europa.eu/taxation-1/economic-analysis-taxation/taxation-trends-

european-union_en.  

2. Organisation for Economic Co-operation and Development. (2022). 

Housing taxation in OECD countries (OECD Tax Policy Studies No. 29). OECD 

Publishing. https://doi.org/10.1787/03dfe007-en.  

3. Organisation for Economic Co-operation and Development. (2024). Tax 

administration 2024: Comparative information on OECD and other advanced and 

emerging economies. OECD Publishing. 

https://www.oecd.org/en/publications/tax-administration-2024_1c7eb3ea-en.html.  

4. Organisation for Economic Co-operation and Development. (2024). Tax 

policy reforms 2024: OECD and selected partner economies. OECD Publishing. 

https://doi.org/10.1787/c3686f5e-en.  

5. Organisation for Economic Co-operation and Development. (2024). 

Revenue statistics 2024. OECD Publishing. 

https://www.oecd.org/en/publications/revenue-statistics-2024_b06d49d4-en.html.  

6. Organisation for Economic Co-operation and Development. (2025). 

OECD Revenue Statistics Database. 

https://www.oecd.org/en/data/datasets/revenue-statistics.html.  

7. Tax Foundation. (2024). International Tax Competitiveness Index 2024. 

https://taxfoundation.org/research/all/global/international-tax-competitiveness-

index/.  

8. The World Bank. (2022). World Development Report 2022: Finance for 

an equitable recovery. World Bank. 

https://www.worldbank.org/en/publication/wdr2022.  

https://taxation-customs.ec.europa.eu/taxation-1/economic-analysis-taxation/taxation-trends-european-union_en
https://taxation-customs.ec.europa.eu/taxation-1/economic-analysis-taxation/taxation-trends-european-union_en
https://taxation-customs.ec.europa.eu/taxation-1/economic-analysis-taxation/taxation-trends-european-union_en
https://doi.org/10.1787/03dfe007-en
https://www.oecd.org/en/publications/tax-administration-2024_1c7eb3ea-en.html
https://doi.org/10.1787/c3686f5e-en
https://www.oecd.org/en/publications/revenue-statistics-2024_b06d49d4-en.html
https://www.oecd.org/en/data/datasets/revenue-statistics.html
https://taxfoundation.org/research/all/global/international-tax-competitiveness-index/
https://taxfoundation.org/research/all/global/international-tax-competitiveness-index/
https://www.worldbank.org/en/publication/wdr2022


240 

9. The World Bank. (2025). Digital Development. 

https://www.worldbank.org/en/topic/digitaldevelopment.  

10. The World Bank. (2025). Worldwide Governance Indicators. 

https://www.worldbank.org/en/publication/worldwide-governance-indicators.  

 

To chapter 12 

1. Almeida P. S. Approaches to Conflict-free Replicated Data Types. ACM 

Computing Surveys. 2024. Vol. 57, No. 2. P. 1–36. DOI: 10.1145/3695249. 

2. Mao Y., Zhang G., Liu Z., Nasirifard P., Tijanic S., Jacobsen H.-A. 

Making CRDTs Not So Eventual. Proceedings of the VLDB Endowment. 2025. 

Vol. 18, No. 2. P. 349–362. DOI: 10.14778/3705829.3705850. 

3. Zhu Y., Ma J. Crust: A Modular Framework for Conflict-Free Replicated 

Data Types (CRDTs) Development, Validation, and Benchmarking. IEEE Access. 

2025. Vol. 13. P. 84081–84093. DOI: 10.1109/ACCESS.2025.3568925. 

4. Rabeshko Y., Turbal Y. Performance Optimisation Techniques for 

Conflict-free Replicated Data Types (CRDT). Bulletin of Cherkasy State 

Technological University. 2024. Vol. 29, No. 1. P. 10–23. DOI: 

10.62660/bcstu/1.2024.23. 

5. Almishev K. Methods and Tools for Developing Collaborative 

Applications Based on CRDT Types with User Conflict Resolution. Universal 

Library of Engineering Technology. 2025. Vol. 2, No. 4. P. 87–92. DOI: 

10.70315/uloap.ulete.2025.0204015. 

6. Ignat C.-L., Elvinger V., Ba H. Synql: A CRDT-Based Approach for 

Replicated Relational Databases with Integrity Constraints // Distributed 

Applications and Interoperable Systems : 24th IFIP WG 6.1 International 

Conference, DAIS 2024 / eds. S. Bonomi et al. Cham : Springer, 2024. (LNCS). 

DOI: 10.1007/978-3-031-62638-8_2. 

7. Power C., Achalla S., Cottone R., Macasaet N., Hellerstein J. M. 

Wrapping Rings in Lattices: An Algebraic Symbiosis of Incremental View 

https://www.worldbank.org/en/topic/digitaldevelopment
https://www.worldbank.org/en/publication/worldwide-governance-indicators


241 

Maintenance and Eventual Consistency // Proceedings of the 11th Workshop on 

Principles and Practice of Consistency for Distributed Data, PaPoC 2024. New 

York : ACM, 2024. P. 15–22. DOI: 10.1145/3642976.3653031. 

8. Da L., Kleppmann M. Extending JSON CRDTs with Move Operations // 

Proceedings of the 11th Workshop on Principles and Practice of Consistency for 

Distributed Data, PaPoC 2024. New York : ACM, 2024. P. 8–14. DOI: 

10.1145/3642976.3653030. 

9. Stewen L., Kleppmann M. Undo and Redo Support for Replicated 

Registers // Proceedings of the 11th Workshop on Principles and Practice of 

Consistency for Distributed Data, PaPoC 2024. New York : ACM, 2024. P. 1–7. 

DOI: 10.1145/3642976.3653029. 

10. Haas J., Mogk R., Yanakieva E., Bieniusa A., Mezini M. LoRe: A 

Programming Model for Verifiably Safe Local-First Software. ACM Transactions 

on Programming Languages and Systems. 2024. Vol. 46, No. 1. DOI: 

10.1145/3633769. 

11. Almeida P. S., Shapiro E. The Blocklace: A Byzantine-Repelling and 

Universal Conflict-Free Replicated Data Type. arXiv. 2025. P. 1–9. DOI: 

10.48550/arXiv.2402.08068. 

 

To chapter 13 

1. Mercer, B. (2021). Community cohesion and local governance: Mod-

ern perspectives. Journal of Social Policy, 50(4), 612–628.  

2. Hillier, J. (2022). Territorial communities and urban resilience. Urban 

Studies, 59(7), 1345–1362.  

3. Schnur, L. (2020). Everyday interdependence and socio-economic 

needs of communities. Sociology Today, 46(3), 215–229.  

4. Smelser, N. (2019). Psychological belonging and collective identity in 

communities. American Sociological Review, 84(6), 1221–1237.  



242 

5. Parsons, T. (2018). Social systems and territorial organization: Revis-

iting community theory. Social Theory and Practice, 44(2), 301–318.  

6. Putnam, R. D. (2020). Bowling alone: The collapse and revival of 

American community. New York: Simon & Schuster.  

7. Florida, R. (2020). The rise of the creative class: And how it’s trans-

forming work, leisure, community and everyday life. New York: Basic Books.  

8. Ostrom, E. (2015). Governing the commons: The evolution of institu-

tions for collective action. Cambridge: Cambridge University Press.  

9. Smelser, N. (2019). Sociology: Modern approaches. Kyiv: Osnovy.  

10. Parsons, T. (2018). Social systems and territorial communities. Social 

Theory and Practice, 44(2), 301–318.  

11. Savonik, T. (2025). Territorial community as a socio-economic phe-

nomenon: Methodological approaches. Economic Studies, 31, 45–52.  

12. Batanov, O. V. (2020). Constitutional and legal foundations of local 

self-government in Ukraine. Kyiv: Yurinkom Inter.  

13. Beliaurov, M. A. (2021). Territorial communities as subjects of public 

authority. Law of Ukraine, 5, 45–53.  

14. Hryhoriev, V. A. (2019). Local self-government and development of 

territorial communities. Kharkiv: Pravo.  

15. Kravchenko, V. I. (2022). Territorial communities in the system of 

local self-government: Modern challenges. Public Administration: Theory and 

Practice, 2, 77–85.  

16. Orie, N. O. (2023). Socio-economic potential of territorial communi-

ties of Ukraine. Economy and State, 4, 12–18.  

17. Pukhtynskyi, M. O. (2024). Territorial community as an institutional 

basis of local development. Lviv: Ivan Franko National University of Lviv.  

18. Kapatsyna, M. V. (2024). Content of legal personality of territorial 

communities: Administrative and legal aspect. Law of Ukraine, 3, 45–52.  



243 

19. Martyshchenko, S. L. (2022). Conceptual features of the modern 

stage of administrative-territorial reform in Ukraine. Public Administration: 

Theory and Practice, 2, 77–85.  

20. Drahan, M. (2022). Administrative-territorial structure of Ukraine 

and its reforming (Master’s thesis). Ivan Franko National University of Lviv, 

Lviv, Ukraine.  

21. Verkhovna Rada of Ukraine. (2020). Constitution of Ukraine (Law 

No. 254k/96-VR, as amended). https://zakon.rada.gov.ua/laws/show/254к/96-

вр#Text  

22. Cabinet of Ministers of Ukraine. (2014). Concept of reforming local 

self-government and territorial organization of power (Order No. 333-r). Official 

Bulletin of Ukraine, 29, 25–32.  

23. Kravchenko, V. I. (2020). Territorial communities in the system of 

management of socio-economic development. Kyiv: Naukova Dumka.  

24. Batanov, O. V. (2021). Territorial community as a subject of local 

self-government: Legal and economic aspects. Scientific Papers of the Koretsky 

Institute of State and Law of NAS of Ukraine, 15, 112–120.  

25. Verkhovna Rada of Ukraine. (2015). On voluntary amalgamation of 

territorial communities (Law No. 157-VIII). Bulletin of the Verkhovna Rada of 

Ukraine, 13, Article 91.  

26. Kovalchuk, T. V. (2021). Resource potential of territorial communi-

ties: Economic essence and directions of use. Economy and State, 7, 45–50.  

27. Hrynchyshyn, I. M. (2020). Technological resources as a component 

of socio-economic potential of territorial communities. Regional Economy, 3, 12–

20.  

 

To chapter 14 

1. Kumar S., Hamilton W. L., Leskovec J., Jurafsky D. Community in-

teraction and conflict on the web. Proceedings of the 2018 World Wide Web Con-



244 

ference. 2018. P. 933–943. DOI: https://doi.org/10.1145/3178876.3186141 (ac-

cessed: 15.06.2026). 

2. It takes a village to manipulate the media: Coordinated link sharing 

behavior during the 2018 and 2019 Italian elections / F. Giglietto, N. Righetti, L. 

Rossi, G. Marino. Information, Communication & Society. 2020. Vol. 23, no. 6. P. 

867–891. DOI: https://doi.org/10.1080/1369118X.2020.1739732 (accessed: 

16.06.2026). 

3. CooRnet: An R package to detect coordinated link sharing behavior / 

F. Giglietto, N. Righetti, L. Rossi, G. Marino. 2020. URL: https://coornet.org/ (ac-

cessed: 17.06.2026). 

4. Graham T., Hames S., Alpert E. The coordination network toolkit: A 

framework for detecting and analyzing coordinated behavior on social media. 

Journal of Computational Social Science. 2024. Vol. 7. P. 1139–1160. DOI: 

https://doi.org/10.1007/s42001-024-00260-z (accessed: 18.06.2026). 

5. Large-scale detection of multilingual coordinated activity on Tele-

gram / L. Blas, D. Saraf, T. Salkar et al. npj Complexity. 2025. Vol. 2. Art. 56. 

DOI: https://doi.org/10.1038/s44260-025-00056-w (accessed: 19.06.2026). 

6. Disinformation networks: A quali-quantitative investigation of antag-

onistic Dutch-speaking Telegram channels / T. Willaert, S. Peeters, J. Seijbel, N. 

Van Raemdonck. First Monday. 2022. Vol. 27, no. 5. DOI: 

https://doi.org/10.5210/fm.v27i5.12533 (accessed: 20.06.2026). 

7. Kleinberg J. Bursty and hierarchical structure in streams. Data Mining 

and Knowledge Discovery. 2003. Vol. 7. P. 373–397. DOI: 

https://doi.org/10.1023/A:1024940629314 (accessed: 21.06.2026). 

8. Broder A. Z. Identifying and filtering near-duplicate documents. 

Combinatorial Pattern Matching. CPM 2000. Lecture Notes in Computer Science / 

ed. by R. Giancarlo, D. Sankoff. Springer, 2000. Vol. 1848. P. 1–10. DOI: 

https://doi.org/10.1007/3-540-45123-4_1 (accessed: 22.06.2026). 



245 

9. Snorkel: Rapid training data creation with weak supervision / A. Rat-

ner, S. H. Bach, H. R. Ehrenberg et al. The VLDB Journal. 2020. Vol. 29. P. 709–

730. DOI: https://doi.org/10.1007/s00778-019-00552-1 (accessed: 23.06.2026). 

10. Snorkel DryBell: A case study in deploying weak supervision at in-

dustrial scale / S. H. Bach, D. Rodriguez, Y. Liu et al. Proceedings of the 2019 In-

ternational Conference on Management of Data. 2019. P. 362–375. DOI: 

https://doi.org/10.1145/3299869.3314036 (accessed: 24.06.2026). 

11. Su G., Chen W., Xu M. Positive-unlabeled learning from imbalanced 

data. Proceedings of the Thirtieth International Joint Conference on Artificial In-

telligence. 2021. P. 2995–3001. DOI: https://doi.org/10.24963/ijcai.2021/412 (ac-

cessed: 24.06.2026). 

12. Saito T., Rehmsmeier M. The precision-recall plot is more informa-

tive than the ROC plot when evaluating binary classifiers on imbalanced datasets. 

PLOS ONE. 2015. Vol. 10, no. 3. Art. e0118432. DOI: 

https://doi.org/10.1371/journal.pone.0118432 (accessed: 25.06.2026). 

13. Davis J., Goadrich M. The relationship between precision-recall and 

ROC curves. Proceedings of the 23rd International Conference on Machine Learn-

ing. 2006. P. 233–240. DOI: https://doi.org/10.1145/1143844.1143874 (accessed: 

26.06.2026). 

14. Balovsyak N. Anonymous and official Telegram channels in Ukraine: 

Analysis of popularity during the hybrid war. Current Issues of Mass Communica-

tion. 2025. Vol. 37. P. 30–42. DOI: https://doi.org/10.17721/CIMC.2025.37.30-42 

(accessed: 26.06.2026). 

15. A general method for real-time detection of information threats with a 

Ukraine case study / K. Lipianina-Honcharenko, M. Komar, H. Bohuta et al. Ra-

dioelectronic and Computer Systems. 2025. No. 3. P. 202–230. DOI: 

https://doi.org/10.32620/reks.2025.3.15 (accessed: 27.06.2026). 

16. OLTW-TEC: Online learning with sliding windows for text classifier 

ensembles / K. Lipianina-Honcharenko, Y. Bodyanskiy, N. Kustra, A. Ivasechko. 



246 

Frontiers in Artificial Intelligence. 2024. Vol. 7. Art. 1401126. DOI: 

https://doi.org/10.3389/frai.2024.1401126 (accessed: 28.06.2026). 

17. Rule-based method for aligning media content with Ukrainian legisla-

tion / K. Lipianina-Honcharenko, I. Ihnatiev, H. Bohuta et al. CEUR Workshop 

Proceedings. 2025. Vol. 4004. P. 301–311. (accessed: 29.06.2026). 

 

До розділу 15 

1. Геркула Н.М. Особа колаборанта: тенденції, виявлені на третій 

рік повномасштабного вторгнення. Науковий вісник Ужгородського 

Національного Університету. Серія ПРАВО. 2025. Том 4. № 90. URL:  

https://visnyk-pravo.uzhnu.edu.ua/issue/view/19716 (дата звернення: 

23.06.2026). 

2. Кримінологія (Особлива частина): навч. посіб. / І. О. Бандурка, 

О. М. Литвинов, Ю. В. Орлов та ін. Харків : ХНУВС, 2026.  448 с. 

3. Лисько Т. Д., Сенько А. В. Особливості кримінологічної 

характеристики особи колаборанта. Приватне та публічне право. 2022. № 4. 

С. 93-98. 

4. Медицький І. Б. Кримінологічний портрет особистості 

колаборанта. Правова держава. 2023. Вип. 34. С. 538-445. 

5. Офіс Генерального прокурора України – офіційна статистика 

кримінальних правопорушень (розділ ЄРДР та форми №1, №2). URL: 

https://www.gp.gov.ua/ (дата звернення: 23.06.2026). 

6. Фіалка М. І. Кримінологічна характеристика та кримінологічний 

портрет особистості злочинця: сутність і співвідношення понять. Вісник 

Кримінологічної асоціації України. 2019. № 2 (21). С. 162-171 

7. Юнін О. С., Березняк В. С., Хашев В. Г. Кримінологічні та 

психологічні портрети осіб, які вчиняють кримінальні правопорушення, 

пов’язані зі збройною агресією рф. Дніпро : Дніпров. держ. ун-т внутр. 

справ, 2024. 44 с. 

https://visnyk-pravo.uzhnu.edu.ua/issue/view/19716
https://www.gp.gov.ua/


247 

To chapter 16 

1. Hrushchynska, N. M. (2016). The Importance of Trade Diplomacy in 

Organizing the Export of Ukrainian Products to the European Union. Strategic 

Panorama, 1, 51–56.  

2. Zhang, S. (2019). China’s Agricultural Diplomacy Under the “Going 

Global” Strategy. China Quarterly of International Strategic Studies, 5(4), 557–

576. https://doi.org/10.1142/S2377740019500258  

3. Kukharyk, V. V., & Nübling, T. (2021). The Role of Economic 

Diplomacy in the System of Modern International Economic Relations. Scientific 

Bulletin of Mukachevo State University. Series: Economics, 8(2), 35–44.  

4. Okano-Heijmans, M. (2011). Conceptualizing Economic Diplomacy: The 

Crossroads of International Relations, Economics, IPE and Diplomatic Studies. 

The Hague Journal of Diplomacy, 6(1–2), 7–36. 

5. Chuhaienko, Yu. O. (2013). Economic Diplomacy in the System of 

Managing the State’s Foreign Economic Activity. Actual Problems of Economics, 

3(141), 59–69. 

6. Pukhalska, Ya. P. (2014). Economic Diplomacy in the Context of 

Globalization. Economic Space, 87, 24–32. 

7. Hrushchynska, N. M. (2017). Implementation of Economic Diplomacy in 

the System of Contemporary International Relations: The Potential of Creativity 

and Traditional Approaches. Foreign Policy and Diplomacy: Traditions, Trends, 

Experience, 24(3), 86–92. 

8. Baranovska, V. M. (2012). The Role of Economic Diplomacy in the 

Country’s Foreign Economic Activity. Economy and State, 2, 24–25. 

9. Sharov, O. M. (2018). Economic Diplomacy as a Symbiosis of Science 

and Politics. International Economic Policy, 1(28), 63–74. 

10. Kukharyk, V. (2021). Economic Diplomacy as an Instrument for the 

Implementation of National Interests. International Relations, Public 

Communications and Regional Studies, 2, 221–231. 

https://doi.org/10.1142/S2377740019500258


 

Vydavatel: 

Publishing house Education and Science s.r.o. IČO : 271 56 877. 

Frýdlanská 15/1314 , Praha 8. MS v Praze , oddíl C,vložka 100614 

 

 

 

 

 

 

Cross-Disciplinary Studies in 

Science, Innovation and Social 

Development 

 

Volume XV 

 

 

 

Signed for printing on July 7, 2026. 

Format 60x90/8. Headset Times New Roman.  
Mental printing. arc. 11,65. Edition online. 


	ISBN 978-80-909811-2-6 (soubor)
	УДК [330+34+004.8+004.056+069+930.25+55+338.48+339.9]:001.89
	LLMs for Code Analysis and Vulnerability Detection. The application of large language models to code understanding and vulnerability detection has seen explosive growth. Pre-trained models like CodeBERT [3] and specialized variants fine-tuned on secur...
	Table 1.
	Comparison of Existing Solutions for Automated Editorial Processing of Scholarly Documents
	Table 2.
	Methodological Principles for the Design of an Intelligent Editorial System

