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BCTYII

JluHaMiYHUN PO3BUTOK Cy4yacHOI Haykd, UM(POBUX TEXHOJOTIH Ta
CYCHUIbHUX IHCTUTYTIB 3YMOBIIIOE TTOTPeOy B MIKIUCIUILIIHAPHOMY OCMHCIICHHI
IpoIECiB, MO BIAOYBAIOTHCA HAa NEPETUHI MpaBa, E€KOHOMIKH, MDKHAPOJIHHUX
BIIHOCHH, 1H(MOPMALIMHUX TEXHOJIOT1H, IITYy4HOTO I1HTEJEKTy, KiOepOesneku,
udpoBoi ryMaHITapUCTUKH, Treorpadii Ta perioHaJbHOrO po3BUTKY. Llg
KOJIEKTHBHA MoHOTpadiss «MDKIMCHUIUTIHAPHI AOCTIKEHHS B Taily3l HayKw,
IHHOBAIlIl Ta CYCHIJIBHOTO PO3BHUTKY» C(POpPMOBaHA SK HAYKOBUM MPOCTIP IS
Mpe3eHTAallli pe3yJbTaTiB TEOPETUYHUX 1 MPUKIAJHUX JTOCHIIKEHb, CIIPSIMOBAHUX
Ha PO3B’SI3aHHS aKTyaJbHUX MpPOOJIeM cydacHOCTi. Jlorika moOyaoBU BUJIaHHS
BiJIoOpaXkae 0araTOBEKTOPHICTh TpaHchopMallii, y mMexax sKux Iudposizarlis,
IHHOBAIIIHHI TEXHOJIOT1l, OE€3IEeKOBl BHKJIMKH Ta COIIaJIbHO-€KOHOMIYUHI 3MIHHU
(GbopMyIOTh HOBI MiIXO/H /IO HAYKOBOT'O aHAJI3Y.

VY KOHTEKCTI MPaBOBUX, EKOHOMIYHUX Ta YMPABIIHCHKUX HAYK CHUCTEMHO
JTOCIIKYIOThCS TpaHcpopmallis TPYyJAOBUX BITHOCHH IiJl BIUTMBOM JUCTAHIIHHOT
poOoTH Ta 1udpoBUX TIATPOPM, OCOOTMBOCTI OMOJATKYBAHHS MAaHHOBUX aKTHBIB
rpoMajisiH B yMOBax LU(POBi3alLlii, a TAKOXK KOHUENTYaJIbHI OPIEHTUPH PO3BUTKY
MOTEHI[IATy TePUTOPIAIbHUX TpoMaj 1 OaHKIBCbKI MEXaHI3MU HOTro peasizarii.
OxpeMy yBary npuauIeHO KpUMIHOJOTIYHOMY aHali3y 0coOU MPaBOMOPYIITHUKA Y
cIpaBax, IMOB’s3aHUX 31 30poiHOI0 arpeciero P®, mio akryamizye NUTaHHS
MPaBOBOi  BIJMOBIAAJIBHOCTI, OE€3MEKH, COIlladbHOI HEOE3MEeKH 3JOYMHHOI
MOBEIIHKHU Ta ii JeTepMiHallli B yMOBaX BOEHHUX BUKJIMKIB.

Barome micie y BUIycKy MocCijaloTh JOCTIKEHHS, IPUCBIUYEHI IITYYHOMY
IHTEJIEKTy, TPOTpaMHiil 1HXeHepii, udpoBUM cucTeMaMm Ta 1HGOpMaIiitHIH
Oe3meni. ABTOpaMu MpPOaHaNI30BaHO HEHPO-CUMBOJIbHE OOMEXEHE MIpKYBaHHS,
MOXXJIMBOCTI ~ moenHaHHs  LLM-0pieHTOBaHOTO  CTaTUYHOTO  aHamizy 3
nudepeHIiioBaHMMH MPOTPAMHUMHM 1HBapiaHTaMU JJ1s 3a0e3NeUeHHs] O€3MeYHOT0
XKHUTTEBOTO IHMKIY PO3POOKM mporpamMHOro 3adesmnedeHHs. OKpeMo pO3TIISHYTO

BIJIMOBIIAJIbHUN IITYYHUW I1HTENIEKT SK CHCTEMY CTaHJApTIB, KOPIOPATHUBHOTO
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VOpaBIIHHS Ta JOKAa30BOi OIIHKH, IO [O3BOJSE TOEAHATH TEXHOJIOTIYHUIN
PO3BUTOK 13 BHMOTaMH IPO30POCTi, MIA3BITHOCTI, €THMYHOCTI Ta MPAKTHUYHOL
HAAIMHOCTI IU(PPOBUX PIIICHb.

[HpopMaIiitHO-TEXHONOTTYHUN HAmpsAM MOHOTpadii TaKoX MpeICcTaBICHUMA
JTOCTKeHHsIMH 1TppoBuX ABIHHMUKIB loT-cucTteM sSiKk OCHOBH 1HTEIEKTYaJIbHOTO
MOHITOPMHTY ¥ ONTHMI3allli, aBTOMAaTHUYHOTO pO3B’SA3aHHA KOH(IIKTIB 1
BTOPHMHHOI'O 1HJCKCYBaHHS B PO3MOJUJICHUX CHCTEMaX, aHali3y Oi3Hec-TpolleciB
ta Al-acuctoBaHoro 3a0e3neueHHs SKOCTi. be3nekoBUil BHUMIpP IILOTO HAIMPSMY
po3kputo yepe3 BuBYeHHS MokauBocted NLP, OSINT i mudpoBux mokasziB y
npoTuli iHpOpMaLIMHUM 3arpo3aM, a TaKoXK Yepe3 aHalli3 HasBHUX PIIICHb IS
BUSIBIICHHSI KOOPAMHOBAHOT aKTUBHOCTI y COIIIAIbHUX Mepexax.

OxpeMuii r'yMaHITapHO-TEXHOJOTIYHUN BEKTOP BUIAHHS PO3KPUTO YeEpe3
JOCIIJKEHHST 1TU(GPOBOI My3eHHOI CHAAIIMHU, apXiBHUX KOPITYCIB, 1CTOPUYHUX
PYKONMCIB Ta aBTOMAaTW3alll peJakUIiHUX NpoueciB. Y [bOMY KOHTEKCTI
PO3MIISIHYTO CEMaHTUYHY 1HXEHEpilo 3HaHb y 1udpoBid My3eiHil cdepi,
3aCTOCYBaHHS BEKTOPHOro NOIIyKy Ta RAG-0pi€HTOBaHMX KYJBTYPHO-OCBITHIX
cepBiciB. Takox BHUCBITIEHO TEOPETUYHI 3acaid MNepexoay BiA LHUPPOBOro
300paKE€HHSI JI0 1HTEJIEKTYyaJIbHOTO apXIBHOTO KOPIYCY IUISXOM AaHOTYBaHHS,
CTPYKTYPYBaHHSI i pO3Mi3HABAHHS ICTOPUYHUX PYKOMMCIB, @ TaKOX KOHIIEMIIIO
IHTEJIEKTyaJIbHOI CHUCTEMU OOpOOKM BUAABHUYMX TEKCTIB 1 PYKOMHUCIB IS
aBTOMAaTH3allll peJaKIiiHOl JiSITEHOCTI.

[Ipupognuyo-reorpapiyHuil HanmpssM MoOHOTrpadii MPeICTaBIECHO aHaII30M
KapcTOBUX meuep Tsa4iBCbKOro paioHy 3akaprarchkoi o0yacTi K 00 €KTIB
reoJIOTIYHOT CHAIIMHU Ta MEPCHEKTUBHUX PECYpCiB PO3BUTKY TI€OJIOTTYHOTO
TypusMy.  MDKHApOJHO-€KOHOMIYHMI ~ BUMIP  BUJAHHS  JOTIOBHIOETHCS
JOCITIJPKEHHSIM CTAHOBJIGHHS arpapHoi AWIUIOMAaTii B CHUCTEMi MIKHAPOJIHOTO
€KOHOMIYHOI0 MapTHEPCTBAa MK YKpaiHowo Ta [HAl€0 B KOHTEKCTI (pOpMyBaHHS
IHCTUTYTY arpapHuX araiie, o BigoOpakae 3pOCTaHHS POJi CHEIiaTi30BaHUuX

JTUTUIOMATUYHUX MEXaHI13MIB Y PO3BUTKY 30BHIITHHOEKOHOMIYHOT CITIBIpALll.



CHAPTER 1
TRANSFORMATION OF LABOUR RELATIONS UNDER THE
INFLUENCE OF REMOTE WORK AND DIGITAL PLATFORMS

Bortnik Nataliia, Lecturer of the Department of Fundamental and Special
Disciplines; Novovolynsk Educational and Scientific Institute of Economics and

Management, West Ukrainian National University, Novovolynsk, Ukraine

Over the past decade the ordinary employment relationship has been pulled
in two directions at once: outward, away from the employer's premises, by the
spread of telework, and outward again, away from a single identifiable employer,
by the growth of app-based and web-based labour platforms. Neither development
Is new in itself; what is new is their scale, and the strain that scale places on labour
law written for a different kind of workplace — one with a fixed address, a visible
manager, and a single employer standing behind the paycheque [1; 3].

Telework had a modest pre-pandemic history, but the closures of 2020
forced its adoption within weeks rather than years, exposing how thin national
rules on working time, equipment costs and occupational safety actually were once
the workplace became someone's living room [13]. The platform economy
followed a different trajectory: it grew steadily and largely outside the reach of
labour inspectors, producing a workforce whose members are neither
straightforwardly employees entitled to standard protections nor genuinely
independent business owners bargaining on equal terms with the platforms that set
their prices, monitor their movements and can switch off their access to work at
will [2; 4].

The object of this study is the network of social relations that forms around
remote work and platform-mediated work as digitalisation reshapes the wider
economy. Its subject is narrower: the actual body of international, EU, US and
Ukrainian legal rules that govern these two forms of work, read alongside the



scholarly proposals that have been advanced to fill the gaps those rules leave open.
The purpose of the study is to test how far the traditional categories of labour law
can still stretch to cover remote and platform work, and, where they cannot, to
propose concrete amendments to Ukrainian legislation informed by — though not
copied from — the experience of the European Union and the United States.
Reaching that goal requires setting out the classical model of labour law and
identifying exactly where digitalisation has put pressure on it; establishing the
legal nature of telework and home-based work and how each is currently
regulated; mapping the different types of digital labour platform and the tests used
to classify the people who work through them; examining algorithmic
management as a distinct managerial technique and its consequences for worker
protection; comparing the regulatory choices made in the EU, the US and Ukraine;
and drafting reform proposals for Ukrainian labour legislation.

Methodologically, the study combines the dialectical method, formal-legal
interpretation of the relevant national and international instruments, comparative
analysis separating shared trends from features specific to one legal system, and
legal forecasting supporting the reform proposals below. The theoretical
groundwork draws chiefly on Valerio De Stefano's analysis of on-demand and
crowdwork [2], Jeremias Prassl's account of the platform as a disaggregated
employer [4], Miriam Cherry's writing on the digital reorganisation of work [5],
and Arne Kalleberg's work on the polarisation of employment [11], read together
with the ILO [1; 13], the OECD [7] and Eurofound [10].

Labour law as it took shape between the late nineteenth and mid-twentieth
centuries rests on assumptions easy to overlook because they were, for so long,
simply true. Employment was bilateral, linking one worker to one employer. Work
was performed personally, at a place and on a schedule set by the employer, under
that employer's ongoing organisational authority — the "subordination™ or "control”
test that still anchors most definitions of employment. Employment was also
typically open-ended and full-time, a pattern that let pension systems,
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unemployment insurance and sickness benefits be built around a single,
continuous work record [3, p. 5-9].

That model had already begun to loosen well before anyone spoke of
digitalisation — through the growth of services, the entry of women into the paid
workforce on flexible terms, and employers' own efforts to shift labour costs off
their books through subcontracting and temporary agency arrangements. What
digital technology added was not a new motive but a new capability: it collapsed
the cost of coordinating a workforce that never gathers in one place [11, p. 2-3].
Three technical shifts matter most here: fast, cheap connectivity and collaborative
software, which made location largely irrelevant for work that once required
physical presence; mobile applications able to match, in real time, a scattered
supply of labour with fragmented consumer demand — the infrastructure behind
ride-hailing, delivery and home-services platforms; and, most consequentially, the
maturing of algorithmic and machine-learning systems capable of doing what
human supervisors used to do: assigning tasks, setting prices, tracking
performance and deciding who keeps working — a practice now generally termed
algorithmic management [4, p. 33-41].

Put these three developments together and the classical subordination test
starts to come apart at the seams. A courier who takes assignments from an app
rather than a dispatcher, chooses roughly when to log on, and works for two
competing platforms in the same afternoon does not look, on paper, like a
subordinate employee. Yet that same courier is often unable to negotiate his pay,
cannot influence the routes assigned to him, and can be locked out by an
automated rating system with no more ceremony than a dismissal — behavioural
control that, in substance, does much the same work as a manager standing over
his shoulder [2, p. 471-475].

Discussions of the "future of work™ tend to run several distinct phenomena
together, and it is worth separating them. Remote work, or telework, is the
performance of tasks that could equally be carried out at the employer's premises
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from some other location — usually the worker's home — using digital
communication tools. On its own, telework changes where a job is done, not what
kind of legal relationship it creates; the underlying contract remains, in most cases,
an ordinary employment relationship [13, p. 7-8]. Platform work is a different
animal: an online platform matches an open-ended pool of individuals with clients
who need a specific task performed, and the platform's own software typically
coordinates, monitors or evaluates how the task is carried out. Scholars usually
split platform work into “crowdwork” — performed entirely online in small,
repeatable units such as data labelling or translation — and "work-on-demand via
app", performed offline but organised through a mobile application, of which ride-
hailing and food delivery are the best-known examples [2, p. 472; 10, p. 15-19].

The gig economy is a looser, more sociological label that covers platform
work but is not limited to it; it describes a segment of the labour market defined by
short, discrete engagements rather than open-ended contracts. Algorithmic
management, finally, is not a form of employment at all but a way of organising
and supervising it, layered onto remote work, on-site work or platform work alike
—and it is arguably this managerial technique, more than digital mediation as such,
that poses the sharpest questions for labour law, because it recreates the practical
effects of subordination while sidestepping the legal label that usually comes with
them [4, p. 21-29]. Here, "transformation of labour relations" refers to the process
by which the indicators traditionally used to identify employment — control,
integration, economic dependence, personal performance — stop lining up neatly,
making the old binary choice between “"employee" and "independent contractor”
harder to apply cleanly. Every jurisdiction examined below has felt this pressure,
and each has responded differently: by stretching existing categories through
judicial interpretation, by inventing an intermediate status such as "dependent
contractor” or "worker", or by attaching specific protections to specific risks
regardless of contractual label [1, p. 34-40; 7, p. 45-52].
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Before 2020, most legal systems regulated remote work — to the extent they
regulated it at all — through rules written for a much older practice: industrial
outwork, the piece-rate manufacturing performed at home, historically by women,
in textiles and garments, poorly suited to a knowledge worker running
spreadsheets from a laptop at the kitchen table. The pandemic forced governments
to catch up quickly, and the resulting legislation has typically had to answer three
questions at once: whether the move to remote work is voluntary or can be
imposed, who pays for the equipment and utilities it requires, and how an
employee's rights to equal treatment, promotion and union access survive physical
absence from the workplace [13, p. 12-18].

Ukraine addressed these questions through Law No. 1213-1X of 4 February
2021, which amended the Labour Code to draw a sharper line between "remote
work™ (dystantsiina robota) — where the employee chooses both the place of work
and how to organise working time — and "home-based work" (nadomna robota),
where the place is fixed and the schedule is still set by the employer. The same
law obliges employers either to supply the equipment needed for remote work or
to compensate the employee for using personal equipment, and it confirms
explicitly that shifting an employee to remote work cannot, on its own, be used to
cut pay or worsen conditions [12].

The European Union has taken a more indirect route. There is still no single
binding directive on telework as such; the field is shaped instead by the 2002
Framework Agreement on Telework and, more significantly, by Directive (EU)
2019/1152 on transparent and predictable working conditions, which requires
employers to inform workers of the place or places where they will work — a
provision that quietly accommodates non-fixed workplaces without naming
telework directly [6]. Several Member States have gone further on their own:
France introduced a statutory right to disconnect in 2017, and Spain passed a
comprehensive telework law in 2020 [7, p. 61-66]. In the United States, telework
sits largely outside dedicated statute and is instead governed by general at-will
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employment principles topped up with employer policy; questions that only arise
once work leaves the office — reimbursement for a home office, which state's law
governs a remote employee working across state lines, how occupational-safety
rules reach into a private home — are answered, unevenly, by a mix of state statutes
and case law [9, p. 22-27].

Extending an employer's duty of care into someone's home creates problems
the classical occupational-safety framework was never built to solve. Ergonomic
risk, lighting, workstation design, and the psychological toll of blurred work-life
boundaries fall, in principle, within an employer's safety obligations — yet
enforcing that runs into the fact that a home cannot be inspected like an office [1,
p. 52-58]. Working time raises a related difficulty: the tools that used to record it
— a punch clock, a sign-in sheet — do not work for remote staff, and many
organisations now rely on output-based evaluation or monitoring software that
logs keystrokes and tracks open applications. Both fixes have costs: output-based
judgment stretches the working day unnoticed, while intrusive monitoring raises
data-protection problems and risks recreating, through code, the very control
remote work was meant to loosen [10, p. 24-29].

The right to disconnect has become the standard legislative response to the
risk that permanent digital connectivity quietly erases the boundary of the working
day. France led the way in 2017, requiring larger employers to negotiate
arrangements guaranteeing employees' ability to switch off outside working hours;
Belgium, Italy and Spain have since adopted variations, and in 2021 the European
Parliament called on the Commission to propose an EU-wide directive [8].
Ukrainian law has no equivalent provision yet — one of the clearer, more
immediately actionable gaps in current legislation.

The ILO's 2021 World Employment and Social Outlook splits digital labour
platforms into two families: web-based platforms, where tasks are performed
entirely online regardless of the worker's location, and location-based platforms,
where tasks are performed offline within a defined area — transport, delivery, home
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repairs [1, p. 3-5]. Web-based platforms raise cross-border questions about which
country's law applies; location-based platforms raise questions closer to
conventional local labour-market regulation — minimum pay, workplace safety,
social insurance.

The question that has generated the most litigation is how to classify the
individual who does the work. Most platforms structure their relationship with
workers as a civil or commercial services contract, ruling out any employment
label and, with it, minimum wage guarantees, paid leave, protection against unfair
dismissal and access to collective bargaining [4, p. 55-70]. The UK Supreme
Court's 2021 ruling in Uber BV v Aslam found that Uber drivers qualified as
"workers" — an intermediate category under UK law carrying a subset of
employment rights — since Uber's control over fares, routes and driver ratings was
hard to square with the drivers' supposed status as independent operators [9, p. 33—
38]. The American picture has been messier: California's Assembly Bill 5 initially
applied a strict "ABC test" that would have classified most drivers as employees,
only for voters to approve Proposition 22 in 2020, carving app-based drivers back
out as independent contractors [9, p. 40-45].

Ukrainian law does not currently have a category for platform workers at
all. Anyone doing platform-mediated work in Ukraine typically registers as a
natural-person entrepreneur and deals with the platform through a civil-law rather
than a labour-law contract, leaving them outside the Labour Code and the social-
insurance system [12].

Algorithmic management is what happens when software takes over the
functions a human manager used to perform: handing out tasks, adjusting prices in
real time, tracking performance through location data and ratings, and applying
consequences — from reduced task allocation to outright deactivation — for what
the system reads as underperformance [4, p. 76—89]. Jeremias Prass| describes the
platform as "disaggregating” the employer, spreading managerial functions across
the platform, the algorithm, the client and, through peer-rating systems, sometimes
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the worker's own colleagues, so that no single actor holds the legal responsibilities
once attached to "the employer" [4, p. 6-12].

The legal fallout from algorithmic management goes beyond the
classification question already discussed. One issue is procedural fairness: workers
are routinely deactivated by automated decisions with little or no explanation and
no meaningful way to contest them, echoing, without exactly matching, traditional
unfair-dismissal protections [2, p. 480-485]. A second is data protection:
continuous collection of location and behavioural data brings platforms squarely
within the GDPR, which gives individuals a right not to be subject to purely
automated decisions producing significant effects [6]. A third is collective rights:
workers classified outside labour law often cannot be sure they are entitled to
organise or bargain over terms the algorithm sets unilaterally, a problem the EU's
2024 Platform Work Directive tries to address head-on [8].

That Directive — (EU) 2024/2831, adopted on 23 October 2024 — is
currently the most ambitious legislative response to algorithmic management on
the books. It creates a rebuttable presumption of employment wherever a
platform's control over how work is performed meets defined statutory indicators,
shifts the burden of disproving employment onto the platform, and imposes
transparency duties around automated monitoring, including a right to human
review of significant automated decisions and a ban on processing certain
categories of data, such as a worker's emotional state [8]. Member States must
transpose it by December 2026, and it is likely to become the reference point
against which platform-work regulation elsewhere — including in Ukraine — will
increasingly be measured.

The EU's approach has been incremental, leaving Member States
considerable room to fill in the details. Directive (EU) 2019/1152 set minimum
information duties that quietly laid the groundwork for recognising remote and
variable-schedule work within EU law without saying so directly [6]. Directive
(EU) 2024/2831 on platform work is a bigger step, moving from mere information
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duties to a substantive presumption of employment and specific rules on
algorithmic management [8]. What is distinctive about the EU's strategy is that it
is functional rather than categorical: instead of rewriting the general definition of
"worker" at EU level, the Union attaches targeted protections to specific,
identifiable risks — information asymmetry, algorithmic opacity, misclassification
— regardless of what label the underlying contract carries [7, p. 70-75].

The American landscape is considerably more fragmented, following
directly from the federal structure of the country: no single federal statute defines
"employee" for all purposes, and the Fair Labor Standards Act, the National Labor
Relations Act and the Internal Revenue Code each apply their own multi-factor
test [9, p. 18-22]. With no comprehensive federal platform-work statute, the real
action has happened at state level — California's back-and-forth between AB5's
"ABC test" and Proposition 22 being the clearest example — keeping alive a debate
over whether the US needs a federal intermediate category, something like the
UK's "worker" status [5, p. 635-648].

Ukraine presents an uneven picture: telework is now regulated in reasonable
detail, while platform work is barely regulated at all. The 2021 reform of the
Labour Code dealt with most of the practical questions raised by the sudden shift
to remote work and brought Ukrainian practice broadly into line with EU
standards [12]. Platform workers, by contrast, remain almost entirely outside the
Labour Code; where their status is formalised at all, it is usually through
registration as a natural-person entrepreneur under a simplified tax regime never
designed with platform work in mind [12]. That gap matters beyond domestic
policy: Ukraine's legislative approximation to the EU acquis, under the
Association Agreement and its status as an EU candidate country, gives Directive
(EU) 2024/2831 specific relevance as a benchmark. Its central mechanisms — the
rebuttable presumption of employment, the reversed burden of proof, the
safeguards around algorithmic management — are, in this study's assessment,

transferable to the Ukrainian system with only limited adaptation [7, p. 80—84].
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The analysis above points toward a specific set of legislative changes for
Ukraine, several of which have implications beyond the Ukrainian context. The
first is a rebuttable statutory presumption of employment for platform workers,
modelled on Directive (EU) 2024/2831. This would shift the burden of proof away
from the individual worker — who rarely has the resources or data access needed to
prove an employment relationship exists — and onto the platform, which holds the
records showing how much algorithmic control it exercises [8; 12]. The
presumption should rest on clearly defined statutory triggers — the platform setting
pay levels, penalising workers for declining tasks, using automated monitoring
that affects continued access to work — rather than open-ended case-by-case
judicial balancing.

The second is an intermediate legal category — a "dependent contractor"
status distinct from both employee and independent contractor — for platform
workers who want to keep the flexibility of platform work but remain, in practice,
economically dependent on a single platform. Such a category could carry a
defined subset of protections — minimum per-task pay, accident insurance,
protection against arbitrary deactivation — without importing the full weight of
employment law, following the UK's "worker" precedent [4, p. 130-138; 9, p. 33—
38]. The third is a statutory right to disconnect, covering remote employees and, so
far as it can sensibly apply, platform workers too, following France's 2017
example and the European Parliament's subsequent call for EU-wide legislation
[8].

The fourth is a transparency requirement covering all platforms operating in
Ukraine, giving workers the right to a meaningful explanation of significant
automated decisions and the right to request human review, bringing Ukrainian
practice into line with both the GDPR and the transparency provisions of Directive
(EU) 2024/2831 [6; 8]. The fifth is an adjustment to the mandatory social-
insurance system so that it can handle intermittent, multi-platform work patterns —

for instance through portable benefits accounts funded proportionately by
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whichever platforms a worker uses — addressing a real weakness in a system that
still assumes a continuous, single-employer work history [1, p. 60-66; 12].
Finally, as a general orientation: labour law in the digital era is better served by
attaching protections to concrete risks — algorithmic opacity, unpredictable
income, the safety hazards of blurred home and work — than by forcing every
ambiguous relationship into either the "employment” or "self-employment” box, a
direction the EU's targeted platform-work legislation already embodies [7, p. 88—
94; 8].

The picture that emerges from this study is that remote work and digital
labour platforms have changed labour relations in a real, structural sense, not
merely added a new label to old arrangements. The classical markers of
employment — subordination, integration into the employer's organisation, a fixed
time and place of work — no longer line up as reliably as they once did, largely
because algorithmic management can reproduce the practical effects of managerial
control while avoiding the legal category that usually comes with it.

None of the three jurisdictions compared above has fully solved this
problem. The EU's risk-targeted approach, now anchored in Directive (EU)
2024/2831, looks the most systematic and exportable, pairing a rebuttable
presumption of employment with concrete safeguards on algorithmic
management. The US experience shows both what state-level intermediate
categories can achieve and how much coordination they lack without federal
backing. Ukraine, having already modernised telework regulation in 2021, now
faces the harder task of doing something similar for platform work, a segment of
the labour market that continues to grow.

The reforms proposed above — a rebuttable presumption of employment, an
intermediate dependent-contractor status, a statutory right to disconnect,
mandatory algorithmic transparency, and portable social-insurance accounts — are
offered not as a complete solution but as a coherent starting point for Ukrainian
legislative work, shaped by EU and US experience without being copied
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wholesale from either. What this study could not do, and what would usefully
follow it, is empirical fieldwork on the actual working conditions and earnings of

Ukrainian platform workers themselves.
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CHAPTER 2
NEURO-SYMBOLIC CONSTRAINED REASONING: GROUNDING LLM-
DRIVEN STATIC ANALYSIS IN DIFFERENTIABLE PROGRAM
INVARIANTS FOR SECURE SDLC
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The increasing sophistication of cyber threats has elevated secure software
development lifecycle (Secure SDLC) practices from a compliance checklist to a
critical operational imperative. Organizations now embed security activities across
all phases of software development, from requirements elicitation to deployment
and maintenance [1]. A cornerstone of Secure SDLC operations is Static Applica-
tion Security Testing (SAST), which analyzes source code without execution to
identify vulnerabilities such as injection flaws, buffer overflows, and insecure data
flows. Traditional SAST tools, however, are predominantly rule-based scanners
that match syntactic patterns against predefined vulnerability databases [2]. While
these tools provide deterministic outputs, they suffer from well-documented limi-
tations: high false positive rates, inability to generalize to novel vulnerability pat-
terns, and brittle heuristics that require extensive manual tuning for each codebase.

Recent advances in LLMs have opened new possibilities for autonomous
security analysis. Pre-trained on vast corpora of code and security documentation,
models like CodeBERT [3] and GPT-based architectures can generate
vulnerability reports, suggest patches, and even reason about complex control
flows. However, pure neural approaches introduce a different set of challenges.
LLMs are inherently stochastic and prone to hallucination — producing plausible-

sounding but semantically incorrect outputs that result in false positives or, worse,
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missed vulnerabilities. The problem is particularly acute in security contexts
where over-reliance on unreasoned suggestions can lead to incorrect remediation
decisions. Chain-of-Thought prompting [4] and instruction fine-tuning with
human feedback [5] mitigate some issues but do not eliminate the fundamental
mismatch between statistical pattern completion and formal program semantics.

To reconcile the flexibility of generative models with the rigor of formal
verification, we propose a neuro-symbolic architecture for SAST that integrates
deterministic program analysis as hard logical constraints into the LLM’s
inference process. Our approach draws on three established research threads. First,
Abstract Interpretation [6] provides a sound mathematical framework for
computing reachability invariants and dataflow properties of programs without
executing them. These invariants are precise approximations of all possible
program states, capturing essential security-relevant behaviors such as taint
propagation and boundary conditions. Second, Satisfiability Modulo Theories
(SMT) solvers [7] can verify logical constraints expressed in conjunctive normal
form (CNF) against these computed invariants, offering a deterministic oracle for
correctness. Third, techniques from neuro-symbolic Al [8] show that neural
networks and symbolic reasoners can be coupled through differentiable interfaces,
enabling end-to-end training that respects logical consistency.

The proposed method, which we call Neuro-Symbolic Constrained
Reasoning (NSCR), operates as follows. Given a target program, an abstract
interpreter computes least fixed-point invariants over the program’s abstract
syntax tree, producing a set of reachable states and dataflow edges. These
invariants are compiled into a CNF formula that encodes the program’s semantic
constraints (e.g., a variable cannot simultaneously be both initialized and null-
safe). During the LLM’s autoregressive token generation for vulnerability
detection or patch suggestion, we project the continuous hidden states onto a
constraint penalty function derived from the CNF formula. Specifically, we
compute a differentiable approximation of constraint satisfaction: tokens that lead
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to outputs violating program invariants incur a penalty that reduces their log-
probability, while constraint-satisfying tokens are rewarded. This penalty is
weighted by a learned parameter and applied via a soft constraint layer before the
final softmax. After generation, a symbolic SMT solver performs a final
verification step, rejecting any output that does not satisfy the original abstract
invariants.

Unlike heuristic prompting methods, our approach replaces ad-hoc prompt
engineering with mathematically grounded guardrails. The LLM retains its
generalization capacity for zero-shot detection of novel patterns, but every
proposal is immediately validated against program semantics. The differentiable
constraint layer is jointly optimized with the LLM using reinforcement learning. In
this closed-loop setup, the constraint penalty serves as the reward signal,
encouraging the model to generate outputs that maximize both semantic accuracy
and formal correctness. We train the model on a curated dataset of verified
security patches paired with their corresponding abstract invariants. This training
procedure transfers the burden of semantic reasoning from the stochastic neural
network to the deterministic constraint solver, while allowing the LLM to focus on
pattern recognition and code comprehension.

The key contributions of our work are threefold. First, we propose a novel
architecture that bridges formal program analysis and generative Al through a
differentiable constraint satisfaction mechanism, enabling real-time grounding of
LLM outputs in program semantics. Second, we introduce a joint training
procedure that uses abstract invariants as reward signals, aligning the LLM’s
probabilistic inference with deterministic correctness guarantees. Third, we
demonstrate through empirical evaluations on real-world open-source repositories
that the proposed method substantially reduces false positive rates compared to
both pure LLM-based and pure rule-based SAST approaches, while maintaining
competitive true positive detection rates. This work represents a significant step

toward autonomous, verifiable vulnerability analysis in Secure SDLC operations,
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where the goal is not merely to detect vulnerabilities but to ensure that every
reported issue corresponds to a semantically verified program violation.

Related Work. Static Analysis and Secure SDLC. Static Application Security
Testing has long been a foundational component of Secure SDLC operations.
Traditional SAST tools, such as those described in foundational surveys on static
taint analysis for web applications [1], operate by scanning source code against
predefined syntactic patterns or heuristic rulesets. These tools provide
deterministic outputs but are known to generate high false positive rates,
particularly on large codebases with complex control flow or polymorphic data
structures. More sophisticated approaches employ abstract interpretation [2] to
compute program invariants, enabling sound, though conservative, over-
approximations of all possible execution states. These properties ensure that any
vulnerability detected by the abstract interpreter is guaranteed to exist in some
execution of the program, at the cost of missing certain true vulnerabilities due to
the approximations inherent in the abstraction.

Recent work has explored integrating Al agents directly into Secure SDLC
workflows. For example, generative Al-assisted frameworks have been proposed
to optimize and secure the software development lifecycle through multi-agent
collaboration [9]. Similarly, Al-driven Security as Code approaches leverage
multi-agent systems to automate security testing across development pipelines
[10]. However, these frameworks typically treat the Al component as an external
orchestrator or helper that provides suggestions without formal guarantees, leaving
the final verification to human reviewers.

LLMs for Code Analysis and Vulnerability Detection. The application of
large language models to code understanding and vulnerability detection has seen
explosive growth. Pre-trained models like CodeBERT [3] and specialized variants
fine-tuned on security data have demonstrated remarkable ability to classify
vulnerable code snippets and, in some cases, generate patches. Researchers have

shown that LLMs augmented with chain-of-thought reasoning [4] can perform
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multi-step analysis of program behavior, such as taint propagation tracking, by
decomposing the task into intermediate logical steps. However, these
improvements are fragile: changing the prompt slightly can lead to completely
different reasoning paths, and the models have no internal mechanism to verify the
logical consistency of their conclusions against the actual program semantics.

Several studies have proposed LLM-powered static binary taint analysis
systems that use LLMs for summarizing library functions or guiding dataflow
analysis [11]. In these designs, the LLM acts as an oracle that provides code
summaries or control-flow hints, which are then integrated into a conventional
static analysis engine. A related line of work investigates the use of dynamic
benchmarking frameworks to measure and enhance LLM performance in taint
analysis tasks [12]. These works highlight the potential of neuro-symbolic
integration but primarily use the LLM as a preprocessor rather than as the core
reasoning engine.

Neuro-Symbolic Al for Verification. Neuro-symbolic Al aims to combine the
pattern recognition capabilities of neural networks with the logical rigor of
symbolic reasoning systems. In the context of program analysis, previous research
has proposed hybrid approaches for factual verification in conversational Al where
symbolic logic modules constrain the outputs of statistical language models [13].
The key idea is to compile domain knowledge into logical constraints that can be
evaluated efficiently, then use these constraints to guide the neural generation
process through reward shaping or constrained decoding.

A particularly relevant thread is the use of differentiable constraint
satisfaction layers in deep learning architectures. Researchers have developed
methods to compute smooth approximations of Boolean satisfiability problems
[14], allowing gradient-based optimization over logical formulas. These
techniques have been applied to problems ranging from visual reasoning to
combinatorial optimization. Similarly, formal verification frameworks have been

extended to evaluate text-to-video models by checking generated outputs against
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formal specifications [15], though this work targets a fundamentally different
domain.

Contrast with Existing Work. Our proposed method differs from existing
approaches in three critical aspects. First, while prior LLM-based SAST systems
[11], [12] use LLMs as auxiliary modules to assist a deterministic core, our
architecture places the LLM at the center of the inference process and imposes
formal constraints directly on its generation mechanism. This design choice allows
the LLM to leverage its full pattern recognition capacity while ensuring that every
output is automatically validated against program invariants. Second, unlike
general-purpose neuro-symbolic frameworks [13] that treat constraints as a post-
hoc filter or a separate verification step, our method integrates the constraints as a
differentiable penalty term within the autoregressive generation loop. This tight
coupling enables the LLM to learn to avoid generating semantically invalid
outputs during training, rather than relying on rejection sampling after inference.
Third, our joint training procedure uses abstract invariants as the reward signal in a
reinforcement learning setup, aligning the statistical generation behavior with
deterministic correctness in a principled manner. To our knowledge, no existing
work has combined differentiable symbolic constraint layers directly with LLM
hidden states for real-time grounding of static analysis outputs in program
semantics.

Background and Preliminaries. To provide a foundation for the proposed
neuro-symbolic framework, we first review three core technical pillars: abstract
interpretation, satisfiability modulo theories, and differentiable constraint
optimization. These concepts are essential for understanding how program
semantics can be formally encoded and then integrated with neural generation
processes.

Abstract Interpretation and Program Invariants. Abstract interpretation is a
theory of sound approximation of program semantics, originally developed by
Cousot and Cousot [2]. The core idea is to replace concrete program states —
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which are typically infinite or computationally intractable — with elements from an
abstract domain that captures only the properties relevant for the analysis. For
security applications, common abstract domains include sign lattices (for tracking
null vs. non-null values), interval domains (for buffer bounds), and taint lattices
(for distinguishing sanitized vs. untrusted data).

Given a program P and an abstract domain D, the abstract interpreter
computes a least fixed point 1fp(F) of a monotone function F:D — D that over-
approximates the concrete transition relation. Formally, let State be the set of
concrete program states, and let a: P(State) — D be the abstraction function that
maps a set of concrete states to an abstract element. The concretization function
y: D — P(State) maps abstract elements back to concrete states. The pair («,y)
forms a Galois connection, ensuring that every concrete state is captured by some

abstract element. The abstract interpreter then computes:
[=1fp(F) = UF(L) (1)
=0

where L is the least element of the abstract domain (representing no program
state) and LI denotes the least upper bound in the lattice. The resulting invariant I
is a sound over-approximation of all reachable states of the program. For example,
in a buffer-bound analysis, the invariant might state that a pointer variable always
falls within the range [0,MAX BUFFER — 1]. Any violation of this invariant,
such as an index exceeding MAX BUFFER, signals a potential buffer overflow
vulnerability.

The key advantage of abstract interpretation for SAST is its soundness: if the
abstract interpreter declares that a property holds, then it holds for all concrete
executions of the program. This property is crucial for our architecture, as it
allows us to treat the computed invariants as ground truth constraints that must
never be violated by any vulnerability claim.

Satisfiability Modulo Theories and Constraint Encoding. Satisfiability
Modulo Theories (SMT) extends propositional Boolean satisfiability (SAT) with

first-order logic over background theories, such as integer arithmetic, bit-vectors,
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arrays, and uninterpreted functions [7]. An SMT solver takes a formula ¢ in first-
order logic and determines whether there exists a model (a variable assignment)
that satisfies ¢. The formula is typically expressed in CNF: a conjunction of
clauses, where each clause is a disjunction of literals. For program analysis, the
background theory commonly used is the theory of quantifier-free linear integer
arithmetic (QF_LIA), which can express constraintssuchas x +y < 5or x # z.

In our framework, the abstract invariants computed by the abstract interpreter
are compiled into a CNF formula & that captures the security-relevant semantics
of the program. Each clause in @ corresponds to a logical implication that must
hold across all reachable states. For instance, consider a taint analysis where the
abstract domain tracks whether a variable is tainted (T) or sanitized (S). A typical
invariant might assert: var, € {S} = var,.source € sanitized functions. This
invariant can be compiled into a clause: -var,.sanitized V var,.source €
sanitized_functions, where var,.sanitized is a Boolean indicating that the abstract
interpreter has classified var, as sanitized.

The resulting CNF formula @ encodes the set of all permissible program
states. Any state assignment that satisfies @ is consistent with the program
semantics; any assignment that violates @ is impossible in any concrete execution.
Hence, if an LLM produces a vulnerability report that implies a variable
assignment violating @, that report must be false. The SMT solver thus serves as a
deterministic oracle that can verify the logical consistency of any generated output
against the program invariants.

Differentiable Constraint Optimization. The final pillar is differentiable
constraint optimization, which bridges the gap between discrete symbolic
constraints and continuous neural representations. Standard neural networks
produce outputs through stochastic token generation based on log-probabilities
derived from hidden state vectors. To guide this stochastic process toward

constraint-satisfying outputs, we require a mechanism that computes a
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differentiable penalty for violating constraints and uses it to adjust the log-
probabilities before the softmax layer.

A general formulation is as follows. Let h, € R? be the hidden state of the
LLM at token generation step t. The probability distribution over the next token
w € V (where V is the vocabulary) is:

p(w | context) = softmax(Wh; +b),, (2)

where W € RV and b € R!V! are learned parameters. To incorporate con-

straint penalties, we replace the standard logits with modified logits:
I=Wh,+b-21-V,C(h) (3)

where C(h,) is a differentiable constraint violation cost computed from the
projected hidden state, A is a non-negative weight parameter that controls the pen-
alty strength, and Vi, C(h,) is the gradient of the cost with respect to the hidden
state. The term —A - V,,C (h,) effectively pushes the hidden state in a direction that
reduces the expected violation cost. The final probability distribution becomes:

p(w | context) = softmax(i)w 4)

The constraint cost C (h,) itself is derived by first mapping the hidden state to
a set of candidate variable assignments a(h,) through a linear projection layer,
and then evaluating how many clauses in the CNF formula @ are violated by those
assignments. A differentiable relaxation of the Boolean satisfiability problem —
such as a smooth max operator over clause violations [14] — is used to ensure that
C is differentiable with respect to h,. This design allows gradient-based training to
propagate constraint satisfaction signals back into the LLM, encouraging it to
learn to avoid generating outputs that violate program invariants.

The use of such differentiable constraint layers has been explored in broader
neuro-symbolic contexts for factual verification in conversational Al [13].
However, their application to the specific domain of static program analysis —
where constraints are derived from mathematically sound program invariants
rather than from potentially noisy external knowledge bases — represents a novel

contribution with distinct advantages in terms of correctness guarantees.
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Neuro-Symbolic SAST with Deterministic Guardrails. We now present the
technical architecture of the proposed Neuro-Symbolic Constrained Reasoning
framework. The system is designed to operate within the Secure SDLC pipeline,
replacing the conventional SAST tool with an agent that combines deterministic
program analysis with LLM-driven vulnerability detection under formal
constraints. The overall workflow is depicted in Figure 1, which illustrates the

integration of the NSCR engine within the broader development pipeline.
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Figure 1 — Integration of Neuro-Symbolic SAST Engine in Secure SDLC Pipeline

Abstract Interpretation and Invariant Extraction. Given a target program P
and its abstract syntax tree, the first component of our framework is a bounded
abstract interpreter that computes sound over-approximations of all reachable

program states. We adopt a lattice-theoretic approach with call-string sensitivity of
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depth kK =3 and loop unrolling bound of 8 iterations. While these bounds
introduce incompleteness, they ensure termination and tractability for real-world
codebases.

The abstract interpreter iterates over the program’s control flow graph. For
each program point £, we maintain an abstract state s, € D drawn from a product
domain D =D; XD, X --- X D,,, Where each subdomain tracks a security-
relevant property. For example, D; might be the taint lattice {L
,Uninitialized,Clean, Tainted,Sanitized, T} ordered by information flow, and D,
might be an interval domain [[,u] for buffer bounds. The monotone transfer
function 7,: D — D for each operation f defines how abstract states evolve across
edges.

The least fixed point is computed via Kleene iteration:

N
0) _ (i+1) _ ) * _ )
s, =1, s, 7= ({),,%eErf (s{,, ) sp = Us,”  (5)

where E is the set of program edges, LI is the join operation in the lattice, and
N is the maximum number of iterations (bounded by the lattice height). The result-
ing invariants I = {S;}seprogrampoints fOrM a sound over-approximation of all reach-
able states.

Compilation of Invariants into CNF Constraints. The abstract invariants are
then compiled into a conjunctive normal form formula @ that serves as the formal
specification for the LLM’s output. For each program point £ and each abstract
property p, we generate a set of clauses that encode the logical implications of the
invariant. The compilation proceeds in three steps.

First, we define a Boolean encoding for each abstract lattice element. Since
the domains are finite (due to boundedness), we can create a Boolean variable for
each possible value or a binary encoding. For a lattice element séj) € D;, we

introduce a Boolean variable by ;,, for each value v in the domain, where b, ;,, =

True indicates that the program property j at point £ has value v.
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Second, we assert that exactly one value holds for each attribute at each
point: Ay ; (V,,bf, iw Nz (byjp Aby j,v,)). This ensures mutual exclusivity.

Third, we encode the transition invariants. For each edge (¢',¢) with transfer
function 7, we generate clauses that relate the state before and after the operation.
The transfer function defines implications such as: if the left operand is Tainted
and the operation is addition, then the result is Tainted. Formally, for each ¢’ and

£, and for each output property j at £, we have:

input values \ k

These implications are converted to CNF by rewriting A = B as —=A V B.
The resulting formula @ contains O(|ProgramPoints| - [D|™) clauses, which is
manageable for bounded domains.

Differentiable Constraint Layer. The CNF formula @ is then transformed into
a differentiable constraint penalty function. This is the core innovation that allows
the LLM’s generation to respect program semantics at the token level. The
projection starts with the LLM’s hidden state h, € R® at step t. A learned linear
transformation maps this hidden state to a continuous relaxation of the Boolean
variables:

v, = 0(W,ihe + b)) € [0,1]V1(7)

where W, ,; € RIVI*? ‘b € RVl are learned parameters, o(-) is the sig-
moid function applied element-wise, and |V| is the total number of Boolean varia-
bles in @. Each component v; . represents the degree of belief that the i-th Boole-
an variable is true in the current generation context.

Given the relaxed assignment v,, we evaluate the degree to which each clause

in @ is satisfied. For a clause C; = Vie,j+xi v Vie,j— —x;, We compute a continuous

sayv) =1-| [(1-ve)- [ [vee ®

PR e
lEI]- lEI]

satisfaction score:
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This product-of-probabilities formulation is a smooth approximation of the
Boolean OR operation. If the clause is satisfied in a Boolean sense (i.e., at least
one positive literal is true and no negative literal holds), sat; is close to 1. If the
clause is violated, all positive literals are near 0 and all negative literals are near 1,
driving sat; toward 0.

The constraint violation cost is then the weighted sum over all clauses:

M
Cv,) = 2 wi - (1= say(vp))  (9)
=1

where M is the total number of clauses in @, and w; = 0 are learned clause
hardness coefficients. These coefficients are initialized uniformly but adjusted dur-
ing training based on the security relevance of each clause. For instance, clauses
encoding taint propagation invariants might receive higher weights than clauses
encoding simple type constraints.

The gradient of C with respect to h; is:

Vi, C = W (vvtc ov, o (1— vt)) (10)

where o denotes element-wise multiplication, and v; o (1 — v;) is the deriva-
tive of the sigmoid function. The gradient is then subtracted from the LLM’s in-
ternal logits before the final softmax, resulting in the probability distribution:

p(w | context) = softmax(Wh; +b — 1 - vhtc)w (11)

This modification is applied at every generation timestep, ensuring that the
LLM is continuously guided toward constraint-satisfying sequences. The parame-
ter A controls the trade-off between the LLM’s prior distribution and the constraint
penalty. A large A enforces strict compliance at the risk of reducing output diversi-
ty; a small A allows the LLM to deviate from constraints when necessary but may
lead to more violations. In practice, we set A = 0.1 initially and tune it via cross-
validation on a held-out set of vulnerability reports.

Post-Generation Symbolic Verification. After the LLM completes the

generation of a vulnerability report or patch suggestion, the full output is passed to
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a second verification stage. A symbolic SMT solver checks the logical consistency
of the generated claim against the original CNF formula &. Specifically, we parse
the generated output to extract its implied variable assignments. For example, a
vulnerability report stating that “variable x at line 42 is tainted” translates to the
assignment by taing Tainted = TTU€, D4z taint,Clean = False.

The SMT solver then checks whether the conjunction of @ and the generated
assignments is satisfiable. If the solver returns UNSAT, the generated claim
contradicts the program invariants and is flagged as a false positive. If the solver
returns SAT with a model consistent with the generated claim, the output is
accepted and released to the CI/CD pipeline. This two-stage verification ensures
that even if the differentiable constraint layer fails to suppress a constraint-
violating generation, the symbolic stage provides a safety net. In our experiments,
the differentiable layer successfully suppresses over 95% of violating sequences,
but the symbolic stage catches the remaining 5%, providing a completeness
guarantee that pure neural approaches cannot offer.

Joint Training Procedure. The entire system — the base LLM, the projection

layer Wi, byro;, and the clause weights w; — is trained jointly using reinforcement

proj
learning. We construct a dataset T = {(P;, ®;, R;, V;)} where P; is a source file, @;
is its compiled CNF formula, R; is a verified security patch (the ground truth
positive example), and V; is a set of verified non-vulnerable examples (negative
examples). The patches and non-vulnerable examples are sourced from curated
databases of Common Vulnerabilities and Exposures (CVES) with verified fixes,
as well as manually audited open-source projects.

The reward signal for reinforcement learning is defined as:

Reward(G) = a - Correctness(G) + f - ConstraintSatisfaction(G) (12)

where Correctness(G) is a function that measures whether the generated out-
put G matches the ground truth patch (for positive examples) or correctly identi-
fies a  non-vulnerable  state (for negative  examples), and

ConstraintSatisfaction(G) = 1 — C(v(®)) is the average constraint satisfaction
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score over all generation timesteps. The hyperparameters a and £ balance the two
objectives; we set « = 0.7 and 8 = 0.3 in our experiments to prioritize correct-
ness while still encouraging constraint compliance.

The training optimizes the joint objective using proximal policy optimization
(PPO) [16]. The policy gradient updates the LLM parameters to maximize the
expected reward, while the projection layer and clause weights are updated to
minimize the constraint violation cost via gradient descent. This closed-loop
optimization ensures that the LLM learns to associate statistical patterns in code
with the formal constraints derived from abstract interpretation, rather than relying
solely on corpus-level correlations.

Experimental Evaluation. We evaluate the proposed NSCR framework along
three dimensions: vulnerability detection accuracy, false positive reduction, and
computational overhead. The experiments are designed to answer the following
research questions: (RQ1) Does integrating deterministic abstract invariants as
differentiable constraints reduce false positive rates compared to pure LLM-based
SAST and traditional rule-based tools? (RQ2) Does the neuro-symbolic
architecture preserve true positive detection capability, or does the constraint
penalty inadvertently suppress valid vulnerability reports? (RQ3) What is the
computational cost of the constraint layer and symbolic verification, and how does
it scale with program complexity?

Experimental Setup. Datasets. We conduct experiments on three established
benchmarks for vulnerability detection. The first is the Juliet Test Suite for
C/C++ (version 1.3), a standardized collection of 61,387 synthetic test cases
covering 118 Common Weakness Enumeration (CWE) categories, including
buffer overflows, format string vulnerabilities, and SQL injection flaws [17]. Each
test case is labeled as either “good” (non-vulnerable) or “bad” (vulnerable). The
second benchmark is the SARD (Software Assurance Reference Dataset),
comprising 168,000 test cases spanning multiple programming languages and
vulnerability types [18]. The third is a curated Real-World CVE Corpus
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constructed from 1,247 open-source project patches linked to verified CVEs from
the National Vulnerability Database, collected between 2019 and 2023. For each
CVE, we extract the vulnerable function before the patch and the fixed version
after the patch, creating pairs of vulnerable and patched code snippets. The dataset
is split into training (70%), validation (15%), and test (15%) sets, stratified by
CWE type to ensure balanced representation.

Baselines. We compare NSCR against five representative SAST approaches.
Cppcheck (version 2.10) is a widely used open-source static analysis tool that
employs pattern matching and syntactic checks [19]. Infer (version 1.1.0) is a
compositional static analyzer developed by Meta that uses separation logic and
abstract interpretation for detecting bugs in Java and C/C++ code [20].
CodeBERT-SAST is a fine-tuned version of the CodeBERT model [3] trained on
a binary classification task over the Juliet and SARD datasets, using a standard
sequence classification head. LLM-Direct is a zero-shot vulnerability detection
approach using a GPT-3.5-level model prompted with the source code and a
description of the vulnerability type to identify. LLM-CoT enhances the direct
approach with chain-of-thought prompting [4], asking the LLM to reason step-by-
step about data flow, control flow, and potential attack surfaces before producing a
verdict. For all LLM-based baselines, we use the same base model architecture as
NSCR (CodeLlama-13B) to ensure fair comparison of the constraint mechanism
rather than the base model capacity.

Metrics. We evaluate using standard SAST metrics. True Positive Rate
(TPR), also known as recall, measures the proportion of actual vulnerabilities
correctly identified. False Positive Rate (FPR) is the proportion of non-
vulnerable code snippets incorrectly flagged as vulnerable. Precision is the
fraction of flagged vulnerabilities that are actual vulnerabilities. F1 Score is the
harmonic mean of precision and recall. Additionally, we measure Inference

Throughput in terms of source lines of code analyzed per second (SLOC/s), and
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Verification Overhead as the percentage increase in execution time due to the
symbolic SMT verification stage.

Implementation Details. The abstract interpreter is implemented as a custom
analysis pass in the LLVM compiler framework, operating on the LLVM
intermediate representation to ensure language independence. The taint analysis
domain tracks data flow from untrusted sources (e.g., recv, scanf, getenv)
through program operations, with sanitization functions (e.g., htmLspecialchars,
mysql_real_escape_string) moving data to a sanitized state. The interval domain
tracks integer ranges with a maximum bit-width of 32 bits. The CNF compilation
uses the Z3 SMT solver’s internal representation, and the SMT verification stage
uses Z3’s incremental solving capabilities. The constraint layer is implemented as
a custom PyTorch module that wraps the LLM’s transformer decoder layers.
Training uses PPO with a learning rate of 1 x 10~> for the LLM parameters and
5x 10~* for the projection layer, with a batch size of 64 and gradient
accumulation over 4 steps. All experiments are conducted on a server with 8
NVIDIA A100 GPUs (80GB each), with the LLM distributed across 4 GPUs
using tensor parallelism.

Vulnerability Detection Accuracy. Table 1 presents the primary results for
vulnerability detection across the three benchmark datasets. The proposed NSCR
framework achieves the highest F1 score on all three datasets, with particularly
notable improvements in precision and false positive rate compared to the pure
LLM-based approaches.

On the Juliet test suite, NSCR achieves an F1 score of 89.7%, representing a
9.2 percentage point improvement over the best LLM-based baseline (LLM-CoT
at 80.5%) and a 14.3 point improvement over the best traditional tool (Infer at
75.4%). The most striking improvement is in the false positive rate: NSCR
reduces FPR to 3.1%, compared to 11.8% for LLM-CoT and 10.3% for Infer. This
reduction is a direct consequence of the differentiable constraint layer, which

suppresses token sequences that would violate the extracted abstract invariants. On
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the SARD dataset, the trends are similar, with NSCR achieving an FPR of 4.7%
compared to 14.3% for LLM-CoT and 14.5% for Infer. The CVE Corpus, which
contains real-world vulnerabilities with complex, idiomatic code patterns, presents
the greatest challenge. NSCR achieves an FPR of 8.2%, substantially lower than
LLM-CoT (22.8%) and Infer (27.6%), while maintaining a TPR of 78.3% — the
highest among all methods.

Table 1 — Vulnerability Detection Performance Across Benchmarks

Method Dataset TPR (%) | FPR (%) | Precision (%) | F1 (%)
Cppcheck Juliet 68.4 12.7 72.1 70.2
Cppcheck SARD 61.3 18.9 64.8 63.0
Cppcheck CVE Corpus | 45.2 314 41.7 43.4
Infer Juliet 74.1 10.3 76.8 75.4
Infer SARD 68.9 14.5 71.2 70.0
Infer CVE Corpus | 52.8 27.6 48.3 50.4
CodeBERT-SAST | Juliet 82.6 8.9 80.4 81.5
CodeBERT-SAST | SARD 77.3 11.2 76.1 76.7
CodeBERT-SAST | CVE Corpus | 63.7 24.1 58.9 61.2
LLM-Direct Juliet 78.9 15.4 71.8 75.2
LLM-Direct SARD 74.2 18.7 68.5 71.2
LLM-Direct CVE Corpus | 68.1 29.3 55.6 61.2
LLM-CoT Juliet 83.4 11.8 77.9 80.5
LLM-CoT SARD 78.9 14.3 73.6 76.2
LLM-CoT CVE Corpus | 71.5 22.8 62.4 66.6
NSCR (Ours) Juliet 87.2 3.1 92.4 89.7
NSCR (Ours) SARD 83.6 4.7 89.1 86.3
NSCR (Ours) CVE Corpus | 78.3 8.2 81.5 79.8

The true positive rate of NSCR (87.2% on Juliet, 83.6% on SARD, 78.3% on
CVE Corpus) is consistently higher than all baselines, suggesting that the
constraint mechanism does not suppress valid vulnerability detections. Instead, the
joint training procedure appears to improve the LLM’s ability to identify genuine
vulnerabilities by providing a structured reward signal that penalizes false
positives. The LLM learns to attend to code patterns that are consistent with the
abstract invariants, effectively filtering out spurious correlations that might
otherwise lead to incorrect vulnerability claims.

Analysis of False Positive Reduction. To understand the mechanism behind

the false positive reduction, we analyze the relationship between the constraint
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penalty weight A and the resulting FPR. Figure 2 visualizes the impact of varying
A and the abstract state dimensionality k (controlled by the number of tracked

properties per program point) on the false positive rate on the Juliet dataset.
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Figure 2 — False positive rate as a function of the constraint penalty weight
and abstract state dimensionality, where lower values indicate more effective hal-

lucination suppression

The contour plot reveals a clear optimal operating region. When A is too
small (below 0.05), the constraint penalty is insufficient to override the LLM’s
prior distribution, and the FPR remains above 8%. When A is too large (above
0.3), the constraint penalty dominates the generation process, suppressing valid
outputs and reducing recall, though the FPR does not decrease further. The
optimal value of A = 0.1 achieves the best balance, reducing FPR to 3.1% on

Juliet while maintaining a TPR of 87.2%. The abstract state dimensionality k also
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plays a role: with too few tracked properties (k < 5), the invariants are too coarse
to capture the security-relevant semantics, and the FPR remains elevated. With
k > 15, the computational cost of the abstract interpreter increases without a
commensurate improvement in constraint quality, and the FPR plateaus. We set
k = 12 in our experiments, which captures taint states, buffer bounds, nullness,
and integer overflow ranges.

Computational Overhead and Scalability. The integration of abstract
interpretation and symbolic constraint verification introduces additional
computational overhead. We measure the latency of each stage on the CVE
Corpus, grouped by the size of the source code files (in lines of code). Table 2
reports the average processing time per file.

Table 2 — Computational Overhead by Code Size

Code Size | Abstract | LLM Gener- | Constraint SMT Verifi- | Total | Overhead
(SLOC) | Interp. (s) ation (s) Layer (s) cation (s) (s) (%)
0-200 0.8 1.4 0.3 0.2 2.7 48.1
200-500 2.1 3.2 0.6 0.5 6.4 50.0
500-1000 54 6.8 1.1 0.9 14.2 52.1
1000— 11.7 14.3 2.2 1.6 29.8 51.3
2000
2000+ 24.5 28.1 4.3 3.1 60.0 50.4

The abstract interpretation and SMT verification stages combined account for
approximately 50% of the total processing time, with the constraint layer itself
adding a modest 7-8% overhead relative to the LLM generation time. For files
under 200 SLOC, the total processing time is 2.7 seconds, which is acceptable for
integration into a CI/CD pipeline that runs on each commit. For larger files
exceeding 2000 SLOC, the processing time reaches 60 seconds, which may be too
slow for real-time feedback during development but is still feasible for nightly or
pre-merge security scans. The overhead is dominated by the abstract interpreter’s
fixed-point computation, which scales super-linearly with the number of program
points. We note that the abstract interpretation is computed once per file, and the
resulting invariants can be cached and reused across multiple LLM invocations for

the same file, amortizing the cost.
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Figure 3 illustrates the trade-off between the constraint layer’s overhead and
the percentage of hallucinated wvulnerabilities suppressed across individual
benchmark programs from the CVE Corpus.
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Figure 3 — Hallucination suppression rate relative to the execution latency over-

head of the constraint layer, with marker size indicating source code complexity

The scatter plot shows a positive correlation between the overhead and the
suppression rate: programs that benefit most from constraint enforcement (with
hallucination rates above 30%) incur a moderate overhead of 15-25%, while
programs with naturally low hallucination rates incur proportionally smaller
overhead. The marker sizes indicate that larger, more complex codebases (larger
points) tend to cluster in the upper-right region of the plot, where the constraint
layer provides the greatest benefit at an acceptable cost. This pattern suggests that
the differentiable constraint mechanism is particularly valuable for complex, real-
world codebases where pure LLM-based approaches are most prone to

hallucination.
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Ablation Study. We conduct an ablation study to isolate the contribution of
each component of the NSCR framework. Table 3 reports the results on the Juliet
dataset, comparing the full NSCR system against four variants: (1) NSCR w/o
Constraint Layer, where the differentiable constraint penalty is removed and the
LLM generates without real-time semantic guidance; (2) NSCR w/o SMT
Verification, where the post-generation symbolic verification stage is omitted,
relying solely on the constraint layer for suppression; (3) NSCR w/ Fixed
Weights, where the clause hardness coefficients w; are fixed to uniform values
rather than learned during training; and (4) NSCR w/ Simple Constraints, where
the abstract interpreter is replaced with a lightweight syntactic analysis that
generates only simple type-checking constraints, without taint or interval analysis.

Table 3 — Ablation Study on the Juliet Dataset

Variant TPR (%) | FPR (%) | Precision (%) | F1 (%)
NSCR (Full) 87.2 3.1 92.4 89.7
w/o Constraint Layer | 82.1 12.4 75.8 78.8
w/0 SMT Verification | 86.8 4.3 90.1 88.4
w/ Fixed Weights 85.3 5.1 88.2 86.7
w/ Simple Constraints | 83.9 7.8 84.5 84.2

Removing the constraint layer entirely (w/o Constraint Layer) causes the FPR
to increase from 3.1% to 12.4%, and the F1 score drops by 10.9 percentage points.
This confirms that the real-time differentiable penalty is the primary driver of false
positive reduction. The variant without the SMT verification stage (w/o SMT
Verification) shows a modest increase in FPR to 4.3% and a slight decrease in F1
to 88.4%, indicating that the constraint layer alone suppresses the majority of
hallucinations, but the symbolic verification provides a final safety net for the
remaining 1.2% of outputs that would otherwise violate program invariants. The
fixed-weight variant (w/ Fixed Weights) underperforms the full model, suggesting
that the learned clause hardness coefficients are important for prioritizing security-
critical constraints (e.g., taint propagation) over less critical ones (e.g., type
consistency). The simple-constraint variant (w/ Simple Constraints) performs

worst among the ablated versions, with an F1 of 84.2%, demonstrating that the
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depth of the abstract interpretation — specifically, the use of taint and interval
domains — is essential for capturing the semantic properties that distinguish
genuine vulnerabilities from benign code patterns.

The experimental results provide strong evidence that the neuro-symbolic
integration of abstract interpretation and differentiable constraint enforcement
addresses the fundamental tension between detection coverage and false positive
control in automated SAST. The NSCR framework achieves a 70-80% reduction
in false positive rates compared to the best pure LLM-based approaches, while
simultaneously improving true positive detection by 3-5 percentage points. This
dual improvement is noteworthy because it suggests that the constraint mechanism
does not merely act as a filter on the LLM’s outputs but actively improves the
model’s internal reasoning through the joint training process. The LLM learns to
internalize the program invariants, generating outputs that are inherently more
consistent with the code’s semantics.

The computational overhead, while non-trivial, is acceptable for integration
into CI/CD pipelines with appropriate caching strategies. The abstract
interpretation stage, which is the most expensive component, can be amortized
across multiple SAST queries on the same codebase. For fast-moving
development workflows, the constraint layer can be applied with a reduced
abstract state dimensionality (k = 6) and a higher penalty weight (1 = 0.2) to
achieve a 2—3x speedup at the cost of a 2-3% increase in FPR, as indicated by the
contour plot in Figure 2. This tunability is a practical advantage of the
differentiable constraint approach: security teams can calibrate the trade-off
between speed and accuracy based on their specific pipeline requirements.

One limitation revealed by the CVE Corpus results is that NSCR’s TPR on
real-world vulnerabilities (78.3%) is lower than on synthetic benchmarks (87.2%
on Juliet). This gap is attributable to the inherent incompleteness of bounded
abstract interpretation. Some vulnerabilities in the CVE Corpus involve complex

inter-procedural data flows that exceed the call-string sensitivity bound (k = 3) or
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loop unrolling bound (8 iterations) used in our abstract interpreter. The LLM may
correctly identify these vulnerabilities, but the constraint penalty may suppress
them if the abstract invariants are insufficiently precise to capture the
vulnerability’s preconditions. This suggests that future work should explore
adaptive abstraction depths that increase the analysis precision for code regions
that the LLM’s attention mechanism identifies as potentially vulnerable.

Discussion and Future Work. Our proposed Neuro-Symbolic Constrained
Reasoning (NSCR) framework successfully bridges the gap between the flexibility
of large language models and the rigor of formal program analysis for static
application security testing. The experimental results demonstrate that integrating
deterministic abstract invariants as differentiable constraints into the LLM’s
autoregressive generation process yields substantial reductions in false positive
rates while preserving, and in some cases improving, true positive detection
capability. To achieve this integration, we have addressed several key technical
challenges: compiling abstract invariants into CNF formulas that capture security-
relevant program semantics, designing a differentiable approximation of clause
satisfaction that supports gradient-based optimization, and implementing a joint
training procedure that aligns the LLM’s probabilistic outputs with formal
correctness guarantees. Nevertheless, our work has several important limitations
that point toward promising directions for future investigation.

Scalability Challenges and the Precision-Latency Trade-off in Large-Scale
Interprocedural Analysis. One fundamental limitation of the NSCR framework is
the scalability of the abstract interpretation component when applied to large-
scale, real-world codebases. Our current implementation uses a bounded abstract
interpreter with call-string sensitivity of depth k = 3 and loop unrolling bounds of
8 iterations, which ensures termination and tractability for functions with
moderate complexity. For files exceeding 2,000 source lines of code, our
evaluation shows that the abstract interpretation stage alone requires 24.5 seconds

on average (Table 2), and the total processing time reaches 60 seconds. While this
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latency is acceptable for nightly security scans or pre-merge checks in CI/CD
pipelines, it is too slow for real-time feedback during live coding sessions, where
developers expect sub-second response times.

Despite these practical constraints, the bounded approach introduces
incompleteness that can affect the quality of the extracted invariants. For deep call
chains — such as those involving 15 or more nested function calls across multiple
files — the call-string sensitivity bound may be exceeded, causing the abstract
interpreter to lose precision. In such cases, the abstract invariants become overly
conservative (i.e., overly broad over-approximations), which in turn reduces the
discriminative power of the constraint layer. For example, a variable that is
actually sanitized through a complex multi-step procedure may be classified as
“potentially tainted” due to the abstraction imprecision, causing the constraint
penalty to incorrectly suppress a valid vulnerability report or, conversely, to allow
a false positive that violates finer-grained semantics.

To address the scalability challenges, future work could explore hierarchical
abstraction strategies that decompose large codebases into independently
analyzable modules. For instance, the abstract interpreter could compute intra-
procedural invariants for each function individually, and then compose these
invariants at call sites using summary-based approaches similar to those employed
in compositional static analyzers [20]. The composition would produce a set of
modular CNF formulas — one per function — which could then be combined
selectively based on the LLM’s attention patterns. If the LLM’s attention
mechanism indicates high relevance of a particular inter-procedural call chain, the
system could dynamically increase the call-string sensitivity depth for that specific
path, trading off computation for precision only where it matters most. Such an
adaptive approach could reduce the average abstract interpretation time by an
order of magnitude while preserving the constraint quality for the code regions

most critical to the vulnerability detection task.
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Another promising direction involves incremental recomputation of abstract
invariants as the codebase evolves. In the Secure SDLC context, files are modified
incrementally across commits. Our current implementation recomputes the full
fixed-point from scratch for each file on each invocation. By caching the previous
abstract states and only propagating updates along changed control-flow paths, the
abstract interpreter’s runtime could be reduced to near-constant time for typical
commits that modify only a few lines of code. This incremental approach would
make the NSCR framework suitable for real-time code analysis in integrated
development environments, where developers could receive immediate,
semantically grounded vulnerability feedback as they type.

Adversarial Robustness. A critical concern for any security tool integrated
into the Secure SDLC pipeline is its robustness against adversarial manipulation.
While the NSCR framework provides formal guarantees through abstract
interpretation, the differentiable constraint layer introduces a potential attack
surface that malicious actors could theoretically exploit. Adversaries who
understand the structure of the constraint penalty function could craft source code
that appears vulnerable under the abstract domain but is actually safe in concrete
execution, or conversely, code that is truly vulnerable but whose abstract
invariants are intentionally constructed to avoid triggering the constraint penalty.
This section discusses potential evasion strategies and directions for developing
robust defenses.

One class of evasion attacks targets the abstraction granularity. The abstract
interpreter operates on a fixed, finite lattice that captures only a limited set of
security-relevant properties (taint propagation, buffer bounds, nullness, and integer
overflow in our current implementation). If an adversary introduces a vulnerability
that exploits a property not captured by the abstraction — for example, a use-after-
free vulnerability that depends on precise heap layout rather than on data flow
taint — then the abstract invariants would be agnostic to the violation, and the
constraint penalty would not suppress hallucinated outputs related to that
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vulnerability type. This is a well-known limitation of all abstract interpretation-
based approaches [2], and it applies equally to our neuro-symbolic framework.
However, the LLM component of NSCR may still detect such vulnerabilities if
they are represented in its training data. The risk is that the constraint layer
provides a false sense of security: developers might assume that any vulnerability
report passing the symbolic verification stage is guaranteed to be true, when in fact
the guarantee only applies to properties within the abstract domain’s expressive
power.

To mitigate the issue of abstraction agnosticism, we can extend the abstract
domain to cover a broader set of security-relevant properties. For instance,
incorporating a points-to analysis domain would enable the detection of use-after-
free vulnerabilities by tracking the lifetimes of allocated objects. Similarly, an
information flow domain that tracks implicit flows (through control dependencies)
could detect side-channel vulnerabilities that are invisible to standard taint
analysis. Each additional domain increases the computational cost of the abstract
interpreter and the clause count of the CNF formula. Future work should
investigate the design of a configurable abstract domain framework where security
teams can select the combination of properties relevant to their threat model, with
the system automatically deducing the necessary Boolean encoding and constraint
compilation. This would allow the NSCR framework to be customized for
different application domains — for example, Web applications, embedded
systems, or cryptographic libraries — each of which has a distinct set of prevalent
vulnerability patterns.

Another evasion vector involves the gradient-based nature of the constraint
layer. An adversary who can query the NSCR system with carefully crafted inputs
could potentially observe the pattern of constraint penalties and infer aspects of the
abstract invariant structure. With this knowledge, the adversary could construct
code that generates hidden states h; that are projected to Boolean variable

assignments v, that exactly satisfy the CNF formula & even when the actual
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program contains a vulnerability. This is reminiscent of gradient-based adversarial
attacks on neural network classifiers [21], where small perturbations to the input
cause large changes in the output. To defend against such attacks, we could
incorporate differential privacy mechanisms into the constraint layer, adding
calibrated noise to the constraint cost C(v,) before computing the gradient Vy, C.
The noise would obscure the precise shape of the constraint penalty landscape,
making it more difficult for adversaries to craft adversarial inputs. However,
differential privacy introduces a trade-off between robustness and accuracy: too
much noise would degrade the constraint layer’s ability to suppress hallucinations.
Establishing the optimal noise level and the resulting robustness guarantees is a
promising area for future theoretical and empirical research.

Mitigating Automation Bias and Defining Human-in-the-Loop Governance.
Beyond the technical limitations, the deployment of a neuro-symbolic
vulnerability detection system within the Secure SDLC pipeline raises important
sociotechnical considerations. Our experimental results show that NSCR achieves
a false positive rate of 3.1% on the Juliet dataset and 8.2% on the CVE Corpus.
While these rates represent substantial improvements over existing methods, they
are not zero. A non-zero false positive rate means that some reports flagged as
vulnerabilities will, in fact, be benign. More critically, the system may produce
false negatives — genuine vulnerabilities that are either missed by the LLM or
incorrectly suppressed by the constraint penalty. The presence of any such errors
creates a risk of automation bias [22], where human security auditors over-rely on
the automated tool’s verdict and skip manual verification, potentially accepting
erroneous reports or, worse, ignoring unreported true vulnerabilities.

To mitigate automation bias, we propose a tiered governance framework that
defines distinct human-in-the-loop interventions based on the system’s confidence
in its detection. When the LLM generates a vulnerability report and the symbolic
verification stage confirms its logical consistency with the program invariants, the

report is categorized as “High Confidence” and should be reviewed within the
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standard development workflow — requiring a developer’s acknowledgment but
not necessarily an independent security audit. If the symbolic verification stage
returns UNSAT, indicating that the report contradicts the invariants, the report is
automatically rejected, and the system logs the contradiction for future retraining.
The intermediate case requires the most careful human oversight: when the LLM
generates a report that is logically consistent with the invariants but the constraint
penalty is high (indicating borderline compliance), the report is categorized as
“Uncertain.” In this case, the system should escalate the report to an experienced
security engineer who manually verifies the vulnerability by tracing the data flow
in the debugger. This tiered protocol ensures that automation bias is minimized by
defining explicit handover points from the automated system to human decision-
makers.

Future work should investigate the design of human-Al interfaces that
effectively communicate the system’s confidence levels and the reasoning trace to
human auditors. For example, we could visualize the abstract invariant lattice for
the relevant program points and highlight which clauses of the CNF formula are
satisfied or violated by the generated report. This explanatory capability would
transform the constraint penalty from an opaque mathematical score into an
actionable audit trail, enabling human reviewers to understand why the system
flagged a particular line as vulnerable. Additionally, we should study the long-
term behavioral effects of using such a system on the security culture within
development teams. Does the availability of a high-coverage, low-false-positive
SAST tool reduce developers’ vigilance about security, or does the explanatory
tracing increase their awareness of subtle vulnerabilities? Longitudinal user
studies with professional software engineers would provide empirical evidence to
guide the design of future neuro-symbolic SAST tools.

Conclusion. This chapter has presented a neuro-symbolic framework for
static application security testing that grounds the generative capacity of large

language models in the formal semantics of program invariants. By compiling
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outputs from an abstract interpreter into a differentiable constraint satisfaction
layer operating over the LLM’s hidden states, we show that token-level generation
can be directed toward semantically valid conclusions without sacrificing the
model’s capacity for pattern recognition. The joint training procedure, which uses
the constraint penalty as a reinforcement learning reward, enables the LLM to
internalize the logical structure of the program constraints, resulting in
vulnerability reports that are both probabilistically plausible and formally
consistent with reachable program states.

Our empirical evaluation across three diverse benchmarks demonstrates that
the proposed approach reduces false positive rates by 70-80% compared to pure
LLM-based methods while improving true positive detection. The computational
overhead, though non-negligible for large codebases, is manageable within CI/CD
pipelines and can be further reduced through incremental invariant recomputation.
The architecture retains the critical advantage of soundness from abstract
interpretation: every vulnerability claim that passes the symbolic verification stage
IS guaranteed to correspond to an actual violation of program semantics, within the
expressive power of the chosen abstract domain.

The neuro-symbolic integration presented here offers a viable path toward
autonomous security analysis that is both flexible and verifiable. By replacing ad-
hoc prompting with mathematically grounded guardrails, this work advances the
goal of embedding formal correctness guarantees into Al-driven development
tools. Future efforts should focus on scalable interprocedural abstraction, adaptive
domain composition for diverse vulnerability classes, and robust interfaces that

support effective human oversight within secure software development lifecycles.
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CHAPTER 3
SEMANTIC KNOWLEDGE ENGINEERING IN DIGITAL MUSEUM
HERITAGE: FROM VECTOR SEARCH TO RAG-ORIENTED
CULTURAL AND EDUCATIONAL SERVICES

Dmytro Diuh, teacher, West Ukrainian National University, Ternopil

The digital transformation of cultural heritage is gradually changing the role
of museums, archives, and the cultural and educational environment. While in the
early stages, digitization largely meant creating electronic copies, catalogs, images
of exhibits, or web pages, the current stage of development is associated with the
transition to intelligent knowledge access systems. In such systems, a cultural
object is viewed not merely as a unit of preservation or visual representation, but
as a node in a broader network of knowledge: historical events, individuals,
places, periods, sources, interpretations, educational scenarios, and communication
formats.

The development of intelligent museum information systems relies on a
combination of several classes of solutions: lexical search, semantic search, vector
databases, multilingual embedding models, retrieval-augmented generation,
cultural heritage ontologies, and methods for evaluating the factual soundness of
responses. In the context of digital museum heritage, these solutions have not only
technical but also methodological significance, as they determine whether the
system will simply find text matches or be able to generate source-verified,
multilingual, and contextually relevant responses.

Classic lexical models remain the starting point for the development of
information retrieval, among which BM25 is the most widespread. It is based on a
probabilistic relevance model in which document ranking depends on the
frequency of terms, their discriminative power, and document length [1]. For
museum systems, BM25 has a clear advantage: it is simple, transparent, fast, and

works well when users enter the exact names of exhibits, individuals, events, or
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geographic locations. However, its limitations become critical in cultural and
educational contexts: visitors often formulate queries not using museum catalog
terms, but in natural language, with synonyms, incomplete names, descriptive
phrases, or in another language. Therefore, lexical search should be retained as a
basic or supplementary layer, but not as the sole mechanism for accessing museum
knowledge.

The transition to semantic search is linked to the emergence of sentence
embedding models, which encode sentences or text fragments in a vector space.
One of the key works in this area is Sentence-BERT, which proposed adapting
BERT to semantic similarity tasks using Siamese and triplet network architectures
[2]. This is fundamentally important for the museum domain, as search begins to
focus not only on identical words but also on semantic proximity. For example,
queries such as “Who owned the castle?”, “Who did this fortress belong to?”, and
“Which family is associated with this landmark?” can be semantically similar,
even though they use different words. This approach is particularly valuable for
educational and tourism interfaces, where users do not always know the exact
historical terminology.

Further development of dense retrieval involves contrastive learning of dense
retrieval models without the need for a large number of labeled “query-relevant
fragment” pairs. In their paper, Izacard et al. propose the Contriever approach,
which trains a dense retriever based on contrastive learning and demonstrates
strong results in scenarios where domain-specific training data is limited or absent
[3]. This is particularly important for museum systems, as Ukrainian-language
digital heritage corpora often lack a sufficient number of manually prepared
examples of search queries and relevant responses. This approach allows for
finding semantically similar fragments within a corpus of exhibit descriptions,
archival records, biographical materials, and popular science explanations, even
when a user formulates a query in natural language, using incomplete titles, or

descriptive phrases. At the same time, the quality of such a search still requires
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domain-specific verification, since the accuracy of facts, names, dates, and
contexts is critical for historical and cultural materials.

Late-interaction models, such as ColBERT, constitute a separate class of
solutions. Unlike classical dual-encoder models, ColBERT preserves more
detailed token-level interaction between the query and the document, while also
allowing for the pre-computation of document representations [4]. This strikes a
balance between the accuracy of cross-encoder models and the speed of dense
retrieval. For museum systems, ColBERT-like logic is useful in situations where it
IS necessary to more accurately distinguish between similar but not identical
historical facts: for example, different members of the same family, similar exhibit
names, variations in dating, or different stages in the biography of a historical
figure. A limitation is the higher demands on indexing and storage; therefore, it is
more appropriate to use such models not in basic museum kiosks, but in server-
based or research systems.

The practical implementation of semantic search is impossible without an
effective search for nearest neighbors in vector space. One of the basic tools in this
field is FAISS, which provides scalable similarity search for large sets of vectors
and supports GPU acceleration [5]. This is important for digital museum heritage
for two reasons. First, museum knowledge bases can grow rapidly as descriptions
of exhibits, archival sources, scholarly publications, multimedia transcripts, and
educational materials are added. Second, interactive museum services require low
response latency. Therefore, a vector index becomes not merely a supporting
technical component, but an integral part of the knowledge infrastructure.

Multilingual embedding models are of particular importance for Ukrainian-
language and bilingual museum systems. One of the first powerful models of this
type was LaBSE, which provides language-agnostic sentence embeddings and
allows texts in different languages to be represented in a single semantic space [6].
For a museum, this opens up the possibility of cross-lingual search: a user can

enter a query in Ukrainian, and the system will find a relevant English, Polish, or
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other language fragment if its content matches the query. This is particularly
important for Ukraine’s digital cultural heritage, where sources, museum
descriptions, and scholarly materials may exist in multiple languages.

Compact multilingual models, particularly solutions based on MiniLM, have
another practical significance. MiniLM was proposed as an approach to
compressing large Transformer models through self-attention distillation [7]. In
museum scenarios, such compact models are essential for resource-constrained
environments: local terminals, museum Kkiosks, standalone installations, and
educational prototypes, where it is not possible to deploy large retrieval models.
Their advantages are speed and lower memory requirements; their limitations
include lower accuracy on complex, long, or multi-component queries. Thus,
compact models are suitable for the first level of access, but for research and
source-critical systems, it is preferable to use more powerful embedding models.

E5 and multilingual E5 represent the latest generation of embedding models.
A paper on E5 demonstrates that weakly-supervised contrastive pre-training
enables the construction of universal text embeddings for retrieval, clustering, and
classification [8]. Multilingual E5 extends this approach to multilingual scenarios
and includes models of various sizes, allowing for a balance between search
quality and inference efficiency [9]. For digital museum heritage, Multilingual E5
is one of the most practical options, as it combines multilingual support, sufficient
quality, and practical suitability for integration into RAG systems. In a museum
context, such a model can be used to search by exhibit descriptions, historical
biographies, archival excerpts, educational texts, and thematic scenarios.

An even more versatile solution is BGE-M3, which is positioned as a model
with three key characteristics: multilinguality, multi-functionality, and multi-
granularity [10]. It supports over 100 languages, combines dense retrieval, sparse
retrieval, and multi-vector retrieval, and is capable of handling longer input texts
[10]. This is particularly promising for the museum sector, as cultural heritage
often requires precise terminological search, semantic search, and the ability to
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handle long descriptions simultaneously. BGE-M3 can be considered a foundation
for production systems with high quality requirements, but its resource demands
are higher, making it less suitable for minimal local installations.

The next stage of development is retrieval-augmented generation. In a
seminal paper by P. Lewis et al., RAG was proposed as a combination of the
parametric memory of a generative model and non-parametric memory in the form
of an external vector index [11]. For museum systems, this represents a
fundamental shift: the system does not simply search for fragments but generates a
response based on the sources it finds. This enables the creation of “talking
exhibits,” interactive educational assistants, personalized historical narratives, and
multilingual reference services. At the same time, RAG does not eliminate the risk
of errors: the quality of the response depends on the corpus, chunking, the
embedding model, re-ranking, the prompt, and citation policies.

The development of retrieval-augmented language models has continued in
Atlas, where it has been shown that models with a retrieval component can
effectively perform knowledge-intensive tasks even in a few-shot setting [12].
This is important for cultural heritage because museum domains are often
resource-constrained: there may be few structured training examples for a specific
historical figure, a local collection, or a regional museum. The retrieval component
partially mitigates this problem, as the model draws on a corpus rather than relying
solely on knowledge encoded in the LLM’s parameters. This makes RAG more
suitable for local cultural and educational systems than the isolated use of a large
language model.

The issue of source verification for answers has become a separate area of
development following work such as WebGPT. In this work, the model was
trained to answer open-ended questions using a text-based web browser and
collecting links to sources to support its answers [13]. For museum systems, this
approach is particularly important: the answer must not only be plausible but also

verifiable. In a museum context, it is desirable to show the user which exhibit
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description, archival record, biographical article, or scholarly source the statement
Is derived from. This helps reduce the risk of “authoritative hallucination,” where
the model generates convincing but unsourced information.

Ontological models of cultural heritage deserve separate consideration. The
most important example is CIDOC CRM, proposed as a conceptual reference
model for integrating heterogeneous information about cultural heritage [14]. Its
significance lies in the fact that museum data are not limited to text: they include
objects, events, actors, places, time periods, materials, techniques, rights, and
relationships of provenance and interpretation. For RAG systems, CIDOC CRM
or similar ontologies can serve as a structural layer that complements vector
search: embeddings find semantically similar fragments, while the ontology helps
preserve relationship types and the logic of the domain.

The final, critically important class of solutions is the evaluation of RAG
systems. RAGAS was proposed as a framework for reference-free evaluation of
retrieval-augmented generation pipelines, where metrics such as contextual
relevance, response faithfulness, and generation quality are assessed [15]. For
museum services, this has practical significance: it is not enough to check whether
the response “sounds good.” It is necessary to assess whether the found context is
truly relevant, whether the response adds any unsubstantiated facts, whether it
distorts historical information, and whether it correctly cites the source. Therefore,
evaluation must be integrated into the very architecture of the museum’s RAG
system, rather than being performed only after development is complete (Table 1).

A comparison of these solutions shows that there is no single, universal tool
for digital museum heritage that would fully address the challenge of intelligent
access to knowledge. Lexical search provides transparency but lacks sufficient
semantic flexibility. Dense retrieval and sentence embeddings allow for working
with meaning but require a high-quality corpus, well-thought-out chunking, and

search configuration.
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Table 1.

Comparative Analysis of Existing Solutions for Semantic Search and RAG in

Digital Museum Heritage

Solution /| Main  func- | Strengths Limitations Suitability for
Approach | tion museum systems
1 2 3 4 5
BM25 [1] | Lexical search | Simplicity, speed, | Does not account for | Suitable as a base
by keywords transparency, low | synonyms, transla- | layer or component
resource require- | tions, morphological | of a hybrid search
ments variations, or indi-
rect queries
Sentence- | Semantic sen- | Allows for com- | Initially more effec- | Methodological
BERT [2] |tence embed- | paring the seman- | tive for English- | foundation for se-
dings tic similarity of | language or well- | mantic search in
texts represented corpora | museum texts
DPR [3] Dense retriev- | High quality in | Requires training | Useful for search-
al for finding | QA scenarios, fast | pairs and domain ad- | ing large museum
relevant frag- | search after index- | aptation knowledge bases
ments ing
ColBERT | Late- Better  accuracy | Higher storage and | Suitable for server
[4] interaction re- | thanks to token in- | computational  re- | systems with high
trieval teraction quirements accuracy  require-
ments
FAISS [5] | Vector similar- | Scalability, GPU | This is an infrastruc- | A core component
ity search acceleration, sup- | ture, not a content | for production-
port for large in- | understanding model | grade semantic
dexes search
LaBSE [6] | Multilingual Support for cross- | May be inferior in | Useful for Ukraini-
sentence em- | lingual search, a | quality to newer re- | an-English and
beddings shared vector | trieval models multilingual muse-

space for multiple

languages

um corpora
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continuation of table 1

1 2 3 4 5
MiniLM /| Compact Speed, low resource| Lower accuracy on| Suitable for local
multilingual |Transformer  |requirements complex queries museum kiosks and
MiniLM [7] |embeddings prototypes
E5 / multilin-| State-of-the-art | High-quality embed-| Requires the cor-|One of the best
gual E5 [8],|semantic  re-|dings, multilingual |rect query/passage|practical options for
[9] trieval support, good balance |format and re-|a museum RAG

of quality and effi-|sources for large|system
ciency models
BGE-M3 [10] | Dense + sparse| Multilingual support, | Higher resource re-| A promising solu-
+ multi-vector|ability to  handle|quirements tion for production-
retrieval longer contexts, ver- ready museum plat-
satility forms
RAG [11] Search + re-|Reduced hallucina-| Dependence on re-| Key architecture for
sponse genera- |tions, reliance on an |trieval quality, | “talking exhibits”
tion external  knowledge |chunking, and cita-
base tion
Atlas [12] Retrieval- Performance on few-| More complex ar-| A useful concept
augmented lan- |shot knowledge- | chitecture and tun-|for resource-
guage model  |intensive tasks ing constrained muse-
um domains
WebGPT [13] | Generation of| Enhanced factual | Does not fully ad-| A methodological
answers  with |verifiability dress the issue of|guideline for cita-
source  refer- source quality tions in museum re-
ences sponses
CIDOC CRM| Cultural Herit-| Structures  objects, | Requires complex | An important foun-
[14] age Ontology |events, actors, places, /modeling and ex-|dation for integrat-
and relationships pert support ing museum
knowledge
RAGAS [15] | Evaluation of| Evaluates  context,| Metrics do not re-| Suitable for regular

RAG systems

faithfulness, and gen-

eration quality

place expert human-

ities review

testing of museum

RAG services

Developed by the author.
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Multilingual models form the basis for Ukrainian-English and cross-lingual
systems, but they must be tested specifically on museum material. RAG adds the
capability for dialogue and explanation; however, without source attribution and
evaluation, it may replicate the risks associated with isolated LLMs.

The most appropriate approach for the museum domain is not a standalone
model, but a combined architecture. At the first level, it is advisable to use hybrid
search, where BM25 or sparse retrieval handles exact titles, terms, and names,
while dense embeddings handle semantic proximity. At the second level, re-
ranking is needed to refine the relevance of the retrieved fragments. At the third
level, the RAG module generates a response based solely on the selected context.
At the fourth level, the system should display sources, the level of verification,
and, in the absence of data, apply a policy of honest uncertainty.

Multilingualism is particularly important for the Ukrainian-language digital
museum heritage. Ukrainian museum collections often contain materials in
Ukrainian, English, Polish, German, Latin, or Russian, as well as translated and
adapted descriptions. Therefore, the embedding model must not only “support
Ukrainian” but also effectively handle cross-linguistic correspondences, historical
terminology, proper names, toponyms, transliteration variants, and culturally
specific concepts. In this regard, LaBSE serves as a stable foundation for cross-
lingual search, multilingual E5 is a robust solution for retrieval, and BGE-M3 is a
promising option for more complex production systems.

Another critical aspect is source accountability. In ordinary chatbots, users
often evaluate a response based on style and plausibility. In a museum context,
this is not enough. A response about a historical figure, exhibit, landmark, or event
must be linked to a specific source. Therefore, the architecture of a museum
system must maintain a link between the response, the retrieved fragment, the
document, the authorship, the license, the update date, and the level of reliability.
This is where RAG, metadata management, and ontological models of cultural

heritage converge.
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Thus, an analysis of existing solutions allows us to formulate a key
theoretical conclusion: an intelligent museum system cannot be built solely as a
chat interface to a large language model. It must be based on a controlled
knowledge infrastructure that includes a license-compliant corpus, semantic and
lexical search, a vector index, a multilingual embedding model, re-ranking, RAG
generation, source citation, ontological structuring, and regular evaluation of
responses. Only such a multi-component model makes it possible to transition
from a digital catalog to a trusted cultural and educational service.

The scientific momentum in this field is confirmed by the results of a large-
scale mapping of research on heritage digitization. In this study, a corpus of
13,438 records was compiled based on OpenAlex, which, following PRISMA-
guided selection, was reduced to 12,983 relevant journal articles from 1996 to
2025; a hybrid semantic classification method combining rule-based NLP and
zero-shot NLI was used for the analysis. The results showed that digital heritage is
no longer limited to simple digitization: alongside Digitization/Imaging, the role
of Data/Semantics, VR/AR/XR, AI/ML, 3D/Digital Twins, and knowledge-
oriented approaches is growing. This provides grounds for considering semantic
knowledge engineering as one of the key methodological foundations of
contemporary digital museum heritage.

In the museum domain, the issue of not just access to information, but trusted
access to verified knowledge, is becoming particularly important. Visitors,
researchers, or students expect not a collection of random facts, but a meaningful,
understandable, and source-verified answer. Traditional lexical search, based on
keyword matches, is often insufficient, as museum texts feature complex
terminology, historical variations in names, multilingual descriptions, synonyms,
translations, and contextual connections. The article on semantic search explicitly
states that relevance in cultural heritage tasks is determined not only by formal
term matches but also by the semantic proximity of the query and the document;
this is precisely why vector representation models of texts become important.
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Semantic search changes the logic of working with museum materials. The
user’s query and the document are transformed into vectors in a multidimensional
space, after which the system searches not for identical words, but for semantically
similar fragments. This is particularly important for the Ukrainian language, which
has a complex morphology, a wealth of word forms, and a wide variety of lexical
constructions. For bilingual or multilingual museum collections, models capable
of representing Ukrainian and English—as well as texts in other languages—
within a single semantic space take on added significance.

In this context, it is worth highlighting several classes of models. LaBSE
provides multilingual sentence alignment and can be useful for cross-lingual
search. Paraphrase-multilingual-MiniLM-L12-v2 is a compact model suitable for
fast, local, or resource-constrained systems. Multilingual E5-large-instruct is
designed for high-quality search in multilingual knowledge bases and supports a
specialized format for queries and documents. BGE-M3 is a more resource-
intensive but promising model for hybrid search, as it combines dense, sparse, and
multi-vector approaches. This article compares these models in terms of Ukrainian
language support, search accuracy, multilingual capabilities, resource
requirements, and suitability for local deployment (Table 2).

However, semantic search alone does not yet create a fully-fledged
interactive museum service. It merely finds relevant fragments. The next
methodological step is Retrieval-Augmented Generation—the generation of
answers based on search results. In this architecture, the system first finds relevant
fragments in the knowledge base, and then a large language model generates a
response based on these fragments. This approach reduces the risk of
hallucinations, improves factual accuracy, and enables source verification—which

is critically important in museum, educational, and cultural-historical contexts.
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Table 2.

Theoretical overview of semantic search models for museum systems

Model / Ap- | Main function | Strength Limitations Suitability for
proach digital museum
heritage
BM25 / lexi- | Search by | Simplicity, speed, | Does not handle | Suitable as a basic
cal search keyword match | transparency synonyms,  mor- | or auxiliary com-
phology, transla- | ponent of a hybrid
tions, or indirect | search
queries well
LaBSE Multilingual Strong cross- | Less accurate than | Useful for Ukrain-
sentence  em- | lingual alignment | newer retrieval | ian-English ~ and
beddings models multilingual mu-
seum corpora
Multilingual | Compact mul- | Fast, low re- | Lower accuracy on | Suitable for ki-
MiniLM tilingual em- | source  require- | complex queries osks, prototypes,
beddings ments and on-site muse-
um installations
Multilingual | Semantic re- | High-quality Higher  resource | A sensible choice
E5-large- trieval search,  instruc- | requirements for  high-quality
instruct tional que- search in a muse-
ry/passage format um knowledge
base
BGE-M3 Hybrid retriev- | High recall, sup- | Resource-intensive | Promising for
al: dense, | port for longer production  sys-
sparse, multi- | contexts tems with high ac-
vector curacy  require-
ments
RAG Search + re- | Source-based, re- | Dependence on | Key architecture
sponse genera- | duced hallucina- | corpus quality, | for museum “talk-
tion tions batching, and re- | ing exhibits”
ranking

Developed by the author.
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This publication on RAG-based knowledge engineering information
technology expands on this logic. In it, RAG is viewed not as a separate software
module, but as a complete, reproducible pipeline: ethical corpus construction, data
cleaning and normalization, deduplication, segmentation into semantic fragments,
vectorization, semantic search, re-ranking, controlled LLM generation, source
citation, “honest uncertainty” policies, safety for children, and offline/online
evaluation. This framework is important for a monographic synthesis, as it
demonstrates that a trusted museum Al system begins not with a generative model,
but with knowledge engineering.

The principle of traceability is of particular importance. In a cultural and
educational environment, every generated fact must be linked to a specific
fragment of the source corpus. This distinguishes a RAG-oriented museum system
from a conventional chatbot. A conventional LLM can provide a convincing but
unverified answer. In contrast, a museum system must demonstrate the source of a
statement and indicate whether it is fully confirmed, partially confirmed, or
requires clarification. In this paper, this is formulated as a traceability requirement:
each fact must be linked to specific sections of the source corpus to increase trust
and facilitate expert verification.

The concept of “honest uncertainty” is also methodologically important. It is
risky for a museum service to invent an answer when the database does not
contain sufficient evidence. Therefore, the system must include scenarios for
refusal, clarification, or a limited response. This is particularly relevant for
historical figures, legal status, financial details, titles, dates, and events, where
erroneous generation can create a misleading impression of cultural heritage. In
Yan Tarnovsky’s validation case, 100% alignment with the language-role model
and 62.5% contextual accuracy were achieved; at the same time, localized risks of
hallucinations were observed in the areas of law and finance. This confirms that
RAG reduces the risks associated with an isolated LLM but does not eliminate the

need for expert oversight of the corpus, prompts, and response policies (Table 3).
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Table 3.

Methodological Model of a RAG-Oriented Museum System

Component Function Theoretical Signifi- | Risk  without this
cance component
License-compliant | Building a knowledge | Ensures the system’s | Copyright infringe-

corpus base from authorized | legal and ethical com- | ment, lack of trust in
and verified sources pliance data

Normalization and | Cleaning, unification, | Improves search quali- | Duplicates, inconsist-

deduplication and removal of dupli- | ty and reduces noise encies, uneven re-
cates sponses

Chunking Division of text into | Determines the quality | Loss of integrity or ex-
meaningful segments | of context for genera- | cessive fragmentation

tion of content

Embedding model Conversion of frag- | Enables semantic | Search by keywords
ments into vectors search only

Ranking Reordering of found | Improves contextual | Inclusion of weak or ir-
snippets relevance relevant fragments in

the response

Guided LLM gener-

ation

Generating a response
based on the found

context

Converts a knowledge
base into a conversa-

tional interface

Hallucinations, stylistic

inconsistencies

Citing sources

Linking facts to the

Ensures credibility and

The answer appears au-

corpus verifiability thoritative but is not
conclusive
Policy of uncertain- | Rejection or clarifica- | Protects the system | Generation of unrelia-

ty tion due to lack of da- | from fabrication ble statements

ta
Child/educational Language adaptation, | Makes the system | Inappropriate or overly
mode security, moderation | suitable for different | complex content

audiences

Developed by the author.
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Thus, semantic knowledge engineering in digital museum heritage should be
viewed as a multi-level methodology that combines corpus work, information
retrieval, NLP, generative models, ethical policies, and educational adaptation. Its
main difference from a traditional museum information system lies in the fact that
the user interacts not with a catalog, but with an intelligent environment capable of
responding, explaining, clarifying, and citing sources.

In a broader perspective, such a system transforms the very model of museum
communication. A museum exhibit ceases to be merely an object on display. It
becomes an entry point to a structured body of knowledge that can be adapted to
the user’s age, language, level of preparation, and research interests. For a
schoolchild, the system can simplify explanations; for a tourist, it can provide a
brief historical context; for a researcher, it can display source fragments; for a
museum staff member, it can help structure a description; and for an educational
setting, it can create a scenario for educational interaction.

This is precisely why RAG-oriented museum services should not be equated
with ordinary chatbots. Their scientific and practical value lies not in the mere
possibility of dialogue, but in controlled, source-based information generation.
Following this logic, the core unit of the system is not the response itself, but the
chain “query—relevant excerpt—source—response—Ilevel of confirmation.” This
model allows for combining the flexibility of LLMs with the requirements of
museum authenticity, source criticism, and ethical responsibility.

The theoretical conclusion of this section is that the future of digital museum
heritage is linked not only to the digitization of exhibits but also to the
construction of semantic knowledge infrastructures. Such infrastructures must
ensure multilingual support, local or controlled deployment, source traceability,
adaptation to different audiences, child safety, transparent citation, and the
possibility of expert verification. In this model, artificial intelligence does not
replace museum specialists, historians, or cultural studies scholars, but rather acts

as an intermediary between a body of verified knowledge and the user.
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CHAPTER 4
FROM DIGITAL IMAGE TO INTELLECTUAL ARCHIVAL CORPUS:
THEORETICAL FOUNDATIONS OF ANNOTATION, STRUCTURING,
AND RECOGNITION OF HISTORICAL MANUSCRIPTS

Diuh Dmytro, teacher, West Ukrainian National University, Ternopil

The modern digitization of archival heritage cannot be limited to simply
scanning documents and using standard OCR tools. Traditional optical character
recognition is primarily geared toward printed or relatively standardized texts,
where characters have a consistent form, lines are clearly separated, the language
system is homogeneous, and spelling conforms to modern standards. Historical
archival manuscripts are of a different nature: they are not only textual but also
graphic, linguistic, material, and source-related objects.

An archival manuscript contains significantly more information than a set of
characters for machine recognition. Important features include the handwriting of
a specific scribe, the spatial arrangement of the text on the page, the condition of
the medium, the presence of stains, tears, darkened areas, abbreviations,
corrections, marginalia, numerical entries, and non-standard graphic forms. It is
precisely these features that often determine the complexity of a document’s
automated processing and, at the same time, hold source-critical value for
historians, archivists, or cultural heritage researchers.

An analysis of existing solutions (Table 1) shows that the development of
automated processing of handwritten heritage has proceeded along several
interrelated lines: the creation of reference corpora, the development of HTR/OCR
platforms, the refinement of segmentation models, and the transition to
transformer-based and multimodal approaches. One of the first standard resources
for handwritten text recognition was the IAM Handwriting Database, which
provided a research corpus for English-language handwritten text [1]. At the same

time, such corpora do not reflect the complexity of historical archival materials,
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which combine different writing systems, inconsistent spelling, degraded images,
and document context.

Among applied platforms, the best-known solution is Transkribus, which is
used for automated recognition, transcription, and search in historical documents
[2]. Its advantage lies in the availability of a ready-made infrastructure for training
custom models and working with archival collections. However, such a platform is
primarily focused on recognition and transcription, whereas issues related to the
multilevel structure of the dataset, character-level annotation, and links to the
scribe, page, line, and linguistic context require a separate methodological
solution.

Another approach is represented by the open-source tools eScriptorium and
Kraken. eScriptorium is positioned as a platform for historical document analysis,
enabling manual or automatic segmentation and transcription using the Kraken
OCR/HTR engine [3]. Kraken, in turn, is geared toward historical and non-Latin
scripts and supports model training, layout analysis, and text recognition [4]. The
advantage of this class of solutions is their openness and the ability to deploy them
locally; however, they require significant technical expertise, and the full-scale
organization of validation, collaborative labeling, and multi-level metadata
preservation typically falls to the research team.

Specialized datasets, such as DIVA-HisDB, are essential for working with
complex historical pages. This corpus contains 150 annotated pages from three
medieval manuscripts and is used for document image analysis tasks, including
segmentation, layout analysis, binarization, and scribe identification [5]. Its
significance lies in the fact that it demonstrates the need for high-quality
annotation of complex historical pages. At the same time, such datasets do not
always meet the requirements of a multilingual Ukrainian archival corpus, which
necessitates a combination of character-, word-, and document-level

representations.
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A separate stage of development is associated with Transformer models,
specifically TrOCR. This model uses the Transformer architecture to combine
visual image encoding with text sequence generation [6]. TrTOCR demonstrates
that pre-trained models can be effective for printed, handwritten, and scene text
recognition; however, for historical archival manuscripts, its performance depends
on domain-specific fine-tuning, the availability of high-quality transcriptions, and
the relevance of the training data to the specific type of script.

A more recent approach involves using multimodal large language models
for transcribing historical manuscripts. Research from 2024 shows that such
models can achieve competitive results for transcribing historical handwritten
documents and can also be used to correct the results of specialized HTR systems
[7]. However, these approaches have significant limitations: the risk of
hallucinations, insufficient transparency of the internal recognition process,
dependence on commercial APIs, and the difficulty of ensuring source accuracy.
Therefore, for archival purposes, it is more appropriate to view them not as a
complete replacement for HTR platforms, but as a supplementary layer for

correcting, normalizing, explaining, and contextualizing transcriptions.

Table 1.
Comparison of existing solutions for processing historical handwritten
documents
Solution /| Primary Pur- | Strengths Limitations for ar- | Significance for
Approach pose chival manuscripts this field
1 2 3 4 5

IAM Hand- | A  reference | A standardized | Does not cover histori- | A starting point

writing Data- | corpus for | resource for | cal  multilingualism, | for the devel-
base [1] English hand- | training and test- | mixed writing systems, | opment of HTR
written text ing HTR models | or archival contexts corpora
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continuation of table 1

1 2 3 4 5
Transkribus |[HTR/OCR platform Ready-to-use infraq Limited flexibilityyA practical bench-
[2] for historical docu-structure, = modelfor local scenariosmark for comparing

ments training, and searchland custom multi{HTR solutions
within transcripts |level dataset strucH
tures
eScriptorium |Open platform forOn-premises  de-{Requires technical A foundation for
[3] historical documentployment, manual support and addi-{open research pipe-
analysis and automatic tran-tional organization lines
scription, integra-of the annotation
tion with Kraken |workflow
Kraken [4] |OCR/HTR engine Support for histori{Requires  prepro-{A useful component
for historical and|cal materials, mod-cessed data and for a local HTR pipe-
non-Latin scripts  |el training, and technical integration|line
layout analysis
DIVA-HisDB|An annotated cor{High-quality annoNot a specialized A methodological ex-
[5] pus of medievaltation for pageUkrainian or multi{ample of complex
manuscripts analysis, segmenta- alphabet corpus historical annotation
tion, and DIA tasks
TrOCR [6] |Transformer-based |End-to-end recog-{Requires = domainA promising model
OCR/HTR model |nition, pre-training,adaptation for oldframework for HTR
and fine-tuning ca-handwriting stylesionce a high-quality
pabilities and  low-resource corpus is created
languages
Multimodal |Recognition, correc- Zero-shot/few-shot | Hallucinations, lack A supplementary tool
LLMs [7] tion, and contextual- capabilities, poten-of transparency, API for correction and in-

ization of imag-

es/text

tial for transcript

correction

dependency, risk of]
losing source accu-

racy

terpretation, but not a

replacement for a

verified corpus

Developed by the author.

A comparison of existing solutions shows that none of them fully meets the

needs of digital archiving when working with multilingual and multi-alphabet
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historical manuscripts. Corpora such as IAM have significant methodological
value but do not reflect the specific characteristics of archival materials. The
Transkribus, eScriptorium, and Kraken platforms provide important tools for
recognition and transcription, but they do not fully solve the problem of creating a
specialized, verified, and multi-level corpus. DIVA-HisDB demonstrates the
importance of accurate annotation of complex historical pages, but it is not geared
toward Ukrainian, Cyrillic-Latin, or mixed archival materials. TrOCR and
multimodal LLMs open up new possibilities for automated recognition, but their
effectiveness depends on the quality of training data, validation procedures, and
the ability to control errors.

Working with multilingual and multi-alphabet documents is particularly
challenging. A single archival corpus may contain a mix of Cyrillic and Latin
scripts, Ukrainian, Polish, Russian, Latin, or other languages, as well as
transliterated forms, historical spelling variants, and inconsistent orthography.
Under such conditions, the standard OCR approach—which assumes relative
textual homogeneity—proves insufficient. Recognizing archival manuscripts
requires not only a technical model but also a specially prepared corpus, as well as
systems for annotation, validation, and metadata preservation.

Therefore, in the digital humanities, it is appropriate to speak not simply of
OCR, but of the broader process of HTR—handwritten text recognition. HTR
involves accounting for variations in handwriting, the complexity of segmentation,
and the association of a character or word with a specific page, line, language,
scribe, and source of origin. Following this logic, an archival document is
transformed from a digital image into a multi-level data object that can be used for
training models, searching, analyzing, comparing, and further historical
interpretation.

Thus, the main introductory idea of this section is that historical manuscripts
cannot be processed as ordinary machine-readable text. They require a distinct
methodology that combines digital preservation, image preprocessing,
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segmentation, crowdsourced annotation, expert validation, hierarchical data
structuring, and the subsequent application of artificial intelligence models. It is
precisely this approach that lays the foundation for the transition from simply
digitizing archives to creating intelligent archival corpora suitable for scientific
analysis, educational use, and the preservation of cultural heritage.

One of the key theoretical challenges in modern historical and archival
manuscript recognition is the lack of high-quality specialized corpora for
Ukrainian, Cyrillic, and mixed writing systems. Despite the active development of
HTR/OCR solutions, most existing corpora are oriented either toward modern
standardized handwritten texts, well-prepared monolingual datasets, or segmented
line images, which do not fully correspond to the nature of real archival materials.
Studies on the hierarchical structure of datasets explicitly state that archival
manuscripts are characterized by variability in handwriting, a combination of
different writing systems, inconsistent spelling, foreign-language insertions,
numerical entries, background distortions, and inconsistent segmentation quality.
It is precisely these factors that make the simple transfer of existing OCR/HTR
models to Ukrainian historical sources insufficient.

The problem is not only technical but also infrastructural in nature. For
languages with a strong digital presence, there are large training corpora,
representative benchmarks, and established evaluation protocols. In contrast,
Ukrainian historical manuscripts—especially those containing a mix of Cyrillic,
Latin, transliterated forms, administrative vocabulary, historical spelling variants,
and fragments in various languages—remain underrepresented in international
datasets. This means that the problem of recognizing such sources cannot be
solved simply by selecting a better model. The primary task is to create a corpus
that adequately reflects the complexity of real archival writing.

In this context, a corpus of historical manuscripts should be viewed not as a
supplementary set of images, but as a fundamental research infrastructure for the

digital humanities. It should contain not only scanned or segmented text fragments
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but also a metadata system: language, alphabet, source of origin, page, line, scribe,
character type, normalized word form, record validity, and whether the text
belongs to a training, validation, or test sample. It is precisely this structure that
allows not only for training models but also for investigating errors, comparing
approaches, analyzing the impact of segmentation, and identifying patterns in
historical writing.

The theoretical problem of a lack of corpora is particularly acute at the
character level. The presented materials indicate that a significant portion of the
available corpora is constructed primarily at the line or page level and does not
provide a holistic integration of representation levels—from individual characters
to words and the broader documentary context. At the same time, the character
level is critically important for archival manuscripts, where the form of a single
grapheme can vary significantly depending on handwriting, language, position
within a word, the condition of the document, or historical writing traditions.

Therefore, the transition from the “dataset as a set of examples” model to the
“dataset as a multilevel knowledge system” model is theoretically significant. In
such a system, each fragment of a manuscript retains a connection to the document
from which it originates and can be interpreted not in isolation but within its
source, linguistic, and graphic contexts. It is precisely this logic that is necessary
for Ukrainian and mixed historical manuscripts, where machine recognition must
take into account not only the form of the symbol but also the cultural and
historical specifics of the script.

The methodological foundation for creating (Table 2) an intelligent archival
corpus is a combination of three principles: human-in-the-loop annotation, a
hierarchical data structure, and the preservation of document context. Each of
these principles fulfills a distinct function; however, only their combination makes
it possible to create a corpus suitable for training HTR models, subsequent

semantic processing, and use in the digital humanities.
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The “human-in-the-loop” principle means that humans remain active
participants in the corpus-building process, but their role changes. They do not
perform all the work manually but rather verify, refine, validate, and correct the

¢ 99

results of automated processing. This approach is particularly important for
historical manuscripts, where automatic segmentation can produce errors due to
uneven handwriting, characters running together, page damage, archaic spelling,
or a mixture of alphabets. The article on the architecture of the annotation system
proposes precisely this logic: preprocessing and segmentation are combined with
collaborative labeling, consensus-based validation, and logging of annotators’
actions.

The second principle is the hierarchical nature of the dataset. It stipulates that
the corpus should not be limited to a single level of representation. At the
character level, individual graphemes are stored, which are suitable for training
character classification models and analyzing graphic variability. At the word
level, complete lexical units are stored, allowing for the study of context,
orthographic variation, and segmentation errors. At the line, page, and document
levels, the spatial and source origins of the sample are recorded. As a result, the
corpus becomes a structure in which one can navigate from an individual
grapheme to a word, a page, a scribe, and an archival document.

The third principle is the preservation of documentary context. For a historian
or archivist, it is important not only to know which symbol or word the model
recognized, but also where this fragment comes from, in which part of the page it
is located, to which document it belongs, in which language it is written, and
whether it exhibits signs of abbreviation, transliteration, or non-standard spelling.
The loss of such context transforms an archival fragment into an isolated image,
which may be useful for technical classification but loses its source-critical value.
That is why, in a hierarchical dataset, it is important to preserve the connection
between the grapheme, the word, the page, the line, the scribe, and the source of

origin.
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Table 2.

Methodological Principles for Creating a Digital Corpus of Historical and

Archival Manuscripts

Methodological | Content of the Princi- | Theoretical Signifi- | Practical result
Principle ple cance
Human-in-the- Combining automated | Ensures quality control | Improves label accura-

loop

processing with human
annotation and valida-

tion

in cases of ambiguous

handwriting

cy and reduces the risk

of incorrect labeling

Collaborative an-

Involves multiple anno-

Allows for compensat-

Generation of consen-

notation tators in verifying char- | ing for the subjectivity | sus or verified labels
acters or segments of individual annota-
tors
Hierarchical da- | Organization of data at | Allows you to preserve | The corpus is suitable
taset the character, word, | the multi-level nature | for various types of
line, page, and docu- | of the archival source models and research
ment levels tasks
Documentary Preservation of infor- | Transforms a dataset | Enables analysis not
context mation about origin, | into a resource of his- | only of characters but
page, scribe, language, | torical significance also of the historical
and alphabet document
Metadata A formalized descrip- | Enables reuse, verifica- | Prepares the corpus for
tion of each sample tion, and comparison | open science, HTR
of results benchmarks, and RAG
search
Validation Verification of annota- | Separates reliable data | Formation of training,

tion and segmentation

quality

from noisy or prob-

lematic data

validation, and test sets

Developed by the author.

Thus, the methodological novelty of this approach lies not in a specific

software solution, but in a change in the logic of corpus construction. Data for

HTR ceases to be merely a collection of images and captions. It becomes a
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controlled, multilevel, source-referenced structure in which each element has a
technical, linguistic, and historical interpretation.

The presented publications form a coherent research logic (Table 3), which
can be summarized as a unified theoretical and methodological model for
constructing HTR corpora for historical and archival manuscripts. The first
publication details the architecture of a semi-automated annotation system. The
second describes the hierarchical structure of the dataset. The third demonstrates a
semi-automated pipeline for creating a corpus based on actual archival documents.
Together, they enable a transition from a specific technical solution to a broader
theoretical conclusion: the recognition of historical manuscripts begins not with a
model, but with a properly organized corpus.

In the publication on the architecture of the annotation system, the central
issue is the organization of interaction between automated processing and the user.
The proposed system includes image preprocessing, character segmentation, a
client-server interface, a database, tables of users, characters, and labels, as well as
preservation of the linguistic context. Of particular importance is that the system is
designed for multilingual and multi-alphabet archival materials, where traditional
OCR approaches are insufficient.

The publication on the hierarchical structure of the dataset expands on this
logic. It shifts the focus from the annotation interface to the structure of the corpus
itself. The proposed approach combines character- and word-level components
while preserving links to the scribe, page, line, and source of origin. This is
important because most existing solutions focus either at the line level or the page
level, whereas archival manuscripts require a finer-grained structure that also
preserves context.

The third publication, dedicated to a semi-automatic pipeline, serves as a
practical validation of this model. It demonstrates that the creation of an HTR
corpus can be organized as a sequence of interconnected stages: loading archival
PDF documents, page rendering, binarization, morphological processing, contour

75



segmentation, character normalization, manual or collaborative annotation, quality
aggregation, and the formation of a validated corpus. In a study based on
documents from the State Archives of the Khmelnytskyi Region, 1,684 validated
records containing 215 unique characters were created, with 48 students
participating in the collaborative annotation process.

The quantitative aspect of the pipeline is also significant. The materials
indicate that the documents spanned 80 pages from several archival collections,
and 7,464 segmented images of characters were obtained during the preprocessing
stage. This demonstrates that a semi-automated approach is capable of scaling
corpus construction without being entirely dependent on a narrow circle of
experts, while at the same time maintaining the need for human verification, since
the quality of historical script segmentation cannot be fully guaranteed by
automated procedures.

Thus, the three presented publications can be combined into a monograph not
by mechanically summarizing their content, but by developing a generalized
theoretical model. Its essence lies in the fact that for historical and archival
manuscripts, it is not only the recognition algorithm that is critical, but the entire
data preparation infrastructure: from digital images to a validated, structured, and
contextually preserved corpus.

Based on the analysis conducted, a key theoretical conclusion can be
formulated: the corpus of historical and archival manuscripts is not a technical
add-on to an artificial intelligence model, but an independent infrastructure of the
digital humanities. Its significance lies in the fact that it creates the conditions for
a transition from the passive preservation of digital copies to an active, machine-
readable, searchable, analytical, and interpretive representation of cultural
heritage.

In the traditional logic of digitization, an archival document is often viewed

as an object of preservation: it must be scanned, described, cataloged, and made
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accessible. In the logic of the intellectual corpus, the document takes on a different

status.

Table 3.

Synthesis of the presented publications into a unified monographic model

Publication out-

come

Main content

Monographic synthesis

Annotation  sys-

tem architecture

A semi-automated web/local tool
for symbol labeling with support

for linguistic fields and validation

Annotation is not a supporting step,
but rather the methodological core of

building a reliable HTR corpus

Hierarchical
structure of the

dataset

Character and word levels, links to

the scribe, page, line, and source

The dataset must have a multi-level
structure that preserves the source

context

Semi-automatic

Preprocessing, segmentation, anno-

The HTR corpus is formed as a com-

pipeline tation, quality aggregation, validat- | plete cycle: from an archival docu-
ed records ment to a machine-readable resource

Pilot testing 80 pages, 7,464 segmented charac- | The semi-automated approach is scal-
ters, 1,684 validated records, 215 | able and suitable for an educational
unique characters, 48 annotators and research environment

Prospects Active learning, synthetic data, | The corpus serves as the foundation

adaptive models, further corpus ex-

pansion

for the next stage—training and eval-

uating HTR models

Developed by the author.

It becomes a source of structured data suitable for machine learning,

automated search, historical contextualization, analysis of linguistic variation, the

study of handwriting, and the development of digital services for accessing

cultural heritage.

As infrastructure, the corpus performs at least five functions. First, it serves

as a training dataset for HTR models. Second, it serves as a benchmark resource

for comparing models and evaluating recognition quality. Third, it serves as a

source-based research tool, as it preserves the link between a text fragment and the

archival document. Fourth, it is an educational resource that can be used to train
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students, researchers, and specialists in the digital humanities. Fifth, it serves as
the foundation for further intelligent services—full-text search, RAG systems,
museum assistants, digital exhibitions, and open science platforms.

It is also theoretically important to distinguish between the concepts of
“dataset” and “corpus.” A dataset can be a limited collection of examples for a
specific experiment. A corpus, on the other hand, serves a broader scientific
function: it must be documented, reproducible, structured, expandable, and
suitable for reuse. For the digital humanities, the corpus-based approach is of
fundamental importance, as it allows to combine machine learning with the
requirements of source criticism, archival description, and humanistic
interpretation.

Thus, a corpus of historical manuscripts serves as an intermediary link
between an archive and an artificial intelligence model. Without a high-quality
corpus, the model cannot be reliable, and without the model, the corpus remains
largely a static resource. Their combination creates a new type of digital archival
infrastructure in which machine recognition, human validation, and source context
function as a unified system.

The prospects for the development (Table 4) of the proposed approach are
linked to the transition from a static corpus to an adaptive intelligent ecosystem.
Such an ecosystem should not only store and provide access to validated data but
also continuously expand, refine, retrain models, and support new use cases in
archives, museums, libraries, and educational institutions.

The first promising direction is adaptive HTR models. Unlike universal
models, which are trained on large general corpora, adaptive models can be fine-
tuned on a specific archival collection, script type, language, writing tradition, or
historical period. This is particularly important for Ukrainian historical documents,
where even a small number of high-quality, validated examples can significantly
improve results for a specific corpus. The presented materials also emphasize that,

for real-world archival scenarios, models capable of operating with small amounts
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of annotated data and quickly adapting to a specific corpus are becoming
increasingly important.

The second approach is active learning. Its essence lies in the fact that the
model does not passively learn from all the data but actively helps identify the
most problematic, ambiguous, or informative examples that need to be forwarded
to a human for review. This reduces the amount of manual annotation while
simultaneously improving the quality of the training corpus. For archival
manuscripts, this approach is particularly useful, as human resources are limited
and there are many complex and ambiguous fragments in the documents.

The third approach involves synthetic data—the creation of artificial or semi-
synthetic samples of handwritten text. Such data can be used to balance classes,
increase the number of rare characters, and simulate variations in handwriting,
noise, distortions, and page degradation. However, synthetic data should not
replace real archival sources. It is best used as a supplementary layer that enhances
model training, but it must always be combined with testing on real, validated
fragments.

The fourth area of focus is RAG search in recognized archival corpora. Once
high-quality HTR transcripts and metadata have been generated, the corpus can
serve as the foundation for retrieval-augmented generation systems, in which the
language model does not generate a response “from memory” but instead draws on
specific archival fragments. This opens up opportunities for scholarly research,
automated contextualization of documents, and establishing connections between
individuals, events, places, and dates. In the project materials, this area is directly
linked to LLM contextualization, an open API, scholarly research, and verified
interpretation of historical and archival sources.

The fifth area is museum and archival services. The structured HTR corpus
can be used not only by researchers but also by museums, libraries, educational
platforms, and public digital services. It can be used to create full-text archival
catalogs, interactive reading rooms, educational modules, digital exhibitions,
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personalized historical narratives, and tools for promoting cultural heritage. From

this perspective, HTR ceases to be a narrow task of computer vision and becomes

part of a broader system of intelligent access to historical memory.

Table 4.

Promising Directions for the Development of Intelligent Corpora of

Historical and Archival Manuscripts

Area of Develop- | Content Expected Effect

ment

Adaptive HTR | Fine-tuning models on specific ar- | Improving accuracy for low-
models chival collections resource and mixed corpora

Active learning

Selection of the most informative

Reducing the cost of manual anno-

or problematic examples for annota- | tation
tion
Synthetic data Generating additional samples of | Class balancing and improving
characters, words, noise, and writ- | model robustness
ing styles
RAG search Combining HTR transcripts, a se- | Verified interpretation of archival

mantic index, and a language model

sources with references to the cor-

pus

Museum and ar-

chival services

Use of the corpus in catalogs, digi-
tal exhibitions, and educational in-

terfaces

Transition from a closed archival

resource to public digital heritage

Open science

Publication of corpora, protocols,

models, and data cards

Comparability of results and data

reuse

Developed by the author.

In summary, the future development of this field lies in establishing a

complete cycle: archival source — digital image — segmented fragment —

validated annotation — hierarchical corpus — HTR model — semantic search —

historical interpretation — museum and educational use. This cycle demonstrates

that the future of digital archival science depends not only on the accuracy of
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individual models, but on the ability to build a reproducible, controlled, and

source-responsible infrastructure for working with historical manuscripts.
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CHAPTER S
RESPONSIBLE ARTIFICIAL INTELLIGENCE AS A SYSTEM OF
STANDARDS, CORPORATE GOVERNANCE, AND EVIDENCE-BASED
EVALUATION

Dorosh Vitalii, teacher, West Ukrainian National University, Ternopil

The rapid adoption of artificial intelligence in public administration,
education, media, healthcare, the financial sector, security systems, and business
processes raises questions not only about the effectiveness of these models but
also about their accountability. In today’s environment, it is not enough for an
AI/ML system to demonstrate high accuracy on a test sample. It must be safe,
transparent, non-discriminatory, controllable, explainable, resilient to failures,
protected against abuse, and verifiable throughout its entire lifecycle. That is why
the concept of responsible or trustworthy artificial intelligence is gradually shifting
from the realm of ethical declarations to that of standards, procedures, metrics,
audits, and management decisions.

An analysis of current solutions in the field of responsible artificial
intelligence shows that this area is developing not as a standalone technical
challenge, but as a multilevel system of standards, regulatory frameworks,
corporate governance, engineering practices, and evidence-based evaluation. The
materials presented here have already substantiated the need to transition from
declarative principles to the operational logic of “principle — requirement —
control/test — evidence-based artifact — management decision — post-market
monitoring.” That is why it is advisable to analyze existing solutions not only in
terms of the content of ethical principles but also in terms of their suitability for
practical verification, auditing, risk management, and documentation of the
accountability of AI/ML systems.

The first level of existing solutions is formed by the ISO/IEC international
standards. The ISO/IEC TR 24028:2020 technical report systematizes the concept
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of trustworthiness in Al systems and covers characteristics such as transparency,
explainability, controllability, reliability, robustness, safety, cybersecurity, and
privacy [1]. The value of this document lies in the fact that it establishes a
common conceptual framework for evaluating Al systems; however, it is not, in
and of itself, a comprehensive certification mechanism. Rather, it provides a
conceptual foundation that must be operationalized through risk management,
testing, and evidence-based artifacts.

The next step is ISO/IEC 23894:2023, which is specifically dedicated to
artificial intelligence risk management. This standard emphasizes that
organizations that develop, implement, or use Al systems must integrate Al risk
management into their processes, functions, and product lifecycle [2]. This is
important because responsible Al cannot be verified only at the final stage. Risks
must be identified as early as the problem-formulation stage, data preparation,
model selection, validation, implementation, and subsequent monitoring.

A more comprehensive organizational solution is ISO/IEC 42001:2023—the
standard for an artificial intelligence management system. It describes the
requirements for establishing, implementing, maintaining, and continuously
improving an Al management system within an organization [3]. Its significance
lies in the transition from isolated tests to a management system comprising
policies, roles, procedures, controls, reporting, and continuous improvement. In
the context of this monograph, it is appropriate to view this standard as a
management “framework™ within which specific accountability metrics can be
linked to corporate processes and audits.

The second set of solutions is represented by IEEE standards, specifically
IEEE 7000-2021. This standard proposes a process model for incorporating ethical
values during system design and supports the traceability of ethical requirements
from the value identification stage to technical design decisions [4]. What sets it
apart from many declarative ethical frameworks is its engineering focus: ethics

should not be an afterthought to a finished system, but rather an integral part of the
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development process. For responsible Al, this means the need to embed
requirements for transparency, fairness, safety, and human oversight as early as
the system architecture and specifications stage.

The third level consists of intergovernmental and political frameworks,
primarily the OECD Al Principles and the UNESCO Recommendation on the
Ethics of Artificial Intelligence. The OECD Principles were adopted in 2019 and
are geared toward innovative yet trustworthy Al that respects human rights and
democratic values [5]. The UNESCO Recommendation, adopted in 2021, has
become a global ethical standard applicable to all UNESCO member states and
emphasizes human rights, human dignity, transparency, fairness, human oversight,
and environmental responsibility [6]. These documents set the value framework
for responsible Al but do not specify a complete set of technical tests and metrics
required for applied auditing.

European regulation holds a special place. The Al Act, or Regulation (EU)
2024/1689, is a comprehensive legal framework for artificial intelligence in the
EU and is based on a risk-based approach [7]. Its significance lies in the fact that
the liability for Al systems shifts from a voluntary basis to a legally binding one:
high-risk systems require risk management, documentation, human oversight, data
quality, transparency, and compliance with established requirements. For Ukraine,
this approach is important not only from a regulatory standpoint but also from a
methodological one, as harmonization with European practices requires the
creation of measurable, reproducible, and audit-ready assessment procedures.

The fourth level is defined by the NIST Al Risk Management Framework
1.0. Unlike purely regulatory approaches, the NIST Al RMF offers an operational
logic for risk management through four functions: Govern, Map, Measure,
Manage [8]. This is particularly valuable for applied systems, as it allows
responsibilities to be structured as a repeatable cycle: defining the context,
mapping risks, measuring system characteristics, managing risks, and updating

practices. Within the context of this monograph chapter, the NIST Al RMF should
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be viewed as a bridge between the principles of responsible Al and practical
control procedures.

In the academic literature, the issue of “an excess of principles” is significant.
L. Floridi and J. Cowls have shown that, despite the large number of ethical
initiatives, there is a common core among them: beneficence, non-maleficence,
autonomy, justice, and explainability [9]. This research is significant for this
monograph because it demonstrates that the problem of responsible Al lies not so
much in the absence of principles as in the ways they are put into practice. In other
words, the current challenge is not to formulate yet another set of values, but to
transform existing principles into control procedures, metrics, and evidence.

The fifth category of existing solutions consists of transparency and
documentation artifacts. Model Cards, proposed by M. Mitchell et al., provide a
structured description of a model: its purpose, data, limitations, validation results,
potential risks, and recommendations for use [10]. Datasheets for Datasets,
proposed by T. Gebru et al., similarly apply the concept of documentation to
datasets: they record the rationale for creation, composition, collection process,
limitations, potential biases, and recommended use cases [11]. Together, these two
approaches form the basis for evidence-based decision-making: an auditor or user
can understand not only the model’s output but also the data’s origin, limitations,
and risks.

The sixth section focuses on corporate governance of responsible Al. Leading
IT companies have developed their own mechanisms: principles of responsible Al,
internal standards, ethics committees, red-teaming procedures, transparency notes,
product reviews, Al safety policies, model cards, fairness tools, and “red line”
policies. Your materials show that Google, Microsoft, IBM, Meta, Amazon,
Apple, and OpenAl formalize accountability in different ways, but a common
trend is institutionalization: responsible Al is increasingly being established as an

internal standard rather than merely a public declaration. This indicates that the
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maturity of a corporate approach is determined not by the number of stated
principles, but by the presence of procedures, roles, tools, and regular monitoring.

The seventh section covers metrics for responsible Al. In applied systems,
responsibility must be measured across several interrelated dimensions: fairness,
transparency and explainability, reliability, safety, accountability, privacy, and
environmental and social impact. Your materials propose a framework in which
each dimension is linked to indicators, acceptance criteria, verification methods,
supporting evidence, and the frequency of monitoring. This approach is essential
because responsibility cannot be demonstrated by a single number: a set of
interconnected pieces of evidence is required.

The eighth section covers approaches to Al governance as an organizational
practice. Systematic reviews of responsible Al governance show that there are still
gaps in the literature regarding who exactly is responsible for Al governance, what
exactly is governed, at which stage of the life cycle oversight takes place, and
what tools are used to ensure it [12]. This confirms the central problem: while
there are many frameworks, standards, and principles, their practical integration
into the system’s lifecycle often remains incomplete. For this monograph, this
means the need to present responsible Al as a governance infrastructure rather

than as a set of disparate recommendations (Table 1).

Table 1.
Comparative analysis of existing solutions in the field of responsible Al
Solution /| Main function Strengths Restrictions Definitions for this
Approach section
1 2 3 4 5
ISO/IEC The  Conceptual | Creates a shared | It is not a compre- | Provides a core set
TR 24028 | Framework of | vocabulary for | hensive certifica- | of features: trans-
[1] Trustworthiness Al-powered tion mechanism parency,  security,
power of attor- privacy, and robust-
ney ness

86




continuation of table 1

1

2

3

4

5

ISO/IEC 23894

Al Risk Manage-

Integrates  risk

Requires adapta-

The basis for

[2] ment management in- | tion to specific | risk-based veri-
to the life cycle | models fication

ISO/IEC 42001 | Al  Management | Shifts responsi- | Does not replace | Provides an or-

[3] System bility to corpo- | technical tests ganizational

rate processes

framework for

Al management

IEEE 7000 [4]

Ethical Values in

Systems Design

Integrates ethics

into the design

Requires  engi-

neering details

the
“ethics by de-

Supports

phase sign” approach
OECD AI Princi- | Intergovernmental | Flexible, inter- | Statement-based, | Shaping the
ples [5] Principles for | nationally rec- | without detailed | Core Values

Trustworthy Al ognized,  and | tests

human rights-

based
UNESCO Rec- | A Global Ethical | Combines hu- | Requires national | Expands re-
ommendation [6] | Framework for Al | man rights, dig- | implementation | sponsibility to

nity, justice, and include social

environmental and humanitar-
sustainability ian dimensions
EU AT Act [7] Legally Significant | Defines re- | The complexity | An  Important
Risk-Based Regu- | quirements for | of implementa- | Milestone for
lation high-risk  sys- | tion and the need | Ukraine
tems for harmonized
standards
NIST AI RMF [8] | Operational Govern—Map— | Voluntary The Bridge Be-
Framework for Al | Measure— framework; re- | tween Princi-

Risk Management

Manage as a

control cycle

quires organiza-
tional implemen-

tation

ples and Practi-

cal Oversight
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continuation of table 1

1 2 3 4 5
Floridi & | A Summary of the | Shows a common | Does not provide | Justifies the need
Cowls [9] Principles of Al | core of principles | a comprehensive | to operationalize

Ethics

audit mechanism

the principles

Model Cards
[10]

Documenting

Models

Records the pur-
pose, scope,

risks, and results

Quality depends
on how complete-

ly the form is

Evidence-based
artifact for trans-

parency and au-

of audits filled out diting
Datasheets for | Documenting Da- | Identifies sources | Does not automat- | The Basics of Da-
Datasets [11] | tasets of bias and data | ically  eliminate | ta Accountability
limitations risks
Responsible Systematization Shows the role of | Reveals the frag- | Confirms the
Al govern- | of  Governance | the organization- | mented nature of | need for an inte-
ance review | Approaches al level practices gration frame-
[12] work

Developed by the author.

A comparison of these approaches shows that responsible Al cannot be
ensured by a single standard, a single metric, or a single corporate principle.
ISO/IEC establishes a process-management framework, IEEE elaborates on
ethical design, the OECD and UNESCO set a values-based framework, the EU
translates some requirements into legal terms, NIST offers an operational logic for
risk management, and Model Cards and Datasheets provide concrete artifacts of
transparency. However, there is often a lack of a “linking” mechanism between
these levels—one that connects principles to tests, tests to evidence, and evidence
to management decisions.

Therefore, the most promising approach is an integration framework for
responsible Al that does not replace international standards but rather combines
them into a single operational model. Such a model should include: defining the
system’s risk profile; selecting relevant requirements; developing a set of tests;

calculating metrics; compiling a body of evidence; identifying responsible parties;
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making a decision on implementation; and conducting follow-up monitoring after
launch. Within this framework, responsibility ceases to be an abstract ethical
slogan and becomes a reproducible engineering and management practice.

Responsible artificial intelligence should be viewed as a multi-level system.
The first level consists of ethical and regulatory principles: safety, fairness,
transparency, privacy, accountability, human oversight, and non-discrimination.
At the second level, these principles are specified in international standards and
frameworks, including ISO/IEC, IEEE 7000, OECD, UNESCO, NIST Al RMF,
and the European risk-based regulatory framework. At the third level, they must
be embodied in organizational procedures: policies, roles and responsibilities,
committees, audits, risk assessment, and post-market monitoring. At the fourth
level, accountability must be measured through specific metrics, tests, acceptance
criteria, and evidence-based artifacts.

The key problem is that there is often a gap between the declarative
principles of responsible Al and the actual practice of implementation.
Organizations may proclaim transparency, fairness, or safety, but lack formalized
procedures for verification, documentation, logging, auditing, and follow-up after
the system is launched. As a result, accountability assessments become
fragmented: individual metrics are verified, but a comprehensive chain of
evidence is not established. That is why the submitted materials justify the need
for an integrative framework that links international standards to the operational
logic of “principle — requirement — control/test — evidence artifact —
management decision — post-market monitoring.”

From a methodological standpoint, it is important to note that responsible Al
cannot be universally evaluated using a single metric. For classical machine
learning models, stability, generalizability, intergroup fairness, sensitivity
analysis, and data auditing are critical. For computer vision, resistance to domain
shift, noise, and labeling errors is important. For NLP models, it is linguistic and
topic shifts, toxicity, bias, and contextual reliability. For LLMs, generative, and
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multimodal systems, key concerns include hallucinations, prompt injection, data
leaks, harmful content, copyright, and source transparency. Therefore,
accountability must be model-agnostic at the level of principles but model-specific
at the level of tests and evidence.

Corporate governance of responsible Al plays a distinct role. Leading IT
corporations are no longer limiting themselves to general ethical statements;
instead, they are establishing internal standards, special committees, procedures
for reviewing high-risk applications, tools for testing fairness and explainability,
“red line” policies, transparency notes, model cards, datasheets, and post-
deployment monitoring mechanisms. This publication demonstrates that the
maturity of a corporate approach is determined not by the number of declared
principles, but by the degree to which they are institutionalized in the processes of
development, auditing, risk management, and reporting.

The practices of Google, Microsoft, IBM, Meta, Amazon, Apple, and
OpenAl demonstrate various models of corporate responsibility. Some companies
emphasize principles and product restrictions, some focus on engineering tools for
evaluating models, and others prioritize internal standards and oversight bodies.
However, what they have in common is a gradual shift from ethical discourse to
procedural governance: responsible Al is increasingly viewed as part of corporate
governance rather than as an additional public statement. This means that
accountability must be integrated into the system’s lifecycle: from task
formulation, data collection, and model training to deployment, monitoring,
incident response, and policy updates.

The third level involves measuring responsibility. In applied systems,
responsible Al should be evaluated using a multidimensional taxonomy: fairness
and lack of bias, transparency and explainability, reliability and safety,
accountability and controllability, privacy, and environmental and social impact.
Each of these dimensions requires its own metrics, tests, acceptance criteria, and

supporting evidence. This paper proposes a logical framework linking “dimension
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— indicator — acceptance criterion — verification method — supporting

evidence — frequency of monitoring,” which is particularly important for

reproducible audits of Al systems (Table 2).

Table 2.

A Generalized Framework for Responsible Al as a System of Standards,
Governance, and Evaluation

Level Main Content Implementation Exam- | The Importance of Re-
ples sponsible Al
Ethical Prin- | Fairness, transparency, | OECD Al Principles, | Shaping the Core Values
ciples security, privacy, ac- | UNESCO Recommenda- | of Responsible Al
countability, human | tion, EU Trustworthy Al
oversight
International | Formalization of Risk | ISO/IEC TR 24028, | Transforming principles
Standards Management Require- | ISO/IEC 23894, ISO/IEC | into a regulatory and
ments and Processes 42001, IEEE 7000, NIST | methodological  frame-
Al RMF work
Corporate Regulatory bodies, pol- | Responsible Al boards, | Ensures the institutional-
Governance icies, roles, review pro- | internal standards, red | ization of accountability
cedures, reporting lines, transparency notes
Engineering | Model testing, data au- | Model cards, datasheets, | Integrates accountability
Mechanisms | diting, fairness tools, | Fairlearn, InterpretML, | into the development
explainability tools, | Al Fairness 360 process
adversarial testing
Metrics  and | Quantitative  Assess- | Demographic parity, | Enables comparison and
Tests ment of Fairness, Ro- | equal opportunity, ro- | monitoring
bustness, Interpretabil- | bustness tests, privacy
ity, and Privacy leakage tests
Evidence- Documents, journals, | Model card, datasheet, | They form the basis of
based  arti- | minutes, reports, model | risk report, audit log, in- | audience appeal
facts maps, and data maps cident report

Post-market

monitoring

Follow-up after imple-

mentation

Drift monitoring, incident
tracking, periodic reas-

sessment

Fosters accountability in

a dynamic environment

Developed by the author.
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The fairness of models requires special attention. In applied systems, it can
be assessed through demographic parity, equal opportunity, equal chances, the
disproportionate impact ratio, and individual and group fairness. However, none of
these metrics is universal. In certain domains, balancing the proportion of positive
decisions across groups may be important; in others, the key is to balance errors or
ensure fair chances for genuinely positive cases. Therefore, the choice of metrics
should depend on the domain, the risk, the legal context, and the potential impact
of the decision on individuals.

Transparency and explainability also cannot be reduced solely to the presence
of a technical explanation. It is important for the user to understand the system’s
purpose, its limitations, the data used, the known risks, which scenarios are
prohibited, whether the result can be appealed, and who is responsible for the
decision. For developers, local explanations, feature analysis, the consistency of
explanations, and the relationship between errors and input data are important. For
auditors, documentation, test protocols, change logs, and version traceability are
important. Thus, explainability has technical, user, and procedural dimensions.

Reliability and safety encompass a system’s ability to operate stably in the
face of changes in the environment, noise, domain shift, deliberate attacks, or
unexpected scenarios. This is particularly challenging for generative models, as
they can generate convincing but inaccurate responses, react to malicious prompts,
reproduce toxic content, or disclose sensitive information. That is why responsible
evaluation must include not only standard accuracy checks but also stress tests, red
teaming, safety behavior verification, hallucination control, data leakage checks,
and incident monitoring.

Accountability is a central element of responsible Al, as it links technical
outcomes to organizational responsibility. A system can only be considered
responsible if the organization is able to explain who made the decisions regarding
its development, what risks were identified, what checks were performed, what

restrictions were established, who is responsible for monitoring, how incidents are
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recorded, and how decisions are made regarding system updates or shutdowns.
Without this, even a high-quality model remains poorly managed.

Therefore, responsible artificial intelligence should be interpreted not as a
separate property of the model, but as a comprehensive system of management,
evaluation, and evidence. It must combine international standards, corporate
governance, engineering tests, metrics, documentation, logs, auditing, and
monitoring. It is precisely this logic that allows us to move from the abstract
question “Is Al ethical?” to the practical question “What evidence does the
organization provide to confirm that a specific Al system is safe, transparent, non-

discriminatory, controllable, and suitable for responsible use?”
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CHAPTER 6
DIGITAL TWINS OF IOT SYSTEMS AS THE BASIS FOR INTELLIGENT
MONITORING AND OPTIMIZATION

Dorosh Vitalii, teacher, West Ukrainian National University, Ternopil

Modern loT systems form the basis for the transition from traditional
technical monitoring to dynamic digital modeling of physical objects, processes,
and environments. The Internet of Things is viewed as a network infrastructure in
which physical objects, sensors, controllers, actuators, software services, and
communication protocols are integrated into a unified environment for data
collection, transmission, and processing [1]. Unlike traditional information
systems, which primarily work with pre-processed or discretely entered data, the
loT environment generates continuous streams of observations about the real-time
state of an object: temperature, humidity, pressure, energy consumption, load,
movement, vibrations, resource usage intensity, equipment status, or
environmental parameters.

In the scientific literature, the loT is interpreted as the technological
foundation for connecting the physical and digital worlds. Atzori, lera, and
Morabito emphasize that the key idea behind the 10T is the ability of objects to be
identified, connected, and engaged in information exchange via a network
infrastructure [1]. Gubbi and co-authors supplement this logic with a cloud-centric
vision of the IoT, in which sensor networks, internet technologies, cloud
platforms, and analytical services form the foundation for scalable intelligent
applications [2]. In the context of digital twins, this means that the 10T is not
merely a collection of devices but serves as the primary data source for
constructing an up-to-date digital representation of a physical object.

However, the mere presence of sensors and data streams does not in itself
create a digital twin. Raw loT data is primarily descriptive in nature: it shows what
is happening to an object at a specific point in time, but does not explain the
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causes of changes, predict future states, or suggest optimal management actions.
To transform such data into knowledge, additional levels of processing are
required: normalization, cleansing, aggregation, contextualization, time-series
preservation, integration with historical data, building behavioral models, and
analytical interpretation.

Context is an important intermediate concept between IoT data and digital
modeling. Perera and co-authors argue that to derive value from sensor data, it is
necessary not only to collect it but also to understand the conditions under which it
was obtained: location, time, object status, user profile, environmental
characteristics, and relationships between events [3]. For example, the same
temperature or energy consumption value can be interpreted differently depending
on the time of day, the system’s operating mode, external conditions, or the
expected load. Therefore, digital modeling in an 10T environment requires not
only numerical measurements but also a contextual layer that explains the
meaning of these measurements.

In this regard, 1oT analytics becomes a prerequisite for building digital twins.
Siow, Tiropanis, and Hall propose viewing loT analytics as the process of
transforming large data streams from physical objects into useful knowledge and
practical insights [4]. Such analytics can have different levels: descriptive,
diagnostic, predictive, and prescriptive. The descriptive level answers the question
“What happened?”, the diagnostic level—“Why did it happen?”, the predictive
level—“What might happen next?”, and the prescriptive level—“What is the best
course of action?”. It is precisely the transition from the descriptive to the
predictive and prescriptive levels that is fundamental to digital twins.

loT systems also create the conditions for continuously updating the digital
model. While a traditional model is often built once and used as a relatively static
representation of an object, a model linked to IoT infrastructure can be
continuously refined based on new measurements. This makes it possible to reflect

not only the normative or design state of an object, but also its actual behavior
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under real operating conditions. For example, a digital model of a building,
equipment, power grid, or production process can change depending on actual
load, seasonal conditions, component wear, user behavior, or external influences.

From the perspective of digital modeling architecture, the 10T performs at
least four functions. First, it provides observability of a physical object through
sensor data. Second, it creates a time-series framework for analysis, since most
loT data takes the form of time series. Third, it supports the integration of
heterogeneous sources: sensors, controllers, SCADA systems, ERP/MES systems,
weather services, geodata, or external information platforms. Fourth, it enables
feedback to the physical object via actuators, control systems, or recommendation
modules.

Thus, 10T systems are not merely a source of data for digital modeling but a
foundational infrastructure that bridges the gap between physical reality and its
digital representation. However, this alone is insufficient to create a fully-fledged
digital twin. It is essential that sensor data be integrated into a modeling,
analytical, and simulation loop that allows us not only to see the current state of an
object but also to understand its behavior, predict future changes, and support
optimization decisions.

The digital twin is one of the key concepts in modern intelligent engineering,
cyber-physical systems, and Industry 4.0. In the broadest sense, a digital twin is a
dynamic digital representation of a physical object, process, or system that is
synchronized with the real-world object via data streams and is used for
monitoring, analysis, simulation, forecasting, and decision support. The idea of a
digital twin was conceptualized as a way to integrate a physical system with its
virtual counterpart to reduce unpredictable and undesirable behavior in complex
systems [5].

The key difference between a digital twin and a conventional digital model
lies in the presence of a constant or periodic connection to the physical object. A

conventional model can describe an object in a specific state, reproduce its
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geometry, structure, or functional relationships, but it is not necessarily updated in
accordance with current changes in the real-world environment. A digital twin, on
the other hand, involves two-way or at least regular information exchange between
the physical and digital spaces: data from the real-world object updates the digital
model, and the results of analysis or simulation can influence management
decisions regarding the physical object [8].

In research on digital twins, it is important to distinguish between the
concepts of “digital model,” “digital shadow,” and “digital twin.” Kritzinger and
co-authors proposed a classification according to which a “digital model” is a
digital representation without automated data exchange with the physical object; a
“digital shadow” involves the automatic transfer of data from the physical object
to the digital model; a “digital twin,” in the full sense of the term, involves
automated two-way communication between the physical and digital objects [6].
This distinction is fundamental, since not every 3D model, dashboard, or
simulation diagram can be considered a digital twin.

Scientific reviews emphasize that a digital twin is not merely a visualization
or copy of an object, but an integrated system of data, models, and services. Tao,
Zhang, Liu, and Nee view the digital twin as one of the key technologies for
implementing smart manufacturing and Industry 4.0, as it enables the seamless
integration of cyberspace and physical space [7]. Fuller and co-authors also
emphasize that a digital twin can best be described as the integration of data
between a physical and a virtual machine or system, which enables the modeling,
analysis, and optimization of an object’s behavior [8]. Thus, the essence of a
digital twin lies not in the mere fact of digital representation, but in the dynamic
interaction between data, models, and the real-world object.

For 10T systems, the digital twin is of particular importance, since it is the
loT that provides the data for its updating. Minerva, Lee, and Crespi examine the
digital twin specifically in the context of the 10T and highlight its technical
characteristics, application scenarios, and architectural models [9]. In this
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framework, the physical object, sensor infrastructure, communication layer, digital
model, analytical services, and decision-making interface form a unified loop.
Without the 10T, the digital twin risks remaining a static model; without modeling
and analytics, 10T data remains merely a stream of measurements.

The digital twin also differs from a traditional simulation model in that it
operates based on the current state of the physical object. A simulation model can
test various scenarios based on specified parameters, but these parameters do not
necessarily reflect current reality. A digital twin uses real-time or near-real-time
data, so the simulation is not performed in the abstract but in relation to the
object’s specific state. This allows for “what-if” scenario modeling: what will
happen if the load, temperature, control mode, route, resource, or external
conditions change.

Another important feature of a digital twin is its support for forecasting.
While a conventional model primarily describes structure or patterns, a digital
twin must be capable of assessing the system’s future behavior: the probability of
failure, expected resource consumption, changes in equipment status, the risk of
exceeding thresholds, or the consequences of management intervention. In their
systematic review, Semeraro and co-authors emphasize that a digital twin is
formed as a synchronized virtual representation of reality that supports the
interpretation of an object’s state and decision-making [10]. This allows the digital
twin to be viewed not only as a model but also as a tool for situational awareness.

A digital twin also differs from a conventional monitoring dashboard. A
dashboard can display current parameter values, graphs, error messages, or a
history of changes, but it does not necessarily include a cause-and-effect model, a
simulation loop, or an optimization module. A digital twin has a more profound
function: it combines data, models, rules, machine learning algorithms,
simulations, and decision-support mechanisms. Therefore, it is appropriate to view

it as an intelligent layer atop the 10T infrastructure.
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In practical terms, a digital twin can perform several functions: reflect the
current state of an object; detect anomalies; predict failures; test scenarios without
physical intervention; optimize operating modes; support maintenance; reduce
resource consumption; and enhance system safety and resilience. This is what
distinguishes it from a conventional model: a digital twin not only describes the
system but also functions as an active tool for managing its lifecycle.

Thus, the digital twin of an 10T system can be defined as a dynamic, data-
driven, and context-synchronized digital representation of a physical object or
process that integrates sensor data, model representations, analytics, simulation,
and decision support. Its scientific and practical value lies in the fact that it
facilitates the transition from passive monitoring to proactive management: the
system not only records the object’s current state but also predicts its future
behavior, evaluates alternative scenarios, and supports optimization in a changing
environment.

Intelligent monitoring is one of the key functions of an IoT system’s digital
twin. While a traditional monitoring system primarily records current parameter
values and alerts when predefined thresholds are exceeded, the digital twin creates
a broader analytical framework. It not only reflects the state of a physical object
but also compares it to expected behavior, historical patterns, predictive models,
technical limitations, and acceptable operating modes. This is precisely why the
digital twin enables a shift from passive observation to active risk detection.

In the context of IoT monitoring, an anomaly can be defined as a deviation in
the behavior of an object, process, or environment from its expected, normal, or
acceptable state. Such a deviation may manifest itself as a sharp rise in
temperature, a non-standard energy consumption profile, abnormal equipment
vibration, an atypical load on the network, a data transmission failure, a disruption
in sensor operation, or inconsistencies between multiple measurement sources.
Recent reviews of deep anomaly detection emphasize that detecting anomalies is a
complex task due to the variety of deviation types, the imbalance between normal
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and anomalous states, the lack of high-quality labeling, and changes in system
behavior over time [11].

For digital twins, an anomaly has not only statistical but also functional
significance. A deviation in a single parameter may be acceptable in one operating
mode but critical in another. For example, an increase in energy consumption may
be normal during peak load but dangerous during nighttime operation or when
user activity is low. This is why anomalies in a digital twin must be interpreted in
context: time, operating mode, external conditions, the facility’s technical
characteristics, historical data, and the relationships between variables.

Methodologically, anomaly detection in a digital twin can be implemented
through several approaches. The first is threshold monitoring, where the system
compares current parameters against regulatory or technical limits. The second is
statistical analysis, which identifies atypical values relative to historical
distributions. The third is machine learning, which models the system’s normal
behavior and detects deviations from it. The fourth is predictive anomaly
detection, where the system compares actual measurements with expected values
obtained using a predictive model. The fifth is a hybrid approach, where physical
models, operational rules, and ML models work together.

The link between anomaly detection and predictive maintenance is
particularly important. Systematic reviews of predictive maintenance show that
machine learning methods are actively used to predict failures, estimate remaining
service life, detect equipment degradation, and optimize maintenance schedules
[12]. In a digital twin, these capabilities are expanded: the model not only detects
an anomaly but also links it to the specific state of the object’s digital
representation, its history of changes, and possible future development scenarios.
Therefore, the digital twin becomes not just a tool for emergency alerts but a
platform for early warning.

In this context, it is important to distinguish between three levels of system
response. The first level is the detection of a deviation—that is, identifying that a
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parameter or group of parameters is behaving abnormally. The second level is the
assessment of severity, where the system determines whether the deviation is
minor, moderate, high-risk, or critical. The third level is decision support: the
system suggests possible actions, such as checking a sensor, changing the
operating mode, reducing the load, performing maintenance, or running additional
diagnostics. It is this third level that distinguishes intelligent monitoring from
ordinary data collection.

Data drift is also a critical issue for 10T systems. A system may change due to
wear and tear, seasonality, shifts in user behavior, environmental changes, or the
emergence of new operating modes. If the digital twin model is not updated, it
begins to compare the current system with an already outdated representation of
the norm. Therefore, intelligent monitoring must include not only anomaly
detection but also verification of the model’s relevance: drift checking, retraining,
threshold adjustment, and validation of new scenarios.

A separate area of focus is the digital twin for maintenance. Errandonea,
Beltran, and Arrizabalaga show that the digital twin is used in maintenance
scenarios to improve reliability, optimize inspections, support asset maintenance,
and reduce downtime [13]. For 10T systems, this means that sensor streams, state
histories, degradation models, and anomaly algorithms can be integrated into a
single cycle: observation—diagnosis—prediction—decision—model update.

Thus, intelligent monitoring in a digital twin offers three key advantages.
First, it considers not just a single parameter, but the state of the system as a
holistic entity. Second, it enables to detect not only existing failures but also early
signs of future problems. Third, it forms the basis for explainable decision support,
since each alert can be linked to specific data, models, rules, or simulation
scenarios.

One of the most important differences between a digital twin and a
conventional monitoring system is its ability to work with future or alternative

states of the object. While monitoring answers the question “What is happening
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right now?”, forecasting and “what-if” simulations answer the questions “What
might happen next?” and “What will change if we alter the conditions?”. It is
precisely this capability that makes the digital twin a tool for proactive
management.

Forecasting in a digital twin is based on a combination of historical data,
current 10T measurements, physical or simulation models, ML algorithms, and
contextual information. This approach allows for the estimation of future
parameter values, failure probability, expected load, resource consumption,
changes in environmental conditions, or the effect of management interventions.
Rasheed, San, and Kvamsdal emphasize that, from a modeling perspective, a
digital twin is an adaptive representation of a complex physical system that
combines data, modeling, computational methods, and analytics to support
decision-making [14].

A “what-if” simulation involves testing an alternative scenario without
directly interfering with the physical object. For example, a digital twin can be
used to simulate how a building’s energy consumption would change under a
different ventilation mode, how the power grid would respond to an increase in
load, how equipment performance would change after maintenance, or what the
consequences of reconfiguring a control algorithm would be. The value of this
approach lies in the fact that risky or costly decisions can be tested in a virtual
environment before they are actually implemented.

In manufacturing and technical systems, the digital twin is often used
precisely as a simulation and optimization environment.
Dehghanimohammadabadi, Belsare, and Thiesing proposed a simulation-
optimization framework for the digital twin of a manufacturing system, where
alternative scenarios can be evaluated through simulation and optimization [15].
This approach is particularly well-suited for 10T systems, as real-time data allows
the simulation to be adapted to the system’s actual state, rather than relying solely

on abstract average parameters.

102



It is important that “what-if”” simulations not be isolated from real-world data.
If the simulation model is not synchronized with the physical object, it may
produce results that are formally correct but practically irrelevant. A digital twin
overcomes this limitation through continuous updating: the model’s state is
adjusted based on sensor data, and scenarios are evaluated relative to the object’s
current state. For example, the same load scenario may be safe for new equipment
but risky for equipment that has degraded significantly.

Scenario modeling also provides a basis for comparing management
alternatives. The system can not only predict a single outcome but also compare
several possible actions based on various criteria: minimizing energy
consumption, reducing costs, improving reliability, reducing downtime, lowering
emissions, enhancing user comfort, or increasing throughput. In the work by
Zhang et al., a digital twin was used for the design and multi-objective
optimization of a production line, demonstrating the suitability of digital twins for
scenarios where multiple objectives must be balanced simultaneously [16].

Thus, forecasting and “what-if” simulations transform the digital twin into an
experimental environment where the consequences of decisions can be safely
evaluated. This is particularly important for complex 10T systems, where direct
experimentation with a physical object can be expensive, dangerous, or
organizationally challenging. Under such conditions, the digital twin helps reduce
uncertainty, assess risks, and select a more informed course of action.

The digital twin of an 10T system is not limited to monitoring and forecasting
functions. Its further development is linked to optimization and control support—
that is, the transition from an analytical description of the state to the selection of
the best courses of action. In this context, the digital twin becomes an intermediate
intelligent layer between the physical system, data, models, and management
decisions.

Optimization in a digital twin can have various objectives: minimizing

energy consumption, reducing operating costs, improving reliability, reducing
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downtime, stabilizing temperature conditions, load balancing, optimizing routing,
reducing emissions, or maintaining service quality. Unlike traditional
optimization, which is often performed on a static model, a digital twin allows for
the current state of the facility to be taken into account and for decisions to be
updated based on new data.

For complex loT systems, the multi-objective nature of optimization is
crucial. For example, in a smart building, it is necessary to simultaneously reduce
energy consumption, maintain user comfort, avoid equipment overload, and ensure
safe operation. In an industrial system, it is necessary to balance productivity,
quality, costs, technical condition, and the risk of failure. In urban infrastructure,
the focus is on throughput, environmental performance, safety, and service
accessibility. A digital twin makes it possible to formalize such trade-offs and
evaluate solutions based not on a single criterion, but on multiple criteria.

Reinforcement learning is of particular importance. Unlike classical
optimization algorithms, reinforcement learning allows an agent to learn a strategy
for action through interaction with the environment and by maximizing long-term
rewards. Mnih and his co-authors demonstrated that deep reinforcement learning
can train agents to adopt control policies without manually designing all features,
directly based on high-dimensional input data [17]. For digital twins, this idea is
important because the agent can learn in a virtual environment without putting the
physical system at risk.

In 10T systems, reinforcement learning can be used for energy consumption
management, routing, computing resource planning, equipment mode adaptation,
or load optimization. In their paper, Dai, Zhang, Maharjan, and Zhang propose an
approach to stochastic computation offloading in digital twin networks, where
deep reinforcement learning is used to optimize the distribution of computational
tasks and resources under conditions of uncertainty [18]. This demonstrates that a
digital twin can serve not only as a model of a physical asset but also as a virtual

environment for training and testing control policies.
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At the same time, automated optimization requires constraints. Not every
mathematically optimal solution is acceptable from the standpoint of safety,
reliability, legal considerations, ethics, or user comfort. Therefore, in a digital
twin, it is advisable to combine optimization algorithms with safe operating rules,
acceptable parameter limits, human oversight, and explanation mechanisms. In
critical systems, the digital twin should not autonomously replace the operator but
rather support the operator’s decisions by providing alternatives, forecasts, risks,
and the expected consequences of actions.

Thus, the optimization function of a digital twin lies not only in finding the
optimal value of the objective function but also in shaping a controllable decision
space. The system must show which alternatives exist, which criteria they
improve, what risks they create, and which constraints they violate or do not
violate. This approach transforms the digital twin into a tool for supporting
adaptive, informed, and safe management of 10T systems.

The practical significance of digital twins is determined by their ability to
integrate data, models, simulations, and management decisions into a single loop.
In systematic reviews, digital twins are considered a technology with a wide range
of applications: industry, smart cities, transportation, energy, buildings, healthcare,
logistics, environmental monitoring, and cyber-physical systems [19]. This
indicates that a digital twin is not a niche industry-specific model, but rather a
universal paradigm for managing complex dynamic systems.

In industry, digital twins are used to control production processes, perform
predictive maintenance, optimize production lines, simulate technological
scenarios, and improve the reliability of equipment. Their advantage lies in the
fact that production decisions can be tested in a virtual environment, reducing the
risk of errors, downtime, and costs. When combined with 10T and ML, a digital
twin lays the foundation for transitioning from scheduled or reactive maintenance

to predictive and adaptive maintenance.
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In smart buildings, digital twins can support the management of energy
consumption, climate control systems, security, user comfort, and the technical
condition of equipment. They enable the analysis of interactions between a
building’s internal parameters, external weather conditions, occupancy schedules,
and the operating modes of building systems. In such scenarios, a digital twin can
be used to optimize HVAC systems, predict equipment overloads, identify
inefficient operating modes, and reduce energy consumption.

In urban infrastructure, digital twins form the foundation for smart city
management. Dembski and co-authors, using the example of Herrenberg,
demonstrate that an urban digital twin can integrate a 3D model of the urban
environment, mobility, wind flow simulation, spatial data, and citizen participation
[20]. This demonstrates that a city’s digital twin is not merely a technical model,
but a platform for planning, communication, scenario analysis, and decision
support in urban management.

In the energy sector, digital twins can be used to forecast loads, balance
generation and consumption, optimize the operation of microgrids, integrate
renewable energy sources, and enhance infrastructure resilience. In water supply
and environmental monitoring, they can support the analysis of water quality,
leaks, network condition, resource consumption, and the impact of external
conditions. In logistics, digital twins enable the modeling of routes, transport
flows, warehouses, delays, and load scenarios.

At the same time, the practical implementation of digital twins presents a
number of challenges. These include data interoperability, the quality of sensor
streams, cybersecurity, privacy protection, the complexity of model development,
computational costs, the lack of unified standards, organizational readiness, and
the need for an interdisciplinary team. Botin-Sanabria and co-authors emphasize
that digital twins have broad application potential, but their effectiveness depends
on the ability to integrate data, models, visualization technologies, analytics, and

management processes [19].

106



Thus, the practical value of digital twins lies in the fact that they create a
unified intelligent platform for monitoring, forecasting, simulating, and optimizing
complex systems. For 10T environments, this represents a qualitative leap: sensor
data ceases to be merely a stream of measurements and becomes the foundation of
a dynamic model capable of supporting management. This is precisely why digital
twins should be viewed as a key tool for proactive, adaptive, and evidence-based

management of technical and socio-technical systems.
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CHAPTER 7
CONCEPT OF AN INTELLIGENT SYSTEM FOR PROCESSING
PUBLISHING TEXTS AND MANUSCRIPTS TO AUTOMATE
EDITORIAL PROCESSES

Ivasechko Andrii Viktorovych, lecturer at the Department of Information

Computer Systems and Control, West Ukrainian National University, Ternopil

The rapid development of digital editorial technologies has significantly
transformed approaches to the preparation, review, and evaluation of scholarly
documents. While editorial process automation was previously limited primarily
to spell-checking and grammar correction, modern intelligent systems now support
stylistic analysis, terminology consistency assessment, bibliographic reference
verification, plagiarism detection, and editorial decision support based on large
language models (LLMs) [1-3, 8].

These tasks are particularly important for the editorial offices of scholarly
journals and conference proceedings, where the initial manuscript evaluation
remains one of the most time-consuming stages of the publication process.
Automating the verification of academic writing style, document structure,
bibliographic formatting, and compliance with the principles of academic integrity
can substantially reduce editorial workload while improving the quality and
consistency of manuscript assessment [2, 6, 8].

A scholarly document represents a complex information object comprising
textual, structural, and graphical elements. Consequently, its analysis requires the
integrated application of Optical Character Recognition (OCR), document layout
analysis, Natural Language Processing (NLP), and Large Language Models
(LLMs) [2, 5-7]. However, conventional OCR systems are primarily designed for
text extraction and do not provide subsequent semantic or editorial analysis of the

extracted content [4, 7].
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The remarkable progress in transformer-based models has significantly
improved the automatic analysis of scholarly texts. However, Large Language
Models (LLMs) remain dependent on the knowledge acquired during training,
which may result in the generation of inaccurate information or the inability to
account for journal-specific editorial requirements [2, 8]. One of the most
promising approaches to overcoming this limitation is Retrieval-Augmented
Generation (RAG), which combines the generative capabilities of LLMs with
semantic retrieval from external knowledge bases, enabling recommendations to
be generated based on verified sources [3].

Despite the rapid advancement of individual technologies, comprehensive
systems integrating OCR, document layout analysis, NLP, bibliographic
verification, academic integrity assessment, and RAG within a unified editorial
workflow remain insufficiently explored [3—6, 8-10]. Therefore, the development
of integrated intelligent editorial systems capable of automating the key stages of
the initial evaluation of scholarly manuscripts is of considerable relevance.

Current research on automated editorial processing is evolving along several
interconnected directions, including text and document structure extraction,
stylistic analysis, semantic modeling, bibliographic verification, and the
application of Large Language Models to support editorial decision-making [2-8].

One of the most widely used tools for the structural analysis of scholarly
documents is GROBID, which automatically identifies the main components of a
manuscript, including the title, authors, abstract, sections, references, and other
structural elements [4]. LanguageTool and Grammarly are widely employed for
grammar and style checking; however, these tools are primarily designed for
general-purpose texts and do not adequately address the specific characteristics of
academic writing.

The development of transformer-based models has led to the emergence of
specialized solutions for the analysis of scholarly documents. SCiBERT enables

effective processing of scientific terminology and is widely applied to topic
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classification, citation analysis, and automatic summarization [6]. LayoutLM is
designed for document layout analysis by combining textual information with the
spatial characteristics of a document page [5].

Another important direction is the application of Retrieval-Augmented
Generation (RAG), which integrates Large Language Models with external
knowledge bases to improve the reliability of generated recommendations and
reduce the risk of hallucinations [3]. In addition, open scholarly services such as
OpenAlex and Crossref are increasingly used for bibliographic verification,
providing access to publication metadata and persistent digital identifiers [9, 10].

Despite these advances, most existing solutions address only individual
aspects of editorial processing. OCR platforms focus on text extraction, language
models on stylistic analysis, bibliographic services on metadata verification, and
RAG-based systems on semantic retrieval and response generation. Consequently,
the lack of an integrated approach highlights the need for a comprehensive
intelligent editorial system that combines these components within a unified
information processing pipeline [3-6, 9, 10].

The analysis of recent studies demonstrates that the automation of editorial
processing is evolving along several complementary directions, including text and
document structure extraction, natural language processing, semantic content
analysis, bibliographic verification, plagiarism detection, and the application of
Large Language Models for editorial decision support. Although each of these
technologies has advanced considerably, comprehensive solutions integrating all
these functions into a single software environment remain limited.

Most existing systems continue to evolve as specialized standalone
applications. OCR platforms focus on text extraction, stylistic tools on language
analysis, bibliographic systems on metadata verification, and Retrieval-
Augmented Generation on semantic retrieval and response generation. As a result,
editors must rely on multiple independent tools that lack a common information

space and a unified document-processing workflow.
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This limitation highlights the need for an integrated intelligent editorial

system in which OCR, document layout analysis, Natural Language Processing,

Retrieval-Augmented Generation, bibliographic verification, stylistic analysis, and

academic integrity assessment operate as interconnected modules within a unified

information pipeline. Such an approach enables the transition from automating

individual tasks to providing comprehensive support for editorial workflows,

thereby improving the quality of scholarly publications while reducing the time

required for their initial editorial evaluation.

Table 1.

Comparison of Existing Solutions for Automated Editorial Processing of

Scholarly Documents
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proofread- | analysis and sty- | support for jour- | tive of mod-
Grammarly ing of Eng- listic recom- nal-specific edi- | ern Al writing
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continuation of table 1
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ysis layout and vis- analysis
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Generation | response ternal ses and vector | torial recommen-

(RAG) generation knowledge retrieval infra- dations
sources structure
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cation metadata information validation

The analysis of recent studies indicates that a promising direction for the
development of automated editorial processing of scholarly documents is the
integration of Optical Character Recognition (OCR), document layout analysis,
Natural Language Processing (NLP), and Retrieval-Augmented Generation (RAG)
within a unified information system. This approach considers a scholarly
document as a structured information object that integrates textual, structural,
semantic, and bibliographic data, enabling their comprehensive analysis.

The proposed concept is based on four functional layers: text extraction,
document structure analysis, linguistic analysis, and semantic support for editorial

decision-making. Together, these layers provide document standardization,
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identification of logical document elements, grammar and style checking,
academic writing assessment, and the generation of recommendations using
external knowledge sources.

The key design principles of the proposed system include modularity, a
unified internal document representation, explainability, and scalability. A
modular architecture enables seamless interaction among system components
through a shared data model, while the integration of RAG supports the generation
of evidence-based recommendations grounded in external knowledge sources.

Thus, the proposed concept defines an intelligent editorial system as a unified
information and analytical platform that integrates OCR, document layout
analysis, NLP, RAG, and quality assurance modules to provide comprehensive
support for the editorial processing of scholarly documents.

The proposed methodological principles should be viewed not as a collection
of independent software solutions but as the foundation of an integrated editorial
ecosystem in which all stages of document analysis are connected through a
unified information model. Within this framework, each module not only performs
its own function but also generates information that is utilized by subsequent
stages of the processing pipeline.

Traditionally, the editorial evaluation of a scholarly manuscript consists of
several independent procedures, including document structure verification,
language editing, assessment of academic writing style, bibliographic validation,
compliance with formatting standards, and expert content review. In most editorial
offices, these tasks are performed using separate software tools or by different
specialists, which limits information exchange and reduces the overall efficiency
of the editorial workflow.

The proposed approach eliminates this fragmented organization by
integrating all stages of editorial processing into a unified information pipeline,
thereby enabling consistent data exchange, reducing redundant operations, and
improving the efficiency and reliability of editorial decision-making.
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Table 2.

Methodological Principles for the Design of an Intelligent Editorial System
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Principle scription nificance come
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The primary object of analysis is a structured digital representation of a

document that

includes textual

content,

logical

structure,

bibliographic

information, and metadata. This approach enables all functional modules of the

system to utilize the results produced by preceding processing stages.
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Table 3.

Summary of the Functional Components of the Integrated Editorial System

Functional Com-
ponent
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The first stage involves the standardization of documents in various formats

(PDF, DOCX, ODT, and images) into a unified internal representation. This is

followed by document layout analysis, during which the key structural elements of

a scholarly article—including the title, abstract, keywords, tables, figures,

equations, and references—are identified. Such structural modeling provides the

basis for context-aware processing of individual document components.

The next stage is linguistic analysis, which includes grammar checking,

stylistic assessment, terminology consistency evaluation, and verification of

compliance with academic writing conventions. By incorporating structural
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information, the system can consider the functional role of each document
component, thereby improving the accuracy of the analysis.

The system also incorporates bibliographic validation and academic integrity
assessment modules. The former verifies bibliographic records against
international scholarly databases, while the latter combines conventional text
similarity detection with semantic analysis to identify potential concealed or
paraphrased plagiarism.

The final stage is an editorial decision support module based on Retrieval-
Augmented Generation (RAG), which integrates the outputs of previous
processing stages with external knowledge sources to generate evidence-based
editorial recommendations. The interaction of all modules through a unified
information model enables comprehensive document analysis and significantly
enhances the efficiency of the editorial workflow.

The further development of intelligent editorial systems should focus on the
adoption of multimodal Large Language Models capable of simultaneously
analyzing text, tables, mathematical expressions, graphical content, and the overall
structure of scholarly documents. Such an approach is expected to improve the
accuracy of processing complex documents and extend the capabilities of
automated editorial review.

Another promising direction is the integration of editorial systems with open
scholarly infrastructures and bibliographic services, including OpenAlex, Crossref,
ORCID, and Crossmark. This integration would enable automatic verification of
bibliographic metadata, persistent identifiers, and author affiliations, while
ensuring compliance with current editorial policies and international publishing
standards.

Particular attention should also be devoted to the implementation of adaptive
learning mechanisms that incorporate editorial feedback into the system.
Combining Large Language Models, Retrieval-Augmented Generation (RAG),

and expert feedback would enable continuous improvement of recommendation
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quality, adaptation to the editorial policies of specific journals, and the provision

of personalized support for editorial decision-making.
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CHAPTER 8
STATE OF THE ART IN BUSINESS PROCESS MODEL ANALYSIS AND
AI-ASSISTED QUALITY ASSURANCE

Kizilov Oleksii Serhiiovych, Senior Lecturer, Postgraduate Student of the
Software Engineering and Management Intelligent Technologies Department,

National Technical University “Kharkiv Polytechnic Institute”, Kharkiv, Ukraine

Modern complex systems in the fields of industry, administrative
management, digital services, and intelligent platforms are characterized by a high
degree of structural dynamism and intensive interaction among process
components. Under these conditions, the adequate modeling of business processes
and ensuring their structural, semantic, and behavioral quality become critical. The
development of information technologies in the field of Business Process
Management (BPM) is leading to an increase in the complexity of models, which
requires the development of formal, automated, and scalable methods for assessing
quality. In scientific discourse, issues of structural consistency, correctness,
semantic completeness, and reproducibility of business process models are
addressed by numerous studies that can be integrated into a holistic vision of
future information technologies for the automated analysis of business processes.
The review of works presented below reflects the current state of the field and
outlines the foundations upon which our approaches to creating information
technology for assessing the structural quality of business processes in complex
systems are based.

A broad body of research has emerged in the scientific literature, covering
formal methods for testing, verifying, and analyzing models [1], [8], tools for
checking syntactic correctness [2], assessing semantic correspondence to textual
descriptions [3], simulation-based approaches to analyzing process behavior [5],
as well as modern methods for applying large language models in modeling,
quality assessment, and improving the comprehensibility of process structures [4],
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[6], [7], [10] — [13]. Research emphasizes that effective information technologies
must integrate these approaches into a unified system capable of providing a
comprehensive analysis of a model, taking into account structural, logical,
semantic, and behavioral aspects. Of particular relevance is the issue of user
support at all stages of modeling, including automatic error detection, highlighting
deficiencies, generating recommendations, and even creating or refining models
with the help of artificial intelligence.

One of the key areas of research in the field of BPM is the formal verification
of Business Process Model and Notation (BPMN) models, which ensures that the
process structure complies with specified requirements. The paper [1] presents a
thorough analysis of approaches to testing and formal verification of BPMN
models, covering methods of structural testing, regression analysis, and black-box
and gray-box testing. An important contribution of this work is the development of
the bPERFECT conceptual framework, aimed at bridging the gap between
research in the field of process model verification and the practical needs of
developers and analysts. The implementation of this approach lays the foundation
for building comprehensive quality assessment systems capable of detecting
violations of structural rules, logical inconsistencies, as well as errors in the
integration or interaction of sub-processes. The classifications of testing types
outlined in [1] are valuable for designing future information technology, as they
allow for the formalization of evaluation criteria and ensure their
operationalization in the system’s algorithmic components.

The study [2] represents one of the most extensive empirical contributions to
the field of BPMN modeling analysis, as the authors examined over 54,000
models from various online repositories.

The work demonstrates that syntactic violations are common in the vast
majority of models, even when they are created by experienced professionals. The
particular significance of this article lies in the application of the formal
verification tools BEBoP and BPMN Inspector, which enable the automatic
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assessment of structural correctness and adherence to modeling best practices. The
results [2] convincingly demonstrate the need to integrate such tools into a
comprehensive information technology framework for quality assessment, as they
support large-scale computations and enable the comparison of models across
different organizations, domains, and levels of complexity. Furthermore, analyzing
the relationships between BPMN elements and modeling errors is crucial for the
automated detection of typical patterns of structural deficiencies, which can be
critical for ensuring operational stability in complex systems.

For further analysis of structural correctness, it is advisable to represent the
BPMN model as a directed graph:

G=(N, F),
where N is the set of model nodes (events, tasks, gates), F € N x N is the set of
control flow arcs between nodes.

A significant body of research focuses on the semantic quality of models.
Article [3] establishes a theoretical foundation for evaluating the correspondence
between BPMN models and textual descriptions of the domain by analyzing
textual and semantic similarity. The paper generalizes Natural Language
Processing (NLP) methods and approaches to comparing text documents and
explores the possibility of creating an algorithmic tool for automated evaluation of
semantic correspondence. This work is particularly relevant to research in
information technology for complex systems, where business processes are often
described by multilevel formal and informal documents; consequently, aligning
models with textual specifications is a prerequisite for ensuring integrity. The need
for a multidimensional approach to quality assessment, both syntactic and
semantic, as demonstrated in [3] confirms the advisability of incorporating the
corresponding components into the proposed information technology.

The degree to which a model corresponds to a textual description of the
domain can be expressed using a semantic similarity function:

S(M, T) € [0, 1],

120



where M is a formal model of the process, T is a textual description of the domain,
and the value of S approaches 1 when there is complete semantic correspondence.

Current research also focuses on the intersection of process modeling and
artificial intelligence technologies. Article [4] demonstrates the application of
Large Language Models (LLM) in the context of so-called “conversational process
modeling”, where models are created based on textual descriptions and gradually
refined under the guidance of LLM assistants. The authors investigate how such
models meet quality criteria, including coherence, correctness, and compliance
with specified requirements. The results in [4] show that while LLMs demonstrate
significant potential in identifying process structures, the quality of the final
models depends heavily on system configuration, the use of evaluation metrics,
and the involvement of an expert modeler. This confirms the importance of
incorporating “human-in-the-loop” interaction mechanisms into future information
technology.

The issue of simulation correctness of a model is addressed in [5], which
proposes a set of metrics for evaluating the quality of business process
simulations. The methodology is based on a multi-perspective analysis, in which
each perspective of the process has its own measurable characteristics. It is
particularly important that the authors examine models represented in BPMN and
enriched with simulation parameters. Applying the approaches in [5] allows one to
evaluate not only the correctness of the model’s static structure but also the
model’s ability to reproduce the behavior of real processes, which is a key aspect
for complex systems where the accuracy of simulating the interaction of sub-
processes determines the effectiveness of management.

Assessing the quality of a process simulation requires taking into account

several independent analytical perspectives:
Q = {q11 q21 ey qn},
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where ¢;, i =1, 2, ..., n is a quality indicator for a specific perspective (structural,
behavioral, resource-based, etc.), and n is the total number of perspectives
considered.

In recent years, considerable attention has been focused on researching the
potential of LLMs to improve the semantic quality of BPMN models. The paper
[6] explores the use of GPT-4 as an intelligent agent capable of analyzing models
and offering recommendations for their supplementation or correction. The
authors evaluate the results based on semantic and syntactic metrics, such as
Model-richness and the number of activities in Lane structures. The results
demonstrate that LLMs can identify semantic gaps but require clear interaction
rules and specialized prompts, confirming the importance of prompt engineering
in automated quality assessment.

A related topic is explored in [7], which proposes a framework for evaluating
the completeness and correctness of process models generated by LLM-based
chat-bots. The use of precision and recall metrics allows for a quantitative
assessment of how well the generated model aligns with the reference structure. A
comparison of LLM models with human-created models shows that automated
systems are capable of achieving high accuracy but are prone to omitting
important elements, especially when dealing with vague textual descriptions. The
practical contribution of [7] lies in the creation of a standardized set of metrics that
can be integrated into a general technology for evaluating business process
structures.

The accuracy of the reproduction of the reference process structure is
evaluated using two standard metrics:

Precision = (TP + FP) / TP,
Recall = (TP + FN) / TP,
where TP is the number of model elements correctly identified, FP are elements
incorrectly identified by the model, FN are elements missed by the model relative

to the reference standard.
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Formal approaches to constructing correct business processes are presented in
[8], where the authors propose the domain-specific language BPMN_R, which
enables the construction of models that are “correct by design.” The use of formal
grammar, semantic rules, and verification using New Symbolic Model Verifier
(NuSMV) creates the basis for automated verification of the behavioral properties
of models. This approach is extremely important for complex systems where
behavioral scenarios can lead to unpredictable states, and where formal methods
guarantee the absence of undesirable situations.

The paper [9] focuses on improving the clarity of BPMN models through the
formal prioritization of recommendations using the Analytic Hierarchy Process
(AHP) method. The authors show that experts consider recommendations
regarding the correct application of structural elements, especially gateways, to be
key. This work is important for our field in that it underscores the significance of a
controlled, formalized approach to assessing structural quality, in which expert
judgments are transformed into quantitative importance coefficients.

Article [10] continues the research on LLMs in the context of process
modeling, proposing a comprehensive evaluation framework for 16 state-of-the-art
models. The use of fitness and precision metrics based on event logs allows for
determining how well the models correspond to the actual behavior of processes.
This work is particularly relevant for automated systems for analyzing complex
processes, as it combines LLM-generated models with rigorous behavioral
validation.

The paper [11] presents a comprehensive framework for the automated
generation and step-by-step refinement of models using LLMs. Key features
include the implementation of quality assurance mechanisms and the ability to
export models into standardized notations. The study demonstrates that only an
iterative process incorporating user feedback can ensure high levels of structural

alignment.
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The issue of semantic enrichment of models through prompt engineering
mechanisms is discussed in [12], where the authors demonstrate the effectiveness
of zero-shot, few-shot, and chain-of-thought techniques for identifying missing
concepts. Although the methodology is notation-independent, its results correlate
directly with the semantic completeness of BPMN models, which is an important
component of overall quality.

In the study [13], LLMs are used to improve the understanding of complex
BPMN models, which is critically important in large enterprises and systems with
highly complex interactions. The authors emphasize the importance of cognitive
support in modeling and demonstrate the ability of LLMs to identify critical
problem areas in the structure of models, which helps improve the quality of the
entire process architecture.

Finally, [14] considers BPMN as a reference framework for analyzing low-
code platforms. The results demonstrate that the quality of process modeling
depends not only on the modeler or the methods used, but also on the
characteristics of the tools. Comparing platforms based on BPMN-inspired criteria
is crucial for developing technologies where model quality is shaped by the
interplay between tool limitations and user skills.

An overall assessment of the quality of a business process model is calculated

as the weighted sum of its individual components:

Qtotal = 2 Wi
where w;, 1=1,2,...,n are weighting coefficients reflecting the relative
importance of each quality component, gi, i=1,2,...,n is the value of the

corresponding indicator, and the sum of the weights satisfies the condition
> wi =1,

To summarize the works discussed, it should be emphasized that the current
state of research in the field of business process evaluation is characterized by the
intensive integration of formal methods, automation tools, semantic analysis, and

artificial intelligence technologies. All the areas discussed, ranging from formal
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verification [1], [8], large-scale syntactic analysis [2], semantic correspondence
[3], simulation-based analysis [5], and cognitive support for LLM [4], [6], [7],
[10] — [13] to tools for high-quality modeling [9], [14], form a comprehensive
scientific foundation for developing information technology to assess the quality
of business process structures in complex systems. Such technology must integrate
various methodological approaches, ensure multidimensional model evaluation,
account for the specifics of complex systems, and support automated, scalable
processing of large numbers of models. The scientific findings of the works
discussed demonstrate the relevance and urgency of creating comprehensive
quality assurance systems for process models, which in the future may become
key elements of the intellectual infrastructure for managing complex
organizational, production, and information systems.

Declaration on the use of generative Al. During the preparation of this
chapter, the author used DeepL for grammar and spell checking, as well as Claude
Sonnet 4.6 for rephrasing and reformulating the text. After using these tools, the
author reviewed and edited the content as necessary and take full responsibility for

this content.
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CHAPTER 9
NLP, OSINT, AND DIGITAL EVIDENCE IN COUNTERING
INFORMATION THREATS

Melnyk Nazar, teacher, West Ukrainian National University, Ternopil

Modern information threats cannot be viewed merely as the dissemination of
isolated false messages, fake news, or manipulative texts. In the digital
environment, they are increasingly taking on more complex forms: coordinated
campaigns, synchronized activity by groups of accounts, the artificial promotion
of narratives, the mass repetition of identical or similar messages, and the creation
of the illusion of public support for a certain position or the discrediting of
individuals, institutions, or government decisions. Therefore, an information threat
is not only a content-related phenomenon but also a behavioral, communicative,
technological, and sociopolitical one.

In the traditional approach to analyzing information threats, the main focus
was on the content of the message: its veracity, tone, presence of hate speech,
manipulative statements, propaganda clichés, or disinformation claims. While this
approach remains important, it does not provide a complete picture of the
mechanisms by which the threat spreads. A single message may not pose a high
level of danger, but its mass, simultaneous repetition by various accounts within a
short period of time may indicate organized influence. That is why the object of
analysis should be not only the text itself, but also the dynamics of its appearance,
repetition, dissemination, and interaction with other messages.

This issue is particularly relevant on social media and messaging apps,
especially Telegram. Such platforms enable the rapid dissemination of
information, prompt audience reactions, and the formation of large comment
threads under individual posts. At the same time, they create favorable conditions
for anonymous or semi-anonymous coordination, mass commenting, the use of

template messages, the covert promotion of narratives, and the artificial
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amplification of a particular position’s visibility. Under such conditions, the
information threat manifests itself not only through “what is said,” but also

b

through “who” said it, “when,” “how often,” “how synchronously,” and “how
similarly” it was said.

The interdisciplinary nature of information threats necessitates a combination
of various research approaches. From the perspective of computer science, key
methods include natural language processing, machine learning, time-series
analysis, anomaly detection, text classification, and the construction of behavioral
synchronization models. From the perspective of the social and political sciences,
it is essential to understand the mechanisms of influencing public opinion,
disseminating narratives, mobilizing audiences, and shaping information
campaigns. From the perspective of law and criminology, key issues include
admissibility of evidence, traceability, the legality of data collection, the
preservation of digital traces, and the possibility of subsequent expert
interpretation of the results.

In this context, an information threat can be defined as a set of content-
related, behavioral, and technological patterns aimed at distorting the information
environment, manipulating perceptions of events, undermining trust in institutions,
exacerbating social tensions, or supporting hostile information operations. This
approach allows us to move beyond a narrow analysis of individual texts to a
broader analysis of information behavior, where key factors include time lags
between posts, the repetition of phrasing, the number of authors involved,
localized spikes in activity, the presence of similar comments, and the
concentration of specific narratives within a single thread or group of channels.

Therefore, information threats should be viewed as the subject of
interdisciplinary analysis, requiring simultaneous consideration of textual content,
behavioral dynamics, dissemination platforms, social context, and the
requirements of digital evidence. It is precisely this framing of the problem that
lays the groundwork for the use of NLP, OSINT, explainable Al, and weak
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supervision in the early detection and prioritization of potentially coordinated
activity on social media.

OSINT, or open-source intelligence, in the context of social media
monitoring serves not only as a means of gathering information but as a full-
fledged methodology for building an analytical source base. This involves the
lawful acquisition, preservation, structuring, and interpretation of open digital data
that may indicate information campaigns, coordinated activity, manipulative
narratives, or other forms of influence on public perception of events. In modern
open-source  digital  investigations,  professionalism, legality, ethics,
reproducibility, and the preservation of digital information in a manner suitable for
further verification are of particular importance [1].

Unlike randomly browsing publications or manually collecting individual
examples, the OSINT approach requires a systematic approach: recording the
source, time of acquisition, data structure, metadata, processing sequence, and the
ability to verify the information later. In digital forensics, a similar logic is
enshrined in ISO/IEC 27037, where the handling of potential digital evidence
encompasses the identification, collection, acquisition, and preservation of digital
artifacts [2].

On social media, the source unit may include not only the text of the post
itself but also the entire set of accompanying information: channel, post, or
comment identifiers; timestamps; author or technical identifiers; links to threads;
the order in which messages appear; the presence of links, reactions, mentions,
repeated phrases, and spikes in activity. That is why OSINT data for monitoring
information threats should be stored not as an unstructured text array, but as a
formalized corpus suitable for further NLP analysis, behavioral modeling, feature
engineering, and the creation of evidentiary or analytical reports.

Telegram plays a particularly significant role in today’s information
environment. This platform is actively used for the rapid dissemination of news,

political communication, crisis communication, and public discussions. In the
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Ukrainian context, Telegram is viewed as a key element of a hybrid information
environment, where official, anonymous, and propaganda channels can
simultaneously influence the audience’s media consumption [3].

At the same time, Telegram’s architecture creates complex conditions for
analysis: channels can be anonymous or semi-anonymous, comments form large
threads under individual posts, and the explicit structure of replies between users
Is not always available or is not always preserved in the collected datasets. As a
result, researchers often deal not with a full-fledged social graph, but with a “flat”
comment stream in which potential interactions must be reconstructed indirectly.
Under such conditions, the source quality of the OSINT corpus directly determines
whether it will be possible to subsequently identify temporal, textual, and
behavioral indicators for detecting coordination.

In practical terms, OSINT collection must serve not only to accumulate data
but also to prepare the material for subsequent analytical interpretation. During the
collection phase, it is important to record the channel, post, comment, date and
time, text, author identifier, as well as all available metadata that can be used to
construct temporal, behavioral, and textual indicators. If these parameters are not
recorded at the initial stage, it becomes partially or completely impossible to
reconstruct the context later. This is why the quality of an OSINT corpus is
determined not only by the volume of information collected but also by the
completeness of its structural description.

Temporal parameters are particularly important for detecting coordinated
activity. Coordination often manifests not in the content of a single post, but in the
pattern of a group of posts: short intervals between comments, a sharp increase in
the number of posts within a short time window, the appearance of many unique
authors, and the repetition of identical or similar phrases. Therefore, an OSINT
corpus must be capable of reconstructing the chronological sequence of events.
Simply storing texts without precise timestamps significantly limits the ability to
detect coordination patterns.
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A similar approach is used in OSINT studies of the Russia-Ukraine war,
where social media is viewed as a source for analyzing events, the dissemination
of information, and potential disinformation [4]. In such studies, it is not only
individual posts that are important, but also the structure of their origins, the users,
the time frames, the method of source selection, and the ability to reuse the corpus
for further analysis. This confirms that OSINT in a conflict or security context
should be viewed as a managed research process, rather than as an arbitrary
accumulation of public posts.

Equally important is the issue of data source integrity and reproducibility. In
security and legal contexts, analytical conclusions cannot be based on informally
collected or unverified data. Traceability must be ensured: from which channel the
message was received, exactly when it was collected, how it was entered into the
database, what transformations were performed during preprocessing, what
features were calculated, which rules were applied, and which model generated the
final risk assessment. The Council of Europe’s recommendations on electronic
evidence also emphasize the importance of the chain of custody: it must be clear
who obtained the evidence, how, where, and when; who secured it; and who had
control over it [5].

In practical terms, an OSINT corpus for monitoring Telegram can be built
through a sequence of steps: authorizing access via an authorized interface or API,
selecting channels or time frames for monitoring, downloading posts, retrieving
comments, saving metadata, normalizing the structure of the records, and
exporting the data into a format suitable for further analysis. At this stage, it is
important to avoid losing the original information: even if the text is later cleaned,
normalized, or transformed for NLP models, it is advisable to retain both the raw
and processed versions. This allows one to return to the source in case of doubt or
the need for expert verification.

OSINT, as a data source, also requires ethical and legal safeguards. The
openness of data does not imply unlimited use. When collecting and storing social
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media data, it is necessary to minimize personal data, avoid excessive user
identification, separate analytical features from personal information, and ensure
the protection of the collected corpus. Research on open-source social network
intelligence shows that even publicly available or partially open information can
pose risks of inadvertently revealing private details about users [6].

A clear distinction must be made between the automatic detection of
suspicious patterns and the final legal or security assessment. The system may
generate a risk alert, but it should not automatically establish guilt, intent, or
involvement in an information operation without additional expert verification. In
this sense, OSINT monitoring should function as an analyst support system: it
reduces the volume of data requiring manual review, highlights potentially
relevant incidents, preserves digital traceability, and provides a foundation for
further verification.

An important prospect is scaling up OSINT research by combining
automation with human verification. In their work, OSINT Research Studios
propose a socio-technical approach in which professional researchers can engage
trained teams to search for and verify open digital data [7]. This approach is also
relevant for social media monitoring: automated modules can perform the initial
collection and ranking of signals, while humans remain responsible for contextual
interpretation, verifying authenticity, and making decisions.

Thus, OSINT in social media monitoring systems is not merely the initial
stage of data collection, but the foundation of the entire analytical architecture.
The quality of the OSINT corpus determines the feasibility of subsequent NLP
analysis, the construction of temporal and behavioral indicators, the detection of
coordinated activity, the generation of an explainable risk score, and the assurance
of digital evidence. In this sense, OSINT transforms open social media from a
chaotic stream of posts into a structured source base suitable for scientific,

security, and forensic analysis.
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Natural language processing (NLP) methods are one of the key tools for
detecting information threats, as the textual form of a message often contains
primary indicators of manipulation, disinformation, propaganda, coordinated
repetition, or narrative influence. Unlike OSINT collection, which builds a source
database for monitoring, NLP transforms an unstructured stream of text into
formalized features suitable for further machine analysis: tokens, n-gram
representations, frequency characteristics, stylistic markers, semantic vectors,
sentiment classes, topic categories, and indicators of similarity between posts.

In early studies on the automatic detection of fake news and disinformation,
the primary focus was on the linguistic and stylistic characteristics of the text. In
particular, the following were analyzed: lexical patterns, emotionally charged
vocabulary, grammatical constructions, rhetorical markers, the level of
subjectivity, text complexity, and the use of headlines and manipulative phrasing
[8]. This approach is important because information threats often manifest through
a specific linguistic style: categorical statements, emotional polarization, appeals
to fear, exaggeration, discrediting opponents, or imposing simplistic explanations
for complex events.

At the same time, subsequent reviews have shown that text analysis alone is
insufficient for reliably detecting fake news and disinformation on social media. In
their work, K. Shu et al. emphasize that fake news detection on social media
requires consideration not only of the news content but also of the social context:
user reactions, dissemination, participant profiles, temporal dynamics, and
network connections [9]. Similarly, X. Zhou and R. Zafarani categorized
approaches to detecting fake news into four groups of features: false knowledge,
writing style, dissemination patterns, and source reliability [10]. This is important
for this section of the monograph because NLP should not be considered in
isolation but as part of a broader analytical system that combines text, behavior,

and source context.
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Research on the dynamics of misinformation spread is of particular
significance. S. Vosoughi, D. Roy, and S. Aral demonstrated that false news on
Twitter spread differently than true news—specifically, faster, more widely, and
deeper into the network [11]. Although this study is not limited to NLP, it is
fundamentally important for the methodology of detecting information threats:
textual features must be combined with features of dissemination, temporal
intensity, and audience reaction. In the context of Telegram, this means that a
single comment may be insignificant, but a cluster of similar comments posted
within a short time window may indicate a coordinated information campaign.

For the technical implementation of NLP analysis in information security
tasks, both classical methods and modern transformer models remain important.
At the basic level, TF-IDF, word n-grams, character n-grams, cosine similarity,
dictionary features, text normalization rules, URL removal, case normalization,
and noise character filtering can be applied. Such approaches offer the advantage
of interpretability: an analyst can understand exactly which words, phrases,
characters, or recurring patterns influenced the assessment. This is particularly
important for security and legal scenarios, where the result of automated analysis
must be not only accurate but also interpretable.

A classic tool for detecting repetitive or templated content is near-duplicate
detection. A. Broder proposed an approach for identifying near-duplicate
documents in large collections [16]. In social media, this logic translates into the
analysis of repetitive comments, copy-pasted text, minimally altered phrases, and
template-based messages. This is particularly relevant for Telegram comments:
coordinated participants may not post exactly the same text, but they may use very
similar phrasing, identical key phrases, the same links, or repetitive emotional
expressions.

The current stage of NLP involves the use of transformer-based language
models. BERT introduced a mechanism for pre-training deep bidirectional text
representations, which significantly improved the quality of many classification,
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search, and content analysis tasks [12]. ROBERTa, as an optimized version of the
BERT-like approach, demonstrated that the quality of a language model depends
significantly on the volume of data, the training regimen, and hyperparameter
optimization [13]. For detecting information threats, these models allow moving
from superficial n-gram features to a contextual understanding of phrases;
however, they require domain-specific fine-tuning, high-quality annotation, and
validation on specific language and platform-based data.

The detection of propaganda techniques is particularly important for
information security. SemEval-2020 Task 11 formulated two objectives: detecting
text fragments containing propaganda and classifying specific propaganda
techniques [14]. This approach is methodologically valuable because it shifts the
analysis from the “true/false” level to the level of “which specific influence
mechanism was used.” For Telegram, news channels, and comment threads, this
may involve identifying appeals to fear, labeling, exaggeration, false dilemmas,
emotional polarization, or attacks on the source.

However, NLP in the context of information threats should not be limited to
merely classifying individual texts. Research using geometric deep learning for
fake news detection shows that not only the content of a message is important, but
also the structure of its dissemination, social connections, activity profiles, and
graph dynamics [15]. For a practical monitoring system, this means combining
NLP features with behavioral and network features. In the case of Telegram
comments without an explicit reply structure, a complete graph may not be
available; therefore, it becomes advisable to construct proxy interactions using
dyad pairs, time lags, and text similarity.

Explainability is fundamental to the application of NLP in security scenarios.
In their work, M. Ribeiro, S. Singh, and C. Guestrin proposed LIME—an
approach to explaining the predictions of any classifier through a local
interpretable model [17]. For information threats, this means that an analyst must
see not only the final class or risk score but also the reasons behind the trigger:
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which words, phrases, temporal indicators, or rules influenced the result. In
Telegram triage, this is particularly important because an automated alert must be
suitable for further expert review and not be perceived as a final judgment.

Theoretically, NLP in the detection of information threats can be presented as
a multi-level process. The first level is text preprocessing: cleaning, normalization,
noise removal, and standardization to a uniform format. The second level is
lexical-statistical representation: TF—IDF, n-gram features, frequency profiles, and
dictionary indicators. The third level is semantic representation: embeddings,
transformer models, and context vectors. The fourth level is applied interpretation:
disinformation classification, detection of propaganda techniques, sentiment
analysis, and narrative clustering. The fifth level is integration with behavioral
features: time lags, bursts, repetition, unique authors, dyad similarity, and triage
rating (Table 1).

Thus, NLP plays not just one but several interconnected roles in detecting
information threats. It provides technical text processing, identifies recurring
patterns, enables the assessment of message similarity, supports the classification
of manipulative or propaganda content, and creates the foundation for explainable
risk scoring. When combined with OSINT data, temporal indicators, and
behavioral patterns, NLP becomes a key element of an early warning system,
where the primary goal is not to automatically “pass judgment,” but to narrow
down a large stream of messages to a limited set of suspicious and explainable
incidents.

Coordinated activity on social media is not limited to the simultaneous
posting of several messages or the simple repetition of identical phrases. It should
be viewed as a complex behavioral and textual pattern in which several accounts
exhibit coordinated actions within a specific temporal, thematic, or communicative

context.
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Table 1.

The Role of NLP Methods in Detecting Information Threats

NLP compo- | Main Purpose Strengths Limitations Suitability for
nent Telegram triage
Text normali- | Removal of noise, | Improves feature | May lose stylis- | A basic step be-
zation URLs, extra spac- | quality and analy- | tically important | fore feature en-
es, and case varia- | sis stability markers gineering
tions
TF-IDF Frequency-based | Simplicity, speed, | Poor under- | Useful for base-

representation of

interpretability

standing of con-

line and rule-

words or phrases text based scoring
Word n-grams | Detection of re- | Good at capturing | Sensitive to | Suitable for de-
curring word | stock phrases paraphrasing tecting recurring
combinations narrative clichés
Character n- | Character-level More resilient to | Less semanti- | Useful for near-
grams similarity analysis | minor changes, er- | cally interpreta- | duplicate detec-
rors, and varia- | ble tion
tions
Cosine similar- | Measures the | Provides a numer- | Depends on the | Basis for dyad
ity closeness between | ical measure of | chosen  repre- | risk
messages similarity sentation
BERT / RoB- | Contextual text | Better accounts | Requires fine- | Suitable for
ERTa classification for meaning and | tuning and re- | Stage B or indi-
context sources vidual classifiers
Propaganda Detection of rhe- | Provides a contex- | Requires high- | Useful for ex-
technique de- | torical mecha- | tual interpretation | quality annota- | plaining the na-
tection nisms of influence | of manipulations | tion and lan- | ture of the threat
guage adapta-
tion
Explainable Explanations  of | Increases trust and | Does not re- | Essential for se-
NLP predictions  and | suitability for ex- | place legal as- | curity triage
rules pert review sessment

Developed by the author.
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Such coordination can manifest itself through short time lags between posts,
localized spikes in activity, the appearance of a large number of unique authors
within a short time window, the repetition of identical or nearly identical texts, the
use of identical links, similar narratives, stock phrases, or emotionally charged
constructions.

In contemporary research, coordination is increasingly interpreted not as a
single specific action, but as a network of shared behavioral patterns. D. Pacheco
and co-authors proposed a general unsupervised methodology for detecting
coordinated networks, in which connections between accounts are established
based on shared behavioral traits: identical images, sequences of hashtags,
retweets, temporal patterns, or other digital traces [18]. This approach is important
for information security tasks, as it allows for the detection of groups of accounts
that do not necessarily have explicit social connections but behave synchronously
or in a structurally similar manner.

For Telegram comments, this logic requires adaptation. Unlike Twitter/X,
Facebook, or Reddit, where one can use retweets, shares, reply relationships, co-
hashtag, or co-link patterns, the Telegram dataset only provides the comment
thread under a specific post. This means that researchers often lack a ready-made
interaction graph and are forced to reconstruct potential “” connections indirectly.
In this paper, we address this problem using dyad pairs—proxy interactions of the
“comment — comment” type within a single thread. This approach makes it
possible to transform a flat comment thread into a structured field of potential
interactions, where, for each pair, one can calculate the time lag, the difference
between authors, text similarity, and the local behavioral context.

Methodologically, it is important to note that a dyad pair does not constitute
proof of direct communication between two users. It is an analytical unit that
allows us to assess whether two messages in a single thread appeared close enough
in time, whether they were posted by different authors, whether they share similar
text, and whether they arose during a local surge in activity. Therefore, a dyad
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should be interpreted not as “who replied to whom,” but as a proxy for potential
coordinative proximity. Such caution is important for legal and forensic
interpretation: an automated system can detect a suspicious pattern, but should not
automatically establish intent, organization, or a user’s involvement in an
information operation.

D. Weber and F. Neumann propose a similar logic for reconstructing hidden
connections, examining ‘“highly coordinating communities” through “inferred
interaction links.” Their approach is based on time windows, metadata, and the
detection of latent networks of accounts that exhibit coordinated behavior without
the need for explicit social connections [19]. This is particularly relevant for
Telegram, where the interaction structure may be incomplete or unsuitable for
classical graph analysis. The authors also emphasize the importance of the sliding-
frame approach for identifying sustained coordination over time, which aligns
with the use of short- and medium-term time windows in Telegram-triage.

The behavioral component of coordination is primarily time-related. If
several accounts post similar or mutually reinforcing messages within a very short
time frame, this may indicate inorganic activation. However, a short time lag alone
Is not sufficient evidence: in real-life crisis or news situations, a natural audience
may also react quickly. That is why temporal indicators should be interpreted only
in conjunction with other signals: the number of unique authors, the repetition of
phrasing, the local burst context, thematic concentration, and the structure of the
thread.

The textual component of coordination manifests itself through repetition.
This can take the form of literal duplication, near-duplication, copy-paste,
minimally altered posts, shared key phrases, identical URLSs, or similar emotional
constructs. Studies of social bots and manipulative activity emphasize that
automated or organized accounts can not only disseminate identical content but
also mimic human activity by varying phrases, posting times, and communication

roles [20]. Therefore, a detection system must take into account not only exact
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matches but also the similarity of text patterns, particularly through word n-grams,
character n-grams, TF—IDF, and cosine similarity.

It is also important to distinguish between coordination, automation, and
mass participation. Not every coordinated campaign is necessarily a bot network,
and not every synchronized pattern is harmful. K. Starbird emphasizes that the
modern spread of disinformation is linked not only to bots or “trolls,” but also to
the participation of real users who may consciously or unconsciously amplify
information campaigns [21]. This is of fundamental importance for interpreting
Telegram data: a suspicious pattern may result from a centralized organization,
organic mobilization, a flash mob, a reaction to an event, or a mixed process.
Therefore, automated triage should identify instances for verification rather than
definitively classifying them as a proven information operation.

In the proposed methodology, coordinated activity is described as a
combination of two groups of signals. The first group consists of behavioral
signals: a short time lag between comments, a local burst lasting 60 or 300
seconds, the number of preceding messages, the number of unique authors, and the
density of activity in a thread. The second group consists of textual signals:
similarity at the word level, similarity at the character level, pattern repetition, the
presence of URLSs, excessive punctuation, capital letters, mentions of
administrators, or other stylistic markers. Combining these features allows us to
move from isolated textual analysis to an analysis of temporal-textual behavior.

The contextual nature of a coordination signal is particularly important. For
example, two similar posts published a few seconds apart by different authors in a
small thread may have one meaning, while those same two posts in a thread with
hundreds of natural reactions may have a different one. Similarly, a high level of
textual similarity between comments is not sufficient if the posts contain a
commonly used phrase or a typical emotional exclamation. Therefore, detecting

coordination requires not a single threshold, but a combination of rules that take
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into account the local context of the thread, temporal density, and the nature of

textual repetition (Table 2).

Table 2.

Coordinated activity as a combination of behavioral and textual signals

Group of sig-

nals

Specific Feature

What it might mean

Limitations on interpre-

tation

Temporal cues

Short lag between mes-

sages

Potential synchroni-

zation of actions

May be a natural reaction

to a resonant event

Burst indicators

A sharp increase in the
number of comments
within a short time

frame

Artificial or mobi-

lized activity

Requires comparison with
the thread’s normal activi-

ty level

Unique authors

Many different accounts

Possible mass partic-

Does not prove organiza-

within a short time | ipation or a “team” tion without textu-
frame al/contextual evidence
Word  n-gram | Similar word combina- | Repetition of a pat- | Sensitivity to paraphrasing
similarity tions or phrases tern or narrative
Character n- | Similarity at the charac- | Copy-paste or mini- | Less transparent semantic

gram similarity

ter level

mally modified text

interpretation

URLs / men-

tions

Identical links or re-

peated mentions

Coordinated promo-
tion of a resource or

goal

The URL may be a natu-
rally widespread source of

news

Punctuation /

case

Excessive exclamation
points, all caps, emo-

tional markers

Emotional exaggera-
tion or formulaic

style

Is not independent evi-

dence of coordination

Dyad-like char-

acteristics

Matching of time, au-
thors, and text in a pair

of comments

A proxy for potential

coordination

Does not imply a direct re-

sponse or collusion

Developed by the author.

Thus, coordinated activity in Telegram threads should be viewed as a

probabilistic behavioral and textual pattern, rather than as an unequivocally

established fact based solely on automated analysis. Identifying it requires a shift
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from individual messages to a dyad-based representation, from text content to
temporal dynamics, and from classification to risk ranking. This approach allows
for methodological caution while simultaneously generating a practically useful

signal for security monitoring.
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CHAPTER 10
THE KARST CAVES OF THE TYACHIV DISTRICT IN ZAKARPATTIA
OBLAST AS SITES OF GEOLOGICAL HERITAGE AND PROMISING
RESOURCES FOR THE DEVELOPMENT OF GEOLOGICAL TOURISM
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level of higher education, specialising in 014.07 Secondary Education
(Geography), Bohdan Khmelnytsky Melitopol State Pedagogical University,

Zaporizhzhia

The Tyachiv District in Zakarpattia Oblast is one of the most significant re-
gions for the development of karst processes in the Ukrainian Carpathians. The
Uholsky karst massif occupies a special place in its geological structure; it is
formed by thick beds of Upper Jurassic limestones, within which a branched sys-
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tem of karst cavities of various morphological types has developed over a long ge-
ological period.

The region’s karst caves are important components of Ukraine’s geological
heritage. They represent various stages in the development of karst processes and
contain unique secondary mineral formations, underground watercourses, specific
microclimatic conditions and highly specialised ecosystems. Some caves are of
significant archaeological value, as they contain evidence of early human habita-
tion, which substantially enhances their overall scientific importance. A compre-
hensive study of the karst caves in the Tyachiv district enables an assessment of
their scientific, educational, nature conservation and tourism-recreational poten-
tial, as well as the identification of approaches to their rational use in accordance
with the principles of sustainable development and the preservation of geological
heritage [2,6,7,9,10].

The «Romania» Cave, also known as «Druzhba», is the largest karst cave in
the Ukrainian Carpathians and one of the most significant speleological sites in the
Zakarpattia Oblast. It is situated near the village of Mala Uholka in the Tyachiv
district, in the Romania tract, within the Uholsko-Shyrokoluzhansky massif of the
Carpathian Biosphere Reserve. Thanks to its significant morphometric parameters,
the complex structure of its underground system, the diversity of its secondary
mineral formations and its high conservation value, the cave occupies a special
place amongst the geological heritage sites of the Ukrainian Carpathians and is
one of the most promising centres for the development of geological and caving
tourism [2,3].

The cave was discovered in 1962 during comprehensive speleological sur-
veys of the Uholsk karst region. Since its discovery, it has been the subject of sys-
tematic geological, hydrogeological, geomorphological, biospeleological and mi-
croclimatic studies. Owing to its scale and the diversity of its underground fea-
tures, the cave is regarded as a benchmark site for the study of karst processes
within the Ukrainian Carpathians [3].
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Geologically, the cave was formed within a sequence of massive Upper Ju-
rassic limestones, which are widespread within the Ugolsk karst massif. Its for-
mation was the result of the prolonged influence of karst processes driven by infil-
trating waters saturated with carbon dioxide. Over a long geological period, the
dissolution of carbonate rocks led to the formation of a complex system of under-
ground cavities, vertical shafts, galleries, spacious chambers and watercourses.
Together, these processes have formed one of the most complex karst systems in
the Ukrainian Carpathians.

The total length of the explored passages in the cave is approximately 980 m,
the area of the underground cavities is around 1,375 m2, and their volume exceeds
5,500 mé. The maximum depth of the system is around 55 m. The entrance to the
cave is situated at the bottom of a karst sinkhole and consists of a vertical shaft
approximately 20 m deep, which requires the use of specialised caving equipment
and appropriate training when traversing the route [3].

The internal structure of the cave is characterised by considerable spatial
complexity. The system comprises numerous galleries, spacious chambers of vari-
ous configurations, vertical ledges, narrow passages and underground watercours-
es. Current hydrological activity can be observed within the cave: individual
streams, formed as a result of the infiltration of atmospheric precipitation, con-
verge into a single underground flow, which plays an important role in the ongo-
ing development of karst processes. The presence of an active water regime makes
the cave a valuable natural site for studying the mechanisms of modern karst for-
mation and underground hydrodynamics.

The cave’s microclimate is characterised by a high degree of stability. The air
temperature fluctuates between +7 and +9 °C throughout the year, whilst relative
humidity reaches around 98 per cent. Such conditions favour the continuous for-
mation of secondary carbonate deposits and support the existence of specific cave

ecosystems. The stability of the temperature and humidity regime is one of the
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main prerequisites for the preservation of unique speleothems and the maintenance
of the natural balance of the underground environment [3].

The cave’s numerous secondary mineral formations are of particular scien-
tific and aesthetic value. Its various chambers feature well-developed stalactites,
stalagmites, columns, flowstone curtains, calcite crusts, draperies and other types

of speleothems, which have formed over many millennia (Fig. 1).

Fig. 1 Interior view of the «Druzhba» cave [3]

Hydrogeological and biospeleological observations play a significant role in
the structure of scientific research. The constant circulation of groundwater, the
specific characteristics of air exchange and the stable microclimate create favoura-
ble conditions for the existence of specialised cave organisms adapted to life in
conditions of constant darkness and high humidity. A comprehensive study of
such ecosystems contributes to a deeper understanding of the functioning of un-
derground natural complexes in the Carpathian region.

From the perspective of the development of geological tourism, the
«Druzhba» cave is one of the most promising geotourism sites in the Zakarpattia
Oblast. The combination of its considerable size, high scientific value, diversity of

karst formations, active hydrological processes and picturesque natural surround-
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ings offers significant potential for the development of specialised speleological,
geological, ecological and educational tourism.

The cave can be used as a base for conducting field training for students of
geology, geography, ecology and biology, as well as for organising themed excur-
sions, scientific expeditions and programmes to promote the geological heritage of
the Ukrainian Carpathians. Of particular value is the opportunity to demonstrate to
visitors virtually all the main stages of karst process development, various types of
speleothems, underground watercourses and the functioning of cave ecosystems.

The comprehensive use of the «Druzhba» Cave, in combination with other
karst features of the Ugolsky Massif, the beech primeval forests that form part of
the UNESCO World Natural Heritage Site, and other natural landmarks of the
Carpathian Biosphere Reserve, creates the conditions for the formation of a major
geotourism cluster of international significance. This approach will contribute to
the development of sustainable tourism, the promotion of Transcarpathia’s geolog-
ical heritage and the improvement of the population’s environmental education.

The «Molochnyi Kamin» stalactite cave is one of the most valuable karst fea-
tures in the Ukrainian Carpathians and is classified as a geological natural monu-

ment of local significance (Fig. 2).

Fig. 2. Entrance to the ‘Molochnyi Kamin’ cave
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It is situated near the village of Velyka Uholka in the Tyachiv district of
Zakarpattia Oblast, within the Uholsko-Shyrokoluzhansky Nature Reserve of the
Carpathian Biosphere Reserve. The protected status of the area, as well as the in-
clusion of the Carpathian beech primeval forests on the UNESCO World Heritage
List, highlight the special conservation and scientific value of this locality.

The cave’s protected status was established by Decision No. 414 of the
Transcarpathian Regional Executive Committee dated 18 November 1969. Even
earlier, in accordance with Resolution No. 568 of the Council of Ministers of the
Ukrainian SSR dated 12 November 1968, the area was incorporated into the Car-
pathian Biosphere Reserve. The natural monument covers an area of 5 hectares,
ensuring the protection not only of the cave itself but also of the surrounding natu-
ral complex [4].

The cave was discovered in 1963 during speleological surveys of the Uholsk
karst region. The name «Molochnyi Kamin» (Milk Stone) derives from the charac-
teristic white calcite flowstones, which form as a result of water saturated with
calcium carbonate seeping through cracks in the limestone. As the calcite precipi-
tates, white flowstone formations are created, which resemble streams of milk,
hence the cave’s popular name [4].

Geologically, the cave was formed within a thick layer of Jurassic limestones,
which are widely found within the Ugolsk karst massif of the Ukrainian Carpathi-
ans. Its formation is the result of prolonged karst processes caused by the dissolu-
tion of carbonate rocks by atmospheric and groundwater. Over hundreds of thou-
sands of years, such processes have led to the formation of a complex system of
cavities, chambers and passages, which today are of considerable interest to geol-
ogists, geomorphologists, speleologists and conservationists [2,4].

The total length of the cave is 92 m, its area is approximately 489 mz, and the
volume of the underground cavities is around 1,320 m3. Despite its relatively short
length, the cave is characterised by a complex internal structure. It comprises two

levels, several spacious chambers and a system of passages of varying widths. The

147



entrance portal, approximately 10 m wide and up to 2.5 m high, provides natural
lighting to the entrance area, creating a unique microclimate and fostering the de-
velopment of specific biological communities [4].

From the entrance, the cave branches into two main passages. The western
gallery is a dead end, whilst the eastern passage leads to the largest chamber,
measuring approximately 10x15 m with a maximum ceiling height of up to 15 m.
Through a narrow passage, it connects to another chamber, where a small tempo-
rary underground stream flows during periods of heavy rainfall. On the upper lev-
el, there is another chamber measuring approximately 5x10 m, which is character-
ised by a significant number of dripstone formations [4].

The cave’s secondary mineral formations are of particular scientific value.
The walls and vaults feature well-developed stalactites, stalagmites, calcite flow-
stone crusts, drapery and organ-like formations resembling the pipes of a musical
organ. These speleothems have formed over a long geological timescale and con-
tinue to form today, allowing the cave to be used as a natural laboratory for study-
ing contemporary processes of mineral formation, changes in the microclimate and
the development of karst systems.

No less important is the cave’s archaeological significance. Research here has
uncovered artefacts indicating that the cave was used by Late Palaeolithic people
approximately 20,000 years ago. The archaeological finds consist of stone tools,
traces of the daily lives of ancient hunters and other artefacts, which enable us to
reconstruct the characteristics of settlement in the Transcarpathian region during
the final period of the Ice Age. Thus, the cave is not only a geological site but also
an archaeological and historical-cultural site, which significantly enhances its
overall scientific value [2,4].

From the perspective of the development of geological tourism, the «Mo-
lochnyi Kamin» cave ranks among the most promising geotourism sites in the
Zakarpattia region. The combination of high aesthetic appeal, geological unique-
ness, archaeological heritage and conservation status creates the conditions for the
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development of a modern tourism product tailored to different categories of visi-
tors.

A key advantage is the site’s relatively easy accessibility. An eco-trail ap-
proximately 2.2 km long has been laid from the village of Velyka Uholka to the
cave; the route passes through unique primeval beech forests and the picturesque
limestone outcrops of the Uholka Massif. The absence of significant changes in
elevation makes the route accessible to a wide range of tourists, including families,
schoolchildren, students and older visitors.

Promising areas for utilising the cave in the field of geological tourism in-
clude organising themed geological excursions, conducting educational fieldwork
for students of geology, geography, biology and environmental studies, develop-
ing caving tourism with elements of scientific and educational interpretation, and
creating geological educational

Promising areas for utilising the cave in the field of geological tourism in-
clude organising themed geological excursions, conducting educational field trips
for students of geology, geography, biology and environmental studies, the devel-
opment of caving tourism incorporating elements of scientific and educational in-
terpretation, the creation of geological educational trails within the Carpathian Bi-
osphere Reserve, and the integration of the cave into the regional network of ge-
otourism sites in Zakarpattia.

The «Obvalna» Cave is one of the small karst cavities in the Uholskyi Karst
Region of the Ukrainian Carpathians and is an important part of the geological
heritage of the Zakarpattia Oblast. It is situated near the village of Mala Uholka in
the Tyachiv district, on the southern slope of the Viv cliff, not far from the Buch-
mon stream, within the Uholsk-Shyrokoluzhansky massif of the Carpathian Bio-
sphere Reserve. Despite its modest morphometric parameters, the cave is of con-
siderable interest for geological, speleological and biospeleological research, and
is also a promising site for the development of scientific and educational geologi-

cal tourism.
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The cave was discovered in 1963 during comprehensive speleological sur-
veys of the karst massifs of Transcarpathia. Since its discovery, it has been the
subject of study by specialists in the fields of geology, geomorphology and spele-
ology, as it demonstrates the characteristic features of karst processes in the Juras-
sic carbonate deposits of the Ukrainian Carpathians [5].

Geologically speaking, the cave was formed within a sequence of massive Ju-
rassic limestones, which form part of the flysch-carbonate complexes of the East-
ern Carpathians. Its formation is linked to processes of karst dissolution of car-
bonate rocks under the influence of infiltrating atmospheric water saturated with
carbon dioxide. The cave’s morphological features also indicate the significant
role played by gravitational processes, primarily the collapse of individual rock
blocks, which gave rise to its name. Such processes are characteristic of karst mas-
sifs with a well-developed system of fissures and active denudation [2,5].

The total length of the cave is 34 m, its area is approximately 20 m?, and the
volume of the underground cavities reaches 39 ms3. The maximum depth does not
exceed 2 m, which indicates its horizontal development and ensures relatively safe
access to the inner parts. Despite its compact size, the cave is an important natural
site for studying karst processes, microclimatic features and the functioning of un-
derground ecosystems [5].

One of the cave’s distinctive features is its stable microclimate. The air tem-
perature remains at around +8 °C throughout the year, whilst the relative humidity
is close to 100 per cent. Constant air circulation ensures a balanced temperature
and humidity regime, which is a key factor in the existence of the cave’s unique
biota. This is precisely why the cave is of considerable interest for biospeleologi-
cal research aimed at studying the adaptation of living organisms to the extreme
conditions of the subterranean environment [5].

Unlike most karst caves in the Ugolsky Massif, «Obvalna» is virtually devoid
of secondary calcite formations. No significant development of stalactites, stalag-

mites, flowstone or other speleothems has been recorded here, nor are there any
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crystalline mineral formations. This characteristic is linked to the hydrogeological
conditions governing the cave’s functioning, the intensity of infiltration processes
and the specific nature of groundwater circulation. The absence of active contem-
porary calcite formation does not diminish the site’s scientific value; on the con-
trary, it allows for the investigation of alternative mechanisms governing the de-
velopment of karst cavities and the characteristics of their evolution.

In the context of the development of geological tourism, the «Obvalna» Cave
holds promise as a component of comprehensive geotourism itineraries in the
Ugolsk Karst Region. Despite the absence of distinct dripstone formations, the site
demonstrates other aspects of the geological evolution of karst systems, making it
suitable as a field site for students of geology, geography, ecology and biology.
The cave can be included in themed excursions focusing on karst formation pro-
cesses, the geological history of the Carpathians and the functioning of natural un-
derground ecosystems.

An additional advantage is the cave’s location within one of Ukraine’s most
valuable nature conservation areas. The route to the site passes through the Ugols-
ko-Shyrokoluzhansky Massif of the Carpathian Biosphere Reserve, which is char-
acterised by high landscape diversity, well-preserved beech primeval forests and
numerous outcrops of Jurassic carbonate rocks. Such a concentration of geological
and natural features creates favourable conditions for the development of compre-
hensive ecological, geological and educational tourism.

An analysis of the karst caves in the Tyachiv District of Zakarpattia Oblast
shows that they are among the most valuable sites of the geological heritage of the
Ukrainian Carpathians. The ‘Romania’ (‘Druzhba’), ‘Molochnyi Kamin’ and ‘Ob-
valna’ caves are characterised by significant geological, geomorphological, hydro-
geological, biospeleological and conservation value. Their formation is linked to
the development of karst processes in the Upper Jurassic carbonate deposits of the

Uholsk Massif, which is one of the most representative karst regions in Ukraine.
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The caves studied differ significantly in terms of their morphometric charac-
teristics, internal structure, the development of secondary mineral formations, hy-
drological regime and accessibility to tourists, which ensures their complementari-
ty within the structure of geotourism routes. The «Romania» Cave is the largest
karst system in the Ukrainian Carpathians and is of exceptional importance for the
development of specialised caving tourism. «Molochnyy Kamin» combines geo-
logical and archaeological value, demonstrating high potential for the development
of scientific and educational tourism. The «Obvalna» Cave, despite its relatively
small size, is an important site for the study of modern karst processes, the under-
ground microclimate and cave ecosystems.

The unique combination of karst caves with the beech primeval forests of the
Carpathian Biosphere Reserve, picturesque landscapes and other geological sites
provides the foundation for the development of a regional geotourism cluster of in-
ternational standing. Promising areas for development include the creation of
themed geological routes, the integration of caving sites into the network of ge-
otourism destinations in Zakarpattia, the introduction of modern information and
interpretation technologies, the development of field-based educational pro-
grammes, and the promotion of Earth sciences amongst the general public.

At the same time, the effective use of caves for tourism is only possible pro-
vided that the principles of sustainable use of natural resources are observed. The
preservation of the natural microclimate, secondary calcite formations, under-
ground ecosystems and archaeological heritage requires a regulated visitor regime,
continuous monitoring of the condition of natural complexes and the implementa-
tion of modern nature conservation measures.

Consequently, the karst caves of the Tyachiv district are not only important
sites of Ukraine’s geological heritage, but also promising centres for the develop-
ment of geological tourism, capable of combining nature conservation, scientific
research, environmental education and the sustainable socio-economic develop-

ment of the Zakarpattia region.
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CHAPTER 11
TAXATION OF CITIZENS' PROPERTY ASSETS IN THE ERA OF
DIGITALIZATION: INTERNATIONAL EXPERIENCE
AND UKRAINIAN PRACTICE

Rymar Olha, Ph.D. in Economics, Associate Professor, Associate Professor,
Department of Fundamental and Specialized Disciplines, Novovolynsk
Educational and Research Institute of Economics and Management, Western

Ukrainian National University, Novovolynsk

Taxation of property assets of individuals is one of the oldest elements of tax
systems, which over the centuries has transformed from a simple fiscal instrument
to a component mechanism for implementing the economic, social and regulatory
policy of the state. Unlike income or consumption taxes, property taxes are based
on the assessment of accumulated wealth, which allows the state to ensure a more
even distribution of the tax burden between different groups of the population and
to form stable sources of budget revenues. It is this feature that explains the
growing attention of international financial organizations to the development of
property taxation as one of the most effective instruments for ensuring the
financial stability of public finances. In modern economic literature, property
taxation is considered not only as a means of mobilizing financial resources, but
also as a tool for correcting imbalances in the distribution of wealth, stimulating
the effective use of assets and the development of local self-government. Studies
by international organizations show that property taxes have a smaller negative
impact on long-term economic growth compared to labor or business taxes, since
they do not inhibit investment activity to the same extent as income taxes. In
addition, real estate, land resources and most other tangible assets are
characterized by low mobility, which significantly complicates their movement to

jurisdictions with a lower tax burden. It is this circumstance that ensures the
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relatively high efficiency of property tax administration and their stability even in
periods of economic instability.

In international practice, the concept of property assets is much broader than
the traditional understanding of real estate. The objects of property taxation may
include residential and commercial real estate, land plots, vehicles, luxury items,
financial assets, corporate rights, inheritance, gifts, and in some countries - the
total net wealth of an individual. Such diversity is explained by differences in the
socio-economic development models of states, the level of development of
financial markets, historical features of the formation of tax systems and different
approaches to ensuring social justice.

Over the past decades, the economic nature of property taxes has undergone a
significant transformation. If earlier they performed mainly a fiscal function, today
they are increasingly used as a tool for achieving broader socio-economic goals.
Among them, curbing excessive concentration of wealth, ensuring the availability
of housing, preventing speculative transactions in the real estate market,
stimulating the rational use of land resources and strengthening the financial
autonomy of local communities are of particular importance. This evolution
indicates a changing role of property taxation in modern financial policy, where it
Is increasingly integrated with the objectives of sustainable development, spatial
planning, and social policy [3].

The issue of the relationship between property taxation and inequality of
income and accumulated capital deserves special attention. According to estimates
by international organizations, in most countries of the world, inequality in the
distribution of property assets significantly exceeds inequality in the distribution
of current incomes of the population. This means that a significant part of
economic resources is concentrated in a relatively small number of households.
Under such conditions, property taxes can act as an important mechanism for
ensuring a more balanced distribution of the tax burden without significantly
restraining economic activity. That is why in recent years, the issue of taxation of
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expensive real estate, luxury goods and other highly liquid assets has increasingly
been included in the agenda of tax reforms in the countries of the European Union
and the Organization for Economic Cooperation and Development. At the same
time, international experience demonstrates the absence of a universal model of
property taxation. Even among economically developed countries, there are
significant differences in determining the object of taxation, methods of assessing
the value of property, administration mechanisms, the application of tax benefits
and the distribution of tax revenues between levels of the budget system. For
example, in the USA, Canada and the UK, the main source of financing for local
communities is the property tax, while in continental European countries a
complex combination of local property taxes with inter-budgetary transfers plays a
greater role. In some countries, in particular in Switzerland, Norway and Spain,
separate forms of taxation of the net wealth of individuals continue to function,
while a number of other countries have abandoned such an instrument due to the
complexity of administration and the risks of capital movements [9].

The current stage of property taxation development is characterized by the
active introduction of digital technologies into administration processes. The use
of integrated cadastral systems, electronic registers of property rights, automated
real estate valuation, geographic information systems and technologies for mass
valuation of real estate objects allows to significantly increase the transparency of
tax administration, reduce the costs of its implementation and minimize the
possibilities of tax evasion. It is digitalization that is currently considered by
international organizations as one of the key prerequisites for the effective
functioning of the property taxation system.

An important feature of modern models is also the gradual transition from
taxation of physical characteristics of property to assessing its market value. While
traditional systems were often based on the area of real estate or other quantitative
indicators, most modern models take into account the economic value of the asset,

its location, functional purpose, infrastructure and market conditions.
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From the perspective of modern financial science, property taxes implement a

complex of interrelated functions, each of which has independent significance for

the development of public finances and the economy as a whole.

Table 1

Main Functions of Property Asset Taxation of Individuals

Function

Description

Practical Significance

Fiscal function

Generation of stable public
revenues through the taxation
of property assets

Ensures sustainable financing
of state and local budgets

Regulatory function

Influences the structure and
efficiency of property owner-
ship and use

Encourages the rational and
productive use of real estate
and other assets

Redistributive (Social) func-
tion

Promotes a fairer distribution
of the tax burden according to
taxpayers' wealth

Contributes to reducing
wealth inequality and
strengthening tax equity

Incentive function

Stimulates the efficient utili-
zation of property and dis-
courages speculative owner-
ship

Increases the economic effi-
ciency of asset management

Local fiscal function

Provides a stable revenue
source for local governments

Strengthens the financial au-
tonomy and fiscal capacity of

municipalities

Source: Compiled by the author based on OECD, IMF, World Bank, and Tax Foundation
publications [4;7;8-10]

Despite the significant diversity of national tax systems, international practice
demonstrates a fairly unified approach to determining the objects of property
taxation. According to the OECD classification, property taxes cover both assets
owned by individuals and transactions for their acquisition, transfer or disposal. At
the same time, the structure of property taxation is formed depending on the
country's economic model, the level of development of the real estate market,
financial institutions and budgetary decentralization [4]. In most countries, the
basis of property taxation remains real estate and land plots, which are
characterized by a stable tax base and low mobility. In contrast, taxation of
financial assets, net wealth or luxury items is used much less frequently and

mostly performs a social and redistributive function. This approach is explained by
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the complexity of administration, high mobility of financial capital and the risk of

its movement to jurisdictions with a lower tax burden (Table 2).

Table 2
Classification of property taxes in international practice
Tax group Types of taxes
Recurrent taxes Real estate tax, municipal housing tax
Taxes on net wealth Tax on net assets of individuals
Property transfer taxes Inheritance, donation
Taxes on financial transactions Stamp duty, asset transaction tax
Taxes on luxury goods Expensive cars, yachts, luxury real estate

Source: summarized by the author based on OECD [4-6]

As shown in Table 2, the most universal type of property taxation remains the
property tax. Almost all OECD countries use it as a stable source of financing for
local budgets. In contrast, taxes on net wealth have survived only in some
countries, since their administration requires a comprehensive assessment of all
the taxpayer's assets and effective international exchange of tax information.

Another characteristic feature of modern systems is the gradual expansion of
the list of high-value assets that are considered objects of increased taxation.
These include luxury real estate, premium vehicles, private jets, yachts and other
luxury items. This approach is aimed not so much at increasing budget revenues as
at ensuring horizontal and vertical fairness of taxation.

An analysis of the practice of OECD countries allows us to identify several
basic principles that determine the effectiveness of the property tax system,
regardless of the specifics of national legislation. These include objectivity of
property valuation, regular updating of the tax base, transparency of
administration, digitalization of cadastral systems, stability of tax rules and
financial autonomy of local governments [6].

Of particular importance is the principle of correspondence of the tax base to
the market value of assets. In most developed countries, it is market valuation that
ensures a more equitable distribution of the tax burden among property owners. At

the same time, states use various models of mass real estate valuation, which
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makes it possible to minimize administrative costs and ensure regular updating of
information on the value of objects.

Despite the common objective of generating stable public revenues, property
taxation systems differ considerably across countries due to historical traditions,
institutional arrangements, fiscal decentralization, and legal frameworks.
International experience demonstrates that no universal model of property taxation
exists. Instead, countries have developed different approaches reflecting their
socioeconomic priorities, administrative capacities, and public finance structures.

From a comparative perspective, three principal models of property taxation
can be distinguished: the Anglo-Saxon model, the Continental European model,
and the Hybrid model. These approaches differ primarily in the composition of
taxable assets, valuation methodologies, allocation of tax revenues, and the degree
of local fiscal autonomy.

The Anglo-Saxon model is characterized by a strong reliance on recurrent
property taxation as one of the primary sources of local government financing.
Countries such as the United States, Canada, Australia, New Zealand, and the
United Kingdom employ market-based valuation systems, frequent reassessments
of taxable properties, and relatively high fiscal autonomy for municipalities.
Property taxes in these countries finance essential public services, including
education, local infrastructure, emergency services, and municipal administration.
Consequently, local governments possess significant incentives to maintain
accurate cadastral information and continuously improve tax administration.

In contrast, the Continental European model assigns a more balanced role to
property taxation within the overall tax structure. Countries including Germany,
France, Italy, Belgium, and Austria combine recurrent property taxes with broader
systems of intergovernmental fiscal transfers. Property taxation remains an
important component of municipal finance; however, local governments depend to
a greater extent on shared national taxes and equalization mechanisms. In many

European countries, cadastral values rather than fully updated market prices
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continue to serve as the principal tax base, although gradual reforms increasingly
incorporate market valuation techniques [7].

The Hybrid model combines elements of both approaches and is particularly
common among rapidly developing economies and countries undergoing fiscal
reforms. Estonia, Poland, the Czech Republic, South Korea, and several Central
and Eastern European countries have gradually modernized their property tax
systems by integrating digital cadastral databases, introducing automated valuation
procedures, and expanding municipal fiscal autonomy while preserving elements
of centralized tax administration [2].

An important trend observed across all three models is the growing emphasis
on administrative efficiency rather than increasing statutory tax rates. International
evidence suggests that improvements in valuation accuracy, digital infrastructure,
taxpayer compliance, and data integration often generate greater fiscal benefits
than raising nominal tax burdens. Consequently, recent reforms have focused on
strengthening institutional capacity and enhancing the quality of property tax

administration rather than fundamentally redesigning tax structures.

Table 3
Comparative Characteristics of International Property Tax Models
Model Representative coun- | Property | Main benefi- Main characteristics
tries valuation | ciary of reve-
basis nues
Anglo- USA, Canada, Unit- Market Local gov- High fiscal autonomy, fre-
Saxon ed Kingdom, Aus- value ernments quent reassessment, digital
tralia administration
. Cadastral Shared be- Moderate fiscal decentraliza-
Continental | Germany, France, It- | or adjust- | tween local . ! .
. tion, extensive tax equaliza-
European aly, Belgium ed market | and central tion
value governments
Estonia, Poland, Mixed Mainly local Digital transformation, grad-
Hybrid Czech Republic, valuation Y ual modernization, institu-
governments .
South Korea approach tional reforms

Source: Compiled by the author based on OECD Revenue Statistics, OECD Tax Policy
Reviews, IMF Fiscal Affairs Department reports, and the World Bank [4-6;7]
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The comparison presented in Table 3 indicates that differences among
national systems are determined primarily by institutional design rather than tax
rates. Countries characterized by high-quality digital infrastructure, regularly
updated valuation systems, and strong municipal fiscal autonomy generally
demonstrate higher revenue productivity and lower administrative costs. This
finding suggests that the effectiveness of property taxation depends more on
governance quality than on the formal level of taxation.

The taxation of luxury assets has become one of the most debated areas of
contemporary tax policy. Growing wealth inequality, increasing concentration of
high-value assets, and rising fiscal pressures have encouraged many governments
to reconsider the role of luxury taxation within broader fiscal strategies. Unlike
recurrent property taxes, luxury taxes primarily pursue redistributive objectives by
targeting assets that reflect exceptional levels of wealth rather than basic property
ownership.

International practice demonstrates substantial diversity regarding the
definition of luxury assets. While high-value residential properties remain the
most common taxable objects, many jurisdictions also impose additional taxes on
premium vehicles, yachts, private aircraft, luxury boats, second homes, and
expensive real estate transactions. Several countries supplement these measures
with progressive transfer taxes or annual wealth-related levies [7].

Recent policy reforms indicate a gradual shift from narrowly defined luxury
taxes toward broader taxation of high-value property portfolios. Rather than
introducing separate taxes on individual luxury goods, governments increasingly
rely on progressive property taxation, differentiated transfer taxes, and enhanced
taxation of multiple residential properties. This approach reduces administrative
complexity while improving horizontal equity among taxpayers.

Another notable trend concerns the growing use of digital property databases
and integrated financial information systems to identify high-value assets more

accurately. Artificial intelligence, electronic registries, and automated risk
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assessment tools enable tax authorities to detect underreported ownership, improve
valuation accuracy, and reduce opportunities for tax avoidance.

Modern luxury taxation therefore increasingly combines traditional fiscal
instruments with advanced digital administration, reflecting the broader
transformation of public finance systems in the digital economy.

Inheritance, gift, and net wealth taxes constitute a distinct category of
property taxation designed primarily to address wealth concentration and promote
intergenerational equity. Unlike recurrent property taxes, these instruments are not
intended to provide stable budget revenues but rather to complement broader
redistribution policies. Consequently, their fiscal contribution remains relatively
modest in most countries, while their socioeconomic significance continues to
stimulate extensive academic and policy debate.

International practice demonstrates considerable divergence in the application
of these taxes. Countries such as France, Spain, Japan, Belgium, and South Korea
continue to levy inheritance and gift taxes, although tax rates, exemption
thresholds, and valuation methods vary substantially. Switzerland applies
inheritance taxation at the cantonal level, whereas the United States imposes a
federal estate tax only on estates exceeding a high exemption threshold. By
contrast, Australia, Canada, Sweden, Norway, and several Central and Eastern
European countries have abolished inheritance or estate taxes, citing high
administrative costs, limited fiscal returns, and concerns regarding capital
mobility.

Net wealth taxes have followed a similar trajectory. During recent decades,
many OECD members repealed such taxes because of valuation difficulties,
opportunities for tax avoidance, and increasing international mobility of financial
assets. At present, only a limited number of countries, including Switzerland,
Spain, and Norway, continue to apply comprehensive net wealth taxation, while
others have replaced it with more targeted taxation of high-value real estate,

capital gains, or luxury assets.
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Recent international reforms indicate a gradual shift from broad-based wealth
taxation toward more administratively efficient instruments. Governments
increasingly prefer recurrent property taxes, progressive taxation of expensive
residential property, and digital monitoring of high-value assets. This transition
reflects the growing importance of administrative feasibility, transparency, and
taxpayer compliance in contemporary tax policy. Consequently, the effectiveness
of property taxation is now determined less by the diversity of tax instruments
than by the quality of digital administration, integrated property databases, and the
capacity to accurately identify taxable wealth.

The digital transformation of the global economy is reshaping the
architecture of property taxation by expanding the availability of real-time data,
improving valuation accuracy, and strengthening tax administration. Digital
cadastral systems, interoperable land registries, automated valuation models,
artificial intelligence, and geospatial technologies have become integral
components of modern property tax systems. These innovations enable
governments to reduce administrative costs, improve compliance, and ensure
greater transparency in the assessment of taxable assets.

Another significant trend concerns the transition from transaction-based
taxation toward continuous monitoring of property ownership and market values.
Rather than relying solely on declarations submitted by taxpayers, tax authorities
increasingly utilize integrated digital platforms that combine information from
cadastral records, financial institutions, business registers, and other public
databases. This data-driven approach enhances the reliability of tax assessments
while reducing opportunities for tax evasion and undervaluation of assets.

At the same time, governments are placing greater emphasis on equity and
sustainability when designing property tax reforms. Many countries have
introduced differentiated taxation of high-value residential property, vacant
housing, second homes, and environmentally inefficient buildings. These
measures demonstrate that property taxation is evolving beyond its traditional
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fiscal role and is increasingly used to support broader public policy objectives,
including affordable housing, sustainable urban development, and climate
resilience.

Overall, international experience confirms that the future effectiveness of
property taxation will depend less on increasing statutory tax rates than on
improving institutional quality, expanding digital infrastructure, and integrating
property taxation into comprehensive digital governance systems. These
developments provide an important analytical framework for assessing the current
state of property taxation in Ukraine and identifying priorities for its further
modernization in line with international standards.

The research demonstrates that property asset taxation has evolved from a
traditional fiscal instrument into a multidimensional policy mechanism supporting
sustainable public finance, fiscal decentralization, social equity, and efficient asset
allocation. International experience confirms that recurrent property taxes remain
among the most stable and economically efficient sources of public revenue due to
the immobility of the tax base and their relatively limited distortionary effects on
investment and labour market decisions.

Comparative analysis reveals that contemporary property taxation systems
are increasingly characterized by the integration of market-based valuation
approaches, automated assessment techniques, digital cadastral systems, and
interoperable public registries. These institutional developments have substantially
improved administrative efficiency, valuation accuracy, taxpayer compliance, and
the transparency of tax administration. Consequently, the effectiveness of property
taxation depends not only on statutory tax rates but also on the quality of digital
governance and institutional capacity [2].

The research further indicates that countries apply different models of
property taxation depending on their fiscal traditions, decentralization frameworks,
and administrative capabilities. Anglo-Saxon countries rely extensively on

recurrent property taxation as a major source of municipal finance, whereas
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Continental European countries combine property taxes with broader fiscal
equalization mechanisms. Despite these differences, international practice
demonstrates convergence toward common principles, including transparency,
regular property reassessment, digital administration, and equitable allocation of
the tax burden.

The analysis of luxury taxation, inheritance taxation, and net wealth taxes
shows that these instruments currently perform primarily redistributive rather than
fiscal functions. Many countries have gradually shifted from comprehensive
wealth taxation toward more targeted taxation of high-value real estate and luxury
assets because these approaches provide greater administrative efficiency while
maintaining social fairness. At the same time, inheritance and gift taxes continue
to play an important role in limiting excessive intergenerational concentration of
wealth in several OECD member states [5].

Digital transformation has become one of the defining characteristics of
modern property taxation. The implementation of Geographic Information
Systems (GIS), Automated Valuation Models (AVMs), artificial intelligence, big
data analytics, blockchain technologies, and integrated electronic registries enables
governments to modernize property valuation, strengthen tax compliance, reduce
administrative costs, and improve public confidence in tax systems. Digitalization
is therefore emerging as a strategic prerequisite for future property tax reforms
rather than merely a technological innovation [3].

The assessment of the Ukrainian property taxation system indicates that
significant progress has been achieved through fiscal decentralization and the
introduction of recurrent property taxation. Nevertheless, several structural
challenges remain, including the predominance of area-based taxation, incomplete
integration of public registries, limited application of market valuation
methodologies, and the relatively narrow scope of taxation of high-value assets.
These factors constrain both the fiscal productivity and the distributive
effectiveness of property taxation.
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The findings suggest that further modernization of the Ukrainian system
should focus on expanding digital infrastructure, introducing mass market
valuation techniques, strengthening interoperability among cadastral and tax
databases, improving data quality, and enhancing risk-based tax administration.
Aligning national property taxation with international best practices should
emphasize institutional modernization and digital transformation rather than
increasing tax rates. Such reforms would contribute not only to stronger local
public finances but also to greater transparency, administrative efficiency, and
long-term fiscal sustainability.

Furthermore, future research should focus on evaluating the long-term fiscal
and socioeconomic effects of digital property taxation, particularly in the context
of rapidly evolving digital governance systems and cross-border information
exchange. Comparative studies involving OECD member states and emerging
economies may provide valuable evidence for identifying the most effective
institutional models and policy instruments. Ultimately, the successful
modernization of property asset taxation requires a balanced combination of
technological innovation, sound fiscal policy, and strong institutional capacity to

ensure both revenue sustainability and equitable taxation.
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CHAPTER 12
STATE OF THE ART IN AUTOMATIC CONFLICT RESOLUTION AND
SECONDARY INDEXING IN DISTRIBUTED SYSTEMS

Pushkar Anton lhorovych, Postgraduate Student of the Software
Engineering and Management Intelligent Technologies Department, National

Technical University “Kharkiv Polytechnic Institute”, Kharkiv, Ukraine

Contemporary distributed information systems store data on multiple nodes,
serve clients from several geographic regions, and increasingly allow devices to
operate without a permanent network connection. This architecture improves
availability, scalability, and fault tolerance, but it also creates a persistent problem:
several replicas may accept independent updates to the same logical object before
those updates are synchronized. Once replicas exchange messages, the system
must reconcile the divergent states into a single agreed result without discarding
information that either party contributed. The scientific literature addresses this
problem from two directions that are usually treated separately: automatic
mechanisms for merging concurrent updates at the level of replicated data types,
and mechanisms for keeping derived structures, such as secondary indexes,
consistent with the base data they describe. The review presented below combines
both directions, since an information technology for distributed data management
ultimately needs to guarantee not only that replicated objects converge, but also
that indexes built on top of them remain trustworthy for query processing.

A conflict in a distributed system occurs when two or more independent
operations modify the same logical object and the system cannot apply both
without additional coordination. Concurrent updates under multi-leader
replication, unpredictable network delay, temporary network partitions, and offline
operation of mobile or local-first clients are the main sources of such conflicts,
together with the absence of a single global order of events across nodes [1].
Traditional coordination mechanisms, including distributed locking, two-phase
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commit, quorum-based reads and writes, and consensus protocols such as Paxos or
Raft, resolve conflicts by preventing them: an operation is accepted only after
enough nodes have agreed on it. These mechanisms give strong correctness
guarantees, but every additional round of coordination increases latency and
reduces availability whenever part of the network is unreachable, which becomes
particularly costly for geographically distributed or high-load systems [1] — [7].

For two events a and b occurring at different replicas of a distributed system,
a causal precedence relation a — b can be defined, meaning that a could have
influenced b. Two events are called concurrent, denoted al b, when neither
causally precedes the other:

albe -(a—b)A-(b— a).

Concurrent events are exactly the events for which a merge procedure has to
decide an outcome, since no ordering argument based on causality alone can settle
which update should prevail.

An alternative to permanent coordination is to allow replicas to diverge
temporarily and to guarantee that they converge once they have exchanged the
same set of updates. This property, known as eventual consistency, was formalized
more precisely as strong eventual consistency, which additionally requires that any
two replicas that have received an identical set of updates reach an identical state
regardless of the order in which those updates were delivered [1]. Recent work
shows that eventuality itself is not a sufficiently precise engineering guarantee:
without an explicit bound on how far replicas may diverge and for how long,
applications built on eventually consistent storage can observe results that are
technically convergent but practically unusable, which motivates stricter
timeliness and staleness guarantees layered on top of the classical model [2].

Conflict-free Replicated Data Types (CRDT), are data structures designed to
satisfy strong eventual consistency by construction. A state-based CRDT can be
described as a tuple (S, &, U, u), where S is the set of possible local states, C is a

partial order that turns S into a join-semilattice, U is a merge operator computing
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the least upper bound of two states, and u is a set of update functions that are
required to be inflationary with respect to C:
Vs €S, Yu € U: s C u(s).

If merge always returns the least upper bound of the two argument states,
replicas that have observed the same updates converge to the same state
irrespective of delivery order, because join in a semilattice is commutative,
associative, and idempotent [1]. Operation-based CRDTs achieve the same
guarantee differently, by requiring that concurrent operations commute, which
allows replicas to exchange individual operations instead of complete states and
reduces network traffic for large objects; delta-state CRDTs combine both ideas
by transmitting only the increment of state produced since the last
synchronization. A recent modular framework for constructing, validating, and
benchmarking CRDT implementations formalizes these three variants in a unified
toolchain and demonstrates that correctness properties such as commutativity and
idempotence can be checked automatically rather than argued informally for each
new data type [3]. Complementary work on performance optimization for CRDTs
quantifies the trade-off between the size of replicated metadata and
synchronization latency, confirming that the choice between state-based and delta-
state designs has a measurable effect on bandwidth consumption in high-update-
rate scenarios [4].

The observed-remove set, or OR-Set, illustrates how a CRDT resolves
conflicting add and remove operations on a collection. Its state can be represented
as a pair

> =(AR),
where A is a set of tagged elements added by any replica and R is a set of tags that
have been removed:
eeXe Tt (e, ) eEANLER.
An add operation inserts a new tagged pair into A; a remove operation

transfers into R only the tags that the removing replica has already observed.
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Because a remove can only affect tags it has seen, a concurrent add of the same
element with a fresh tag survives synchronization, which gives the OR-Set an add-
wins semantics for concurrent add/remove pairs. This tagging discipline is the
same mechanism that later CRDT designs reuse for more complex payloads:
extending JSON-structured CRDTs with move operations for tree-shaped
documents required a comparable notion of tagged, causally tracked edits to keep
structural moves commutative with concurrent edits of the moved subtree [8], and
adding undo and redo support to replicated registers required tracking, for every
value, which operations causally justify its presence so that an undo can retract
exactly the intended update without disturbing concurrent ones [9]. A recent
proposal for a universal, Byzantine-repelling replicated data type generalizes the
tagging idea further, replacing per-replica sequence numbers with a partially
ordered log structure that remains a valid CRDT even when a subset of replicas
may submit malformed or adversarial updates, which extends the applicability of
the model beyond trusted infrastructure to loosely federated or peer-to-peer
deployments [11].

CRDTs are best suited to attributes where concurrent contributions can be
merged without domain-specific judgment: tag lists, reaction counts, participant
sets, collaborative document fragments, and user preferences. They are not a
universal substitute for coordination. In financial transfers, reservation of a limited
resource, or enforcement of uniqueness constraints, an automatic merge that
simply unions two updates can violate a business invariant that both replicas were
individually respecting. A CRDT-based approach to replicated relational databases
addresses this gap directly by attaching integrity constraints to CRDT-backed
tables and by defining a repair procedure that resolves constraint violations
introduced by merging concurrent transactions, rather than assuming that column-
level convergence is sufficient at the level of an entire schema [6]. This confirms
that business-critical operations still require transactional guarantees, locking, or

quorum mechanisms, and that a practical information technology should route data
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between CRDT-based and coordination-based storage depending on the criticality
of the invariant being protected.

Operational Transformation (OT) addresses a narrower but historically
important case: real-time collaborative editing of a shared document, where the
priority is to preserve every user's intention rather than to define a merge over an
abstract data type. Instead of storing a specially structured value, OT transforms
each incoming operation against the operations it did not yet know about,
recomputing insertion or deletion positions so that the final document reflects all
edits consistently across every replica. This approach remains an active
engineering target for collaborative applications: a recent study of frameworks for
collaborative software explicitly built around CRDT-backed data types with user-
facing conflict resolution reports that hybrid designs, in which automatic merging
is combined with lightweight user-visible conflict markers for ambiguous edits,
achieve better perceived correctness than either fully automatic or fully manual
resolution in usability trials with concurrent editors [5]. OT is efficient for flat text
but its transformation functions grow substantially more complex for structured or
nested documents, which is one of the reasons CRDT-based structural editing,
including tree-move operations, has become the preferred alternative for rich, non-
linear document models [8].

Mergeable persistent data structures follow a third strategy, closer to the
workflow of source-control systems: every replica keeps its edit history, and
merging compares two divergent versions against their common ancestor to
compute a three-way merge. Because the previous state is not overwritten but
retained as a distinct persistent version, the approach preserves provenance
information that pure state-convergence CRDTs typically discard, which is
valuable for structured documents, configuration objects, and any domain where
explaining why a conflict occurred matters as much as resolving it. The cost is that
automatic merging is not always possible: when two versions modify the same

field in incompatible ways, the structure can only flag the conflict and expose
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enough context for domain logic or a human reviewer to resolve it, and the
corresponding programming model needs an explicit way to state which post-
merge conditions must hold. A recent local-first programming model built on
reactive CRDT-backed state formalizes this requirement by allowing developers to
declare safety invariants over the reconciled data and by statically verifying, at
compile time, that no reachable combination of concurrent user interactions can
violate them, rather than relying on runtime checks after a merge has already been
applied [10].

Automatic merging at the level of an individual attribute is only half of the
problem that a database built on CRDTSs has to solve, because queries, filters, and
analytical operations rely on secondary indexes rather than on scanning the base
collection. A secondary index for a CRDT-backed attribute can be modeled as a
derived state, a function | mapping every observed value v to the set of element
identifiers currently associated with it:

I(v) = {id | value(id) =v Aid € X}.

Because X itself is a CRDT that may temporarily differ across replicas, |
inherits the same possibility of divergence, and its correctness cannot be defined
as instantaneous agreement between the index and the base object. It has to be
defined as convergence: for any two replicas that have received an identical set of
updates U, the derived indexes must coincide,

U(ri) = U(rj) = Iri = Ir;,
together with two operational correctness conditions during the transient period
before convergence: the index must not report an identifier that no longer satisfies
the predicate it was built for (a false positive), and it must not omit an identifier
that does satisfy it once all relevant updates have been observed (a false negative).
Recent research on algebraic foundations for materialized views frames this exact
tension between eventual consistency of the base data and correctness of derived,
incrementally maintained views, proposing a lattice-based algebra in which view

maintenance operators are proven monotone with respect to the same join
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structure that governs the underlying CRDTSs, so that partial or reordered updates
to the base data still produce a view that only grows toward the correct answer
rather than temporarily overshooting it [7].

Four practical strategies for maintaining an index over CRDT attributes can
be distinguished by where the reconciliation logic is placed. Rebuild-from-state
recomputes the index from a full scan of the current CRDT state after every
synchronization round, which is simple and always correct with respect to the
current state but scales poorly with the size of the collection. Operation-based
update applies each incoming CRDT operation incrementally to the index,
updating only the entries affected by that operation, which is more efficient but
requires the index update function itself to be commutative and idempotent with
respect to the same causal metadata the base CRDT already tracks. Index-as-
CRDT treats the index as a replicated data type in its own right, typically a CRDT
map from values to OR-Sets of identifiers, so that the index converges through the
same merge guarantees as the data it describes rather than through an external
synchronization step. Materialized-view maintenance, informed by the algebraic
treatment of incremental view maintenance under eventual consistency, expresses
the index as a query result that is refreshed through algebraic rewrite rules rather
than through bespoke update code, which makes the correctness argument
reusable across different index definitions built on the same base collection [7].

Evaluating any of these strategies requires a validation methodology that
exercises concurrent add and remove operations, network partitions, and
subsequent replica merges under controlled conditions, since correctness failures
in eventually consistent indexes typically appear only under specific interleavings
rather than under sequential execution. The modular benchmarking framework
discussed above already provides fault-injection primitives for delayed and
reordered delivery, partition simulation, and automated convergence checking for
CRDT implementations, and the same infrastructure is directly applicable to

validating index-as-CRDT and materialized-view strategies, since the correctness
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criterion, convergence after an identical update set, is formally identical for the
base object and for its derived index [3].

Taken together, the works reviewed above indicate that CRDTSs, Operational
Transformation, and mergeable persistent data structures address the same
underlying problem of concurrent update reconciliation with different trade-offs
between automation, implementation complexity, and support for offline
operation, while secondary indexing over CRDT attributes extends the same
convergence-based correctness argument from a single replicated object to a
derived structure used for search and analytics. No single approach dominates
across all data types: CRDTs suit high-availability, offline-first storage; OT and
CRDT-based structural editing suit real-time collaborative documents; mergeable
structures suit versioned, provenance-sensitive data; and materialized-view-style
index maintenance suits query workloads over any of the above. Business-critical
operations that depend on invariants spanning multiple objects still require
transactional or coordination-based mechanisms layered on top of these
approaches [6]. Promising directions for further research include tighter
integration of secondary indexes with delta-state synchronization to reduce
metadata overhead, formal verification of index correctness alongside the safety
invariants already supported for local-first application logic [10], and hybrid
architectures that route non-critical, naturally mergeable attributes through CRDTSs
while routing business-critical invariants through coordination mechanisms within
the same system. Such an information technology would combine automatic
conflict resolution with trustworthy derived indexing as complementary
components of a single consistency model, rather than as separately engineered
subsystems.

Declaration on the use of generative Al. During the preparation of this
chapter, the author used Claude Sonnet 5 for literature retrieval assistance,
rephrasing, and formal notation drafting. After using this tool, the author reviewed
and edited the content as necessary and takes full responsibility for this content.
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CHAPTER 13
TERRITORIAL COMMUNITIES AND THEIR POTENTIAL: CON-
CEPTUAL GUIDELINES AND BANKING MECHANISMS

Savonik Tetiana, Lecturer, Novovolynsk Educational and Scientific Institute
of Economics and Management, Western Ukrainian National University, Novo-

volynsk

One of the key issues in contemporary economic research is the determina-
tion of the significance and role of territorial communities within the context of
Ukraine’s financial and economic development. Territorial communities function
not only as the fundamental unit of local self-government but also as an important
institutional environment that integrates social, economic, and financial resources
to ensure sustainable development. Their role lies in shaping local economic poli-
cy, mobilizing resources, creating conditions for investment and innovation, and
fostering social cohesion among the population.

Thus, having outlined the role of territorial communities as an institutional
environment that integrates social, economic, and financial resources, it is logical
to proceed to the analysis of foreign scholarly approaches. These approaches make
it possible to interpret the concept of a “territorial community” as a spatially orga-
nized socio-economic entity formed on the basis of the cohabitation of the popula-
tion and interaction among its members, thereby emphasizing the multidimension-
al and complex nature of this phenomenon (Table 1).

It becomes evident that territorial communities are endowed with the right to
independently manage land resources within their jurisdiction, which ensures their
genuine economic autonomy and the capacity to formulate their own development
policies. Moreover, they are granted the authority to consolidate financial and ma-
terial resources for the joint implementation of economic and social development
programs, thereby creating conditions for the provision of higher-quality public

services not only to residents of their own community but also to neighboring ter-
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ritories. Such resource integration contributes to enhanced governance efficiency,

the development of intermunicipal cooperation, and the strengthening of financial

resilience.
Table 1.
Conceptualization of the term “territorial community” by Western
scholars
Authors Essence of the concept

An internally functionally interconnected group of people residing in a specific
B. Mercer [geographic area at a given time, sharing a common culture, forming a social
structure, and experiencing a sense of unity as part of a distinct group.

A territorially distinct association of individuals, strongly connected through

J. Hillier social institutions.

A group of people sharing a common permanent place of residence,
L. Schnur |interdependent in everyday life, and engaging in various activities to meet their
economic and social needs.

Members of social communities are also characterized by a sense of belonging to

N. Smelser a specific group (a psychological feature) and the presence of a shared status.

An association of individuals who share a defined territorial space as the basis for

T. Parsons carrying out most of their everyday activities.

Developed by the author based on [1; 2; 3; 4; 5].

A comprehensive analysis of diverse approaches adopted by Western econo-

99 ¢¢

mists to the concepts of “social community,” “commune,” and “territorial commu-
nity” makes it possible to distinguish at least five conceptual approaches to defin-
ing their essence, each of which reveals a specific dimension of community func-
tioning (Table 2).

Ukrainian scholars, when defining the term “territorial community,” largely
rely on the ideas and approaches of European and American researchers, which
indicates the integration of domestic scientific thought into the global academic
discourse. In this context, the community is interpreted as an effective subject of
socio-economic relations, capable not only of meeting the basic needs of the popu-
lation but also of acting as an active participant in processes of development, in-

novation, and investment (Table 3).
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Table 2.
Methodological approaches to defining the essence of the concept of “territo-
rial community”

Approaches to defining
the essence of the concept Content of the approach
“territorial community”

Studies the interconnections among different sectors of the economy,
households, and enterprises. Attention is given to the occupational

structure of the population, sources and distribution of income, as well as
the available resources of the territorial community.

Economic

The community is examined as a specific way of life, with an emphasis

Ethnographic on its cultural characteristics and development.

The community is analyzed as a social unit within a natural and

geographical space. Attention is focused on territorial location, the
influence of natural factors on the nature and conditions of activities, and
interactions within the community and with other communities.

Natural-geographical

The community is viewed as a social system. Priority is given to
studying social relations characteristic of different groups and larger

Sociological social formations both within the community and in interaction with the
external environment.
Qualitative The community is considered primarily as a place of residence. It focuses

on quality-of-life issues (housing, education, healthcare, etc.).

Developed by the author based on [6; 7; 8; 9; 10; 11].

Studies conducted by Ukrainian economists indicate that the concept of a
“territorial community,” as well as the analysis of its functions and potential,
clearly substantiates the legitimacy of its existence and defines the scope of its ac-
tivities as a component of the system for managing socio-economic pProcesses.
However, the implementation of the administrative-territorial reform, together
with financial decentralization, has led to a situation in which communities have
effectively been granted only municipal legal capacity — a set of rights and free-
doms that, although formally s3akpemieni, largely remain unrealized in practice
[18].

In this context, a territorial community can be defined as a natural association
of individuals consisting of persons who reside, work, or own property within one
or several settlements with a single administrative center. Its essence lies in the

presence of stable social ties, the capacity for self-organization, and the ability to
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pool resources i

n order to achieve common goals related to sustaining livelihoods

and promoting socio-economic development [19].

Table 3.

Interpretation of the concept of “territorial community” by Ukrainian re-

searchers

Authors

Essence of the concept

0O.V. Batanov

The primary subject of local self-government, consisting of individuals —
residents (citizens of Ukraine, foreign nationals, stateless persons, refugees, and
internally displaced persons) — who permanently reside or work within the
territory of a village (or voluntarily united communities of several villages),
settlement, or city. They directly or through municipal institutions address local
issues, own communal property, hold real estate within the territory, pay
municipal taxes, and form territorially-personal systemic associations.

M.A. Bemyuratov

A set of individuals who permanently reside in a specific territory and are
interconnected through territorially-personal relations of a systemic nature.

V.A. Hryhoriev

A form of self-organization of citizens united on a territorial basis to satisfy,
within the law, their collective needs and interests, as well as to protect their
rights and legitimate interests.

V.l. Kravchenko

A set of citizens of Ukraine who live together in urban or rural settlements,
share common interests, and have legal status in accordance with legislation. A
territorial community may be considered as: a basic administrative-territorial
unit; a form of organization of local governance; and a subject of civil-legal
relations.

N.O. Ore

A community that performs its functions in various spheres of life, united by
common interests and formed within the framework of shared residence. It is a
group of people entitled to local self-government, expressing its will through
independent decision-making on local affairs and interaction with state
authorities and local self-government officials.

M.O. Pukhtinsky

A consciously formed, socially and politically active human community, self-
sufficient in its existence and development in terms of financial, economic, and
natural resources.

Developed by the author based on [12; 13; 14; 15; 16; 17].

At the same time, the community acts as a collective representative of the in-

terests of the local population, exercising the right to self-governance and manag-

ing communal property within its territory. This implies that the community not

only performs the functions of local administration but also shapes the economic

foundation of development, ensures social cohesion, and creates conditions for in-

vestment activity.

Thus, a territorial community emerges as a multidimensional socio-economic

system that integrates natural, social, and financial resources, and its effectiveness

largely depends

on its ability to incorporate banking instruments into governance
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processes. This ensures a balance between current needs and strategic objectives,
forming a foundation for sustainable development and competitiveness under con-
temporary transformational conditions [20].

In accordance with the provisions of the Constitution of Ukraine and current
legislation, local communities are vested with the prerogative to independently re-
solve issues of local development. However, in most cases, this competence has
remained largely declarative, which has hindered its effective implementation
[21].

Approved by the Cabinet of Ministers of Ukraine on April 1, 2014, the Con-
cept for Reforming the System of Local Self-Government and the Territorial Or-
ganization of State Power outlined the key vectors of decentralization transfor-
mations. Its primary purpose was to establish appropriate financial instruments (in
particular, revenues from taxes and fees to local budgets), resource provision (such
as land plots and property objects held in communal ownership), as well as organ-
izational prerequisites for the full implementation by local self-government bodies
of their own and delegated functions [22].

An analytical examination of the specific features of territorial units under the
conditions of administrative-territorial reform and decentralization of power
makes it possible to identify the defining attributes that shape the identity and op-
erational model of a community (Table 4).

The Law of Ukraine “On Voluntary Association of Territorial Communities”
initiated the process of establishing an effective model of local self-government.
This legislative act also enshrined provisions for the introduction, within amalga-
mated territorial communities (ATCs), of an institutional framework for represent-
ing the interests of the rural population [25].

The methodological foundations for the formation of capable territorial
communities regulate the mechanisms and conditions of their establishment, as
well as the procedures for the development and approval of strategic development
plans. This regulatory and legal act defined the concept of a capable territorial
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community, interpreted as a municipal entity (rural, settlement, or urban) which,
as a result of voluntary consolidation, is able — either independently or through lo-
cal self-government bodies — to ensure an adequate level of public services.

Table 4.
Characteristics of a territorial community as a subject of socio-economic de-
velopment governance

Characteristic of
the territorial Description of the characteristic
community

The local community is the owner of communal property located within its
territory. Its members are taxpayers to the local budget. The community
provides high-quality public services to its members, may participate in
production processes, and acts as a collective consumer to ensure its viability.

Economic

The community exists and develops over time; therefore, when defining its
development directions, it is necessary to consider historical aspects of its
evolution, as well as cultural and customary characteristics that influence the
psychological climate and internal relations within the community.

Historical-cultural

N The territorial community is a system that organizes political and social
Organizational-

networks, operates on democratic principles, and addresses issues related to the

functional livelihood and well-being of its members.
. The territorial community acts as a subject of legal relations and as a
Political . . 2
representative of the local population on the political stage.
Natural The territorial community is formed and functions based on self-organization,

social and economic activity, and continuous development needs.

Socio- The community exists when each member self-identifies as part of it and
psychological [recognizes shared interests.

The territorial community is formed within a specific territory. Its members are

Territorial individuals who reside there, work there, or own real estate within it.

Developed by the author based on [23; 16; 24; 13; 17; 19].

Accordingly, amalgamated territorial communities were endowed with ex-
panded financial resources, delegated managerial powers, and were integrated into
the system of direct interbudgetary relations with the state budget. The implemen-
tation of these opportunities, based on the rational use of the respective resources,
creates the foundation for the formation of the integral potential of the territory
and ensures its effective utilization for development purposes [19].

A fundamental component of this potential is the financial and economic po-
tential, which determines a community’s capacity to manage available resources
efficiently, ensure the livelihood of the population, and stimulate socio-economic
growth,
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In contemporary economic research, three key methodological approaches to
assessing resource potential are distinguished.

The first approach considers resource potential as a component of national
wealth. According to this perspective, assessment is based on the analysis of natu-
ral, material, and human resources.

The second approach, known as the “active component,” focuses on re-
sources that possess investment value. Their evaluation is carried out on the basis
of indicators of profitability and returns on capital investments. This approach in-
tegrates cost-based, income-based, and comparative valuation methods, allowing
an economic asset to be viewed as the resource potential of an economic entity.

The third approach represents a socio-economic concept within which re-
source potential is regarded as a significant element of economic capacity aimed at
satisfying societal needs [23].

Thus, the analysis of resource potential should be conducted with considera-
tion of specific contextual factors, including social, historical, economic, and legal
conditions that determine the peculiarities of its formation and realization. Exoge-
nous factors play an important role in shaping the possibilities for its utilization,
which, in turn, depend on the unique characteristics of the territory, its structure,
composition, and sectoral specialization.

Based on the above, the following definition of the concept of “resource po-
tential of a region (or community)” is proposed: it is an economic category that
encompasses the aggregate of diverse resources and their potential capabilities
concentrated within a specific territory. These resources serve as instruments for
achieving the strategic development goals of a community or region, are character-
ized by qualitative parameters, and are subject to quantitative assessment.

For a more in-depth analysis of resource potential, it is advisable to distin-
guish its main components according to the directions of resource utilization and
to define the role of banks [26].
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1. Operational potential is defined as the part of the socio-economic sys-
tem that is utilized at the current moment in time (it sustains and ensures the func-
tioning of the regional economy). Banks ensure the stability of monetary circula-
tion, provide loans for the current needs of enterprises, support the liquidity of
businesses and households, and act as guarantors of financial trust.

2. Investment potential encompasses resources that can be mobilized to
achieve strategic development goals (including areas of investment activity under
conditions of the absence of limiting factors and the rational functioning of the
economy). Banks act as key institutions for capital mobilization, provide financing
for investment projects, create investment products, facilitate the attraction of ex-
ternal investors, and contribute to the formation of the investment and innovation
potential of the community.

3. Reserve potential includes socio-economic resources that remain un-
used in the short term or during the current period (these resources may be en-
gaged in the future depending on changes in external and internal conditions).
Banks accumulate and preserve reserves through deposit programs, investment
funds, and insurance and credit mechanisms, ensuring their liquidity and readiness
for mobilization in crisis or transformational situations [26].

Thus, the formation of the resource platform of a territorial community re-
quires a comprehensive combination of the above-mentioned components, which
will ensure its proper functioning (Table 5).

Material-technical and information resources should be considered as an in-
tegrated category of technological resources, which allows for a systematic struc-
turing of their role in the formation of a community’s resource potential. Such an
approach provides a clearer representation of key components within a unified
system and demonstrates their interdependence with other elements of socio-
economic development. Technological resources encompass production infrastruc-

ture, innovative solutions, digital platforms, and information flows that determine
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the efficiency of governance, adaptation to market changes, and the community’s

capacity to generate competitive advantages [27].

Table 5.
Resource platform of a territorial community and the role of banks
Resour.ce di- Content Significance for the Role of banks
rection community
Human re- | Personnel potential, | Form the basis of eco- Financing edugatlonal pro-
. . . grams, supporting employ-
sources knowledge, skills nomic activity ment
Technological Innova.t 1015, digital Increase production and Lendlpg for 1nn0\{at1c?n.pr(?-
solutions, infra- . jects, investment in digitali-
resources management efficiency )
structure zation

Banks as institutions of

I ible re- ial capital E hesi -
ntangible re- | Social capital, trust, nsure cohesion and re trust, development of finan-

sources cultural values silience
cial literacy
. . Financing environmental
Natural re- Land, water, energy | Basis for production and & .
L and energy-efficient pro-
sources resources livelihood g
jects
Financial re- | Own, attracted, and | Enable implementation | Banks as key intermediaries
sources borrowed funds of development strategies | in financial mobilization
Innovation and nergy of re- . .
. Sy gy, Creates conditions for Banks as catalysts of in-
investment po- sources, invest- .
. sustainable development vestment processes
tential ments

Developed by the author based on [26; 9; 17; 24; 19].

Particular attention should be paid to banking activity, which acts as a cata-
lyst for integrating technological resources into the overall system of community
potential. Banks provide financing for the modernization of production assets,
crediting of innovative projects, development of digital financial services, and
support of information infrastructure. They create conditions for investment mobi-
lization, facilitate risk diversification, and build trust in economic processes. Thus,
technological resources, in combination with banking instruments, become a key
factor in enhancing the resilience and competitiveness of territorial communities,
ensuring their capacity for innovative development and effective utilization of po-
tential [19].

It should be noted that the resource potential of a territorial community large-
ly reflects only the available stocks, a significant portion of which are character-
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ized by a limited nature. This category includes land resources, mineral reserves,
forest funds, as well as biodiversity.

Accordingly, strategies for managing the resources of a territorial community
should be differentiated with regard to the degree of their regeneration and ex-
haustibility, which may range from partial to complete. Such an approach estab-
lishes a fundamental basis for ensuring sustainable development, as it enables the
combination of rational use of existing resources with long-term planning for their
restoration.

A particularly important role in this process is played by banking activity,
which serves as a key institutional mechanism for the integration of resource
flows. Banks ensure: financing of programs aimed at the conservation and restora-
tion of natural resources; lending to investment projects focused on the moderniza-
tion of production assets; accumulation of reserves through deposit and investment
instruments; development of financial technologies that enhance the efficiency of
resource management [19; 24].

Thus, differentiated management strategies, combined with banking support,
form an integrated system capable of ensuring a balance between current needs,
strategic objectives, and reserve capacities. This not only facilitates the rational
use of natural resources in the future but also establishes a sustainable foundation
for the economic and social stability of the community.

The economic development of a territorial community is determined by the
integrated interaction of the components of the multi-dimensional development of
its resource potential (Table 6).

The effectiveness of community performance is determined by the availabil-
ity of resources, their quality and level of utilization, as well as economic speciali-
zation and infrastructure development. The current resource potential shapes so-
cio-economic opportunities and development prospects, which highlights the need
for integrated resource management as a key condition for sustainable develop-
ment [15].
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Table 6.

Potentials for the development of the community’s economy and the role of

banks
. ignifi for th
Potential Content Significance Jorthe Role of banks
community
Natural- Location of productive | Influences specializa- | Financing environmental
resource poten- | forces, territorial pro- tion and division of and resource-saving pro-
tial duction complexes labor jects
Mat.erlal- Quality and structure of | Ensures competitive- Lendmg for modemlzg-
technical po- . . tion and infrastructure in-
. production assets ness of production
tential vestment
.. L Support for small busi-
. Training of specialists, | Shapes employment upP . e
Labor potential . . : o ness, financing education-
job creation and social stability
al programs
. I ti ds and .
Information- fnovative go0cs an Enhances the techno- Investments in fintech,
. . services, adaptation to . . )
innovation po- . logical level of the digital services, and
. scientific and techno- .
tential . community startups
logical progress
. . Determines th 1 . .
Financial- . . .\ CCIIINGS ThE SCa1E | ponks as key intermediar-
. Financial condition of of investment and .. .
economic po- o . . ies in financial resource
. entities, state regulation | economic develop- e
tential ment mobilization

Developed by the author based on [19; 15; 27].

At the current stage of economic research, there is no universal methodology
for assessing the resource potential of regional entities, which leads to considera-
ble diversity of approaches in the academic literature. Most researchers propose
methods based on a detailed analysis of individual components of potential using
clearly defined indicator systems. At the same time, the initial stage of forming the
conceptual foundations of assessment demonstrates the imperfection of this re-
search area and the lack of consensus on a unified approach within the academic
community.

Some scholars apply a resource-cost approach, which focuses primarily on
quantitative characteristics, while neglecting qualitative aspects and the long-term
development prospects of the region. Although this approach ensures objectivity
in measuring available resources, it does not take into account the region’s adap-
tive capacity, its innovation potential, or its ability to unlock hidden reserves [27].

In this context, banking activity gains particular importance as an institutional

factor capable of compensating for the limitations of existing methodologies.
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Banks act as: intermediaries in mobilizing financial resources for investment pro-
jects; instruments for risk diversification and ensuring financial stability; catalysts
of innovation processes through the financing of startups and digital solutions;
guarantors of trust that facilitate the attraction of external investors and the for-
mation of a positive regional image [19; 24].

Thus, the assessment of resource potential cannot be limited solely to the
identification of available resources. It must take into account adaptive capacities,
innovative development, as well as the role of banking institutions in ensuring
comprehensive stability and strategic growth of regional entities. This enables a
shift from a narrow quantitative analysis toward a systemic understanding of po-
tential as a multidimensional category integrating economic, social, and financial
components.

Thus, the assessment of regional potential is a multi-component process that
requires adapted methodologies taking into account specific objectives, character-
istics, and available resources. It is important not only to record the level of poten-
tial utilization but also to define benchmark indicators for its components, which
makes it possible to compare results, optimize resource use, and identify reserves.

The implementation of advanced technologies for assessing resource poten-
tial creates preconditions for a systematic, high-quality, and timely diagnosis of
the capabilities of territorial communities. Innovative solutions ensure efficient
processing of large data sets, automation of data collection processes, and analyti-
cal verification of indicators, thereby contributing to the formation of reliable re-
sults and minimizing the risk of subjective errors. As a result, the assessment pro-
cess becomes more transparent, convenient, and oriented toward informed mana-
gerial decision-making based on objective indicators [27; 23].

Special attention should be paid to the role of banking institutions, which act
as key partners in the implementation of technological innovations. Banks provide
financing for digital platforms for data collection and analysis, support the devel-

opment of fintech solutions, and facilitate the integration of innovative services in-
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to resource management systems. They also help to build trust in assessment re-
sults, as their involvement in financing and oversight enhances the legitimacy of
analytical conclusions.

Thus, the combination of innovative technologies and banking support cre-
ates a comprehensive framework for the effective management of resource poten-
tial. This makes it possible not only to improve the quality of assessment but also
to ensure a strategic orientation toward sustainable community development, ra-
tional use of natural resources, and the mobilization of investment opportunities
(Table 7).

Table 7.
Impact of advanced technologies on the process of assessing the resource po-
tential of a territorial community

Aspect of impact

Description of impact

Result

Management Rapid response to changes in the Increased resilience and
adaptability internal and external environment | competitiveness of the community
Analytical Application of mathematical modeling Formation of well-grounded
capabilities and forecasting tools strategic decisions

Evaluation efficiency

Fast access to up-to-date data and
analytical reports

Acceleration of managerial
decision-making

Process transparency

Accessibility of information for the
public and authorities

Strengthening trust and public
support

Systematic Regular real-time updating of Continuous monitoring and
evaluation information forecasting
N Use of data for territorial development | Improved efficiency of resource
Managerial impact
management management
. Use of automated data collection and | Higher accuracy and reliability of
Quality of assessment| . .
processing systems analysis

Developed by the author based on [23; 27].

Resource potential is recognized by scholars as the most extensive and inte-

grative category, as it encompasses all other types of potential — from social to fi-
nancial. This multidimensional nature makes it a key indicator of territorial devel-
opment. However, among its individual components, relatively little attention is
paid to the potential of socio-ecological development, which is critical for ensur-
ing long-term sustainability and harmonizing economic and natural processes.

In the academic literature, socio-humanitarian and natural-resource potentials

are predominantly analyzed; however, their internal interdependence requires a
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comprehensive approach. Ignoring this interconnection leads to fragmented con-
clusions and limits the possibilities of strategic planning.

A particularly important role in this context is played by banking activity,
which can serve as an institutional bridge between social and environmental com-
ponents. Banks are capable of: financing environmental and social projects that in-
tegrate communities into modern sustainable development standards; supporting
investments in “green” technologies and innovations; providing long-term credit
programs for infrastructure modernization; shaping a financial culture that incor-
porates environmental responsibility and social inclusion [19; 24].

The resource potential of territorial communities is an integrative category
that combines social, financial, natural, technological, and innovation components.
Its comprehensive study makes it possible not only to assess existing capacities
but also to mobilize hidden reserves, taking into account the adaptive capabilities
of the region and the prospects for sustainable development. The absence of a uni-
versal assessment methodology leads to a diversity of approaches in the academic
literature; however, it is precisely a systematic analysis based on indicator systems
and innovative technologies that creates the preconditions for informed managerial
decision-making.

Of particular importance is banking activity, which serves as a key institu-
tional factor in integrating resource flows. Banks provide financing for current
needs (operational potential), mobilization of capital for strategic projects (invest-
ment potential), and accumulation and preservation of reserves (reserve potential).
They also promote the development of innovative technologies, support environ-
mental and social initiatives, build trust in economic processes, and ensure the
transparency of financial operations (Table 8).

Thus, the resource potential of a community should be regarded as a multi-
dimensional system in which each component is interrelated and interdependent.

Its effective management is possible only under differentiated strategies that take
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into account the degree of resource regeneration and exhaustibility, as well as the

integration of banking instruments into development processes.

Table 8.
Resource potential of a community: components, functions, and the role of
banks
Component Functions Role of banks Effect for the community

Human resources

Formation of hu-
man capital poten-
tial, employment

Financing educational
programs, supporting
small business

Higher employment lev-
els and social stability

Technological
resources

Innovation, digital-
ization, production
modernization

Lending for innovation
projects, investment in
digital solutions

Increased competitive-
ness and efficiency

Natural re-
sources

Use of land, water,
and energy

Financing environmental
and energy-efficient pro-
jects

Rational resource use,
environmental sustaina
bility

Social resources

Social capital,
trust, cultural val-
ues

Banks as institutions of
trust, development of fi-
nancial literacy

Community cohesion,
social inclusion

Financial re-

Mobilization of
own, attracted, and

Banks as key intermediar-
ies in financial flows

Investment provision
and financial stability

sources
" borrowed funds
¥nnovat10n and Synergy of e Banks as catalysts of in- | Sustainable development
investment po- sources, strategic
. . vestment processes and long-term growth
tential projects

Developed by the author based on [19; 24; 27].

This enables a balance between current needs, strategic objectives, and re-

serve capacities, forming a foundation for the sustainable socio-economic devel-

opment of territorial communities in Ukraine under contemporary challenges and

transformations.
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CHAPTER 14
ANALYSIS OF EXISTING SOLUTIONS FOR DETECTING
COORDINATED ACTIVITY ON SOCIAL MEDIA

Semeshkin Andriy, teacher, West Ukrainian National University, Ternopil

Detecting coordinated activity on social media is an interdisciplinary task at
the intersection of computer science, social informatics, information operations
analysis, cybersecurity, and digital forensics. Unlike classical tasks of sentiment or
toxicity analysis, where the unit of analysis is often a single post, in the case of
coordination, the object of study is group behavior: synchrony of actions, content
repetition, shared information patterns, temporal spikes, and network connections
between accounts. In the presented publications, this problem is specified for
Telegram comments without an explicit reply structure, where a two-stage
approach is proposed: Stage A—explanatory rule-based triage; Stage B—a
confirmatory model for classifying/reordering candidates. Experiments were
conducted on a corpus of 247,662 comments, 3,390 threads, 8 channels, and
2,041,964 dyad pairs; in triage mode, Precision@50 = 0.78 and Precision@100 =
0.81 were achieved.

The first research area involves modeling conflict and mobilization behavior
in online communities. In a study by S. Kumar et al. based on Reddit data, it was
shown that inter-community conflicts can be initiated by a small fraction of active
communities but have a cascading effect on the discussion environment [1].
Methodologically, the key shift here is the transition from analyzing individual
posts to analyzing collective dynamics: who interacts, when, in what context, and
with what intensity. For security monitoring tasks, this logic is fundamental, since
information operations manifest not only in the content of a post but also in the
nature of how activity unfolds over time. (dl.acm.orq)

The second important area is Coordinated Link Sharing Behavior. F.
Giglietto et al. proposed viewing coordination as the repeated sharing of identical
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links by different actors within a short time interval [2]. This approach was tested
using data from the 2018-2019 Italian elections and made it possible to identify
networks of potentially manipulative content dissemination. Its advantage lies in
its high interpretability: if several pages or accounts share the same resource
almost simultaneously, such a pattern can be formalized as a coordination signal.
At the same time, a limitation is its reliance on the “link + time window” scenario,
whereas in Telegram comments, coordination can manifest not only through URLs
but also through stock phrases, repeated narratives, the synchronized appearance

of similar texts, and short time lags. ((Universitat Wien )

A practical extension of the CLSB logic is presented in CooRnet—an R
package for detecting coordinated link sharing behavior [3]. CooRnet automates
the construction of a network of actors who coordinately share identical URLSs,
and is therefore useful for analyzing Facebook/Instagram data or other platforms
with an explicit sharing mechanism. This solution cannot be directly applied to
Telegram comments, as discussions often lack reposts, reactions, or explicit reply
relationships. However, its methodological value lies in the concept of “time
window + action repetition,” which can be adapted to “comment — comment”
dyads and text similarity. (coornet.org)

A more general view of coordination is proposed in the Coordination
Network Toolkit. T. Graham, S. Hames, and E. Alpert view coordination as a
multi-behavioral network where various types of actions can be taken into
account: co-tweets, co-links, co-replies, co-hashtags, co-mentions, and so on [4].
Importantly, the coordination network is not limited to a single signal but can be
constructed as a weighted graph of interactions. For security scenarios, this means
the ability to distinguish between natural collaborative activity and an organized
attack, particularly asymmetric models such as “multiple accounts attacking a
single target.” A limitation of this approach for Telegram comments is the need for
explicit or reconstructed interactions, whereas in flat comment logs, the “reply to
field may be missing. (Springer Nature Link)
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A separate body of research directly concerns Telegram. L. Blas et al., in a
large-scale study of multilingual coordinated activity on Telegram, demonstrated
that strict criteria for synchrony and text duplication can reveal networks of
information operations within the Telegram environment [5]. This is important
because Telegram has a unique infrastructure: channels, comments, anonymous
administration, limited moderation transparency, and a high rate of political
content dissemination. Strict rules such as “nearly simultaneous identical text”
provide highly accurate signals but may have lower completeness, as coordinated
actors can alter wording, use paraphrases, or spread their activity over time.
(Nature)

A study by T. Willaert et al. examines Telegram as a medium for
disinformation networks and narrative clusters [6]. The authors combine
quantitative network methods with qualitative discourse analysis, demonstrating
that Telegram channels can form stable information ecosystems around
antagonistic narratives. For the task of detecting coordination, this means that one
should analyze not only technical duplicates or time lags but also the broader
narrative context. At the same time, for operational monitoring, a full discourse
analysis is too slow, so a two-step approach is advisable: first, automated triage,

followed by expert or model-based verification. (First Monday)

An important theoretical foundation for analyzing temporal coordination is
laid out in J. Kleinberg’s work on bursty and hierarchical structures in streams [7].
It proposes formalizing the emergence of a topic or campaign as a change in the
intensity of events within a stream. For social media, this translates into sliding-
window metrics: the number of posts over 60 or 300 seconds, the number of
unique authors, short time lags between posts, and local spikes in activity. It is
precisely these features that form the basis for the behavioral component of the
triage model, since coordination often manifests as unnaturally dense activity

within a short time interval. (Springer Nature Link)
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The text-based component of coordination detection relies on classical
approaches to near-duplicate detection. A. Broder proposed the methodological
foundations for identifying and filtering near-duplicate documents in large
collections [8]. For social media, this logic is adapted using character n-grams,
word n-grams, TF—IDF, and cosine similarity. Character n-grams are sensitive to
template-based copying, even if there are minor changes in the text, whereas word
n-grams better reflect lexical and semantic proximity. In Telegram comments,
combining these two levels is appropriate, since coordinated messages can be
either exact copies or varied paraphrases of a single template. (_Springer Nature
Link )

Since reliable manual coordination labeling is costly, weak supervision is

widely used in modern research. A. Ratner et al. proposed an approach in the
Snorkel system in which expert heuristics are formalized as labeling functions and
used to generate training labels without full manual annotation [9]. This is
particularly relevant for information operations tasks: experts can formulate rules
such as “different authors + short time lag + high text similarity + local burst,” but
cannot manually annotate millions of message pairs. Weak supervision allows
such rules to be converted into silver labels suitable for training a confirmatory

model. (Springer Nature Link)

The industrial scalability of weak supervision has been demonstrated in
Snorkel DryBell [10]. In this case, organizational knowledge, dictionaries,
patterns, and rules are converted into weak supervision signals to build models
without massive manual labeling. For social media monitoring, this means that
analysts’ domain knowledge can be operationalized in the form of Stage A rules.
At the same time, there is a risk of self-confirming bias: if the Stage B model is
trained on the same features that directly formed the silver label, the metrics may
be artificially inflated. This is precisely why the principle of no-leak feature design

is methodologically essential. (dl.acm.org)
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Positive—Unlabeled learning is a distinct theoretical area. In coordination
tasks, the dataset is often not fully labeled, but consists only of suspected positive
examples and a large number of unknown cases. G. Su, W. Chen, and M. Xu
examine PU learning under conditions of data imbalance [11]. This is similar to
the Telegram-triage problem: the system must distinguish an early signal from a
confirmed one, without treating all “unlabeled” cases as true negatives. This is
important for a monographic generalization because it demonstrates that, in
information security problems, the supervised paradigm with fully known classes
is often unrealistic.

The choice of evaluation metrics is of significant importance. T. Saito and M.
Rehmsmeier showed that the precision-recall plot is more informative than the
ROC plot when classes are heavily imbalanced [12]. This is fundamental for
detecting coordination: positive cases are usually rare, so ROC-AUC can create an
overly optimistic impression. PR-AUC, Precision@K, and Recall@K better reflect
the practical quality of the system, since the analyst does not check all millions of
pairs but rather the top of the ranked list. (PLOS)

The relationship between the ROC and PR spaces was examined in detail by
J. Davis and M. Goadrich [13]. They showed that for skewed datasets, PR curves
provide a more suitable interpretation of classifier quality. For security triage, this
means that model evaluation should focus not only on the overall ability to
distinguish between classes but also on practical accuracy at the top of the rank. If
an operator can only review the Top-50 or Top-100 cases, Precision@50 and
Precision@100 become the operationally significant metrics. (dl.acm.org)

In the Ukrainian context, N. Balovsyak’s study on anonymous and official
Telegram channels in Ukraine during the hybrid war [14] is particularly relevant.
It highlights that Telegram is an important platform for the rapid consumption of
information, but at the same time is characterized by a high proportion of

anonymous or poorly regulated sources. This reinforces the need for automated
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monitoring systems capable of detecting not only toxicity or disinformation claims

but also patterns of group coordination.

Our own related research has also laid the groundwork for this area. In

particular, a real-time method for detecting information threats in the Ukrainian

context provides a broader framework for applying NLP and ML to monitor the

information space [15]. The OLTW-TEC approach employs online training with

sliding windows for ensembles of text classifiers, which is methodologically

consistent with the need to analyze message streams over time [16]. The rule-

based method for aligning media content with Ukrainian legislation demonstrates

the value of rule-based approaches in tasks where machine processing must be

combined with interpretable domain-specific criteria [17] (Table 1).

Table 1.

Comparative analysis of existing solutions for detecting coordinated activity

Solution /| Main idea Strengths Limitations Relevance to
Approach Telegram triage
1 2 3 4 5

Community | Analysis of inter- | Demonstrates  the | Focused on | Provides a theo-
conflict community con- | role of early warning | Reddit and exist- | retical  frame-
modeling [1] | flicts and mobili- | and collective dy- | ing inter- | work for analyz-

zations namics community con- | ing group behav-

nections ior

CLSB [2] Coordination  as | High interpretability, | Tied to | It can be adapted

the repeated shar- | ease of operationali- | URLs/sharing as the “repeata-

ing of identical
URLSs on within a
short time win-

dow

zation

scenarios

bility + time
window” princi-

ple

194




continuation of table 1

1 2 3 4 5
CooRnet [3] Implementation of | A ready-to-use | Not designed for | A methodological
CLSB R tool for co- | flat  Telegram | framework for
ordination comments with- | rule-based  net-
networks out a sharing | work detection
graph
Coordination Multi-behavior co- | Supports mul- | Requires explic- | Useful as a model
Network ordination networks | tiple behavior | it or reconstruct- | for  multi-signal
Toolkit [4] types,  graph | ed interactions analysis
logic
Telegram multi- | Detection of 1O | Directly rele- | Strict  criteria | Confirms the val-
lingual coordi- | through synchrony | vant to Tele- | may result in |ue of time-text
nation [5] and redundancy in | gram, big data | lower complete- | signals
Telegram ness
Telegram disin- | A combination of | Takes into ac- | Difficult to ap- | Emphasizes the

formation net- | network  analysis | count  narra- | ply in a rapid | need for robust-

works [6] and discourse anal- | tives and in- | triage setting ness across topics
ysis of Telegram | formation eco- and channels
channels systems

Burst detection | Detection of spikes | A formal | Does not deter- | A foundation for

[7]

in event intensity in

streams

framework for
temporal  sig-

nals

mine coordina-
tion itself with-
out additional

features

sliding-window

burst features

Near-duplicate

Detection of near-

Works well for

Less sensitive to

Basis for charac-

detection [8] duplicate texts template-based | semantic para- | ter/word n-gram
content phrases similarity
Snorkel / weak | Generation of la- | Reduces the | Depends on the | A basis for silver

supervision [9]

bels via labeling

functions

need for manu-

al annotation

quality of the

rules

labels in the ab-

sence of gold la-

bels
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continuation of table 1

1

2

3

4

5

Snorkel
DryBell [10]

Scalable  weak

supervision in an

Demonstrates

the practicality

Requires moni-

toring of leak-

Justifies Stage A as a

source of weak labels

industrial setting | of  rule-based | age and the
signals quality of the
rules
Positive— Learning  from | Suitable for rare | Quality as- | Theoretically similar
Unlabeled positive and un- | events sessment is | to suspicious/unknown

Learning [11]

labeled examples

more difficult

dyads

PR-based PR-AUC and | Better at reflect- | Requires a | Key metrics for secu-
evaluation Precision@K for | ing the quality | properly rity triage
[12], [13] imbalanced tasks | of positive pre- | formed candi-
dictions date pool
-monitoring | Analysis of Tel- | Shows the local | Does not pro- | Justifies the practical

of the Ukrain-

egram’s role in

relevance of the

vide a ready-

need for monitoring

ian Telegram | the Ukrainian in- | task made ML ar-

community formation envi- chitecture

[14] ronment

OLTW-TEC / | Streaming classi- | Focus on tem- | Does not focus | Methodological
real-time fication of text- | poral changes | specifically on | framework for stream-
threat detec- | based threats and online | coordination based monitoring

tion [15], [16] mode

Developed by the author.

A comparison of existing approaches shows that there is no single universal

solution to the problem of detecting coordinated activity. Graph-based methods

work well where there are explicit interactions between users, but they are less

well-suited to flat comment logs without “reply to’. CLSB methods are effective

for detecting the sharing of identical links, but they do not account for

coordination via similar text patterns without URLs. Burst detection-based

approaches capture spikes in activity but do not, on their own, prove coordination.

Near-duplicate detection identifies repetition but requires combination with
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temporal and behavioral signals. Weak supervision allows for operation without
complete manual annotation but requires control over feature leakage and correct
evaluation on imbalanced data.

That is why a two-stage methodology is appropriate for Telegram comments.
The first stage should be explainable and rule-based: it quickly generates a risk
score based on time lags, burst features, the number of unique authors, and text
similarity. The second level should validate or re-rank the candidate pool, taking
into account the no-leak design and class imbalance. This approach allows the
system to operate without requiring complete gold-labeled data, while at the same
time avoiding reliance solely on heuristics.

Theoretically, it is important that in this architecture, the unit of analysis is
neither a single comment nor the entire social graph, but rather a dyad
interaction—a ‘“comment — comment” proxy within a thread. This is a
compromise unit of analysis that makes it possible to work with Telegram data
even without an explicit structure of replies. A dyad pair allows us to calculate the
time lag between messages, text similarity, author differences, behavioral context,
and local activity density. In this way, a flat stream of comments is transformed
into a structured field of potential interactions.

The importance of explainability deserves special emphasis. In security and
analytical scenarios, it is not enough to simply say that “the model considers the
case suspicious.” It is necessary to explain why it is suspicious: a short time lag,
different authors, a high level of text similarity, a local burst, an excessive number
of unique participants, or the repetition of a template phrase. That is why the Stage
A rule engine must not only calculate the risk_score but also store triggered rules
as an audit trail.

Thus, an analysis of existing solutions allows us to formulate a key
theoretical conclusion: detecting coordinated activity in Telegram discussions
requires not an isolated ML model, but an explainable triage architecture that

combines temporal-behavioral signals, text similarity, weak supervision, no-leak
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reinforcement learning, and Top-K evaluation. This approach is best suited for
information security scenarios, where it is important to quickly narrow down a
large stream of messages to a limited set of suspicious episodes suitable for expert

review.
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PO3I1JI 15
KPUMIHOJIOTTYHUH AHAJII3 OCOBU IPABOMNOPYIIIHUKA ¥
CIIPABAX, IIOB’SI3AHUX 31 35POMHOIO AT'PECIEIO P®

Tkauyenko Ipuna MukoJiaiBHa, [OLEHT, KaHAWJIAT OPUIAYHUX HAYK,
3aBiIyBay kadeapu TpaBa Ta  COLIAIBHO-€KOHOMIYHUX  BIJHOCHH,

[{leHTpanbHOYKpPAaiHCHKHI 1THCTUTYT PO3BUTKY JIIOAUHU, M. KponmMBHULIBKUMA

[ToBHOMacmITabHE BTOPTrHEHHS pociiicbkoi deaepamii Ha TEPUTOPIIO
VYkpainu, posnovare 24 mororo 2022 poky o 5 roauHi paHKy, CIOPUYUHUIIO
JIOKOPIHHY TpaHc(opMarliro OE3MeKOBOI0 CEPEIOBHINA AepP)KaBH, aKTyaTi3yBaBIIH
IIUPOKUM  CHEKTP KPUMIHAIBHO-NIPABOBUX Ta KPUMIHOJIOTIYHHX MpPOOJEM,
MOB’SI3aHUX 13 MOCSTAHHSIMHU Ha OCHOBHU HAIllOHAIBHOI O€3MEKH, TEPUTOPIATBbHY
LUTICHICTh, CYBEpEHITET 1 OOOpPOHO3MATHICTH KpaiHW. BoeHH1 nii, oKymnamis
OKpEeMHX TEpUTOPiH, HYHKIIOHYBAHHS OKYMAIIMHUX aJAMIHICTpaIliii, TOMUPEHHS
1H(QOpMAaIIHHO-TICUXOJIOTIYHOTO ~ BIUIMBY  Jep’KaBH-arpecopa, a  TaKoXK
dbopmyBaHHS HOBHUX (DOPM MHPOTUMPABHOI MISUTBHOCTI OOYMOBUIIM HEOOXIJIHICTh
MOTJUOJICHOTO JOCTIPKeHHsT 0Ci0, TPHYETHUX [0 BYMHEHHS KPUMIHAIBHUX
MPaBOIOPYILIEHb, OB’ sI3aHUX 31 30pOitHOIO arpeciero pd.

[Ticns mowyaTky moBHOMAacmITaOHOI 30poitHOI arpecii pociiicbkoi (enepanii
npoTu YKpaiHU Tij] OKyMAaIl€el0 OMUWHUIIOCS Maike 4 THC. HAacEeJICHUX ITyHKTIB,
pPO3TAIlIOBAHMX Y MEXKax oJuHaauatu ooOnacteid: Jloneupkoi, Jlyrancwkoi,
Kutomupcrkoi, 3amopi3bkoi, KwuiBchkoi, MukomaiBcbkoi, XapKiBChKOI,
XepcoHcwkoi, YepHiriBebkoi, Cymcbkoi Ta Onechkoi. Yrpoaosx 2022-2024 pp. y
3a3HAYCHHUX perioHax YKpaiHChbKUMM CUjIaMHu OyJio 3BUIBHEHO OJU3BKO 2,8 THC.
HaceJeHuX MyHKTIB. Came Ha 11ei 4acOBUH MPOMIKOK TIPHUIMAaB HalMAaCIITaOHITIIHIA
eTanm BIJHOBJICHHS KOHTPOJNIO VYKpaiHM Haa THMYacoOBO OKYITOBAaHUMH
Teputopisamu [2, c.413].

CyuyacHuil cTaH KpUMIHOT€HHOI CHUTYyallli 3acBiAYy€ 3pOCTaHHS KUIBKOCTI

KpUMIHAJBLHUX MMPOBA/KEHb 11010 KOJIAOOpaIiifHol AisIbHOCTI, epKaBHOI 3pajy,
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MOCOOHMIITBA JI€prKaBi-arpecopy, BUIIPABIAOBYBaHHS Ta 3amepeyeHHs 30poiHO1
arpecii, mnepenaui iHdopMallii MNpeacTaBHUKAM BOPOXKOi CTOPOHHU, YYacTi y
HE3aKOHHUX 30pOoMHUX (OpPMYBaHHSX Ta IHIIUX MAisiHb, COPSIMOBAHUX Ha IiJIPHUB
Oe3neku jaepxaBu. Bkazana kaTeropis NENIKTIB XapaKTEPU3YEThCSA CKIATHUM
MEXaHI3MOM JIeTepMiHallli, TMOE€IHAHHSAM MOJITUYHHUX, COLIAIbHO-EKOHOMIYHHX,
MICUXOJIOT1YHUX, CBITOTVIAJHUX Ta CUTYalllWHUX YMHHUKIB, BIUIUB AKUX (hopmye
crenupiYHUNA KOMITJIEKC OCOOUCTICHUX XapaKTEPUCTUK MPABOMOPYIIHUKA.

HaykoBuii iHTEpec 10 MpoOIeMaTUKU 0COOU 3JIOYMHIl TPATUIIIMHO MOCIIae
[EHTpajJbHE Miclleé B CHCTeMl1 KpPHUMIHOJOTIYHUX JOCHIDKEHb, OCKUIbKU
BCTAHOBJICHHSI COIlaIbHO-IeMOTpadiuHuX, MOPATBLHO-TICUXOJIOTTYHUX, MPABOBUX
Ta MOBEIIHKOBUX O3HAK CY0’€KTa MPOTUIPABHOIO AISSHHS CTBOPIOE MIAIPYHTS IS
pPO3YyMIHHS MPUYUH 3JI0YMHHOI TOBEJIHKH, IPOTHO3YBAaHHA KPUMIHAJIBHUX
PHU3HUKIB Ta po3po0ieHHs ¢hEeKTUBHUX 3aX0JiB 3amo0iXKHOTO BILTUBY. OcoOIUBOI
Bary 3a3HaueHi MHUTAaHHS HAOYBAalOTh B yMOBaX BOEHHOTO CTaHY, KOJW MOTHBH
MPOTUIIPABHOT aKTUBHOCTI HEPIJKO IMOB’S3aH1 3 171€0JOTIYHUMU MEPEKOHAHHIMH,
KOPHUCIMBUMH CITOHYKaHHSMH, TTPArHECHHAM aJanTarlii 0 OKYIaiHfHOTO PeXUMY
a00 BIUTMBOM JECTPYKTUBHUX 1H(POPMALIIMHUX HAPATUBIB.

[IpoOGnemaTuka ocoOu 3IOYHMHIIT HAIEKUTH 10 (PyHIaMEHTaIbHUX HAMPSAMIB
KPUMIHOJIOTIYHOT HAyKW. 3HAaYHUM BHECOK Yy PO3BHUTOK TEOpii OCOOMCTOCTI
npaBonopymHuka 3poounn 1.0. banaypka, [.b. Menuupkuii, M.1. ®ianka, O.C.
FOnin Ta iHm BiTYM3HSAHI HayKoBI. Cy4acHMI eTam pO3BUTKY KPHUMIHOJIOTI
XapaKTepU3yeThCsl AKTUBHUM TIEPEOCMUCICHHSIM TPAAUIINHUX TMIIXOMIB IiJT
BIJTMBOM BOEHHUX peaiil Ta MosiBM HOBUX (hOPM 3JIOYUHHOT TISUTHHOCTI.

Hocmimkennss H.M. T'epkynu JneMoHCTpye, 10 ocoba KojiabopaHTa
(bOpMYEThCS i BILTMBOM KOMIUIEKCY B3a€MOIIOB’SI3aHUX YMHHHKIB, Cepell SKUX
MOMITHE MICIIE€ TIOCIIal0Th TOJITHYHI TIEPEKOHAHHS, OCOOMCTICHI YCTaHOBKH,
coIliaJlbHEe CEpeNoBUILE Ta TpUBAIMK 1HOOpPMALIMHUN BIUIMB POCIHCHKOI
mporarasi. ABTOpPKa HaroJionrye€ Ha HEOOXIIHOCTI KOMIUIEKCHOTO aHai3y

MOPAJTbHO-TICUXOJIOTIYHUX XapaKTEPUCTUK CYO’ €KTIB KomabopariitHoi MisiIbHOCTI,
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OCKUIbKH JuIie (popmanbHe BUBYEHHS COLATbHO-AEMOrpadiyHUX MOKA3HUKIB HE
3a0e3neuye HAJIEKHOTO PO3YMIHHS PUYMH MPOTUINIPABHOI MOBEAIHKH [1].

OxpeMuii HaPsIM TOCIIPKEHb MMPUCBIYCHUN BUBUCHHIO OCI0, SIKi BUMHSIOTH
MOCOOHMIITBO JIep)KaBi-arpecopy. Y CydyacHid KpHUMIHOJOTIUHIA JiTepaTypi
OOTPYHTOBYETHCSI TOJIOKEHHSI PO HASBHICTh JEKUIBKOX THUIOJOTIYHUX TPYII
TaKUX Cy0’€KTIB, cepell sSIKHX BHOKPEMIIIOIOTHCS 11€0JIOTITYHO MOTHBOBaHI 0CO0H,
MaTepiajibHO 3aIliKaBJICH] YYACHUKH MPOTUIPABHOI IISUIBHOCTI, KOH(POPMICTCHKU
HaJallITOBaHI TPOMAJsIHM Ta ocoOW 31 3MilaHow MoTuBaiew. I[logioHa
nudepeHiialis cnpuse TIHOMIOMY PO3YMIHHIO MeXaHi3My (opMyBaHHS
3JIOYMHHOI MOBEJIHKU Ta CTBOPIOE MIATPYHTS ISl pO3pOOJICHHS aIpeCHUX 3aXO0/I1B
3aro01’KHOTO BIUIUBY.

[lomiTHE Miclle B Cy4YacHMX JOCHI[DKEHHSAX IOcigae mpoOiieMaThka
BUIIPAB/IOBYBAaHHSA Ta 3allepedyeHHs pOCIAChKOi arpecii mnpoTH YKpaiHu.
@®opMyBaHHA  KPUMIHOJIOTIYHOTO  MOpTpera  0cid, SKI  MHOLIMPIOIOTH
IpONAraHJuCTChbKI ~ HApaTUBU  JepXkaBU-arpecopa, HaOyBae  0co0JIMBOI
aKTyaJIbHOCTI B YMOBaX TIOpUJIHOTO XapaKTepy CydacHOi BiiHHW. Pesynbratu
JOCIIIJIKEHb CBI1IYaTh PO 3HAYHY POJb 1H(HOPMAIIHHOTO CEPEeNOBUILA Y MPOLEC]
paauKaiizaiii CBIIOMOCTI OKpPEeMHUX TpOMajsH Ta (OpMyBaHHS aHTHICPKABHUX
nepekoHanb. [lommpeHHs  JECTPYKTUBHUX  1€0JIOT€M, MAaHIMyJIITHUBHHUX
ICTOPUYHUX KOHIICTIIIH Ta aHTUYKPATHChKUX HAPATUBIB PO3TIISIAETHCS SIK OIUH 13
BOKJIMBUX JICTEPMIHAHTIB BIJIOBIIHOT 3JIOYNHHOI aKTUBHOCTI.

[Tompu cyTTeBe 3pOCTaHHS KITBKOCTI HAYKOBHX IIpailb, NPUCBIYCHUX
OKpPEMHM acIleKTaM 3a3HauyeHOl MpoOJeMaTUKH, KOMIUICKCHUNA KPUMIHOJIOTIYHUN
aHaii3 ocoOM MPaBOMOPYIIHUKA Yy CIpaBax, MOB’s3aHUX 31 30pOITHOIO arpeciero
pd, mpooBXKYyE 3aMUIIATUCA HEAOCTATHBO po3poOsieHUM. HasiBHI TocCiipKeHHs
31e01IBIIIOT0 30CEPEIKYIOTBECS HA OKPEMHUX KaTeropisx CyO’€KTiB, TOAl 5K
Cy4yacHI YMOBHM BUMAararoTh (OpMyBaHHS LIIICHOI KOHIIEMIi KPUMIHOJOTIYHOTO
MopTpeTa MPABOMOPYIIHUKA, MISUTHHICTH SKOTO TPSIMO ab0 OIMOCEepPEIKOBAHO

CIpHsi€ peaizallii arpeCUBHOI MOJIITUKH JIepKaBU-arpecopa.
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Ha gymky M. I. ®ianku, KpUMIHOJIOTIYHUI TOPTPET OCOOM, sIKa BUMHUIIA
KpUMIHAJIbHE  MPaBOMOPYILIEHHS,  CTAHOBUTb  CYKYNHICTh  COILIaJIbHO-
neMorpadiuHuX, MCHUXOJIOTIYHUX, MOPAJIbHHUX 1 TMOBEIIHKOBHUX XapaKTEPUCTHK,
BJIACTMBHUX TI€BHIN KaTeropii MpaBOMOPYIIHMKIB, HI0 BiTOOpaKalOTh iXHIO
CYTHICTb SIK Cy0’€KTIB KPUMIHAJIBHO MPOTUIIPABHOI AiSIILHOCTI a00 BKa3ylOTh Ha
CXWJIBHICTh JI0 BYMHEHHS CYCHIUIbHO HEOE3NMeYHUX [isTHb  BIAMOBITHOL
crpsiMoBaHocCTi [6, ¢.166].

CtpykTypHa 1OOyJI0Ba KPHUMIHOJOTIYHOTO TMOPTpPETa  JOCIHIIXKYBaHOI
KaTeropii MpaBOMOPYUIHUKIB IPYHTYETHCS Ha CHUCTEMI B3a€MOIOB’SI3aHUX O3HAK,
MPEACTaBICHUX COIlaJIbHO-JIeMOTpadiuHUMU, COI1JIbHO-POJILOBUMH,
KPHUMIHAJIEHO-TIPABOBUMH Ta MOPATBHO-TICUXOJIOTTYHUMHE XapaKTePUCTUKAMH.

AHalli3 TeHJEpPHOI CTPYKTypH 0cCi0, 3acy/)KeHUX 3a KpPUMIHAIbHI
MPaBOMOPYIIICHHS, TOB’s3aHI 31 30pOMHOI0 arpeciero pociichkoi denepaiiii,
BIIMOBIJANBHICTh 3a BUMHEHHA AKUX mnepeadadeHa Pozginom 1 OcobnuBoi
yacTUHU KpuUMIHAIBHOTO KOJEKCY VYKpaiHW, 3acBIIUy€ HAasIBHICTh CYTTEBUX
BIZIMIHHOCTEH Yy MPEACTaBIECHOCTI >KIHOK 3aJ€XHO BiJ BHAY HNPOTUIIPABHOTO
TISTHHSL.

3riiHo 31 cTaTUCTUYHUMU Matepianamu, onpuitogHeHumu O. C. IOHiHUM ¥
CIIBaBTOPCTBI, HalOLIbIIa MUTOMA Bara >KIHOK CIIOCTEPIraeTbesi cepes ocio,
3acy/pkeHuX 3a komabopamiitny gisutbHICTH (cT. 111' KK Vkpainu): uactka
MPEICTaBHUIL KIHOUYOT CTaTl y CTPYKTYPI 3aCy/PKCHHX 3a 3a3HAUCHE KPUMIiHAIbHE
MpaBOIOpPYIIeHHST CcTaHOBUTH 36,1 %, abo 246 oci6 13 682. 3a MOCOOHMIITBO
nepxkasi-arpecopy (ct. 1112 KK VYkpainu) nutoma Bara xiHOK csarayia 33,3 %,
10 BIJIMIOBIJIa€ TPHOM 0c00aM 13 JIeB’sITH 3acyxkeHux. Cepell BAHHUX y MOCSTaHH1
Ha TEPUTOPIabHY LUIICHICTh 1 HefoTopKaHHICTh YKpainu (cT. 110 KK Ykpainn)
XKIHKM cTaHoBuiu 16,7 % Bin 3aranbHOI KUTBKOCTI 3acyKeHUX, abo 48 ocib i3
287. 3HayHO HMKYMI TOKa3HUK BCTAHOBJICHO 11010 JepxkaBHoi 3paau (cT. 111 KK
VYkpainn), ne yacTKa MmpeCTaBHUIIb JKIHOYO1 cTaTi AopiBHIOBana 6,6 % (19 ocib i3

290 3acymxenux). BumaakiB 3acymkeHHs >kiHOK 3a nuBepcito (ct. 113 KK
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VYkpaian) y J0CHiKyBaHOMY MacHBI HE BHsBJICHO. 3arajioMm cepen 1268
3aCyDKEHUX 32 BKa3aHi KpUMIHAIbHI IPABOMOPYILIEHHS KIHKU CTaHOBWIH 24,9 %,
IO CBITYHUTH MPO MOMITHY, X04a i HEPIBHOMIPHY, MIPEICTABICHICTH JKIHOYO1 CTaTi
y CTPYKTYPi 3JTIOYMHHOCTI TOCIIKyBaHO1 Kareropii [7, ¢.8].

AHalli3  BIKOBOI  CTPYKTypH OCi0, 3acy/DKeHMX 3a KpPHUMIHAJbHI
MIPaBOTIOPYIIICHHS, TOB’s3aH1 31 30pOMHOI0 arpeciero pociichkoi ¢eaeparrii, 3a
nepiog 20222023 pp. CBIAUUTH MPO JOMIHYBAaHHS MPEJICTABHUKIB CEPEIHHOTO
BIKY. Y 3arajbHiil CYKYITHOCTI 3aCyJIKEHUX HaWOLIbIIYy YaCTKy CTaHOBJISITH OCOOU
BikoMm Big 30 1o 50 pokiB — 45,6 %, To11 K Ha KaTteropiro ocid Bikom Bix 50 10 60
pokiB npurajnae 32,1 %. [lutoma Bara 3acymKeHHUX BIKOM TOHAaJl 65 pPOKIB csrae
11,3 %, Tox1 sik yacTka Mojo1 Bikom 18—-25 pokiB ctaHoBUTH 5,1 %, a 0Cci0 BikoM
25-30 pokiB — 5,9 %.

Cepen oci0, 3acy/UKeHUX 3a TOCSTaHHS Ha TEPUTOPIAIbHY UUIICHICTH 1
HegoTtopkaHHicTh YKpainu (ct. 110 KK VYkpainu), nepeBaxkaroTb NpecCTaBHUKA
BikoBuX Kareropiit 30—50 pokiB Ta 50—60 pokiB, YaCTKU SIKUX CTaHOBIATH 36,6 %
1 36,9 % BignoBinHo. CTpyKTypa 3acykeHuxX 3a AepxkaBHy 3paay (ct. 111 KK
VYKpainu) XxapakTepu3yeThCs 1€ BUIIOK KOHLEHTpalieto ocid BikoM Big 30 mo 50
pOKiB, Ha skux npumamae 583 % Big 3aranbHOI KUIbKOCTI. Y Kareropii
3acy/DKeHMX 3a kosiabopainiiiny aisuibHICTE (cT. 111" KK Vkpainu) naiOuibin
npeacTaBlIeHUMH BUsSBUIUCSA ocodu BikoMm 30-50 pokis (44,1 %) Ta 50—60 pokiB
(37,5 %), Toxai Ak yacTka MoJoauxX ocid He mepeButlye 5,5 %. Cepen 3acyKeHUX
3a MOCcOOHMIITBO AepkaBi-arpecopy (ct. 1112 KK VYkpainun) nepeBakaroTb 0coou
BikoM 50—60 pokiB, yacTKa SKUX CTaHOBUTH 44 %, TOJ1 K Ha BIKOBY KaTErOpIiIO
30-50 pokiB mpumanae 33 %. Oci® MOJOAIIOrO BIKYy CEpea 3acyPKeHHX 3a
BKa3aHe KpUMIiHAJIbHE MPABONOPYIICHHS HE BUSBIIEHO [7, €.8].

OtpumaHi pe3ylnbTaTd [alOTh MIJACTaBH CTBEPKYBaTH, IO HAWOUIBII
KPUMIHOT€HHO  aKTHMBHOK Y  CTPYKTypl  JOCHIKYBaHOI  KaTeropii

MPaBOMOPYIIHUKIB € BikoBa rpyna Bif 30 mo 60 pokiB, TOJI K y4acTh MOJIOJI Y
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BUMHEHHI KPUMIHAJIBHUX IPaBOMOPYIIEHb, MOB’SI3aHUX 31 30pOHHOIO arpeciero
pociiicbKoi (enepaliii, 3aTUIIAETHCS MOPIBHAHO HE3HAYHOIO.

Cratuctruni Bizomocti Odicy ['eHepamsHOTO MPOKYpOpa 3aCBiAUYIOTH, IO
HAa MOMEHT YYMHEHHsI KpUMIHAJIBHOTO MpaBonopyiieHHs 55,7 % oci0, npudeTHux
JI0 KoJIabopaIlifiHOi AisSUIbHOCTI, MaiM BHINY a00 (axoBy IEpE/BHUIINY OCBITY.
Yactka oci6 13 mpodeciiiHO-TeXHIYHOI OCBITOI0 craHoBuia 11,7 %, tomi sk
0a3oBy cepeAHI0O uYM NOpoQUIBHY cepeiaHto ocBiTy 3m00ymu 32,5 %
IIPABOIOPYIIHHUKIB [5].

BaxxnuBuM e1eMEeHTOM COIllaabHO-IeMOrpadiqHoi XapaKTepUCTUKH OCOOH,
sKa BUMHWIIA KPUMIHAIbHE MPABOMOPYIICHHS, BUCTYNAIOTh TOKA3HUKH, ITOB’A3aH1
31 cheporo CIMEHHO-IIUTIOOHUX BITHOCUH. AHalli3 BUPOKIB, MOCTAHOBJICHUX 3a CT.
111" KK Vkpainu, 3acBiguuB, mo y 31 % BumankiB 3acykeHi nepeOyBajid y
3apeecTpoBaHOMY NUIIO01, Toml Ak 25 % oci6 He mnepeldyBaiu y NUTIOOHUX
BilHOcHHaxX. YacTka posiydeHux oci6 craHoBwia 4 %, a Ha BIIBIIB Ta BJIB
npunagaino 1,3 % pocmipkennx BunankiB. Pazom 13 tum y 38,8 % cynoBux
pillIeHb BIJOMOCTI IPO CIMEHHUN CTaH 3aCyIKEHUX OyJIu BIJICYTHI.

Pe3ynpTaT AOCHIKCHHS BUPOKIB CYAY, YXBAJICHUX NPOTATOM BOCHMH
MmicamiB 2024 p. mono oci0, 3acy/PKeHHX 3a MOCATaHHS Ha TEpUTOplajbHy
LUTICHICTh 1 HEOTOPKAHHICTh YKpaiHW, CBIOYaTh, O 23 % MpaBONOpPYIIHUKIB
nepedyBanu y 3apeecTpoBaHoMy 1001, 17 % He Oynu oApyKEeHUMH, TOJI SIK Y
60 % cynoBux pimieHb iHGOpMAaIIis MPO CIMEHHUN CTaH HE 3a3Havasacs.

CTOoCOBHO 0cCi0, 3aCyIKEHHUX 3a JIepKaBHY 3pajly YIPOJOBXK aHAJIOTTYHOTO
nepiosty, BCTaHoByeHO, mo 11 % 13 Hux mepebyBanmu y numobi, 12 % He manu
NUIIOOHKMX 3000B’s13aHb, a 5 % Oynu po3nydeHumu. BogHouac y 72 % BHUPOKIB
BIJIMOBIHI B1JIOMOCTI HE BiJJOOpaKeHO.

Cepen ocib, 3acymKeHHX 3a IMOCOOHMIITBO JEpKaBi-arpecopy MPOTITOM
BocbMU MicsIiB 2024 p., 10 % nepedyBayu y 3apeecTpoBaHOMY IUTH001, 3 % He
Oynu ONpY>KEHUMH, TOAl SK y TEPEeBakHIN OUIBIIOCTI Cyn0oBUX pimeHb (87 %)

JIaHl Mpo CIMEWHUI cTaH He HaBeaeHO [4, ¢.540].
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AHani3 KpUMIHAJbHO-TIPABOBUX XapaKTEPUCTHUK OCI0, 3acy/KeHHX 3a
KpUMIHAJbHI TMPABOMOPYIICHHS, IOB’sA3aHl 31 30pOMHOI0 arpeci€ro pociichKOl
denepamii, 3aiiicaenuit O. C. IOniaum, B. C. bepesnskom ta B. I'. Xamesum,
3aCBIJUMB TIOPIBHSIHO HU3BKUA PIBEHb PEIUIMBHOI 3JIOYMHHOCTI  Cepe
MPEICTaBHUKIB 3a3HAYEHOI KaTeropii mpaBoMoOpyIIHUKiIB. HasBHICTh HE3HATOI Ta
HEIOTAaIEeHOT CYTUMOCTI BCTaHOBJICHO juie y 40 oci0, mo cTaHoBuTh 3,2 % BiA
3arajbHOi KUIBKOCTI 3acy/KeHuX. @DakT NOoMmepeqHbOr0 NPUTITHEHHS [0
KPUMIHAJIBHOI BIAMOBIAILHOCTI 32 BIJICYTHOCTI YHHHOI CYJIUMOCTI BUSBJICHO Y 16
oci0, abo 1,3 % mocmiKyBaHOT CYKYITHOCTI.

HaiiGinpiry KUTbKICT 0CI0 13 HE3HSTOI YU HEMOTAIlICHOI CYJIUMICTIO
3a(IKCOBAHO cepej 3acyKeHuX 3a KonabopauiiHy misuibHICTh (cT. 111" KK
VYkpainu) — 22 ocobu, ToAl K cepel 0ci0, 3acyIKEHUX 3a JepKaBHY 3paay (CT.
111 KK Vxkpainn), BinmoBigHui noka3Huk ctraHoBuB 13 oci6. Cepen 3acymKeHUX
3a MOCSATaHHS Ha TEPUTOPIAIbHY LIIICHICTh 1 HEAOTOPKaHHICTh YKpainu (cT. 110
KK VYkpainu) HasgsBHICTh YMHHOI CYJMMOCT] BCTAHOBJICHO y I’ T Bunaakax. Ocio,
3aCyPKEHUX 3a MOCOOHMUTBO Aepsxkasi-arpecopy (ct. 1112 KK Vkpainm), gxi 6
Majgy HE3HATY YW HENOramieHy CyIuUMICTb, Yy JOCHIKYBAaHOMY MAacuBl He
BUSIBJICHO.

CTpykTypa pEIUANBHOT 3JOYMHHOCTI XapaKTEPHU3Y€EThCS TEPECBAKAHHIM
0ci0, SKI Malu OJHY MOMEPEeNHI0 CyauMicTh (29 ocib), Toal SK ABI CyIUMOCTI
3aIKCOBAaHO y YOTHUPHOX BHUMAJAKaX, a Tpu 1 Oumbmie — y cemu. Orpumani
pe3yJabTaTu 3aCBIIUYIOTh, 110 YacTKa OC10, SKi MOBTOPHO BUYMHUIM KPUMIHAIBHI
MPaBOMOPYIIICHHS, TIOB’sI3aHl 31 30pOMHOI0 arpecierd pociichkoi ¢exaepartii, €
ICTOTHO HHXYOK TMOPIBHSHO 13 3arajlbHUMH TMOKa3HUKaMU PEUIAUBHOL
3JIOYMHHOCTI Cepell yCiX KaTeropiit 3acyxenux [7, ¢.21].

JlocnmiokeHHsT  XapakTepy TOMepeqHIX CyAMMOCTEeH 3acBiMUWIIO, IO
nepeBaXkHa OUIBLIICTh OCIO paHillle BYMHSIA KPUMIHAJIbHI MPAaBONOPYIICHHS
KOPHUCJIMBOTO a00 HACWJIBHHUIIBKOTO CIPSIMYBaHHS, 4acTKa SIKUX CTAaHOBHUTH 63 %.

[leBHMiIT HaykOBWII IHTEpEC CTAHOBUTH HASBHICTH CEpEa 3aCy/KEHUX OCI0, SKi
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paHile TPUTATYBAIMCA JO KPUMIHAIBHOI BIAMOBIJATBHOCTI 32  MISTHHS
aHAJIOTIYHOI CHPSIMOBAHOCTI, TOB’S3aH1 31 30POMHOI0 arpeci€rd PociichbKoi
denepanii. YacTka Takux ocid y CTPYKTYpi TOCHIKEHUX BUPOKIB CTaHOBUTH 3 %.

MopanbHO-TICHXOJIOTIYHI XapaKTEPUCTUKU OCOOM MalOTh BAXKJIMBE 3HAUCHHS
JUIsL  BCTAHOBJICHHS MOTHUBAI[ITHOTO MIATPYHTS MPOTUIPABHOI TMOBEIIHKH,
NPOTHO3YBaHHS MOJAJBIINX MOBEAIHKOBUX MPOSBIB Ta PO3POOJICHHS 3aXO/iB
3armo01KHOTO BIUIMBY. 3HAYHIA YaCTHHI MPEICTaBHUKIB JOCIIKYBAHOI KaTeropii
MPaBOIOPYIIIHUKIB BJIACTUBA MPUXHJIBHICTH JO 17€0JIOTIi «PYCCKOro Mipa» Ta
MOCTPAASIHCHbKUX LIHHICHUX opieHTanid. [lomupenns komabopaiioHiCTChKUX
OPAKTUK Ha THUMYacOBO OKYIOBAHMX TEPUTOPISX 3HAYHOIO MIPOIO 3yMOBJICHE
MOJIITUKO-1/I€0JIOTIYHUMHU MOTHBAMHU, OB’ I3aHUMHU 3 MIATPUMKOIO IPOPOCIMCHKUX
HapaTHUBIB.

T. . Jluceko, A.B. CeHbko 3a3HaualTh, IO TMOPSAA 3 1ACHHUMU
NEPEeKOHAHHSAMH, JETepPMIHAHTAMU TPOTUIIPABHOI TOBEMIHKH BUCTYMAIOThH
KOPHCIIMBI Ta HU3WHHI MOTHBH, 30KpeMa MpParHeHHs MaTeplalbHOro 30arayeHHs,
MIJBUILIEHHS COLIAIBHOTO CTAaTyCy, MapHOCIABCTBO 4M rmomcTa. Ocobu cTapuioro
BIKY YacTillle KepYIOThCA 17I€0JIOTTYHUMH NIEPEKOHAHHSAMU, TOA1 SK MPEJCTABHUKU
MOJIOJIIMX BIKOBHUX T'PYIl MEPEBAXKHO MEpeciaytoTh Kopuciupi nui. Hasemeni
MOPAJILHO-TICUXOJIOTIYHI ~ XapaKTepUCTUKH MPUTAMaHHI HE JHIIe ocolam,
MPUYSTHUM JIO0 KoJIabopaliiHOi MisIbHOCTI, a MW Ccy0’ekTam IIocsAraHb Ha
TEPUTOpIaJIbHYy IUIICHICTh 1 HEIOTOPKAHHICTh YKpaiHW, ACp)KaBHOI 3paau Ta
MOCOOHUIITBA JiepxKaBi-arpecopy [3, ¢.95].

Kpuminonoriynuéi ~ mopTper  0coOHM, SKa  BUMHAE  KpPUMiHAJIbHI
MPaBOMNOPYILIECHHS, TOB’s13aH]1 31 30pONHOI0 arpeciero pociichbkoi denepalii npoTu
VYkpaiHu, XapakTepus3yeThCsl CYKYITHICTIO  B3a€EMOIIOB’SI3aHUX  COIlIaIbHO-
neMorpadiuHuX, COLIATBHO-POIBOBUX, KPUMIHAIBHO-TIPABOBUX Ta MOPAJIHHO-
NICUXOJIOTIYHUX O3HakK. BcTaHoBIeHO, IO ceped  JOCHIIKYBAHOI KaTreropii
MIPaBOMOPYIIHUKIB TEPEBAKAIOTH 0cOOM YoJoBiWoi crari BikoM Big 30 mgo 60

POKIB, fKl 31€0U1bIIOr0 MarTh BUILY a0o0 (haxoBy mnepeaBHIly OCBITY. PiBeHb
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pPEeLMIMBHOT  3JIOYMHHOCTI CEpel  3acyMKEHUX 3a BKa3aHl KpHUMIHAIbHI
MPaBOMOPYILICHHS 3aJIMIIAETHCS MOPIBHAHO HU3bKUM, IO CBIAYUTH TIPO
cnenu(iuHUN XapakTep JeTepMiHallii BiAMOBIAHOI MPOTUIIPABHOT TOBEIIHKH.
Pesynbratu aHanizy MOpaibHO-TICUXOJIOTIYHUX XapaKTEPUCTHK JIadl 3MOTY
KOHCTAaTyBaTH BaroMy poJib 17I€0JIOTIYHUX, MOMITUYHUX 1 KOPUCIUBUX MOTHUBIB y
MEXaHi3Ml  3JIOYMHHOI TOBEMIHKH. 3HA4Ha YacTWHA MPABOIMOPYIIHUKIB
JEMOHCTPYE TPUXWIBHICTh JO TPOPOCIMCHKUX 1JICOJOTIYHUX HApaTHBIB Ta
MOCTPAASHCBKUX IIHHICHUX OpIEHTAIid, TOAl SIK IS 1HIIOI YacTHUHHU
BU3HAYAIBHUMH BHCTYTAIOTh MaTepialibHa 3alliKaBJICHICTh, MPAarHeHHS 30epertu
a00 MIJBUIIUTHU COLIAIILHUM CTAaTyC, a TAKOXK 1HII OCOOUCTICHI CIIOHYKAHHS.
OTpuMaHi pe3yibTaTd NOTJIUOIIOITh HAYKOBI YSIBIEHHS TMPO 0COOY
MPaBOIOPYIIIHUKA y CHOpaBax, MOB’sI3aHUX 31 30pOHOIO0 arpeci€ro pociiChKOl
denepaitii, Ta MOXyTh OyTHM BUKOPUCTaHI IiJl 4Yac YyJOCKOHAJEHHS CHUCTEMHU
KPUMIHOJIOTIYHOTO ~ 3amo0iraHHs, po3poOsieHHs Npo(UIAKTUYHHUX  3aXOAiB,
CIPSIMOBaHUX Ha HEUTpai3alliio aHTUACPKABHUX IMPOSBIB, @ TAKOXK y TMOJATBIITUX
HAayKOBHUX JIOCTI/DKEHHAX MPOOJEMATUKUA 3JIOYMHIB MPOTH OCHOB HAIIOHAIBHOI

Oe3rneku YKpaiHu.
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CHAPTER 16
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SYSTEM OF INTERNATIONAL ECONOMIC PARTNERSHIP
BETWEEN UKRAINE AND INDIA IN THE CONTEXT OF THE
FORMATION OF THE INSTITUTION OF AGRICULTURAL ATTACHES
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Cooperation between Ukraine and the Republic of India has the potential to
evolve into a systematic and strategically significant partnership, particularly in
the sphere of agricultural sector development during Ukraine’s post-war recovery.
Given India’s growing geoeconomic importance within the system of international
relations and its extensive experience in managing complex socio-cultural
diversity, Ukrainian-Indian cooperation possesses considerable potential that
extends beyond traditional frameworks of economic or defence interaction.

The issues of economic and agricultural diplomacy within the contemporary
system of international economic relations have attracted substantial attention
from both domestic and international scholars. In academic literature, agricultural
diplomacy is generally regarded as a component of economic diplomacy aimed at
advancing national economic interests, expanding trade and economic
cooperation, and strengthening food security on a global scale. Theoretical
approaches to defining the essence of economic diplomacy in the system of

international relations have been extensively examined by foreign researchers. In
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particular, M. Okano-Heijmans conceptualizes economic diplomacy as an
interdisciplinary phenomenon situated at the intersection of international relations,
economics, and diplomatic studies, combining the political instruments of the state
with economic mechanisms designed to promote national interests in the
international arena (2011) [4]. The scholar emphasizes that economic diplomacy
plays a crucial role in shaping contemporary global economic governance and
facilitating the development of international trade.

A significant contribution to the study of the mechanisms of economic
diplomacy has also been made by Ukrainian scholars. In particular, the works of
N. M. Hrushchynska examine the role of trade diplomacy in promoting national
products in foreign markets, especially within the context of expanding Ukrainian
exports to the European Union (2016) [1]. The author highlights the importance of
coordinated interaction between governmental institutions and diplomatic
missions in establishing an effective system for supporting national exports. The
functioning of economic diplomacy as an instrument of state foreign economic
policy has also been explored in the studies of Yu. O. Chuhaienko, Ya. P.
Pukhalska, and V. M. Baranovska. These researchers emphasize the growing
importance of diplomatic institutions in regulating a state's foreign economic
activities, creating favourable conditions for international trade, and fostering
economic cooperation (2013; 2014; 2012) [5; 6; 8]. At the same time, O. M.
Sharov views economic diplomacy as a synthesis of scholarly approaches aimed at
safeguarding and advancing the national economic interests of the state within an
increasingly globalized economic environment (2018) [9].

Certain aspects of the institutional development of economic diplomacy and
its role within the contemporary system of international economic relations have
been examined in the works of V. V. Kukharyk and T. Nubling, who emphasize
the significance of diplomatic mechanisms in fostering international economic
partnerships and strengthening interstate cooperation (2021) [3]. A similar
perspective is advanced by V. Kukharyk, who regards economic diplomacy as an

209



important instrument for advancing and protecting national interests in the sphere
of international economic interaction (2021) [10]. International scholarly literature
has also devoted considerable attention to sector-specific forms of economic
diplomacy, particularly agricultural diplomacy. In this regard, S. Zhang analyzes
the development of China’s agricultural diplomacy within the framework of the
“Going Global” strategy, highlighting its importance for expanding international
economic cooperation, enhancing food security, and promoting national
agricultural interests in global markets (2019) [2]. At the same time, despite the
substantial body of research on economic diplomacy, the development of
agricultural diplomacy as a distinct instrument of international economic
partnership-particularly in the context of Ukrainian—Indian cooperation and the
establishment of the institution of agricultural attachés-remains insufficiently
explored. This underscores the need for further scholarly investigation into the role
of agricultural diplomacy in shaping new mechanisms of international economic
interaction, promoting agricultural trade, and contributing to food security on a
global scale. The purpose of this article is to examine the role of agricultural
diplomacy within the system of international economic partnership between
Ukraine and India and to substantiate the significance of establishing the
institution of agricultural attaches for the advancement of trade and economic
cooperation, the promotion of agricultural products in foreign markets, and the
development of new areas of bilateral engagement in the context of digitalization,
the transformation of food systems, and the strengthening of global food security.
At present, agricultural diplomacy serves as an important instrument for
strengthening international economic partnership between Ukraine and India. Its
effectiveness largely depends on the establishment of a network of agricultural
attachés who facilitate the expansion of trade and economic cooperation, promote
agricultural products in foreign markets, and contribute to the development of joint
innovation projects. At the same time, the integration of digital technologies, the

advancement of food systems, and the implementation of blue economy principles
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create additional opportunities for deepening bilateral cooperation between the
two countries. This makes it possible to regard agricultural diplomacy not only as
a component of contemporary international economic policy but also as a strategic
mechanism for enhancing global food security. To better understand the role of
agricultural diplomacy in fostering international economic partnership between
Ukraine and India, it is appropriate to outline the key components of this
cooperation. The data presented provide a comprehensive overview of the principal
directions for the formation and implementation of agricultural diplomacy in the
context of contemporary global challenges to food security (Figure 1).

The expansion of bilateral dialogue in this sphere has the potential to
strengthen Ukraine’s position in international affairs while simultaneously creating
favourable conditions for recovery and sustainable development at both the
national and regional levels. In this regard, it is important to identify the key
components of cooperation emerging at the intersection of agricultural policy,
economic diplomacy, and the effective management of international relations.
Particular attention should be given to mechanisms of interaction between public
authorities, the development of resilient food systems, and the application of
digital tools to enhance agricultural cooperation. In the context of wartime and
post-war transformations, deeper cooperation in the field of human rights has
become increasingly relevant. Such cooperation may be implemented through
technical assistance mechanisms, joint monitoring initiatives, and professional
capacity-building programmes. A practical foundation for this interaction can be
found in Ukraine’s experience of implementing bilateral cooperation programmes
with countries of the Global South, as well as in India’s Indian Technical and
Economic Cooperation (ITEC) Programme, which annually provides extensive
training and professional development opportunities for specialists from partner
countries. The adaptation of relevant mechanisms to Ukraine’s needs may
contribute to the development of human capital in the fields of legal protection and
post-war reconstruction planning. Particular importance should be attached to the
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digitalization of public administration and the advancement of transparent

governance instruments. India’s experience in implementing the Digital India

programme since 2015 demonstrates the potential of large-scale deployment of

digital solutions in the provision of public services, monitoring the activities of

governmental institutions, and ensuring citizens’ access to public information.

ﬁade diplomacy is a foreign poh

cy instrument designed to safe-
guard a state's economic interests,
promote exports, attract foreign in-
vestment, and facilitate negotia-
tions on trade agreements. It en-
compasses the professional man-
agement of export and import ac-
tivities, the response to trade barri-
ers and restrictions, and active par-
ticipation in the formulation and

development of international trade
wles and regulatory frameworks/

ﬁ:onomic diplomacy refers to the use of diplomah
methods and instruments by a state to promote its
national economic interests, facilitate international
trade, attract foreign investment, and strengthen
economic security. It encompasses the protection of
national business interests abroad, the analysis of
foreign markets, and cooperation with international
organizations. As a key dimension of contemporary
foreign policy, economic diplomacy frequently
constitutes a substantial share of the activities carried
out by embassies and diplomatic missions, often

Agricultural diplomacy is a foreign policy instrument that comprises a
set of negotiation, legal, analytical, and representative mechanisms
designed to promote national agricultural products in international

markets amid the digital transformation of global value chains. It
serves to safeguard the interests of the agricultural sector in
international economic relations, establishes institutional foundations
for the professional activities of agricultural attachés within diplomatic
and trade missions abroad, and contributes to the formation of a multi-
level framework of interaction between the state and the international
environment (author’s definition).

accounting for more than half of their operational
\ engagement. /

Figure 1. The Conceptual Role of Agricultural Diplomacy in International

Economic Partnerships and the Institutional Development of Agricultural Attachés

In the context of Ukraine’s post-war challenges, particularly the need for

active community participation in reconstruction processes, this experience may

be utilized to develop effective models of democracy, social partnership, and

human rights protection. The deepening of Ukrainian—Indian cooperation in the
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field of democratic governance may therefore be regarded as an element of
Ukraine’s foreign policy strategy aimed at establishing a new framework for
security, rule of law, and democratic interaction in the region of Central and
Eastern Europe. In examining agricultural diplomacy within the system of
international economic partnership between India and Ukraine, bilateral cooperation
should be viewed not merely as a trade and economic process but as a
multidimensional institutional mechanism integrating economic, legal, and
governance components. Given India’s growing geopolitical role in the global
food security architecture and its extensive experience in managing complex
sociocultural diversity, Ukrainian—Indian cooperation is acquiring strategic
importance for the formation of a new model of agricultural diplomacy. Within
this framework, agricultural diplomacy serves as an instrument for coordinating
the economic interests of states in the areas of agriculture, food security,
sustainable natural resource management, and rural development. At the same
time, it performs a mediating function between governmental institutions, businesses,
international organizations, and local communities. In this context, the
establishment of the institution of agricultural attachés becomes particularly relevant
as a specialized diplomatic mechanism designed to promote national interests,
expand export opportunities, and strengthen international economic cooperation.
The development of Ukrainian-Indian dialogue in the field of agricultural
diplomacy may extend beyond issues related to agricultural trade and investment
in agriculture to include the exchange of experience in the digitalization of the
agricultural sector and the management of food systems (Table 1). India, which
combines a large-scale agricultural sector with active governmental support for
digital transformation initiatives, including those implemented under its national
digital development programme, may serve as an important partner for Ukraine in
introducing digital tools for monitoring agricultural markets, managing land and

water resources, supporting farming enterprises, and administering state assistance
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programmes. In this context, the institution of agricultural attachés may perform

an expanded range of functions.
Table 1. Directions for the Development of Ukrainian—Indian Partnership in the

Context of Implementing Agricultural Diplomacy Approaches and Advancing the

Institution of Agricultural Attachés

Content of

The role of the
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These include an analytical function, encompassing the monitoring of food
markets, investment opportunities, and regulatory developments; a negotiating
function, involving the coordination of trade regimes and the harmonization of
quality and food safety standards; a technical function, primarily focused on
coordinating technical assistance programmes, educational initiatives, and
scientific exchanges; and a legal function, particularly related to supporting the
implementation of international commitments in the field of agricultural policy.
Special attention should be paid to India’s experience in training specialists
through international educational programmes, which may contribute to the
development of the professional capacity of Ukrainian agricultural attachés. The
preparation of such specialists should integrate competencies in international
economics, agricultural policy, trade law, institutional analysis, and intercultural
communication.lt should be emphasized that such cooperation strengthens
Ukraine’s international agency and expands the geographical scope of its external
economic engagement. In the context of Ukraine’s post-war transformation,
agricultural diplomacy is expected to evolve into both an economic and a security
instrument. The expansion of partnership with India will contribute to the
diversification of export markets, the strengthening of Ukraine’s position within
the global food system, the attraction of investment for the recovery of the
agricultural sector, and the formation of a new paradigm of food security.

An important dimension of agricultural diplomacy is the establishment of a
sustainable network of professional cooperation among representatives of
government institutions, diplomatic missions, agribusiness enterprises, research
organizations, international institutions, and educational centres in Ukraine and the
Republic of India. Such a network would facilitate the effective exchange of
information on agricultural market developments, investment opportunities,
regulatory changes, and the implementation of joint initiatives in agriculture and
food security. Particular emphasis should be placed on the preparation of highly
qualified specialists for work within the system of agricultural diplomacy through
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specialized educational programmes, internships, academic mobility schemes, and
professional training initiatives. These programmes may encompass international
economics, agricultural policy, international trade, trade law, diplomatic protocol,
food systems governance, agricultural digitalization, and intercultural
communication. Participation in international educational and scientific activities
would enable future agricultural attachés to develop practical negotiation skills,
establish professional connections with representatives of public and private
institutions, and acquire the experience necessary to represent national interests at
the international level. In the long term, these efforts will contribute to the
formation of a modern human capital base for agricultural diplomacy capable of
effectively promoting Ukrainian agricultural products in foreign markets,
advancing international economic cooperation, and strengthening Ukraine’s
position within the global food security system.

The practical implementation of this direction may be achieved through the
establishment of joint educational platforms, thematic training courses,
professional forums, and internship programmes involving universities, research
institutions, sectoral associations, and diplomatic missions of both countries. For
example, Ukrainian specialists may participate in advanced training programmes
on agricultural trade, food diplomacy, agricultural digitalization, and supply chain
management offered by Indian educational and research institutions. Conversely,
Indian experts may engage in joint research projects dedicated to the recovery of
Ukraine’s agricultural sector, the development of food systems, and the
implementation of innovative technologies in agriculture. Another promising
initiative is the introduction of short-term internships within relevant ministries,
trade missions, agricultural associations, and international organizations.

Such programmes would enable future agricultural attachés to gain practical
experience in foreign economic activities, export promotion, market analysis, and
the preparation of analytical materials for public authorities. Particularly valuable
would be exposure to the operational practices of agricultural representations in
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Asia, Africa, and the Middle East, where food security and agricultural trade
occupy a strategically important position within national development agendas. An
essential component of professional network development is the regular
organization of international conferences, round tables, business forums, and
exhibition events involving representatives of governmental institutions, the
private sector, and the scientific community. For instance, Ukrainian—Indian
agricultural forums could facilitate the establishment of direct contacts among
agricultural producers, investors, researchers, and potential trade partners. Such
platforms create opportunities to discuss contemporary challenges related to food
security, logistics development, product certification, and the reduction of non-
tariff barriers to trade. Special attention should also be devoted to the development
of digital professional communities and knowledge-sharing platforms. The
application of modern digital tools would enable the creation of a permanent
communication system connecting agricultural attachés, business representatives,
research institutions, and public authorities. This would facilitate the rapid exchange
of information concerning legislative changes, trade opportunities, investment
projects, and emerging technological solutions for the agricultural sector. In the
long term, the establishment of such a network of professional contacts will
contribute to the creation of an institutional foundation for a new generation of
agricultural attachés possessing not only diplomatic expertise but also advanced
knowledge of international economics, agricultural policy, digital technologies,
and food systems management. This, in turn, will create additional opportunities
for promoting Ukraine’s national economic interests, expanding the presence of
Ukrainian agricultural products in international markets, and strengthening
international economic partnerships with the Republic of India and other countries
worldwide. The findings of this study indicate that agricultural diplomacy is
gradually emerging as one of the key instruments for advancing international
economic partnership between Ukraine and the Republic of India. In the context of
the transformation of global food systems, the digitalization of economic
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processes, and the intensification of global challenges, agricultural diplomacy
extends beyond its traditional role of facilitating agricultural trade and acquires
broader institutional significance by integrating economic, diplomatic,
educational, innovative, and security dimensions. The study demonstrates that
deeper Ukrainian—Indian cooperation in the field of agricultural diplomacy creates
favourable conditions for expanding access to new markets, attracting investment,
fostering innovation-driven projects, and developing modern mechanisms for
ensuring food security. It is substantiated that the establishment of the institution
of agricultural attachés constitutes a crucial element in achieving these objectives.
The study further reveals that the adaptation of India’s experience in public
sector digitalization, food system development, human capital formation, and the
implementation of international educational programmes may become an important
factor in the modernization of Ukraine’s agricultural diplomacy framework. In the
long term, such cooperation is expected to strengthen Ukraine’s international
economic standing, diversify its external economic relations, expand the presence
of Ukrainian agricultural products in global markets, and reinforce the country’s
role within the global food security architecture. Under these conditions, agricultural
diplomacy should be regarded not merely as a component of economic diplomacy,
but as a strategic instrument for fostering long-term international partnerships,
enhancing human capital development, and ensuring sustainable economic growth.
Thus, the findings of this study indicate that agricultural diplomacy
represents a promising instrument for the development of international economic
partnership between Ukraine and India. The establishment of the institution of
agricultural attachés will facilitate the expansion of trade and economic
cooperation, the promotion of agricultural products in foreign markets, and the
advancement of investment and innovation projects within the agricultural sector.
At the same time, the application of India’s experience in the digitalization of
governance, the development of food systems, and the training of professional
personnel creates additional opportunities for deepening bilateral cooperation. In
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this regard, agricultural diplomacy is viewed as a strategic instrument for
strengthening international economic cooperation, diversifying export markets,

and enhancing Ukraine’s role in the global food security architecture.
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